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Dina Yarovinsky. INTRODUCTION AND MOTIVATION



Link to Google Play 
page

Developers use the Data safety section 
to share information about how their 

app handles your data. 
This way, you can make more informed 

decisions about what apps you use.



Dina Yarovinsky. 
Link to Screen Grab - Apple Privacy Labels

Our Privacy Nutrition Labels are designed to help 
you understand how apps handle your data...



RQ1: What do people understand about privacy labels 
when asked to use them? 

RQ2: How do users apply this knowledge?

RESEARCH QUESTIONS

RQ3: What impact do privacy labels users have on 
attitudes and intentions? 

Nikolić, M., & Dabić, T. (2016). The Bloom's taxonomy revisited in the context of online tools. In Sinteza 2016-
International Scientific Conference on ICT and E-Business Related Research (pp. 315-320). Singidunum University.



METHODOLOGY

Study Design:
• App Snap*
• Think-aloud protocol
• Braun and Clarke’s Reflexive Thematic Analysis**

One-on-one in person sessions (n = 16)
Between March and September 2025
UK-based sample

*Walsh, S. M., & Ramokapane, M. (2024, August). App Snap: A Versatile Tool for Engaging Children and Young People in Dialogue
About Smartphone App Privacy. In Creating Engaging Security and Privacy Educational Interfaces for Educators and Families.
**Braun, V., & Clarke, V. (2006). Using thematic analysis in psychology. Qualitative research in psychology, 3(2), 77-101.
Braun, V., & Clarke, V. (2019). Reflecting on reflexive thematic analysis. Qualitative research in sport, exercise and health, 11(4), 
589-597.
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THEMATIC 
MAP

UNDERSTANDING
GENRE-DRIVEN 
CONTEXTUAL 

EXPECTATIONS

OPERATIONAL AND FEATURE-
LINKED FUNCTIONAL 

EXPECTATIONS

USER COMPREHENSION OF 
TECHNICAL TERMINOLOGY

In App Purchases, and the interplay between 
financial data, purchases and subscriptions

Social media apps collect 
"everything"

Games don't need much data

Location should only be collected 
for functional purposes

Only Health Focussed Apps should 
collect Health and Fitness data

Simple apps, like note taking apps, 
don't need much data

Good apps collect data more 
responsibly

PERCEIVED 
RATIONALE FOR 

DATA 
COLLECTION

EXTERNAL 
DRIVERS OF 

MENTAL MODELS

Confusion over how data is used: tracked, 
linked, not-linked and shared data

For App Functionality

Because they can

For Money

To know more about you, for 
advertising - or surveillance

Relationship Between Account and App

Assumptions of Cross-Platform Consistency

brand image

general reputation

media

experience

App with the same primary function 
should collect the same type of data

IMPACT

SOCIETAL 
IMPLICATIONS

AFFECTIVE AND 
EMOTIONAL RESPONSE

PERCEIVED  
BEHAVIOURAL IMPACT

Negative Sentiment

Sense of Ownership

Shock, Surprise and Disbelief 

Trust

User Apathy, Overwhelm

SALIENCE

OBSERVED 
DIFFERENCES BETWEEN 

PNL AND DSL

THINGS PEOPLE 
NOTICE

Gross Data Quantity

Salient Data Types

Visual Uniformity

Labels as Opaque, Vague, 
Confusing: Lacking Transparency

Making direct comparisons

Noticing Symbols on PNL

Difference with DSL including 
additional layer and account 

deletion

The Nutrition Analogy

FINDINGS



THEMATIC 
MAP

UNDERSTANDING

OPERATIONAL AND FEATURE-
LINKED FUNCTIONAL 

EXPECTATIONS

In App Purchases, and the interplay between 
financial data, purchases and subscriptions

PERCEIVED 
RATIONALE FOR 

DATA 
COLLECTION

For Money

IMPACT

AFFECTIVE AND 
EMOTIONAL RESPONSE

User Apathy, Overwhelm

SALIENCE

THINGS PEOPLE 
NOTICE

Gross Data Quantity

FINDINGS



FINDINGS

P10 on the term ‘financial info‘:

“I’m thinking of an app where you 
might purchase... 

Now I’m thinking G might go with 
Chess because I feel like, the chess 

one, I think from my current 
understanding is you have in-App 

purchases to unlock levels or 
lessons”. 

Transparency barrier - cognitive gap

P15 on why apps collect data:

‘I’m sure there are third 
parties who are very 

interested in my health data-
if it’s lucrative I expect that 

they probably want it.

UNDERSTANDING
OPERATIONAL AND FEATURE-

LINKED FUNCTIONAL 
EXPECTATIONS

PERCEIVED 
RATIONALE FOR 

DATA 
COLLECTION



SALIENCE

THINGS PEOPLE 
NOTICE

Gross Data Quantity

P9 looking at a label 
describing lots of 

data handling:  “I'm 
assuming that 

Facebook take as 
much information as 
possible, so it's going 

to be one of these 
ones. “

P2: “As soon as I saw 
there's like 14 data 

types that Facebook 
gets and 11 for TikTok I 

kind of knew that 
those are the right 

pairings.”

FINDINGS

Dual Process Theory
Ecological Rationality



P3: 
‘it’s hard to sort of 

process this 
information at a 

glance ’ 

P10 when confronted with unknown 
technical terms:

“I’m not too sure what IMEI number or device 
ID is... I would probably read that and just be 

like: Ok. I don’t really undersatnd, but I kind of 
want to use Spotify anyway and still get 

(download) it...”

FINDINGS

IMPACT

AFFECTIVE AND 
EMOTIONAL RESPONSE

User Apathy, Overwhelm



KEY TAKEAWAYS 

1. Highlighting the Transparency Barrier and Cognitive Gap.

2. Heuristic Engagement as Rational Adaptation to Privacy Complexity 

3. Impact >> Negative Affect

DISCUSSION

DESIGN RECOMMENDATIONS

1.Toward Heuristic-Led Privacy Label Design

2. Use Standard, Validated Mechanism for Evaluating Usefulness and Impact of 

Non-Legalistic Privacy Disclosures
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