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Online surveys are prevalent in data collection

- dh

L‘ sjunv:v
[ — 2

Survey Protocol

Gw ES SoK: Mapping Threats to Defenses in Online Survey Fraud



Online surveys are prevalent in data collection

—A—

| & |V qualtrics™™

» — F ‘ SurveyJS \I

Survey Protocol Implementation

Gw ES SoK: Mapping Threats to Defenses in Online Survey Fraud



Online surveys are prevalent in data collection

L&
%

- dh

SURVEY

Survey Protocol

Gw ASU

o amazon
qua|tI’ICS mechanical turk

A Prolific
‘ Survey\l

- o
reddit &%
ehm/a‘yand Sec“‘m 2028

Implementation Distribution

SoK: Mapping Threats to Defenses in Online Survey Fraud



However, it requires careful data cleaning
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How is fraudulent participation actually detected?

Different - and often reactive - approaches to detect and mitigate fraud
« Attention checks?

* Response time?

- Platform controls?

- reCAPTCHA?

* Quality of open-text responses?
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How is fraudulent participation actually detected?

Different - and often reactive - approaches to detect and mitigate fraud
« Attention checks?

* Response time?

- Platform controls?

- reCAPTCHA?

* Quality of open-text responses?

What about LLMs?

What is even considered fraud and what methods have researchers used to combat it?
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Specifically, we investigated these questions:

RQ1 [Fraud Definition]

How is survey fraud conceptualized and defined across research domains?

Gw ES SoK: Mapping Threats to Defenses in Online Survey Fraud



Specifically, we investigated these questions:

RQ1 [Fraud Definition]

How is survey fraud conceptualized and defined across research domains?

RQ2 [Detection & Mitigation]

What detection and mitigation strategies are proposed, and how do they align with
specific fraud vectors?
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Specifically, we investigated these questions:

RQ1 [Fraud Definition]

How is survey fraud conceptualized and defined across research domains?

RQ2 [Detection & Mitigation]

What detection and mitigation strategies are proposed, and how do they align with
specific fraud vectors?

RQ3 [Reporting Practices]

How are fraud mitigation practices reported, and what are their implications for
interpretability and reproducibility?
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Methods

1. Corpus built following the PRISMA 2020 protocol
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Methods

1. Corpus built following the PRISMA 2020 protocol

2. Inclusion criteria
— Papers published between 2010 - 2025
— Plus at least one of the following:
» Conceptualization of Fraud
» Detection or Mitigation

» Guidance or Implications
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Methods

Google Scholar ‘ dblp

_ _ Initial search
1. Corpus built following the PRISMA 2020 protocol
Snowballing
2. Inclusion criteria Subtotal

— Papers published between 2010 - 2025 Out of scope

— Plus at least one of the following: .
Not available
» Conceptualization of Fraud
Subtotal
» Detection or Mitigation

 Guidance or Implications Data quality only

Total
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Overview of the studies
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Overview of the studies
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RQ1: What is considered fraud?

No definition

No explicit definitions

Implicit/Ad-hoc
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RQ1: What is considered fraud?

No definition Intentional data

fabrication
No explicit definitions Mischievous participants
Implicit/Ad-hoc Interviewer data
fabrication
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RQ1: What is considered fraud?

Intentional data Careless and

No definition fabrication Insufficient-Effort Automated, Al-mediated
No explicit definitions Mischievous participants Effortless, Inattentive Scripted bots
Implicit/Ad-hoc Interviewer data Random Coordinated automation
fabrication
Low or little motivation “LLM pollution”

Common fraudulent behaviors:
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RQ1: What is considered fraud?

. Intentional data Careless and :
No definition fabrication Insufficient-Effort Automated, Al-mediated
No explicit definitions Mischievous participants Effortless, Inattentive Scripted bots
Implicit/Ad-hoc Interviewer data Random Coordinated automation
fabrication
Low or little motivation “LLM pollution”

Common fraudulent behaviors:

False eligibility claims Location masking Random responses
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RQ1: What is considered fraud?

Intentional data

No definition

fabrication
No explicit definitions Mischievous participants
Implicit/Ad-hoc Interviewer data
fabrication

Common fraudulent behaviors:
False eligibility claims

Duplicate submissions

Location masking

Bots/Al-generated

Careless and

Insufficient-Effort Automated, Al-mediated

Effortless, Inattentive Scripted bots
Random Coordinated automation
Low or little motivation “LLM pollution”

Random responses

Coordinated use of eligible accounts
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RQ2: Mitigation Strategies Often Come Too Late

Pre-Survey In-Survey Post-Survey

Recruitment, Eligibility Data analysis
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RQ2: Mitigation Strategies Often Come Too Late

Lifecycle stage at which fraud vectors are addressed in papers from our corpus*

Fraud vector Recruitment In-survey
|dentity spoofing / false claims 23 28
Multi-accounting 17 11
Careless responding 7 37
Bot-generated 15 32

Gw ASU

Post-hoc
31
12
24
23

*See the paper’s Table 4, p.9, for more fraud vectors
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Mitigation Strategies: Multiple Submissions

Pre-Survey In-Survey Post-Survey

Recruitment, Eligibility Data analysis
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Mitigation Strategies: Multiple Submissions

IP
123.123.1.2
IP
123.123.1.2

<
e

Recruitment, Eligibility Data analysis

Pre-Survey In-Survey Post-Survey

GW BSU 5ok Mapping Theats o Defonses inOnlne Suvey Frae



Mitigation Strategies: Multiple Submissions
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Mitigation Strategies: Multiple Submissions
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Mitigation Strategies: Multiple Submissions

SURVEY LIFECYCLE
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Mitigation Strategies: Multiple Submissions
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Mitigation Strategies: Multiple Submissions
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The infrastructure and data you decide to collect before the study begins can determine
what fraud you are able to detect later.
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RQ2: Alignment between threats and defenses

Pre-Survey In-Survey Post-Survey

Recruitment, Eligibility Data analysis
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RQ2: Alignment between threats and defenses
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RQ2: Alignment between threats and defenses
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RQ2: Alignment between threats and defenses

A © A © A ©

False claims Knowledge Automated CAPTCHA/ Insufficient effort Consistency
checks completion Metadata check checks
Location VPN/proxy Low-effort Attention checks Semantic Stylometry
masking detection response mimicry
> Y
Pre-Survey In-Survey Post-Survey
Recruitment, Eligibility Data analysis

*See the paper’s Tables 3 (p.8) and 5 (p.9) for more fraud vectors and detection methods
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RQ3: What Researchers Share (and What is Left Out)

Primary Outputs and Artifact Availability

Guidelines / recommendations

New algorithm / detection

Dataset provided

Example questions

Code provided

Tool / software system
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RQ3: What Researchers Share (and What is Left Out)

Primary Outputs and Artifact Availability

Frequently missing:
Guidelines / recommendations 1. Decision thresholds

_ _ 2. Exclusion criteria
New algorithm / detection

3. % of responses removed
Dataset provided
Example questions

Code provided

Tool / software system
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RQ3: What Researchers Share (and What is Left Out)

Primary Outputs and Artifact Availability

Frequently missing:

Guidelines / recommendations 1. Decision thresholds

. . Exclusion criteria
New algorithm / detection

2
3. % of responses removed
Dataset provided
4

Detection methods used and their

effectiveness

Example questions

5. Consequences to participants

Code provided (denying compensation, reporting

participants to platform)
Tool / software system
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Number of papers
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Survey fraud mitigation is difficult to evaluate when
threats are poorly specified, defenses are not aligned

with them, and mitigation decisions are not reported.
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S0, what should researchers do differently?

- G1. Explicitly specify the threat model underlying fraud mitigation choices.
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S0, what should researchers do differently?

- G1. Explicitly specify the threat model underlying fraud mitigation choices.

- G2. Align defenses with fraud vectors across the survey lifecycle.

« G4. Treat inattentiveness checks as limited signals rather than general-purpose defenses.

« G6. Report mitigation decisions and their downstream effects on data.
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S0, what should researchers do differently?

- G1. Explicitly specify the threat model underlying fraud mitigation choices.

- G2. Align defenses with fraud vectors across the survey lifecycle.

« G4. Treat inattentiveness checks as limited signals rather than general-purpose defenses.

« G6. Report mitigation decisions and their downstream effects on data.

« G10. Consider the ethical concerns of fraud mitigation strategies.
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Key takeaways

1.

Survey fraud is a shared socio-technical problem, not an isolated methodological issue.
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Key takeaways

1. Survey fraud is a shared socio-technical problem, not an isolated methodological issue.
2. Current defenses are often reactive and mismatched to evolving threats.

3. Prevention requires lifecycle-aware defenses, shared responsibility, and transparent
reporting.
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Key takeaways

1. Survey fraud is a shared socio-technical problem, not an isolated methodological issue.
2. Current defenses are often reactive and mismatched to evolving threats.

3. Prevention requires lifecycle-aware defenses, shared responsibility, and transparent
reporting.

The usable security community can help by applying threat modeling, lifecycle thinking,
and usability principles to design online research systems that protect both research

integrity and participants.
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