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Scenario 3: Photo album is synced with another 
user due to cloud account compromise

Discover unknown device logged into iCloud account.

Scenario 4: A device is potentially 
rooted/jailbroken
Follow FTC advice to find a root checker/jailbreak detection app. 

How usable are tools on iOS  for helping intimate partner violence (IPV) victims protect themselves from security risks?
Four hypothetical  scenarios representing common risks:

● Location Tracking 
● Spyware
● Account Compromise
● Rooting/Jailbreaking

9 semi-structured interviews:

● 18 years or older
● Located in the U.S.
● Speak English fluently
● An iPhone user

Scenario 1: Someone has access to location

Discover and stop sharing location with other person using 
Google Maps’ location sharing 

➜ Participants had difficulty finding the source of location 
tracking and stopping it

“I would actually prefer like a kind of like a glowing 
button, that is kind of like signifying that someone 

knows your location.” (P8)

Scenario 2: Someone installed a spyware app
Recognize TeamViewer as a  spyware and remove it

➜ Participants were not sure how to detect 
spyware. They had trouble identifying the app as 
suspicious and discovering its functionality

“I don’t see any apps that say spyware.” 
(P7)

“Well, she didn’t download it—her loser 
boyfriend did. Get rid of the boyfriend.” 

(P1)

➜  Participants struggled to associate photo 
syncing issues with iCloud account devices 

“I think I knew generally to look under 
iCloud, but I just didn’t know like the full 

screen.” (P3)

➜ No participant found an appropriate app on Apple AppStore, 
and all were thus unable to follow/implement the FTC’s advice.

“Why wouldn't they give us a reputable app to use? 
That is not good. They should have provided 

someone, especially if they think they're being 
stalked, with something to use, instead of us wasting 

time. And there's a stalker out there. ” (P1)

Research Questions:

● How familiar were participants with the security risks? 
● How aware were they of problem-solving methods?  
● Could they successfully navigate interfaces?
● How easy did they find solving the problem?

https://www.consumer.ftc.gov/blog/2016/09/whos-stalking-what-know-about-mobile-spyware

