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Abstract
Passwords are the most commonly used and widely accepted
form of computer-mediated authentication. For our research,
we looked at similarities between password policies across a
set of universities in the U.S. and analyzed a set of 1.3 billion
login credentials, including email addresses, usernames, and
passwords, obtained from Exploit.in and Anti-Public combi-
nation lists. We analyzed password length, composition, and
potential re-use of login credentials. Through this analysis, we
identified sets of passwords that are presumed to be human- or
machine-generated and identified unique and duplicated cre-
dentials within the data-set. We propose simple-to-implement
policies to address the multiple instances of poor password
hygiene found in said data. These resultant recommendations
may help organizations reduce the likelihood of exposure of
credentials to outside parties.

1 Introduction

Passwords are a common standard for computer-mediated
user authentication. In order to manage the sheer volume
of user credentials, enterprises and individuals often employ
password managers–computer programs that help users gen-
erate and store passwords for different sites–to alleviate the
mental strain and fatigue of managing security credentials. For
this project, we looked at the characteristics of compromised
login credential records, specifically focusing on passwords.
We sought to understand the frequency of the re-use of login
credentials and passwords that were likely machine-generated
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as well as how passwords’ length compared to universities’
policies about password length and complexity.

Within our data, we found multiple instances of re-use of
credentials (i.e., the same login credentials were represented
more than once), which is cause for security concern. Through
our analysis, we also found that over a third of passwords in
the set would not pass the weakest university’s login credential
policies.

2 Background

Passwords maintain their status as the most prevalent authen-
tication method despite previous claims from both academic
research and private industry that password authentication
would be replaced and deprecated [8,12]. Passwords are used
daily on a significant number of mobile devices as well as
websites and online services [5]. While passwords are famil-
iar to the considerable user base of online computer users and
can be used in tandem with multi-factor authentication, there
still exist a number of usability issues regarding the implemen-
tation of passwords across different systems. Bonneau et al.
found that no alternative solution to passwords in their study
addressed all of their participants’ concerns and requirements
without added frustration [2].

The effect of password policies on the security of systems
is contested, with the NIST password guidelines having been
originally based on heuristics and being updated slowly in
response to research [17]. For example, the requirement to
frequently change passwords has not been found to increase
security [10]. With this empirical investigation we seek to
characterize the impact of length and complexity requirements
on password reuse.

Security professionals often evoke the adage that "a chain
is as strong as its weakest link," positioning users as a com-
mon weak point in computer security. Florencio and Herley
found many weak passwords in their observation of half a
million users’ credentials [6]. Similarly, Dell’Amico noted
that users often seek to meet only the minimum requirements
of passwords, thereby creating weak passwords when policies
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do not enforce stricter guidelines [4], and Devillers found that
90% of the passwords from a large database of user-created
passwords were weak [5]. The creation of weak passwords
was not found to be geographically limited either, as Liu et al.
looked at passwords from Chinese users and found that of the
over 20 million passwords observed greater than 80% were
considered weak [13].

One limitation often found in human-created passwords
is the emphasis placed on easy recall: if a person can create
a significantly strong random password but is unable to re-
member it, then it has failed [3]. While one potential solution
to enhance the security practices of users is stronger pol-
icy implementation, others have suggested replacing human-
recalled passwords with those created and/or recalled by ma-
chines [11, 14]. Pearman et al. found that the motivations of
people to use password managers changed based on whether
the managers were built in to their browsers or stand-alone
products and proposed design changes to increase their effec-
tive use [16]. Oesch and Ruoti reiterated that while password
managers might be able to help in creating more random pass-
words, they are not without their own flaws and have been
found to be vulnerable to guessing attacks [15].

3 Methodology

For our study of exposed passwords, we looked at passwords
paired with email addresses ending with ".edu" that were
pulled from the Anti-Public and Exploit.in lists, which re-
sulted in a total subset of 7,384,281 records from the 1.3
billion total corresponding passwords and email credential
records contained in the two data-sets of breached account cre-
dentials published in 2017 [9]. The Anti-Public and Exploit.in
data-sets were chosen as they contain collections of email and
password combinations from various breaches combined en
masse. The choice of examining university credentials as
a subset was made as the ".edu" domains are limited to a
specific geographic area. The subset of credentials paired
with university email addresses was also selected because it
was not directly analyzed previously by Grobler et al.’s work
which considered the sociocultural factors impacting pass-
word use for domains listed in France, Germany, Italy, and
the United Kingdom drawn from the same Anti-Public and
Exploit.in data-sets [7].

Because many universities have their own unique pass-
word policies, we referenced Abbott et al.’s [1] summary of
21 university policies to look at common policies regarding
the minimum password character length as well as the re-
quired level of password complexity as points of reference
for our analysis. Password complexity was measured based
on the number of different character types that were recorded
between lowercase alphas, uppercase alphas, numbers, and
special characters.

To identify assumed machine passwords, we analyzed these
same characteristics indicating complexity. In order to dif-

ferentiate between human and machine generated passwords,
the authors specifically looked to see if a password was com-
prised of numbers, symbols, and only the letters "a" though
"f" whether, uppercase or lowercase.

4 Findings

Our research looked at poorly-formulated passwords that nev-
ertheless met credential policies in order to correlate simi-
larities across password policies (e.g., length and complexity
requirements) at American universities. Due to privacy and
security restrictions, we cannot know if all login credentials
were valid; however, we assume that, based on correlations
between character usage and length, some passwords in our
data-set had the potential to have been used at educational
institutions and reused elsewhere as well as leading to their
inclusion in the exposed data-set.

Of the 7.384 million credential combinations in our chosen
data subset, we found 61,452 unique domain names. Some
universities were connected to multiple domain names, possi-
bly suggesting these domain names were different for students
and staff. For example, both “my.fsu.edu” and “fsu.edu” were
associated with Florida State University.

Usernames Passwords Domains
Unique 3,566,905 3,193,985 61,452
Duplicate 3,817,376 4,190,296 7,322,829

Table 1: Username, Password, and domain name unique and
duplicate count.

We identified 3,193,985 (43.25%) unique passwords and
4,455,010 (60.33%) unique email addresses in the data-set.
Each password was compared to the username preceding the
domain name of the email address from the same paired cre-
dentials, where we found that 38,272 (0.52%) pairs contained
the same username as the password. We also discovered 366
cases (0.005%) in which users’ email addresses were identi-
cal to the associated password. Table 1 shows the frequency
of unique and duplicate usernames, passwords, and domain
names in the set.

We identified 495,265 passwords, or 6.71% of the 7.384
million passwords analyzed, that are likely to be machine-
generated. This number includes all of the passwords that
consisted of 32 or more characters or cases in which the
password contained an email address. Figure 1 shows the
length of passwords and the frequency the length shows up in
the set.

Table 2 shows the break down of character length between
assumed human and assumed machine generated passwords.
The table is organized by the character count number, start-
ing with password length of less than eight characters which
accounted for 2,771,132 (37.53%) of the total passwords in
the set.
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Figure 1: Frequency of the number of characters comprising
each password.

# Characters Assumed Human Assumed Machine
<8 2,511,249 259,883
8 - 11 4,120,957 111,415
12 - 14 161,512 1,555
14 - 31 85,835 115,189
32+ 8,463 7,223

Table 2: Password count categorized by length and distinction
between assumed human or machine creation.

Recall that complexity was based on the amount of types of
characters in a password: lowercase alphas, uppercase alphas,
numbers, and special characters. If a password contained only
one type, such as all lowercase alpha characters, it was catego-
rized as "single-type", consequently meaning that "four-types"
had four different character types present in the password. Fig-
ure 2 shows the frequency of each password complexity type.
Those records which held no password and only an email
credential were labeled as "no password" and are assumed to
have been recorded on systems that did not properly check to
avoid null entries.

There are 4,190,296 duplicate passwords present in the set.
For our purposes, duplicate passwords are defined as pass-
words that were present in more than one unique login cre-
dentials. The most common password found was "password,"
all lowercase, which showed up 13,749 times in the set. Pass-
words with long character counts included 8,722 passwords
that were exactly 32 characters long and 6,964 passwords that
consisted of more than 32 characters.

Figure 2: Password complexity as measured by the number
of unique character classes within a password.

5 Discussion

The overall limitations of password possibilities are very
slim: password guidelines allow for a high degree of variation
and/or user choice. Despite this relative freedom, previous
research suggests that the range of choices users make is often
much slimmer than the full range possible [4–6]. As Abbott
et al. previously found [1], thirteen of twenty-one examined
universities have policies in place that require a minimum
password length of eight characters, while all but two of the
remaining universities required higher minimum password
lengths. Based on our own analysis of passwords in our data-
set, 37.53% do not meet this minimum length requirement
of eight characters and as a result cannot be legitimate cre-
dentials used at a university that we assume would have a
minimum length requirement of eight characters. However,
the remaining 62.47% must be assumed to have some non-
zero chance of previous use as credentials, unless a specific
university employed higher minimum length requirements
and/or complexity requirements.

Based on our findings, it is unlikely that the seven million
unique domain names correspond to seven million unique
password policies needed for creating account credentials.
Recall that some universities had multiple domain names for
their students and staff; we similarly found examples of do-
main names in the subset that did not follow the same naming
convention as the associated institution of higher education,
such as "studentcarlalbert.edu" and "webmail.scedu".

We found that 43.25% (3,193,985) of passwords are dupli-
cates in the subset used for this project. As we have previously
discussed, the most re-used password is the word "password"
which showed up 0.19% of the time in the set. According
to our method, the complexity of the most commonly used
password in this set, the password "password," only has a
complexity score of one because it contains only lowercase
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letters. As Abbott et al. [1] mentioned, raising the complexity
score requirement in university login credential policy could
potentially limit the possibility of reuse elsewhere.

Recall that 38,272 (0.52%) of passwords in this dataset
were found to be the same as the username and 366 passwords
were found to be the same as their associated email address.
This is as much a policy failure as it is a user failure. It is
trivially easy for institutions to implement policies that will
not allow users to use identical words or passphrases for sign-
up inquiries such as username, email, and passwords, yet such
restrictions have not reached ubiquity in enterprise password
policies. Additionally, adoption of multi-factor authentication
might not change password hygiene behavior, but nevertheless
can add an additional barrier of defense and limit risk even in
the event that credentials are exposed and/or reused.

6 Limitations

The only entities that could confirm if these passwords were
in fact correct would be to have a partner entrusted with user
credentials to check the validity of the passwords. Such a
confirmation would also require that the account password be
matched with the moment that the password was captured by
attackers, so should we be able to check current passwords
that would not be determinant.

We also have embedded assumptions about human behav-
ior and cognition based on previous work. The assertion that
humans do not make highly random passwords of 32 charac-
ter or more has been long known and is well-grounded [18].
We acknowledge there may be people who are not neurotyp-
ical who may create these, but we are unwilling to make
assumptions regarding a user’s status.

7 Conclusion & Future Work

Through our analysis of Anti-Public and Exploit.in combo-
lists, we found that users were able to use passwords that
would not pass even the most minimal university’s login cre-
dential policies. Users were also able to re-use login creden-
tials multiple times, sparking security concerns. Password
lengths being greater than or equal to 32 characters were posi-
tively correlated to passwords likely being machine-generated.
However, accounts that might be considered to have strong
credentials were still found to be exposed and/or exploited,
showing that even if users follow best practices, they are still
at risk based on the organization with which they are entrust-
ing those credentials.

This work provides some empirical basis for password
policies. The policies our results support include not allowing
users to have identical usernames and passwords or email
addresses and passwords, and enforcing a minimum password
length, without placing an undue burden upon organizations
or users.

Additional research will continue, utilizing all login creden-
tials available to us in the 1.3 billion corresponding passwords
and email credential records contained in the data-set, so the
findings are not limited to the subset of 7,384,281 records
used for this project. The total data-set contains login creden-
tials from many countries which will help make our findings
more generalizable. Additional research into the formulation
of passwords by expanding our analysis to include multilin-
gual dictionaries for clarity of password constructions may
provide insight into patterns of behavior for credential usage
outside of solely an English language context. Additional
research can continue to focus on the complexity and length
of passwords beyond just the requirement of four unique char-
acter types within the credentials. Looking at the inclusion
of passphrases or disallowing certain combinations of closely
related characters on a keyboard (ex. "ASDF"). The identi-
fication of credentials that are machine generated compared
to human generated may also be interesting topics for future
work.
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