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Abstract: 

 

Today’s environment of data-driven business models relies heavily on collecting as much 

personal data as possible. Besides being protected by governmental regulation, internet users 

can also try to protect their privacy on an individual basis. One of the most famous ways to 

accomplish this, is to use privacy-enhancing technologies (PETs). However, the number of 

users is particularly important for the anonymity set of the service. The more users use the 

service, the more difficult it will be to trace an individual user. There is a lot of research 

determining the technical properties of PETs like Tor or JonDonym, but the use behavior of 

the users is rarely considered, although it is a decisive factor for the acceptance of a PET. 

Therefore, it is an important driver for increasing the user base.  

We undertake a first step towards understanding the use behavior of PETs employing a 

mixed-method approach. We conducted an online survey with 265 users of the anonymity 

services Tor and JonDonym (124 users of Tor and 141 users of JonDonym). We use the 

technology acceptance model as a theoretical starting point and extend it with the constructs 

perceived anonymity and trust in the service in order to take account for the specific nature of 

PETs. Our model explains almost half of the variance of the behavioral intention to use the 

two PETs. The results indicate that both newly added variables are highly relevant factors in 

the path model. We augment these insights with a qualitative analysis of answers to open 

questions about the users’ concerns, the circumstances under which they would pay money 

and choose a paid premium tariff (only for JonDonym), features they would like to have and 

why they would or would not recommend Tor/JonDonym. Thereby, we provide additional 

insights about the users’ attitudes and perceptions of the services and propose new use factors 

not covered by our model for future research. 


