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Abstract

Penetration testing reports typically include remediation rec-
ommendations to guide organizations in addressing identified
vulnerabilities. The usability of such recommendations influ-
ences whether the reports are effectively understood and acted
upon. Yet, the usability implications of different recommen-
dation formulations, including Al-generated content, remain
underexplored. This paper presents a mixed methods study
examining how participants perceive different versions of PT
recommendations. In our study, total of 598 IT professionals
and cybersecurity students evaluated five recommendation
variants for each of two vulnerability descriptions. These vari-
ants included versions written by an experienced penetration
tester or generated by Al, and differed in the level of detail
provided, as well as in the inclusion or exclusion of an explicit
responsibility role tag. Study participants evaluated each rec-
ommendation using scaled ratings for three aspects: clarity,
actionability, and confidence in applying the guidance. They
also selected their preferred recommendation in pairwise com-
parisons and provided reasoning.

Results reveal some significant differences in perceived
usability across the recommendation variants. Recommenda-
tions with clear steps and an organized structure were rated
higher for clarity, actionability, and confidence. Presenting
guidance as a sequence of actionable steps helps users quickly
understand what to do, reduces ambiguity, and decreases the
time needed to interpret and implement the recommendation.
These results suggest that both human and Al authors of PT
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reports should prioritize structured presentation to make secu-
rity guidance easier to understand and act on.

1 Introduction

There is a growing disclosure of vulnerabilities that can be
exploited by malicious actors, some of them related to mal-
ware or ransomware attacks [24]. As a result, identifying and
addressing vulnerabilities remains a crucial component of
building a strong security posture for organizations. Penetra-
tion testing (PT) plays an important role in this process by
systematically uncovering severe vulnerabilities in deployed
systems [7, 13].

However, successful identification of vulnerabilities does
not guarantee their effective remediation and security im-
provements. A critical factor is how well remediation guid-
ance is communicated and understood by the recipients of PT
reports [17].

Effective security guidance is critical to ensure that users
can make informed decisions and mitigate risks. Recently,
Generative Artificial Intelligence (Gen-Al) has been adopted
to support and automate various tasks [3], including report-
ing [4]. In the context of PT, Gen-Al may be used to generate
remediation recommendations or assist report recipients in
understanding required remediation actions. Though it is not
clear what impact it could have on the usability of PT reports,
in terms of clarity, confidence in applying the guidance, and
actionability of recommended remediation actions.

Previous research highlights usability challenges for the
recipients of PT reports, including recommendations that are
unclear, insufficiently actionable, or difficult to interpret [11,
26].

The primary objective of this paper is to evaluate and com-
pare the usability of Al-generated and human-written recom-
mendations addressing vulnerabilities identified during PT.
The main contribution is to determine the clarity, actionability,
and reader’s confidence in applying the given security advice
and to assess their impact on vulnerability remediation for a
recipient of a PT report. In addition to a varied recommen-
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dation source (Al or human), our study also considers the
level of detail in recommendations, comparing basic versus
extended guidance, and explores the use of responsibility or
role labels, which indicate who should act to resolve each
security issue.

The remainder of this paper is organized as follows. Sec-
tion 2 provides background on usable security and related
work on security recommendations, Al-generated guidance,
and human-Al comparison studies. Section 3 describes the
study design, including the recommendation corpus, how Al-
generated recommendations were produced, the study condi-
tions, participant sample, quantitative measures, and ethical
considerations. Section 4 presents the quantitative results,
followed by Section 5, which details the results. Section 7
aligns and interprets the quantitative and qualitative findings
and discusses the implications and limitations of our study.
Section 8 concludes the paper. In the appendix, we include
the prompts used for generating Al recommendations and all
vulnerabilities employed in the study, along with the full set
of recommendation versions presented to participants.

2 Background and Related Work

Penetration testing is a critical process in identifying vul-
nerabilities within applications. Security experts skilled in
exploiting vulnerabilities carry out assessments to simulate
real-world attacks and recommend mitigations [13,30]. The
results are typically documented in detailed reports, including
the methodology used, findings and suggested countermea-
sures [35]. These tests have long been a manual process that
relied heavily on human judgment to interpret the results and
provide actionable security advice [23].

While human-driven PT has been shown to be effec-
tive [21], automating the core activities (vulnerability dis-
covery and exploitation) can improve efficiency and consis-
tency [5,12,36]. Previous work has further explored the design
and application of automation tools in security testing [10,34].
More recently, efforts have been extended to automating the
PT reporting phase, as manual report writing is often time-
consuming [17]. Recent research has also explored automat-
ing both the testing phase and the report writing phase by
integrating traditional security tools with large language mod-
els [22,29]. Previous research has identified limitations in
existing penetration-testing automation approaches and high-
lighted the need for a comprehensive hybrid Al framework to
improve the automation of penetration-testing activities [28].
PT report findings are a form of security advice. Despite ex-
tensive research on digital security advice, users often do not
follow the advice or find it overwhelming, leading to poor im-
plementation of secure behaviors. One recent study aims to de-
velop an approach that makes security advice more actionable,
manageable, and easier to follow for end users [27]. Security
advice within PT reports often includes recommendations
that are shaped by the experience of the penetration tester,

knowledge of industry best practices, and understanding of
the target environment [23]. Effective remediation depends on
recommendations that are both clear and actionable, enabling
security practitioners to quickly understand the required steps
and implement them correctly [25].

When considering the generation of security advice, it is
important to distinguish between general security advice and
PT recommendations. General security advice is typically
designed for broad audiences and aims to encourage secure
behaviors and practices across a variety of contexts [1,20,27].
In contrast, PT recommendations are context-specific and
evidence-based, derived from validated vulnerabilities and
their associated findings. In terms of sources of advice, secu-
rity practitioners view Al tools such as ChatGPT as beneficial
for tasks such as vulnerability detection and penetration test-
ing [14]. However, the generated guidance is often too generic.
The responses are perceived more as broad security advice,
which is not always suitable for real-world applications. Re-
cent research used SHapley Additive exPlanation (SHAP)
in the context of web applications to prove explainability to
the Al-generated recommendations. Their analysis showed
the ability to provide actionable recommendations and de-
tailed information, including technical fixes and high-level
details [16].

Study of practitioner interaction with security tools based
on machine learning suggests that the perceived quality of
explanations significantly affects confidence and willingness
to act on security recommendations, motivating the need to
carefully evaluate how mitigation guidance is presented in
vulnerability reporting contexts [19].

When a vulnerability is not mitigated and is exploited, inci-
dent response (IR) process follows. Recent work has explored
the integration of large language models into IR workflows,
demonstrating their potential to assist with summarization
and reporting, while also highlighting limitations in reasoning
quality and factual reliability in security contexts [15].

Previous research examining human vs. Al-generated code
has shown that Al-generated code provides more extensive
documentation, but it may lack the nuanced context-specific
commentary that human developers can provide, reflecting
their deeper understanding of the intent and future usage of
the code [8]. This highlights the complementary strengths of
both approaches, suggesting that Al can improve documen-
tation efficiency, while human developers can add valuable
information based on the project’s broader context.

3 Methodology

To evaluate and compare the usability of Al-generated and
human-written recommendations for addressing vulnerabili-
ties identified during PT, we conducted an exploratory study
with 598 participants. Participants were presented with two
versions of recommendations per PT finding and asked to
evaluate them based on three key aspects: clarity, actionabil-
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ity, and confidence in applying the guidance. In addition to
rating scales, we collected open-ended responses to capture
deeper insights into perceptions and reasoning of their choice.
We then performed a mixed methods analysis combining
quantitative and qualitative approaches. The quantitative anal-
ysis examined differences in predicted ratings across recom-
mendation versions, while the qualitative analysis involved
thematic coding of participant reasoning for their choice to
identify recurring usability-related themes. For the qualita-
tive analysis, we collected reasoning only for two aspects:
clarity and actionability. This decision was made to avoid
overwhelming participants with too many open-ended ques-
tions and to ensure rich, detailed feedback on the aspects most
directly related to usability.
We established two hypotheses for our study:
H1: Al-generated recommendations are equally clear, ac-

tionable, and confidence-inspiring when compared to human-
written recommendations in PT reports.
H2: Additional details (i.e., labeling target groups or provid-

ing step-by-step instructions) improve the actionability and
usability of recommendations.

3.1 Recommendation Corpus

We constructed a corpus of security recommendations cen-
tered on two selected vulnerability findings. We deliber-
ately limited the study to two well-understood and widely-
encountered security issues in order to reduce cognitive load
for participants and to enable richer evaluation of recom-
mendation quality. The first finding, which referred to as
I-Type, concerns an information leak vulnerability. The sec-
ond finding, labeled as C-Type, relates to a cross-site script-
ing vulnerability. Both vulnerabilities were derived from a
real-world public PT report, ensuring that the study material
reflects realistic findings observed in professional security
assessments [6]. They were chosen since they are rather self-
contained and concise making them appropriate for controlled
evaluation of recommendation quality.

For each vulnerability, we prepared a set of five different
versions of security recommendation, as shown in Table 1.
Each set included one human-written recommendation cre-
ated by a penetration tester taken directly from the public
report and four Al-generated variants produced using a fixed
prompt structure. The Al variants systematically manipulated
two dimensions: the level of detail (basic vs. extended rec-
ommendation) and the presence or absence of an explicit
responsibility label, indicating the entity responsible for tak-
ing action (e.g., backend developer). This design allowed us
to isolate the effects of the source of the advice, the level of
detail, and the indication of the responsibility.

To protect contextual privacy and avoid unintended iden-
tification, vulnerability descriptions were anonymized and
intentionally simplified, retaining only the information nec-

Version | Description

10 Written by a (human) penetration tester.

20 Al-generated with basic level of detail.
Al-generated with basic level of detail and role

30 label.
40 Al-generated with extended level of detail.
Al-generated with extended level of detail and
50
role label.

Table 1: Recommendation versions for both I and C findings.

essary for participants to understand the security risk. The
security recommendation written by the penetration tester
was not subsequently modified.

3.2 AI Generated Recommendations

The decision to use Gen-Al to produce PT recommendations
was motivated by two key considerations. Firstly, generative
Al tools are increasingly being adopted in industry, reflecting
current practices in cybersecurity and report creation [32].
Using them ensures that our study remains relevant to real-
world professional contexts. Secondly, Gen-Al is increasingly
applied in defensive cybersecurity contexts, and evaluating
its role in remediation communication and reporting becomes
necessary [33]. Recent systems demonstrate the growing fea-
sibility of automating various stages of ethical hacking, in-
cluding analysis and reporting [2]. Specifically, Al powered
conversational agents have shown promise in supporting in-
formation seeking tasks by maintaining context, generating
queries, and summarizing result [9].

The four Al-based recommendations for each vulnerability
were generated using GPT-4 (free access tier), accessed in
April 2025, with temperature set to 0.7 and a maximum output
length of 500 tokens. We selected GPT-based models for
advice generation due to their widespread deployment in real-
world advice-giving contexts and demonstrated capability in
security-related content [18,31]. The model parameters and
prompts were kept constant in all recommendation items to
ensure comparability.

To generate security advice, we provided the model with a
structured prompt that included the anonymized vulnerabil-
ity description and instructions for producing the guidance.
The prompt explicitly instructed the model to provide a reme-
diation recommendation and defined the level of detail and
inclusion of the responsibility label. The complete prompt and
all versions of the recommendations are in the Appendix A.

3.3 Quantitative Measures

We assessed participant perceptions of security recommenda-
tions using a set of quantitative measures designed to capture
selected aspects of usable security. Following prior work on
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the evaluation of security advice, participants rated each rec-
ommendation version along three selected aspects: clarity,
actionability, and confidence in applying the guidance.

¢ Clarity of the recommendation was measured with the
item: "How clear is this recommendation?"

* Actionability captured whether participants perceived
the recommendation as actionable with the following
item: “How actionable is this recommendation?”

* Confidence in their ability to follow the recommenda-
tion was measured with the item: “How confident would
you feel implementing this recommendation?”

All items were measured on the four-point Likert scale
(1-Not at all, 2-Somewhat, 3-Mostly, 4-Completely). Because
these response categories are ordered but not interval-scaled,
all outcomes were treated as ordinal variables.

We also collected basic demographic information to sup-
port exploratory analysis and control for individual differ-
ences, namely their gender, experience, and role.

3.4 Study Sample

Participants were recruited in three phases. In first phase,
318 participants were drawn from two universities, including
300 from Czechia and 18 from Estonia. Phase 2 involved 16
company employees, with 8 from the Czech Republic and 8
from Estonia. Phase 3 comprised 264 participants recruited
through DevConf.cz, held in Czech Republic.

The study includes two main groups of participants: cyber-
security students and IT professionals. For students, the sur-
vey was administered within university cybersecurity courses
and it was not mandatory, although participants could receive
minor bonus course points for participation. IT professionals
were recruited from organizations that regularly consume PT
reports, as well as from attendees of the DevConf.cz, an an-
nual open-source technology conference, where a study booth
was available and from which interested individuals could
voluntarily participate. To encourage engagement, attendees
were offered small incentives, including swag items and ice
cream. These gestures helped to create a welcoming and infor-
mal environment, fostering participation while maintaining
the voluntary nature of the study.

The study sample comprised a total of 598 individuals, of
whom 116 identified as female and 482 as male. The first
and largest group, consisting of 318 students, were enrolled
in cybersecurity-focused academic programs. These students
were recruited from university-level cybersecurity courses,
ensuring that they possessed foundational theoretical knowl-
edge and emerging practical competencies in the field. The
IT professionals group were further split into two groups, as
follows. The second group included 248 participants affiliated
with software development roles, representing individuals en-
gaged primarily in development-related technical activities.

The third group comprised 32 participants specializing in
security, reflecting professionals with a dedicated focus on
cybersecurity practices and related domains.

Participants were divided into three experience levels:
novice (up to 3 years), intermediate (4 to 6 years), and ex-
pert (74 years). The novice level included 415 individuals,
primarily students and early-career professionals with lim-
ited industry exposure. The intermediate level comprised 84
participants who had several years of relevant experience
and were capable of independently handling development or
security-related tasks. The expert level consisted of 77 highly
experienced professionals with advanced technical knowl-
edge.

3.5 Study Conditions

Data collection was conducted in three phases, during which
participant exposure to items varied to balance experimental
coverage with participant burden.

In the first two phases, which included data collection
within cybersecurity courses and data collection from selected
organizations, participants evaluated two versions of recom-
mendations for each vulnerability, which were randomly se-
lected. During the third phase, where participants were con-
ference attendees, the survey consisted only of two versions
of the recommendation associated with a single vulnerabil-
ity, which was randomly assigned. In both cases, it enabled
within participant comparison across recommendation vari-
ants. This flexible exposure design reduced cognitive fatigue
while allowing to collect evaluations across all conditions.
The recommendation order was randomized for each partic-
ipant to mitigate the ordering effects. The design allowed
to compare the recommendations both within and between
participants.

3.6 Ethics Considerations

The study was conducted using an anonymous, voluntary
questionnaire and did not collect personally identifiable or
sensitive personal data. On the first page of the online survey,
participants were presented with a General Data Protection
Regulation (GDPR) notice that outlines the purpose of data
collection, data handling procedures, and participant rights.
The notice stated that the responses would be used exclusively
for research and analysis, that all data would be anonymized,
securely stored, and deleted by the end of December 2026,
and that participation was entirely voluntary.

All survey responses were optional, allowing participants
to provide feedback at a level of detail with which they were
comfortable. Participants were informed that they could with-
draw from the study at any time while completing the survey
questionnaire without providing a reason. In the event of
withdrawal, their data would be deleted unless they explicitly
agreed otherwise. The notice also specified the categories of
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data collected, which were limited to demographic informa-
tion (gender, role, and experience) and responses to the survey
questions. No unnecessary or excessive data were collected.
A link to the university’s official Data Processing Statement
was provided directly within the survey.

Student participation was entirely voluntary and had min-
imal impact on course standing. Participants received 2 of
102 bonus course points for participation only, independent
of performance. Bonus credit was assigned by a researcher
using unique participant codes submitted via email, and the
course instructor had no access to survey responses. Emails
were deleted immediately after credit assignment, ensuring
no linkage between identities and responses.

All procedures complied with applicable data protection
regulations and institutional research ethics standards.

4 Results

This section presents the findings of our mixed methods anal-
ysis. We first report the quantitative results evaluating three
selected aspects in the recommendation versions. Then, we
present the qualitative findings derived from the reasonings
of pairwise choice participants provided.

4.1 Quantitative Results

Prior to analysis, all participant responses were inspected
for completeness and consistency. We excluded survey sub-
missions that were incomplete or invalid. Specifically, any
participant response that lacked ratings for one or more of
the evaluation aspects (clarity, actionability, confidence) was
removed. Survey submissions with Likert ratings for given
recommendations without reasoning (i.e., why they perceived
certain recommendations as clearer or more actionable) were
retained in quantitative analysis.

To analyze the data, we used Cumulative Link Mixed Mod-
els. This modeling approach is appropriate for ordinal out-
comes and allows for the inclusion of fixed and random effects.
Mixed effects modeling is the most appropriate approach be-
cause each participant provided multiple ratings and evaluated
only a subset of the available versions, resulting in an unbal-
anced and incomplete repeated-measures design.

Separate models were fit for each outcome measure (clarity,
actionability, confidence) and for each version (see Table 1).
In each model, the version was included as the primary fixed
effect. The level of experience and role of the participant
were included as additional fixed effects to examine whether
these characteristics of the participants were associated with
systematic differences in ratings. A random intercept for par-
ticipant ID was included to account for within-participant
dependence across multiple ratings.

Pairwise comparisons between versions were conducted us-
ing these marginal means, with p-values adjusted for multiple
comparisons. The results are reported with 95% confidence

intervals. Analysis was conducted in R using the ordinal and
emmeans packages.

By combining absolute ratings with pairwise comparisons,
the quantitative measures capture both overall perceptions of
advice quality and participants’ relative evaluations.

formula: Rating ~ Version + Experience +
Role + (1 | participant_id)

Within the quantitative analysis, we conducted pairwise
comparisons across the three outcome measures: clarity, ac-
tionability, and confidence in applying the guidance. For rec-
ommendations for the I-type vulnerability finding, no signifi-
cant differences were observed for actionability or confidence.
However, clarity analysis revealed two statistically significant
differences, with I50 rated higher than 120 and 130 (all p <
0.05), as illustrated in Figure 1.While I50 improved partic-
ipants’ perceived clarity, it did not significantly affect their
ability to act on the recommendation or their confidence in

applying it.

1no-120

110-130

W
=

- 140 Significant

No

. Yes

=]
=

-140

‘ersion Contrast

0.5 0.0
Estimated Difference (latent scale)

Figure 1: Pairwise comparisons between I versions for clarity
outcome for different recommendation versions (see Table 1).
Points show estimated marginal mean differences from cumu-
lative link mixed models, with horizontal bars indicating 95%
confidence intervals. Estimates are averaged over role and
experience and account for participant-level random effects.
Comparisons whose confidence intervals do not cross zero
indicate statistically significant differences between versions.

For the C-type recommendation type, the pairwise compar-
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isons revealed a substantially higher number of statistically
significant differences. Specifically, 13 significant pairwise
differences were identified across the evaluated usability as-
pects. These results are summarized in Table 4.1. The higher
number of significant findings indicates greater variability in
how participants perceived the usability of this recommenda-
tion type compared to the first type.

Outcome Contrast Estimate p-value
Clarity Cl10-C40 -0.9512 4.67e-04
C10-C50  -1.0545 8.52e-05
C20-C40  -1.1101 5.97e-06
C20-C50  -1.2134 7.74e-07
C30-C40 -0.6576 2.71e-02
C30-C50 -0.7609 7.11e-03
Actionability C10-C40  -0.8274 3.45e-03
CI0-C50  -1.1588 1.05e-05
C20-C40  -0.8527 1.21e-03
C20-C50  -1.1841 2.26e-06
C30-C50  -0.7577 7.23e-03
Confidence C20-C40 -0.8394 1.97e-03
C20-C50  -0.9358 3.97e-04

Table 2: Pairwise comparisons between recommendation ver-
sions (see Table 1) for C-type vulnerability across the three
evaluation aspects. Estimates are differences in predicted la-
tent ratings from cumulative link mixed models.

Pairwise comparisons of C-type recommendations indi-
cate that versions C40 and C50 were consistently rated higher
across all outcome measures, as they were perceived as signifi-
cantly clearer, more actionable, and more confidence-inspiring
than other versions (all p < 0.05), with the largest differences
observed between C20 and C50.

The predicted ratings for different recommendation ver-
sions (see Table 1) addressing the C-type vulnerability were
analyzed with 95% confidence intervals to assess differences
in perceived clarity and actionability. The results, in Figure 2,
indicate that certain versions, such as C40 and C50, received
significantly higher predicted ratings in all aspects compared
to other versions. The overall ratings for participants’ confi-
dence in acting on these recommendations were lower across
all versions. Points represent the estimated marginal means
from ordinal mixed effects models for each version of the
recommendation, and vertical error bars indicate 95% confi-
dence intervals. Separate panels show predicted ratings for
each outcome measure: clarity, actionability, and confidence
in applying the guidance. Higher points indicate higher pre-
dicted ratings on the latent scale.

For the I-type vulnerability, predicted ratings indicate that
recommendation versions I50 and 140 remain the highest in
terms of clarity and actionability, consistent with the pattern
observed in the C-type findings. However, the rating of 110 for
clarity increased in comparison to clarity for human written

Actionability Clarity Confidence
2
i)
[v]
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2
=
ﬁ 1
>
£
@
r
=
z
]
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o
o
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.

N N N N N N S

[ . Sl A ¢ S < S v« Sl A e v S v ¢ Sl v

Version

Figure 2: Predicted ratings for different recommendation ver-
sions (see Table 1) for the C-type vulnerability with 95%
confidence intervals.

recommendation for C-type finding. Participants also reported
higher confidence in acting on 110 compared to the other
versions, although confidence remains relatively low overall.

With respect to role and experience for the I-type find-
ing, the three outcome measures (clarity, actionability, and
confidence) consistently show a statistically significant ef-
fect. Specifically, experience predicted higher ratings of clar-
ity (B = 0.0267, z = 2.43, p = 0.007), actionability (f =
0.0267, z=2.31, p=0.007), and confidence (B = 0.386, z=
2.98, p =0.00006).

For the C-type finding, participant experience was pos-
itively and significantly associated with all three outcome
measures. Experience predicted higher ratings of clarity
(B=0.282,7=2.61, p =0.009), actionability (f =0.266,z =
2.40,p = 0.017), and confidence (p = 0.392,z =3.45,p <
0.001). As with the I-type finding, the strongest association
was observed for confidence.

The participant’s security role does not have a statistically
significant effect on any of the three outcome measures for
either of the two vulnerability findings. A student role has a
significant negative effect (3 = —0.72357, z=—3.007, p =
0.002641) on confidence in applying the guidance.
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Figure 3: Predicted ratings for different recommendation ver-
sions (I-Type vulnerability) with 95% confidence intervals.

4.2 Qualitative Results

We conducted a qualitative analysis to better understand how
participants reasoned and compared different versions of the
recommendations. We collected pairwise preferences when
participants evaluated two versions of the recommendation
that address the same vulnerability. After providing a scaled
rating for both recommendation items, participants were asked
to indicate which of the two they perceived as clearer and
which they perceived as more actionable together with the
reasoning (we focused on just these two aspects to avoid
overwhelming participants — see Section 3). These forced-
choice comparisons were used to capture relative preferences
between advice versions, complementing the Likert scale
measure. These qualitative data are designed to support a
deeper analysis of user reasoning and to enrich interpretations
of the quantitative results.

For the first vulnerability finding (I-type), we collected
151 qualitative responses explaining clarity ratings and 105
responses explaining actionability ratings. For the second
vulnerability finding (C-type), participants provided 140 re-
sponses on clarity and 110 responses on actionability, as
shown in Table 3. These responses formed the basis for in-
ductive coding, enabling the identification of patterns.

Responses that were entirely blank or non-interpretable
were excluded, while partial explanations were retained if

Finding Type Clarity (N) Actionability (N)
I-type finding 151 105
C-type finding 140 110
Total 291 215

Table 3: Number of qualitative responses per finding type and
evaluation aspect.

they contained meaningful content. The responses were an-
alyzed using an inductive thematic coding approach. Two
independent researchers reviewed all participant explanations
to identify recurring concepts and patterns related to per-
ceived clarity and actionability. The coders initially examined
a subset of responses to generate preliminary codes without
imposing predefined categories, allowing themes to emerge
naturally from the data.

After initial coding, the two researchers compared their
code sets and discussed any discrepancies to reach consen-
sus, ensuring reliability and interpretive consistency. When
necessary, codes were refined or merged to capture nuanced
aspects of participants’ reasoning. This iterative process was
repeated until saturation was achieved and all responses were
consistently coded.

To investigate collected data, we categorized all coded re-
sponses into two aspects, actionability and clarity. For each
category, we first computed the code frequencies to identify
the top ten codes representing the most prevalent actionable
suggestions and clarity issues, respectively. To explore pat-
terns beyond individual code prevalence, we also conducted a
co-occurrence analysis, calculating the number of times pairs
of codes appeared together within the same feedback instance.
These co-occurrence data were then visualized as network
graphs, where nodes represent individual codes and edges
indicate the frequency of co-occurrence.

Figure 4.2 presents the main categories of reasoning, de-
rived from the systematic coding of participants’ responses
for clarity. The most frequently cited reasoning for clarity
included ease of understanding, detailed recommendation,
clear steps, and structured presentation. Other considerations,
such as providing context or relevant technical details, further
highlight that clarity depends not only on what information is
communicated, but also on how it is presented. These coded
categories provide insight into the key elements that make PT
recommendations clear and actionable.

The most frequently cited reasoning for actionability in-
cluded clear steps, easy-to-implement guidance, and direct,
straightforward recommendations, highlighting the impor-
tance of concrete instructions that can be applied. The par-
ticipants also emphasized technical aspects, structured pre-
sentation, and the sense that the recommendation effectively
mitigates risk.

The heatmap in Figure 4 visualizes the co-occurrence of
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R Clarity Codes N Actionability Codes N

1 Detailed Specific In 55 Clear Steps 60
Depth

2 Easy To Understand 55 Easy To Implement 37

3 Clear-Steps 54 Technical Aspect 34

4 Structure 49 Direct  Straightfor- 33
ward

5  Technical Aspect 33  Feels Secure Risk 29
Mitigated

6  Reasoning Context 27  Easy To Understand 19

7  Formatting 26  Structure 19

8  Solution 25 Detailed Specific In 19
Depth

9  Role Label 23 Practical 18

10 Direct  Straightfor- 18 Confidence 10

ward

Table 4: Top reasoning codes for clarity and actionability,
derived from systematic coding of participants’ qualitative
responses where R represents the rank and N represents the
count.

coded reasoning categories for usability of recommendations,
with the color intensity representing the frequency of co-
coding. Darker shades indicate higher counts of participants
citing the corresponding combination of categories. For exam-
ple, mentions of structure appear frequently alongside both
providing clear steps and presenting a solution to the problem,
each with a count of 13. Other notable co-occurrences in-
clude the ease of understanding with structure and clear steps,
reflecting that clarity is frequently linked to stepwise and or-
ganized recommendations. Moderate co-occurrences, such as
proving a solution with providing detailed recommendation
or ease of understanding with providing a solution, suggest
that participants also value specificity and completeness in
recommendations.

The clarity network graph shown in Figure 5 clusters of
codes that often appeared together, highlighting common com-
binations of actionable suggestions provided by participants.
The network of actionability codes forms a multi-hub star,
with five central codes.

Similarly, the heatmap for actionability in Figure 6 illus-
trates the co-occurrence of coded reasoning categories, with
darker shades representing higher frequencies. The strongest
co-occurrence was observed between mentions of technical
details and a secure feeling of mitigating the risk with the
count of 16, indicating that participants frequently linked
technically sound recommendations with a perception that
the suggested actions effectively mitigate risk. Other notable
co-occurrences include the ease of implementation with clear
steps and having direct recommendation with clear steps. Ad-
ditional patterns include mentions of technical details with
the recommendation being not only practical, but also with
a secure feeling of mitigating the risk, reflecting that partici-
pants value recommendations that are not only feasible but

Structure . 9 .

Solution 10
Reasoning-Context 9
Easy-To-Understand 10 9 .
Easy-To-Implement 9

Detailed-Specific-Indepth 9 10 9

Clear-Steps 9 10 9 .

FA N S
2 &F & & L S
& N Q& @ L g
o & 0\6‘ /\5& RS
o &S
K ’
,.b\\Q;b Q//b Q/’bﬁﬁ Q‘G
A
OQ)

Figure 4: Heatmaps of most frequent co-occurring codes for
clarity, where the horizontal and vertical axes represent the
two codes in each pair and cell color intensity indicates co-
occurrence count.

also enhance confidence in security outcomes.

The actionability network graph shown in Figure 7, simi-
larly as for clarity, shows clusters of codes that often appeared
together, highlighting common combinations of actionable
suggestions provided by participants. In particular, the codes
related to structure, clear steps, and ease of understanding
were strongly linked, suggesting that participants perceive
these aspects as mutually reinforcing.

4.3 Themes

Through an iterative process of comparison, consolidation,
and discussion, six overarching themes emerged. These
themes capture the perspectives of the participants on sys-
tem navigation, clarity of presentation, urgency and timing,
assurance, reasoning, and context, and recipient focus. Each
theme is defined in Table 5, along with associated codes and
illustrative quotations from participants.

Navigation theme reflects how participants perceive and
follow the recommendations in a structured and usable way.
Participants frequently mentioned that they appreciated being
able to tick the recommendation off as a to-do list, enabling
better tracking of tasks. They valued guidance that directly
addressed the problem and provided clear steps on what to do,
giving them a concrete place to start. Recommendations that
offered a primary action to focus on, were practical, included
examples, and were actionable were consistently rated as eas-
ier to follow and implement. For example, one participant
noted, “I feel like it gave clearer more structured and precise
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Figure 5: Network graphs of code co-occurrences for clarity,
where nodes represent codes, edges connect codes that co-
occurred, and edge thickness reflects the frequency of co-
occurrence.

instructions how to handle the problem”, while another de-
scribed the value of direct instructions, stating, “It provides a
clear and direct instruction to remove environment variables
from the API response entirely, which is straightforward to
implement and immediately reduces the risk of sensitive data
exposure.”

Presentation and Clarity theme captures how the structure
and formatting of recommendations affect the understanding
and evaluation of participants. Participants noted that having
a structured recommendation helped improve clarity, a pattern
that is also reflected in the heatmap of code co-occurrences
(see Figure 4), showing strong connections between structured
presentation and other clarity-related codes. Recommenda-
tions were positively evaluated when they were comprehen-
sive, providing sufficient context and detail, and participants
frequently mentioned that terminology and language selec-
tion influenced their preference. Formatting elements such as
bullet points and highlighting were repeatedly cited as aiding
comprehension. Most of the participants positively rated short
recommendations for clarity and ease of understanding, al-
though some also appreciated longer, more verbose guidance
for providing additional context.

One participant stated, “I50: bulletpoints/steps, bold text,
colored text, easy to understand instructions, isn’t stripped of
important stuff to implement like 120, the colors, steps and
bold text makes it look short (which it actually is too), so i
wasn’t bothered by reading the whole thing”, highlighting
the value of formatting. Participants also reflected on the
language selection, as one noted, “because it was structured
and phrased in a clear way.”

Urgency and Timing theme reflects how perceptions of
participants of time and urgency influence their engagement
with the recommendations. Participants indicated that they pri-
oritized certain recommendations due to the time they would
have to spend in case they would actually be mitigating the
vulnerability. Additionally, recommendations that explicitly

Technical-Aspect 11 12 10 . 12
Practical 11 10 13 12
Feels-Secure-Risk-Mitigated 11 10 13 .
Easy-To-Implement 14 10
Direct-Straightforward 14 10 10 12
Clear-Steps 14 14 11 11 11
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Figure 6: Heatmaps of most frequent co-occurring codes for
actionability, where the horizontal and vertical axes represent
the two codes in each pair and cell color intensity indicates
co-occurrence count.

conveyed urgency, such as warnings like “never do this”, ef-
fectively prompted participants to act or avoid risky behaviors.
For example, one participant emphasized the need to respond
promptly, stating: “the 120 does some tricks to human emo-
tions (fear) when you read it whereas the second one (110)
does not. It would be very right to say that I would react to
both, but this time I’'m going to be honest and say that I would
most likely act on 120.” At the same time, participants also
considered the time required to effectively address issues. An-
other participant observed: “I20 if i am in a hurry or I50 if i
have more time and resources”.

Security Assurance theme captures the desire from par-
ticipants for confidence that the system or guidance reliably
mitigates risks. Participants emphasized the importance of
long-term security measures and layered approaches and ex-
plained that they chose a particular recommendation because
it made them feel secure. For example, one participant stated
“it feels more secure as even the pseudonymization can leak
some information”. Others described selecting actions that di-
rectly mitigated potential risks, with one noting: “it’s an easy
first step that immediately reduces the risk, making it a prac-
tical and high-priority action”. Participants also highlighted
the role of testing and validation, observing that evidence of
effective safeguards further reinforced their trust.

Reasoning and Context theme reflects the participants’
desire to understand the rationale behind recommendations
and the context of potential problems. Participants empha-
sized that knowing why a problem occurred and the reasoning
for suggested mitigation helped them make informed deci-
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sions. For example, one participant explained “there was a
better explanation of why should I do such a thing”, indicating
that understanding the reasoning and context enhanced their
confidence in selecting and implementing recommendations.

Recipient Focus theme captures the participant’ need for
guidance that is tailored to their role, skills, and familiarity
with the system. The participants highlighted the importance
of familiarity, explaining that the content aligned with their
experience or previous knowledge. One participant noted:
“Each point had enough explanation to understand what action
was needed and why. That made it easier to follow, especially
for someone who might not be deeply familiar with every
security control mentioned.”

Figure 8 references the most used codes related to clarity
and Figure 9 related to actionability. In both cases, the Navi-
gation theme, Recipient Focus, and Reasoning and Context
emerge as the top three for each, though in different order.

As shown in Figure 10, theme counts in all versions reveal
distinct patterns in participant ratings. Navigation appears to
be rated higher in more detailed Al-generated versions, show-
ing consistently strong counts across most themes, suggesting
improved clarity in these versions. For Recipient Focus, 150
stands out as the best-rated version, indicating that partici-
pants in this version perceived the recommendations to be
particularly relevant and understandable. From the perspective
of Reasoning & Context, the extended versions with labels
120 and C50 exhibit the highest counts, demonstrating that
these iterations provided more detailed explanations and con-
textual information to support the choices of the participants.
In particular, for I-type findings, the recommendations written
by the penetration tester exhibit better clarity from a Recipient
Focus perspective compared to Al-generated recommenda-

Theme Codes

Navigation To-Do List, Direct & Straightfor-
ward, Clear Steps, Place to Start, Pri-

mary Action, Practical, Actionabil-
ity

Presentation and | Structured, Comprehensive, Termi-

Clarity nology, Language Selection, Format-

ting, Length Short, Length Long
Urgency and Tim- | Time Consideration, Serious, Urgent
ing

Security Assur- | Long-Term Security Posture, Lay-
ance ered Security Approach, Testing,
Feels Secure Risk Mitigated, Rele-
vant, Effective

Reasoning and
Context

Problem Origin, Reasoning / Con-
text, Mitigation Choice Offer, De-
tailed / Specific / In-depth, Technical
Aspect

Not Overwhelming, Easy to Imple-
ment, Easy to Understand, Confi-
dence, Role Label, Target Group,
Learnability, Familiarity

Recipient Focus

Table 5: Themes and associated codes.

tions of similar level of detail.

Figure 11 illustrates theme counts across versions for the
actionability aspect. Navigation was mentioned as a positive
aspect of Al-generated recommendations. Al-generated rec-
ommendations that are not extended in the level of detail
receive similar ratings to the human-written recommenda-
tion, with the notable exception of 120, the basic Al-generated
version without the role tag, which received the highest Navi-
gation scores across all versions. Recipient Focus shows little
difference between written recommendations by penetration
testers and extended Al-generated ones, with two exceptions,
140 and C30. Al-generated recommendation C30 received
the highest scores for Security Assurance. Compared to the
Clarity heatmap, where Urgency & Timing played a minor
role, where urgency clearly influenced participants’ choices,
particularly for penetration tester written I-type recommen-
dations and the basic Al-generated versions, emphasizing
the role of time-sensitive guidance in supporting actionable
decision-making.

5 Discussion

Hypothesis H1 received partial support. Relative to the
human-written recommendation, Al-generated recommenda-
tions were associated with higher clarity ratings across both
vulnerability types and higher actionability ratings for C-type
vulnerability. However these advantages were not observed
consistently across all outcomes. In particular, confidence
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codes related to clarity.
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Figure 9: The frequency with which participants referenced
codes related to actionability.

ratings showed limited differences for C-type vulnerability
and were highest for the human-written recommendation in
the I-type vulnerability. This pattern suggests that while Al-
generated recommendations may improve aspects such as
clarity and perceived actionability, they do not uniformly en-
hance their confidence.

For H2 results show a consistent effect on perceived us-
ability. Across both detail levels, recommendation variants
that included an explicit role label were generally rated higher
than equivalent versions without a role label. This pattern
was particularly evident for I-type vulnerabilities, where re-
sponsibility labeling was associated with higher clarity and
actionability ratings. These findings suggest that explicitly
identifying the responsible role could support users’ interpre-
tation of mitigation guidance by clarifying ownership of the
recommended action.

High-detail recommendation variants consistently received
higher quantitative ratings and were also most frequently de-
scribed in the qualitative feedback as clearer and more ac-
tionable. This alignment across quantitative and qualitative
evidence strengthens the suggestion that more structured and

0 5 10 15 20

Figure 10: Heatmap showing the frequency of coded themes
across al recommendation versions for clarity. Each cell rep-
resents the sum of all codes mapped to a specific theme for
the corresponding recommendation version. Higher counts
are represented by darker shades of blue, and numeric values
are shown within each cell.

detailed recommendations enhance perceived usability.

Qualitative results suggest that from a clarity perspective,
users prefer recommendations that are sufficiently detailed to
explain what needs to be done, while remaining structured
and understandable enough to avoid cognitive overload. For
actionability, users prefer recommendations that provide con-
crete and direct implementation guidance while also clearly
communicating how remediation could improve security.

The observed co-occurrences for clarity suggest that partic-
ipants frequently mentioned structure, clear steps, and easy-
to-understand language together when explaining why rec-
ommendations were perceived as clear. This indicates that
users associate clarity not only with the amount of informa-
tion provided, but also with how effectively that information
is organized and communicated.

For actionability, participants frequently mentioned clear
implementation steps together with straightforward phrasing
and ease of implementation, suggesting that users perceive
recommendations as more actionable when they can be di-
rectly translated into practice with minimal interpretation ef-
fort. Similarly, the frequent co-occurrence of technical aspects
with perceptions of improved security implies that technically
grounded recommendations may strengthen user confidence
in the effectiveness of the proposed remediation.

Our findings suggest that usable security depends not only
on the technical information of a recommendation, but also on
how clearly and effectively it is communicated. Participants
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Figure 11: Heatmap showing the frequency of coded themes
across all recommendation versions for actionability. Each
cell represents the sum of all codes mapped to a specific
theme for the corresponding recommendation version. Higher
counts are represented by darker shades of blue, and numeric
values are shown within each cell.

prefer recommendations that are structured, context-aware,
and targeted to the right recipient, which increases both per-
ceived clarity and actionability. For penetration testers, design-
ers of security tools, and Al-generated guidance, this means
providing detailed, well-structured, recipient-focused recom-
mendations.

While Al-generated recommendations were generally rated
higher overall, human-written recommendations still per-
formed well in key aspects such as focus on the recipient,
providing context and reasoning, and clear navigation towards
vulnerability mitigation. This suggests that while Al excels
at producing detailed, structured and highly rated guidance
when prompted to do so, humans continue to provide value
in tailoring advice to the audience, embedding situational
context.

5.1 Limitations

In this study, there are several limitations that should be con-
sidered. First, participants assessed only a small number of
vulnerabilities at a time, which does not reflect typical real-
world PT workflows where analysts review long reports and
must prioritize vulnerabilities. However, the low-volume set-
ting provides valuable insight into how practitioners evaluate
individual recommendations, serving as a baseline for future
research in other realistic reporting scenarios. Future work
is needed to understand how these effects translate to larger

reports and prioritization tasks. As such, this study represents
a necessary first step in assessing the impact of Al-generated
recommendations under conditions where IT professionals
can focus on individual findings.

Second, the recommendations were generated using GPT-
4, an Al model that was not specifically trained for PT or
security advisory tasks. As a result, the output may vary in
quality, relevance, or accuracy, and differences may arise with
other AI models or future versions.

Third, for each PT finding, we included only one human-
written recommendation alongside four Al-generated ver-
sions. This imbalance could potentially influence participants’
choices or perceptions. However, this design was intentional
to allow us to investigate additional dimensions, such as level
of detail (basic versus extended) and inclusion of role labels
indicating responsibility, which are likely to affect how par-
ticipants evaluate recommendations. Although this may limit
direct comparisons between human and Al recommendations,
it provides valuable insight into how structural and contextual
features influence usability and decision-making.

Fourth, limitations are common for user studies. The study
format may have introduced self-selection bias, where only
participants interested in security chose to respond, potentially
affecting the representativeness of the results. Responses are
also self-reported, which can introduce a bias where partici-
pants may overestimate their understanding, compliance, or
security practices.

A further limitation of this study is the use of single-item
measures for clarity, actionability, and confidence. While
single-item measures may have not fully captured the mul-
tidimensional nature of these aspects compared to validated
multi-item scales, they reduced participant burden and survey
length.

6 Conclusion

This work examines the intersection of Al-generated guidance
and human judgment, identifying design considerations for
usable and trustworthy security recommendations that support
effective decision-making in practice.

To explore the differences in usability of PT reports created
by human vs Al, we conducted a mixed methods study with
598 participants who chose PT recommendations through
pairwise comparisons and provided reasoning for their pref-
erence. This combined approach allowed us to align and in-
terpret the findings, showing why certain recommendations
were preferred. We focused on three key aspects: clarity, ac-
tionability, and confidence in applying the guidance. Overall,
the results highlight that while Al-generated recommenda-
tions are often highly rated for structure and detail, human
input remains important for context, reasoning, and tailoring
guidance to recipients, suggesting a hybrid approach is most
effective for usable security.
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Appendix A Prompt for Generating Recom-
mendations

This appendix presents the prompts used to generate the Al-
written recommendations evaluated in the study.

You are a security expert writing
a recommendation for a penetration
testing report.

Based on the following finding,
write a remediation recommendation.
Keep it basic/detailed.

Do not mention role responsibility/
explicitly mention the responsible
role for mitigating the issue.

The recommendation should help
developers understand what they
need to do to fix the issue.
Finding:

Appendix B Vulnerabilities

This appendix provides the full text of the recommendation
variants evaluated in the study. Each vulnerability was pre-
sented with multiple versions of recommendations that dif-
fered in three aspects: 1. authorship (human-written vs. Al-
generated), 2. level of detail (basic vs. extended), and 3. in-
clusion of an explicit responsibility role tag.

B.1 Type-I Finding

B.1.1 Informational Leak (Severity Low)

Finding Description

During the assessment of the backend features of the application, it
was discovered that the system endpoint returns content from the
environment variables to the client in plaintext. This is considered a
bad practice because it increases the risk of data being disclosed to
third-parties unnecessarily.

Request:

GET /api/v3/admin/system/ HTTP/2
Host: app.test.com
Cookie: app_session=

Affected Response:

HTTP/2 200 OK [...] \

{"env": {[...] "POSTGRESQL__PASSWORD":"Johrio4ochcll B HHE NN
"SECRET_KEY":"k18 vod HE NN NNNNNNNNENNEN",
"SOURCE_CONSUMER_KEY":"JvQqxeYJ iAcv HHHNHNEEEEEEENER
"BOOTSTRAP_TOKEN":"eK waH I EEEREEREEREENR . [...
"AUTHENTIK_BOOTSTRAP_PASSWORD":"n* kv> I HH NI BB BEEEEEE

Figure 12: Finding I

Sensitive data, such as passwords and secrets, should not be re-
turned in cleartext in responses sent back to the clients. To protect
passwords and secrets, returns should only be done in
pseudonymized formats, for example by replacing them with "*".

Figure 13: Recommendation 110

Update the /api/v3/admin/system/ endpoint to exclude environment
variables from the response. Sensitive information such as database
passwords, secret keys, and tokens should never be exposed via
APIs. Review the code handling this endpoint and remove any logic
that outputs environment data. If environment details are needed
for debugging, restrict this functionality to internal logs only and en-
sure it is never returned to clients in responses. Re-deploy the appli-
cation after verifying the output is clean.

Figure 14: Recommendation 120
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To address the information disclosure issue, ensure that sensitive
environment variables, such as passwords and secret keys, are not
exposed in API responses. Follow these steps:

1. Mask Sensitive Data: Implement logic to sanitize the output so
sensitive fields like AUTHENTIK_POSTGRESQL_PASSWORD,
AUTHENTIK_SECRET_KEY, and others are replaced with masked
values (e.g., ******%)

2. Access Control: Restrict access to this endpoint to authorized
users only by applying proper authentication and authorization
mechanisms. Use roles or permission levels to limit access to
sensitive data.

w

Environment Variable Management: Ensure that environment
variables and secret keys are managed securely, using tools like
Vault or secure storage solutions. Avoid hardcoding sensitive
data in the codebase.

4. Response Filtering: Review and filter the data that is returned
from the backend to the client. Ensure that non-essential data,
such as internal configuration, is never exposed in the response
body

5. security Testing: After implementing these changes, conduct a

security assessment to confirm that no sensitive information is
being disclosed and that the endpoint behaves securely.

Figure 15: Recommendation 140

The 130 and 150 versions had the addition “Responsible Role:

Backend Developers”.

Responsible Role: Backend Developers

Figure 16: Role Label

B.2 Type-C Finding

B.2.1 XSS via CAPTCHA JavaScript URL (Severity
Medium)

Finding Description

Any arbitrary JavaScript can be loaded using the Captcha stage. This
is also limited to superusers. As its name suggests, the "Captcha
Stage" of the stage setting is there to enable configurations of
CAPTCHAs. Specifically, a superuser can set a JavaScript URL for a
CAPTCHA library. However, it was discovered that this option allows
setting arbitrary JavaScript URLs, resulting in Cross-Site Scripting
(XSS). The issue can be reproduced by setting a JavaScript URL in
the "JS URL" field, adding it to a flow and then opening the page.

Request:

GET /api/v3/admin/system/ HTTP/2
Host: app.test.com
Authorization: Bearer
Content-Type: application/json
{ "name": "XSS Test Stage", "type": "captcha",
"js_url": "data:text/javascript,alert(document.domain)"}

Response:

HTTP/1.1 201 Created
Content-Type: application/json
< / b > < bid = "docs-internal-guid-cc70a23e-7fff-7e98-7a2f-¢

Only superusers can perform this action. While they are generally
trusted, this feature still lets them impersonate other users. Because
the XSS is stored and runs when the page is opened, it could also be
used to target other superusers.

Figure 17: Finding C

In order to prevent potential exploitation, it is recommended to limit
the setting to allowlisted JavaScript URLs only.

Figure 18: Recommendation variant C10

Ensure that the “JS URL” field in the CAPTCHA configuration only ac-
cepts trusted, validated URLs. Implement input sanitization to pre-
vent arbitrary JavaScript from being injected. Use a strict Content
Security Policy (CSP) to block inline scripts, and limit the scope of
superuser access to reduce potential attack vectors.

Figure 19: Recommendation variant C20
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To resolve the XSS vulnerability, you need to take the following
steps:

1. Input Validation: Implement input validation on the "JS URL"
field to only allow trusted URLs. Reject any input that includes
malicious payloads or unexpected protocols (e.g., data:,
javascript:).

2. Sanitize Input: Ensure that the URL input is sanitized to strip
out any executable JavaScript code. This can be done by
whitelisting allowed URL schemes (e.g., https://), and preventing
any scripts from executing.

3. Content Security Policy (CSP): Configure a CSP header to block
inline JavaScript execution. This will prevent the execution of
malicious JavaScript code even if it bypasses URL validation.

4. Limit Superuser Access: Review the need for superusers to
configure CAPTCHA JavaScript URLs. Restrict this capability to a
minimal number of trusted users, and implement proper audit-
ing of actions taken by superusers.

5. Test the Changes: After implementing these measures, thor-
oughly test to ensure that no arbitrary JavaScript can be injected
via the CAPTCHA configuration

Figure 20: Recommendation variant C40

The C30 and C50 versions had the addition “Responsible
Role: Backend Developers”.

Responsible Role: Backend Developers

Figure 21: Role Label
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