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Abstract

Social engineering attacks manipulate individuals into act-
ing against their own interests, by exploiting users’ cognitive
capabilities. Less is known about how characteristics of so-
cial anxiety, a trait that exists on a spectrum ranging from
mild situational anxiety to a clinical threshold affecting daily
life, may influence susceptibility to social engineering attacks.
The present study starts to address this gap. We conducted
an online survey (N = 42) to identify real-world social engi-
neering tactics, which informed role-playing interviews (N
= 20) that compared responses in individuals on the higher
and lower end of the SoAnx spectrum. Our findings show that
characteristics of SoAnx can create vulnerabilities and ben-
efits depending on the type of attack. Participants suggested
technology solutions, ranging from educational resources and
automation to social community support. We contribute new
qualitative insights into how SoAnx may affect both vulnera-
bility and resilience against social engineering attacks.

1 Introduction

Social engineering attacks are defined as the use of psycholog-
ical manipulation to influence individuals into actions against
their best interests [49]. They have been on the rise with the
advancement of technology and increased online connectivity,
leaving many victims distressed [1, 12, 13, 24, 29, 66, 68].
Social engineering attacks have been identified as a primary
issue in cybersecurity, where human vulnerabilities as op-
posed to technological weaknesses have become the target
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of criminals [, 4]. Criminals increasingly exploit individ-
uals’ need for social connection through schemes such as
romance and pig butchering scams, where offenders pose
as ideal partners to groom victims over time for financial
gain [64, 70]. Ultimately, such manipulative tactics can co-
erce victims into surrendering personal information and fi-
nancial assets, with some cases escalating to forms of sexual
extortion [3, 38, 64, 67, 70, 72].

To prevent victimization, researchers have investigated
whether certain individual characteristics, such as loneliness
or low self-esteem, affect susceptibility [59, 61, 62, 64, 72].
This research has shown that certain psychological factors in-
crease vulnerability. However, specific work on the impact of
certain mental health conditions, like social anxiety (SoAnx),
where many of these identified risk factors are present at once,
is lacking [30, 59]. SoAnx is characterized as a continuum,
ranging from experiencing anxiety in certain social situations,
all the way to a clinical threshold where anxiety symptoms af-
fect the whole life of the individual [15, 59]. Socially anxious
individuals are more likely to engage with others online than
in-person, putting them at increased risk of social engineering
attacks. Additionally, they may be more susceptible to manip-
ulation, as their tendency to avoid conflict or social pressure
can make them more likely to comply with requests [16], a
dynamic often exploited in social engineering attacks [49].
On the other hand, socially anxious individuals’ heightened
vigilance—stemming from their tendency to closely monitor
social cues online [15, 59] and offline [45] —may help them
detect deceptive or suspicious cues. Considering that SoAnx
is a highly prevalent condition we argue that there is an urgent
need for researchers to better understand the association of
SoAnx and social engineering attack risks.

To address this gap and inform the design of more effective
support strategies, we conducted a two-part study consisting
of a scenario development survey (study 1) with people who
recently experienced a social engineering attack, followed by
role-playing interviews (study 2) to better understand possi-
ble risk and protective factors relating to the scenarios and
varying levels of SoAnx. In study 1, we identified three types

USENIX Association

Twenty-Second Symposium on Usable Privacy and Security 313



of social engineering attacks experienced by participants: (a)
exploiting trust and desires, (b) extorting with compromising
material, and (c) exploiting empathy and urgency. The identi-
fied attacks informed the development of three scenarios used
in study 2, in which 20 participants (10 with high and 10 with
low trait SoAnx) were guided through the scenarios as part of
semi-structured interviews. Our interview findings suggested
shared vulnerabilities were present across both groups, such
as barriers to reporting scams. Additionally, we found SoAnx
was able to foster resilience against some social engineering
attacks while amplifying susceptibility to others. In other
words, our work demonstrates that SOAnx creates context-
dependent vulnerability: rather than uniformly increasing risk.
In terms of designing security systems, participants proposed
automation, risk indicators, and community resources, which
we position as preliminary directions requiring further re-
search rather than prescriptive solutions.

2 Related Works

We situate our research within three overlapping areas of
work which we explore in this section. Firstly, we present
prior literature on SoAnx to understand the characteristics
of this trait. Secondly, we explore mechanisms used within
social engineering attacks and related vulnerabilities to these
attacks. Thirdly, we explore previously developed prevention
methods, designed to help protect people from these forms
of attack. Finally, we conclude with our research goals and
motivations.

2.1 Characteristics of Social Anxiety

Social anxiety (SoAnx) has been characterised as "a marked,
or intense, fear or anxiety of social situations in which the
individual may be scrutinised by others" [5]. SoOAnx involves
a combination of trait and state anxiety, where state SoOAnx
refers to temporary experiences of anxiety in response to
specific social situations (e.g., job interviews, public speak-
ing) [15, 33, 39, 59]. Trait SoAnx refers to more consistent
personality tendencies in a person that come with persistent
cognitive and behavioural biases (e.g. increased focus on so-
cial threat stimuli) and often present as an increased fear of
negative evaluation by others as well as certain safety and
avoidance behaviours (e.g. avoiding public events) to reduce
these negative experiences [15, 59]. These characteristics for
SoAnx are important to consider in order to better under-
stand possible vulnerabilities to social engineering attacks.
While there has been prior work focusing on psychological
factors that increase vulnerability to social engineering at-
tacks [17, 19, 40, 46, 47, 55, 64, 71, 72, 74], there is still little
research in the intersection of SoAnx and social engineering
attacks.

2.2 Social Engineering Mechanisms and Vul-
nerabilities

The landscape of social engineering attack vulnerability is
complex given how many different factors they aim to exploit
including psychological and situational vulnerabilities: Bul-
lée et al. found 88% of attack patterns employ persuasion
principles targeting users directly [12, 63], while perpetra-
tors strategically target individuals experiencing economic
distress and desperation [21, 36, 42]. The success of social
engineering hinges on the exploitation of fundamental hu-
man needs [61, 68] such as distraction, social compliance, the
herd principle, dishonesty, kindness, need and greed, and time
pressure [61]. Vardhan et al. found that 84% of participants
succumbed to at least one social media scammer-like profile,
with “trust” and the “fulfilment of need” being cited as pri-
mary drivers [66]. While these principles apply broadly to
the general population, Whitty and others show that suscepti-
bility is not uniform and can be influenced by demographic,
personality, and psychological factors [71].

Prior work has explored the role of user demographics
in the vulnerability to social engineering attacks. Findings
suggest that females [28, 58], and especially older women are
often more susceptible to phishing emails [40]. Age has also
been explored as a general vulnerability factor, with mixed
findings indicating that younger age groups (age 18-25 years)
[58] as well as older age groups were more vulnerable to
phishing attacks than other age groups [40]. Older adults,
face heightened online security vulnerabilities, particularly
those with mild cognitive impairment [46]. Furthermore, Zhai
et al. found that seniors were more at risk in DeepFake scams
because they may lack knowledge about scam activities and
the skills needed to navigate evolving technology spaces [74],
thus supporting findings that show vulnerability is impacted
by user confidence and risk perception [51].

Research has also explored the role of different personality
characteristics with personality traits such as agreeableness,
neuroticism and openness [25, 28], being associated with in-
creased vulnerability to certain type of attacks. Other person-
ality traits such as curiosity, can override a user’s recognition
of danger and knowledge about cyberattacks [6]. As, Stajano
and Wilson pointed out, people do not fall for scams because
they are "gullible, but because of human nature" [61]. In con-
trast, those with high levels of conscientiousness [20] and
extroversion [20] have found to be less susceptible to these
forms of attack.

Psychological factors that have been shown to increase vul-
nerability include mild cognitive impairment in older adults
[46], and dysfunctional impulsivity [51]. Scammers have also
been shown to systematically exploit low self-esteem and
security concerns to establish trust before inflicting financial
and emotional harm [72]. The exploitation of vulnerabilities
can also extend to family dynamics. Deng et al. observed
that filial piety, normally a source of support, could become a
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"double-edged sword" in online social engineering attacks, as
seniors sometimes pressure family members into complying
with scammers’ requests [17].

Those affected by social engineering attacks experience sig-
nificant emotional distress, including feelings of self-blame,
and shame [3, 13, 17, 55, 65, 72] with consequences ex-
tending to families and close communities [13, 17]. These
emotional and social consequences can contribute to under-
reporting of scams [3, 17, 67]. Budimir et al. suggests that
individual who experience intense emotional negativity are
less likely to engage in adaptive help-seeking behaviours,
while those with minimal emotional response may lack the
motivation to seek support [11].

Taken together, prior work shows that universal psycholog-
ical principles create baseline susceptibility across popula-
tions, while demographic factors (age, gender) and psycho-
logical states (emotional distress, cognitive impairment, low
self-esteem) create differential vulnerability.

2.3 Social Engineering Attack Prevention

Proposed prevention strategies include policy changes, de-
sign interventions such as nudges, and social support sys-
tems [2, 17, 34, 44, 51, 52, 74, 75]. Education about social
engineering has proven effective in helping individuals to
protect themselves [2, 44], while design strategies can sup-
port vulnerable users without limiting autonomy [51, 74, 75].
Social support from family and friends can provide additional
external perspectives to protect against manipulative tactics
used in social engineering [17, 52]. In summary, social en-
gineering attacks are a multi-layered threat characterised by
three key aspects: an expanding digital attack surface that
reduces barriers to deception, systematic exploitation of psy-
chological principles that transcend technological defences,
and profound consequences that extend beyond individual
victims to create systemic barriers to reporting and recovery.
Given these systematic patterns of exploitation, understand-
ing how specific psychological vulnerabilities might create
differential susceptibility becomes critical.

2.4 The Scope of the Study

Given the absence of prior research in this area, we conducted
an exploratory investigation to help us understand how SoAnx
characteristics might influence responses to social engineer-
ing attacks. Rather than assuming uniform vulnerability, we
sought to identify whether the distinctive cognitive and be-
havioural features of SoAnx create context-dependent patterns
across different attack types—as suggested by the literature
but not yet empirically examined. This preliminary study em-
ployed a participatory approach to ensure ecological validity
while maintaining ethical boundaries around exposing partici-
pants to actual deceptive content. We formulated the following

three exploratory research questions to identify patterns and
generate initial insights:

RQ1: What are common social engineering attacks expe-
rienced by participants with varying levels of trait
SoAnx?

RQ2: How do these social engineered attacks affect individ-
uals with trait SOAnx?

RQ3: What technological designs do participants suggest
that could support them during socially engineered
attacks?

2.5 Ethics Statement

Both studies were approved by the ethics board of the Uni-
versity College London (Ethics ID: LMS REC - 2025-0470-
961). All participants provided written informed consent af-
ter reviewing study information, could withdraw anytime,
and received mental health support resources. Data were de-
identified, securely stored on encrypted systems, and reported
using pseudonyms.

3 Study 1: Pre-screening and Scenario Devel-
opment Survey

3.1 Methods

In study 1, we aimed to understand participants’ real-world
experiences of social engineering attacks (RQ1), pre-screen
participants for the second phase, and use the descriptions
of their experiences to inform the development of a set of
role-playing scenarios. Further we aimed to identify specific
contextual details, emotional aspects, and progression patterns
to shape our scenario design. We deployed a survey to collect
information on the types of social engineering attacks partici-
pants with both high and low SoAnx, submitted in response
to an open-ended question. While existing social engineering
taxonomies and frameworks exist that could form the basis of
the scenarios [50, 73], we wanted to develop scenarios (to be
used in study 2) grounded in the lived experiences of those
with varying levels of trait SoAnx, to help surface attacks that
may be more prevalent amongst this population. Finally, our
scenarios were refined based on prior work to strengthen their
credibility [3, 14, 19, 37, 50, 64, 65, 67, 69].

3.1.1 Participants and Procedure

A total of 67 responses were collected through the participant
recruitment platform of the University College London in the
United Kingdom and advertised on Instagram and LinkedIn
of the profiles of the researchers. Study adverts described the
aim of the study, information about ethics and data manage-
ment, and a link to participate in the screening task. Inclusion
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criteria required participants to be: (1) at least 18 years of
age, (2) capable of providing informed written consent, and
(3) have experienced at least one social engineering attack
(self-reported). The study was conducted over a two-week
period from the 3rd of June till 17th of June 2025.

We compensated participants’ time with a 5 GBP shop-
ping voucher. The survey began with the study information,
consent form, and mental health resources, followed by ques-
tions about whether participants had experienced a social en-
gineering attack. If they indicated that they had experienced
a social engineering attack, they were invited to provide de-
tails of their experience in an open-ended text box. Partic-
ipants then completed the Liebowitz Social Anxiety Scale
(LSAS) [39, 57], the Patient Health Questionnaire (PHQ-
9) [35], and the Generalised Anxiety Disorder Scale (GAD-
7) [60]. Using LSAS, PHQ-9, and GAD-7 together allowed
us to better understand the current mental well-being, espe-
cially their levels of SoAnx, and to exclude participants who
showed extreme levels of anxiety or depression using GAD-7
and PHQ-9 [56]. Participants who were excluded due to se-
vere mental health risks were referred to mental health experts
and offered mental health resources.

3.1.2 Measurements

Liebowitz Social Anxiety Scale (LSAS). The LSAS [26, 57]
was used to assess participants’ levels of trait SoAnx. The
scale consists of 24 items that evaluate fear and avoidance in
arange of social and performance situations. Each situation is
rated separately for fear (0 = none to 3 = severe) and avoidance
(0 = never to 3 = usually), producing a total score ranging
from O to 144. Higher scores indicate greater SOAnx.

Patient Health Questionnaire (PHQ-9). Depressive symp-
toms were measured using the PHQ-9, a 9-item self-report
measure [35]. Each item is rated on a 4-point Likert scale
(0 = not at all to 3 = nearly every day), resulting in a total
score from O to 27. Higher scores reflect greater severity of
depressive symptoms.

Generalised Anxiety Disorder Scale (GAD-7). General
anxiety symptoms were assessed using the GAD-7, a 7-item
measure [60]. Items are rated on a 4-point scale (0 = not at
all to 3 = nearly every day), yielding a total score between 0
and 21. Higher scores indicate more severe general anxiety
symptoms.

3.1.3 Analysis

Of the 67 responses, we removed 18 participants, of which
seven had not experienced social engineering attacks and
11 entries were considered fraudulent data [54]. Suspected
fraudulent responses were reviewed by two researchers in-
dependently. Metadata was reviewed, together with the sub-
mitted responses. We identified fraudulent responses where

IP addresses were duplicated across multiple submissions,
suggesting the same user was submitting multiple entries. We
also identified VPN usage from the same set of providers
being used in submissions that were submitted close in time,
with written responses that were similar. We excluded six ad-
ditional responses lacking sufficient detail and combined one
duplicate, resulting in 42 participants. All 42 participants’ at-
tack descriptions were analysed together, regardless of LSAS
scores, to identify common social engineering tactics experi-
enced across the SOAnx spectrum.

We analysed all 42 participants’ free-text responses describ-
ing their scam experiences. Two researchers independently
coded responses using an inductive reflexive coding approach
at the semantic level [7, 8]. Both coders met frequently to
discuss each others developing codes, to support shared under-
standing and the collaborative development of themes. Codes
were grouped into broader themes representing distinct so-
cial engineering attack types. During initial open coding for
study 1, approximately four codes were generated across par-
ticipants’ responses, which were then refined into the three
final themes based on prevalence and distinctiveness of ma-
nipulation mechanisms (i.e., the initial hook used to engage
victims). This approach allowed themes to be developed from
participants’ lived experiences, ensuring analysis remained
grounded in real-world social engineering encounters to in-
form scenario development.

3.1.4 Sampling Rationale and Characteristics

Study 1 identified common social engineering patterns from
participants’ lived experiences rather than imposing pre-
defined taxonomies, ensuring study 2 scenarios reflected real-
world attacks. We refined scenarios using established frame-
works [50, 73] to enhance ecological validity.

Participants’ LSAS scores ranged from 0 to 133 (M = 69.86,
SD =29.70, Mdn = 74), showing substantial variability. The
distribution exhibited moderate negative skew (skewness =
-0.57, kurtosis = 0.10), with the sample mean substantially
exceeding typical clinical cut-offs for SoAnx disorder (above
30), indicating strong representation of clinically significant
SoAnx (see Figure 1).

Participants reported mild-to-moderate levels of depression
(PHQ-9: M =9.58, SD = 6.15) and anxiety (GAD-7: M =8.81,
SD = 6.21), with both distributions approximately symmetric
and near-normal (skewness = 0.35 and 0.13, respectively).

3.2 Findings Study 1: Commonly experienced
social engineering attacks (RQ1)

In our survey, we aimed to understand the basic elements
and tactics within social engineer attacks experienced by our
participants with varying levels of SoAnx. Although many of
the descriptions could have been placed in different themes,
we limited each social engineering attack to a single theme.

316 Twenty-Second Symposium on Usable Privacy and Security

USENIX Association



Distribution of Liebowitz Social Anxiety Scale Scores in Study 1

0.016

0.012

0.008
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Figure 1: Distribution of LSAS scores (N = 42). Blue line
= observed distribution. The distribution exhibits moderate
negative skew (skewness = -0.45), with strong representation
of higher SoAnx (M = 69.86, SD = 29.70).

This allowed us to better understand the main lure of the
scam that gained participants’ engagement. Some participants
shared more than one experience during the screening and
Table | counts the inputs per story. From this we developed
three themes focusing on common experiences of our partici-
pants: (1) Exploiting Trust and/or Desires, (2) Extorting with
Compromising Materials, and (3) Exploiting Empathy and
Urgency.

3.2.1 Exploiting Trust and/or Desires

This theme describes scams where perpetrators leverage a vic-
tim’s trust or personal desires to manipulate them (N = 27).
The typical mechanism involves an attacker making initial
friendly contact to build a false sense of rapport or using
trust symbols of known entities which may bypass the vic-
tim’s defence. Once trust is established, they present a de-
ceptive opportunity that appeals to the victim’s desires, such
as a promising job offer, a business investment, or obtaining
their goods. This approach is effective because it subverts a
person’s natural wariness by first appealing to them either
through trust and/or desires [14, 65]. Afterwards, they may
try to gain access to personal information or financial benefits
from their attack targets. These scams are becoming more
common with access to technology as they are lower risk due
to their online nature [14].

3.2.2 Extorting with Compromising Materials

This theme covers a form of exploitation where perpetrators
use coercion and threats to compel the victim to follow the
perpetrator’s demands (N = 5). The offender manipulates or
threatens the victim into sharing information or money, of-
ten weaponising any shared material with tactics of pressure,
extortion, and blackmail to coerce further payments. This
tactic is effective because it preys on powerful negative emo-
tions like fear and shame, and on the victim’s strong desire to

protect their personal details [3].

3.2.3 Exploiting Empathy and Urgency

This theme outlines scams that work by manipulating a vic-
tim’s empathy or possible relation through a fabricated crisis
(N = 11). Perpetrators typically begin by impersonating a
loved one or creating a sympathetic persona to gain the vic-
tim’s trust. Once a connection is made, they invent a sudden,
dire situation, such as a medical emergency or an accident,
creating a strong sense of urgency that pressures the victim to
act immediately. The combination of an appeal to empathy
and intense time pressure is designed to trigger an immediate
emotional response, compelling the victim to send money
before they have a chance to think critically [53, 61].

4 Study 2: Role-play and Interview

The three themes of Study 1 represent distinct manipulation
mechanisms encountered by participants: exploiting trust and
desires, fear of compromising material, and emotional pres-
sure. While some attacks showed overlapping characteris-
tics (e.g., romance scams involving both trust exploitation
and fabricated urgency), we categorized based on the dom-
inant manipulation mechanism driving victim engagement.
We defined the dominant mechanism as the initial hook that
engaged participants’ attention and compliance, prior to sec-
ondary manipulation tactics. Building on these findings from
study 1, study 2 used realistic role-playing scenarios and semi-
structured interviews to investigate RQ2 and RQ3.

4.1 Methods

To understand how individuals with trait SoAnx respond to
different types of social engineering attacks, participants en-
gaged in realistic role-playing scenarios and were interviewed
remotely via Microsoft Teams. These scenarios included three
types of scams: job scam, romance scam, and extortion. Each
selected scam matched a theme identified by participants in
study 1. We designed every scenario to reflect these specific
elements mapping the contextual nuances of the lived experi-
ence into the scenarios: For example, the job scam aligns with
the theme "Exploiting Trust and/or Desires" by placing par-
ticipants in a perceived professional setting with promises of
financial gain. The extortion scenario reflects "Extorting with
Compromising Material” by blackmailing participants with
personal information. Finally, the romance scam represents
"Exploiting Empathy and Urgency" by establishing trust or
romantic interest before requesting financial assistance. Partic-
ipants were compensated with a 10 GBP shopping voucher per
hour of their time. We utilized a guided role-play methodology
to examine participant reactions to realistic scam scenarios,
ranging from low to high emotional intensity (job interview
to romance scam). Participants were prompted to narrate their

USENIX Association

Twenty-Second Symposium on Usable Privacy and Security 317



Common Scam Tactics from the Screening Survey

Theme Description N count Examples
Exploiting Tr ust Scammers exploit a victim’s trust and desire by creating a 27 "A person had messaged me directly on a social media
and/or Desires . o . . . : .
sense of deceptive familiarity, then manipulating them with platform and acted friendly at the start, asking me about
promises of materialistic or financial gains to gain access to myself... and then presented me with a supposed business
personal information or money. opportunity which, in reality was a scam." - P15
Extorting with
Compromising A form of exploitation where perpetrators may use imperson- 5 "Pretended to be interested in making friends with me
Material ation to build trust, intimacy, or fear. They then manipulate or and sent sexual images to me and had I do so in exchange,
threaten the victim into sharing information or money, often then extorted me for money." - P43
weaponising any shared material with tactics of pressure, ex-
tortion, and blackmail to coerce further payments.
Exploiting
Empathy A process of emotional exploitation where perpetrators use 11 "A person contacted me over WhatsApp from a number
and Urgency planned deception and impersonation to gain trust and/or love which had a North American pre-fix code. He claimed to

from victims, only to fabricate a crisis or urgent need. By cre-
ating a scenario that elicits empathy, they bypass a victim’s
rational judgment to gain access to their information and fi-
nancials.

be my best friend... and afterwards requested me that his
father was getting operated upon... and he would like me
to send funds for that." - P32

Table 1: Three themes from study 1 developed from screening survey showing number of mentions of each theme.

thoughts and anticipated responses through semi-structured
interviews. This approach provides established internal and
external validity in phishing research [18, 58, 66] and allowed
for the safe, ethical exploration of participant reactions with-
out exposure to actual attack stress.

4.1.1 Participants and Demographics

A total of 20 participants (nine male, 11 female; age range:
19-51) were recruited for the interviews (see Table A2 for
detailed description) where 14 had experienced a social en-
gineering attack. Study 2 recruited participants from Study 1
follow-ups (n=6) and researcher’s personal network (n=14),
across the US and UK sampled from the highest and lowest
LSAS score. Consistent to study 1, participants were briefed
with the same study information and goal of understanding
the link between SoAnx and social engineering vulnerabil-
ity to inform inclusive design strategies. To be eligible for
inclusion, participants were required to be at least 18 years
of age and capable of providing informed written consent.
We included a diverse sample regarding SoAnx, ranging from
those with no reported anxiety to those with mild-to-moderate
levels. Participants were split into two groups based on their
LSAS score: highly socially anxious (LSAS > 55) and low
socially anxious (LSAS < 54) [57]. Low SoAnx group were
participants with a LSAS between 0-54 and the high SoAnx
group consisted of participants with a LSAS score above 54.
This method was chosen to provide a clear cut-off for identi-
fying differences in participant reactions, actions, and thought
processes during qualitative coding. Table A2 summarises the
key demographic and psychological scale information. We
included participants without social engineering experience
to examine potential reaction differences. Participants were

recruited through study 1 follow-up (n = 6) or convenience
sampling via researchers’ networks (n = 14). Data collection
was conducted remotely over a four-week period between
July 8, 2025, and August 6, 2025. The participant pool was
geographically distributed across the United States and the
United Kingdom. All participants completed the LSAS, PHQ-
9, and GAD-7 assessments for SoAnx and mental well-being
evaluation. LSAS was used to assess participants’ levels of
trait SoAnx (see Table A1) [57].

4.1.2 Analysis

All interviews were audio-recorded and transcribed with par-
ticipant consent, with interviews ranging from 60-120 min-
utes. The de-identified interview transcripts were analysed
using Reflective Thematic Analysis to allow themes to be in-
formed directly from the participants’ own descriptions [7, 8].
We adopting an inductive coding approach, coding at the se-
mantic level in NVivo 14 [41], where two researcher coded the
responses with multiple themes assigned per participant when
appropriate. This approach enabled comparison between so-
cial anxiety and non-social anxiety groups to assess theme
salience.

Aligned with reflective thematic analysis approach [9], as
opposed to statistical inter-rater reliability checks, we per-
formed conceptual checking of developed codes and themes
between the two researchers involved directly in coding and
in collaboration with the wider research team during regularly
research meetings. We do not quantify qualitative findings,
but do report trending similarities and differences between
the low and high SoAnx groups to help us understand the role
of SoAnx in social engineering attack scenarios; while being
mindful of the limitations of this comparison, due to our small
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sample size. Initial open coding generated approximately 53
codes across participants’ responses for study 2, which were
then grouped into 15 intermediate categories before being re-
fined into the five final themes based on SoAnx characteristics
and behaviours.

4.2 Study Design

Study 2 scenarios were developed through a process com-
bining study 1 findings, prior literature, and iterative refine-
ment to create realistic scenarios examining how SoAnx
characteristics interact with different manipulation tactics.
Study 1 identified three distinct manipulation mechanisms:
exploiting trust/desires, extorting with compromising mate-
rial, and exploiting empathy and urgency. These align with
prior work suggesting differential engagement of SoAnx char-
acteristics such as applying safety behaviours and avoidance
behaviour [15, 59]. We selected one prototypical scenario
per theme: job scams, extortion, and romance scams. Initial
drafts extracted common elements from study 1 participant
descriptions, then were refined using established social engi-
neering frameworks [50, 73] and empirical studies of specific
attack types [3, 19, 64, 65]. Fictitious persona images and
initial messages were generated using Gemini 2.5 Flash [22]
to ensure visual and linguistic realism. Each scenario in-
cluded two parts mirroring typical attack progression: initial
contact/trust-building, followed by manipulation [68]. The
research team—two cybersecurity experts, one clinical psy-
chologist, and two digital health experts—reviewed scenarios
to ensure they reflected study 1 themes, contained realistic ma-
nipulation tactics, and were ethically appropriate. Participants
were guided through each scenario and asked to describe how
they would interact with and react to the situation. Through-
out role-playing, semi-structured interview questions were
used to gain insights into the participants’ thoughts, reactions,
emotions, and the actions they would take in each scenario.
Furthermore, we asked questions on how technology could
possibly support the users within each scenario.

4.3 Materials and Scenarios

Based on the findings from study 1 (see Table 1), we used
the following scenarios that were developed around the three
major exploitation themes. All three scenarios were build
around a dominant exploitation strategy of study 1. None of
the scenarios indicated whether the target was successfully
defrauded, to allow participants to consider how they would
likely respond to each scenario: Job Scam. Participants were
presented with a two-part recruitment scam involving a job
offer, interviews, submission of employment documents, and
a request to transfer funds before a cheque had cleared.
Extortion Scam. Participants were presented with a two-
part extortion scenario involving threats related to alleged

possession of compromising information and escalating de-
mands for compliance.

Romance Scam. Participants were presented with a two-
part romance scam involving the gradual development of an
online relationship, the exchange of personal information,
and circumstances designed to exploit trust and emotional
investment.

4.4 Findings Study 2: Social Anxiety as a Risk
and Resilience Factor (RQ2)

We focus on patterns relevant to understanding how SoAnx
characteristics may influence responses to social engineering.
Some patterns appeared across both groups, suggesting uni-
versal experiences, while others were more prominent within
one group, suggesting SoAnx-specific dynamics. Our anal-
ysis revealed a complex pattern between SoAnx and social
engineering attack strategies. Rather than uniform effects,
our exploration shows key characteristics of SoAnx can help
users become more resilient while other aspects may increase
their susceptibility to social engineering attacks. Following
reflexive thematic analysis principles [8], we emphasise that
the importance of themes is determined by their theoretical
relevance to our research questions and alignment with SoAnx
literature [15, 59], rather than by frequency of occurrence.
The high and low SoAnx groups were clearly separated
on LSAS scores with no overlap (Low SoAnx: n = 10,
M=35.6,SD = 10.9, range=17-46; High SoAnx: n = 10,
M=68.3, SD = 11.5,range=55-88), supporting our compar-
ative exploration. First we examine baseline vulnerabilities
affecting all participants regardless of their levels of SoAnx.
We then present SoAnx specific vulnerabilities for social en-
gineering attacks and resilience factors against them.

4.4.1 Avoiding support seeking as baseline vulnerability
of all participants

Barriers to support seeking manifested across all three scenar-
ios, affecting participants regardless of SoAnx levels.

Reporting Barriers: All participants stated that they would
avoid reporting incidents to authorities, describing multiple
barriers to reporting. For some, there was a lack of knowledge
and understanding around how to report such incidents, with
PO7 (low) stating: "It’s such a common occurrence and I
wouldn’t know where to start.” Beyond lack of knowledge,
perceived effort was also a barrier for some, with P10 (high)
stating: "I just wouldn’t, it will take more effort.” While some
participants were aware of reporting processes, they avoided
reporting due to scepticism over the effect it would have,
as P09 (high) explained: "I think it’s not in the sense of if
I’'m comfortable or not, but more in the sense of will this do
anything or not?"

Avoiding Sharing The Problem: While both groups
throughout all scenarios indicated they would avoid talking
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to others (e.g., friends) about an experienced social engi-
neering attack, the reasons for avoiding sharing experiences
with others differed across the two groups. Responses from
high SoAnx participants suggest that aspects of their SOAnx
impacts on likelihood to share. These participants showed
greater avoidance behaviours due to fear of negative evalua-
tion by others (Theme: Judgment and Reprimand from Social
Circle). This fear of judgment is a characteristic feature of
SoAnx [5], suggesting these sharing barriers may be particu-
larly pronounced for individuals with elevated SoAnx rather
than reflecting general privacy preferences. P10 (high) ex-
plains: "I just don’t want to hear from my friends. They’ll
laugh at me... Because I'm already judging myself, and 1
will assume that others will judge me as well." Beyond fear
of judgement, high SoAnx participants within the romance
scam scenario focused on the social relevance of their sharing
(Theme: Lack of Sharing Due to Social Irrelevance), with P11
(high) saying: "You know, it’s a drama or something cool...
like people will be interested in, like a story.” In contrast, low
SoAnx participants’ avoidance was primarily motivated by
privacy-concerns (Theme: Personal Privacy for Participant).
P12 (low) stated: "I don’t share or discuss this." While these
support-seeking barriers affected all participants, our analy-
sis suggests that SoAnx characteristics such as worry about
everyday activities and fear of social judgement, may create
additional and distinct patterns of vulnerability in specific
attack contexts.

4.4.2 Social Anxiety as a Potential Vulnerability Factor

Next we present themes that reflect characteristics of SoAnx
like reassurance-seeking [23], attention bias to threat [15],
and safety behaviours [27]. These characteristics appeared to
increase susceptibility to the three social engineering attacks
which we role-played in our study.

Emotional and Social Vulnerabilities: High SoAnx par-
ticipants showed greater sensitivity to social norm violations
than low SoAnx participants, particularly in the romance scam
scenario. In the job scam scenario, high SoAnx participants ap-
peared to positively respond to affirmative language (Theme:
Positive Perception of "Friendly" Language, see Appendix
Table A3). PO3 (high) found phrases like "great candidate”
provided "a bit more comfort than a basic request for a job,"
while P04 (high) felt validated: "I am capable, I am able to
get the salary and I am good for this position.” In comparison,
low SoAnx participants questioned claims using affirmative
language, with P06 (low) saying: "I'm a great candidate, but
like based on what, right?"

Affirmative language within these types of scams may in-
crease scam vulnerability for high SoAnx participants due to
their responses. This vulnerability may stem from a height-
ened need for social validation and the avoidance of authority
figures [39], making excessive positive affirmation appealing
rather than suspicious (identified by low SoAnx participants).

This pattern aligns with established characteristics of SoAnx,
particularly reassurance-seeking behaviours that aim to re-
duce anxiety through external validation [23]. Furthermore, in
the extortion scenario, emotional curiosity of high SoAnx par-
ticipants appeared to override safety knowledge and concerns
(Theme: Knowledge of Danger Overwritten by Emotions, see
Appendix Table A3). P09 (high) expressed this internal con-
flict explicitly, saying: "I think I would be really curious to
see what this supposed blackmail is... I know it’s definitely
a trap, but..." This suggests that awareness of danger may
be not be enough to avoid engagement when emotional cu-
riosity is aroused, with high SoAnx individuals being more
at risk due to a biased perception fuelled by trait SoAnx. For
one high SoAnx participant, they recognised and managed
the risk through technical means (virtual machine sandbox)
while their curiosity remained aroused, P11 (high) stat: "OK
cause I have like a virtual machine on one of my old laptops.
I probably click the link there and see what it is.”

These emotional vulnerabilities extend to high SoAnx par-
ticipants’ acute awareness of their own emotional states and
potential decision-making compromises (Theme: Desperation
From Pressures of Unemployment, see Appendix Table A3).
This meta-cognitive awareness had complex effects on their
vulnerability to social engineering attacks. P09 (high) recog-
nised their potential for impulsive action: "I feel like knowing
myself, I might if I was desperate enough, I might impulsively
respond first..." P02 (high) explicitly connected emotional
state to decision-making: "It gives me such a good opportu-
nity and if I was desperate for a job, yeah, I'd just be shocked
that someone would reach out to me... I'd be tunnel focused
almost.” P03 (high) similarly acknowledged vulnerability:
"I maybe would have reacted to it if I was quite desperate
for a job. I would understand that in that situation.” This
self-awareness represented both a protective factor and a vul-
nerability. As protection, it allowed participants to recognise
when their judgment might be compromised and potentially
adjust their behaviour accordingly. This intense focus on in-
ternal emotional states also created vulnerability by diverting
attention from external threat cues towards internal emotional
states.

Beyond these potential emotional vulnerabilities (see Ap-
pendix Table A3), we also observed patterns suggesting that
SoAnx characteristics, especially the urge to withdraw from
social situations, might influence access to external support.

Conditions and Social Withdrawal: While all participants
indicated baseline levels of sharing avoidance, high SoAnx
participants consistently expressed more barriers to sharing.
They appeared to require specific conditions to be met before
sharing and demonstrated greater withdrawal from social cir-
cles than low SoAnx participants, potentially limiting access
to external perspectives often critical for support.

We found high SoAnx participants using humour as a pro-
tection method (Theme: Humour as a Sharing Method, see
Appendix Table A3), providing them with a means of shar-
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ing, whilst hiding their perceived failure using humour. As
an example of this, in response to being asked whether they
would share their experience with others P11 (high) said:
"Yeah. I might. Yeah, I guess I might if I can spin it to be
less pathetic and more like funny." Additionally, this humour
condition extended to the recipient of the experience, placing
more barriers to receiving the help needed to cope with social
engineering attacks. PO3 (high) expressed these conditions:
"Probably only my best friend, but she would need to swear to
me to not use it as often as a joke." The use of humour can be
seen as a protective disclosure strategy similar to other safety
behaviours of social anxious individuals. To prevent nega-
tive social outcomes, such as negative judgement, individuals
apply humour as a way out [27].

These conditions that led to possible social withdrawal are
not limited to sharing with others, but can extend to with-
drawal from larger engagement (Theme: General Increased
Vigilance Differing Behaviour, see Appendix Table A3). High
SoAnx participants appeared more likely to completely with-
draw from platforms after experiencing a social engineering
attack. P02 (high) explains: "I just wouldn’t, I wouldn’t take
the risk on any platform, you know, similar like if it happened
to me on any platform, even a platform which I have a good,
like I have a good impression of”

Further, our thematic analysis also suggested that certain
SoAnx characteristics might offer potential protections, indi-
cating a more complex relationship than uniform vulnerabil-

ity.

4.4.3 Social Anxiety as Potential Resilience Factor

Across our scenarios we identified several SoAnx character-
istics of which support individuals’ resilience against social
engineering attacks. In particular we identified particularly
heightened attention to social cues and norm violations [59],
and social avoidance tendencies [27].

Detection of Social Norm Violation: Compared to low
SOAnx, high SoAnx participants appeared to show heightened
sensitivity to inappropriate social behaviours (Theme: Unso-
licited Information Sharing and Pet Names, see Appendix
Table A4). We found many high SoAnx participants immedi-
ately flagged premature intimacy within the romance scams
scenario, while those with low SoAnx responded with less
immediacy to premature intimacy. This finding highlights the
relationship between characteristics of the attack context and
SoAnx vulnerability, with the same emotional intensity that
created vulnerability in extortion contexts appearing to act
as a protective trait when perpetrators violated social bound-
aries. PO3 (high) questioned bank detail sharing: "I mean, why
do I need to have that anyway?" and expressed discomfort
with pet names: "I don’t like being called baby." P18 (high)
noted: "I think calling someone baby if you haven’t met them
in person, you know that’s not a very sound judgement.”" High
SoAnx participants’ discomfort with inappropriate intimacy

and premature personal information sharing created imme-
diate alarm responses. Furthermore, social pressure placed
high SoAnx participants in a heightened state of alert (Theme:
Vigilance from External Pressure and Urgency, see Appendix
Table A4). P10 (high) elaborated: "Yep, same day. That’s a
red flag. They need me to get it done as soon as possible."
High SoAnx participants felt the pressure even across written
messages, placing them in a higher state of alert against the
possible scam. Mirroring this similar sentiment, P09 (high):
"In my impressions of bad situations, I feel they will rush you,
especially when you’re in a desperate position..." Heightened
awareness of social norm violations amongst high SoAnx par-
ticipants may serve as protection against social engineering
attacks, as awareness of these norm violations may increase
alertness to potential risks.

The apparent sensitivity to social boundary violations, po-
tentially induced by the characteristic hyperfocus on social
cues, seemed to extend to participants’ potential ability to
detect other forms of communication inconsistency.

Linguistic, Tonal, and Information Inconsistency Detec-
tion:

We found participants with high SoAnx were better able to
detect social engineering attack cues within the job scam sce-
nario (Theme: Detection of Discrepancies and Tonal Anoma-
lies, see Appendix Table A4). P11 (high) detected "unprofes-
sional" communication patterns and P02 (high) recognised
the use of pressure tactics: "It almost seems like I'm being
pressured."” Furthermore, similar detection appeared in the ex-
tortion scenario related to the absence of information (Theme:
Vigilance on Missing Information, see Appendix Table A4).
P13 (high) noticed: "They haven’t even given like bank details,
so you’d have to interact with them." The potential heighten
sensitivity of high SoAnx participants for linguistic, tonal, and
information inconsistency may offer protection against social
engineering attacks as they become more aware of the situa-
tion and question the authenticity of the communication. This
enhanced detection capability is consistent with the charac-
teristic attention bias of SoAnx, where individuals habitually
scan for signs of potential social risks and signs of evaluation
[15, 59].

Avoidance of Social Interactions: High and low SoAnx
participants differed in how they sought information, with
high SoAnx participants preferring indirect research over di-
rect engagement. We identified protective restraint, with high
SoAnx participants being more cautious, seeking additional
information and clarification than low SoAnx participants
(Theme: Probing for Information and Clarification, see Ap-
pendix Table A4). While low SoAnx participants actively
engaged with the attacker, P06 explained: "I would probably
Jjust ask that question, like what is the position?", high SoAnx
participants preferred to withdraw from the interaction and
use other ways to gather information . P09 (high) explains: "I
think I would probably research more about the company and
the person rather than directly asking them." Furthermore, in
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the romance scam scenario, while low SoAnx participants re-
ported feeling a sense of obligation to respond on dating apps,
high SoAnx participants responded differently, reporting less
obligation to respond (Theme: Social Obligation to Respond,
see Appendix Table A4). P12 (low) noted that being on a
dating app carries an expectation of interaction, explaining
that if he did not reply: "It’s pretty rude.” Through these social
avoidance approaches may limit their exposure to the social
engineering attack due to their withdrawal tendency.

Given these patterns in our themes suggesting both po-
tential vulnerabilities and protective factors, we explored to-
gether with our participants what technological support might
be helpful during social engineering attacks.

4.5 Findings Study 2: Technology Design Rec-
ommendations (RQ3)

As part of the semi-structured interview we asked participants
to explore how technological interventions and support sys-
tems may have been useful to them during the presented three
scenarios. During initial coding, we had six codes for partici-
pant ideas; we then categorised these into the following three
main themes:

4.5.1 Proactive and Automated Security Measures

As developed through the theme Proactive and Automated Se-
curity Measures (Appendix Table A5), participants with high
SoAnx suggested systems that could enhance their natural
detection abilities [59] while reducing cognitive load that can
result in reduced attentional control (concentration). These
measures included automated filtering (P04 (high): "I think
apps should be able to like maybe regularly be scanning their
profiles for like scammers"), content pre-screening to address
curiosity-driven vulnerabilities (P11 (high): "If something can
click into that link for me and then relay the content to me,
it would be pretty nice"), real-time warnings (P10 (high): "I
think that there should be messages, warning messages for
people.”), and active system intervention (P02 (high): "I just
wish that something intervened, I just wish that something
stopped me before, I committed this action").

4.5.2 Community-Based Support Systems:

As shown through the theme Collective Knowledge and Shar-
ing for Support (Appendix Table A5), participants suggested
social proof which may offer support and overcome previ-
ously identified barriers. Participants suggested community
feedback systems (P05 (low): "I want to see the comments of
others to this person on a dating app..."), anonymous support
networks to address isolation (P02 (high): "I wish I would
have support. But I don’t know, I don’t know where I would get
the support from"), and shared experience platforms without

personal vulnerability (P06 (low): "...give me some exam-
ples of what others experienced when they were cheated or
hired...").

4.5.3 Educational and Accessible Support:

Ideas from this theme (Appendix Table AS5) focused on both
proactive and on-demand education. This also included sug-
gestions for easily accessible and centralised knowledge re-
sources (PO1 (low): "It would be great if there is more infor-
mation about how can I deal with it and where I could report
such scams."), streamlined reporting processes to address uni-
versal barriers, and on-demand Al or human support without
social exposure (P07 (low): "To be fair, if I did find something
specific, like very suspicious at the beginning and I didn’t
have someone to ask, I might have pasted some of what was
told to me and asked ChatGPT"). These suggestions reflected
clear group differences: high SoAnx participants drove rec-
ommendations for proactive automation and anonymous com-
munity systems, tied to their vulnerability to curiosity-driven
risk-taking and fear of negative evaluation, while low SoAnx
participants clustered around information access and shared
experiences. Together, they point to the need for security tools
that account for how SoAnx characteristics heterogeneously
interact with social engineering threats.

5 Discussion

Our findings suggest that SoAnx characteristics may increase
resilience but also cause elevated susceptibility across the
three explored social engineering attack scenarios. We use
Spence and Rapee’s evidence-based model of SoAnx to bet-
ter understand how core characteristics may affect users in
social engineering attacks. While our findings appear to be
consistent with core aspects of SoAnx, we emphasise that our
exploratory methodology limits definitive conclusions about
these theoretical connections.

5.0.1 Enhanced Detection Of Potential Threats with
Reassurance-Seeking Vulnerability

Trait socially anxious individuals have heightened attention
to social threat cues as a protective mechanism [10, 15, 59].
Our findings suggest a similar pattern: High SoAnx partici-
pants focused on linguistic inconsistencies, tones, breaches
of social norms, and social pressure tactics—particularly in
situations with established conventions like professional job
processes. However, attention bias links to excessive reassur-
ance seeking in SoAnx [23]. Our findings suggest this cre-
ates vulnerability when attackers provide positive affirmation.
High SoAnx participants responded more favorably to exces-
sive praise than low SoAnx participants. Reassurance-seeking
functions as a compensatory strategy to reduce anxiety from
perceived negative evaluation [23]. When attackers provide

322 Twenty-Second Symposium on Usable Privacy and Security

USENIX Association



unsolicited affirmation, this temporarily satisfies reassurance
needs, creating false safety that overrides SoAnx-enhanced
threat detection. Similarly, curiosity-driven vulnerability in
extortion reflects attention regulation difficulties [48]: while
participants recognized link dangers, attention remained cap-
tured by potential threat content. This illustrates how attention
bias manifests differently—protective when attacks exploit
norm violations, but vulnerable when exploiting emotional
needs or threat-verification urges. Beyond attention bias and
reassurance seeking, safety behaviours may further explain
our findings.

5.0.2 Safety Behaviours as Protective Strategies with
Limited Long-Term Effect

Safety behaviours are a prominent SoAnx characteristic, in-
tended to prevent negative social outcomes and reduce anx-
iety [59]. However, over-reliance may interfere with social
functioning [27]. Our findings indicate high SoAnx partic-
ipants engaged in broader avoidance behaviours, including
platform withdrawal and decreased social obligation to re-
spond. They also used humour when sharing scam experi-
ences—a protective strategy helping them communicate while
reducing anxiety and deflecting judgment [27, 59]. These be-
haviours create a paradox: while humour may facilitate dis-
closure, it minimizes experience seriousness and may discour-
age support. Similarly, platform withdrawal protects against
re-victimisation but eliminates access to platform-specific
protections and community resources. Consistent with prior
work [59], safety behaviours offer protection against certain
social engineering risks while simultaneously reducing access
to protective social resources for identifying and responding
to future attacks.

5.0.3 Individual Factors of Social Anxiety and Their Ef-
fects on the Strategy

Our findings suggest a complex pattern where participants
with trait SoAnx showed both enhanced resilience and in-
creased vulnerability across the three explored scenarios in
study 2. This variance challenges models that position men-
tal health needs as uniform security risk factors [31]. The
same individual may appear to excel at detecting linguistic
inconsistencies in one situation may also show increased sus-
ceptibility to positive affirmation due to elevated reassurance
seeking. Theories about trait SoAnx emphasise both individ-
ual and environmental factors contributing to its development
and maintenance. This results in different sensitivities and
coping strategies. For example: some individuals may expe-
rience SoAnx in one particular social situation (e.g., giving
a speech) while others may experience more general SoAnx
across multiple situations. Our findings are consistent with
this individualised perspective on SoAnx, where an individual
may show different strategies based on their personal aspects

of trait SoAnx. Taken together, our exploratory findings sug-
gest that SoAnx characteristics may create context-dependent
patterns of cybersecurity vulnerability and resilience that re-
flect the complex, individualised nature of trait SoAnx rather
than uniform risk factors.

5.1 Implications for Design

While these insights require validation through systematic
investigation, they indicate that effective cybersecurity inter-
ventions may need to account for how psychological factors
like trait SoAnx interact with social engineering threats. Our
findings reveal that trait SOAnx characteristics, such as atten-
tion bias to social cues [59], reassurance-seeking [23], fear of
negative evaluation [39], and safety behaviours [27], may cre-
ate context-dependent patterns of vulnerability and resilience.
To support practitioners in designing more inclusive security
tools, we translate identified patterns and user recommenda-
tions into three preliminary design considerations, acknowl-
edging that specific implementation strategies require further
investigation.

5.1.1 Leveraging Detection Abilities While Mitigating
Reassurance Vulnerabilities

Participants’ suggestions for proactive support tools revealed
a potential asymmetric protection problem: Security systems
must account for divergent user capabilities and vulnerabil-
ities across anxiety levels. Our findings suggest that high
SoAnx participants’ biased attention enabled detection of
linguistic inconsistencies, but their reassurance-seeking cre-
ated vulnerability to excessive praise—the same user showing
both capabilities and vulnerabilities depending on attack type
[23, 59]. Additionally, SoAnx characteristics such as fear of
evaluation in performance situations [39] may affect how
users engage with support systems themselves—for instance,
reluctance to use tools requiring real-time decision-making or
visible actions that might be judged by others. This suggests
that systems need to accommodate for the heterogeneity of
users: Highly SoAnx individuals may benefit from additional
support at detecting extremely affirmative language. For ex-
ample warning systems within communication platforms that
flag signs of a threat could be enhanced with additional infor-
mation about the tone of voice of the communication which
go beyond technical anomalies.

5.1.2 Community-Based Support Systems: Enabling So-
cial Proof Without Social Exposure

Our participants’ suggestions revealed an under explored ten-
sion in security design: the safety behaviours that SoAnx indi-
viduals employ for self-protection may paradoxically prevent
them from accessing community-based security resources.
While prior research has examined barriers to reporting a
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crime and help-seeking of victims [43], our findings suggest
that psychological safety behaviours may create additional,
hidden obstacles to community participation: Highly SoAnx
participants avoided sharing due to fear of negative evalua-
tion rather than privacy concerns. This distinction matters for
design because privacy-driven avoidance suggests different
solutions than anxiety-driven avoidance: Safety behaviours
(e.g., using humour to discuss scam experiences), may lead
users to downplay or conceal actual attacks to avoid nega-
tive evaluation from others. Drawing on these findings, we
propose the following considerations for community-based
security features: First, interfaces should offer implicit so-
cial proof (e.g., aggregated threat statistics) to validate users
without forcing personal disclosure. Second, system language
must favour neutral framing over stigmatizing terminology
(e.g., 'victim’) to lower evaluation anxiety. Finally, design-
ers should privilege asynchronous community resources over
high-pressure synchronous interactions, carefully balancing
user privacy with the need for collective security.

5.1.3 Reducing Friction Through Automation and Non-
Social Support

All participants reported barriers to formal reporting and help-
seeking, with these obstacles compounding for SoAnx indi-
viduals. Beyond the social barriers discussed earlier, partici-
pants identified systemic friction points: lack of knowledge
about reporting channels, skepticism about effectiveness, and
high effort requirements. These universal barriers suggest
that current support systems may be broadly inaccessible, not
just for specific populations. However, high SoAnx partici-
pants’ suggestions for automation also reflected avoidance
of judgment from authority figures—suggesting automation
addresses both universal friction and SoAnx-specific anxiety
about social evaluation. Participants’ suggestions for auto-
mated and educational tools point toward non-social pathways
for security support. Automated systems that could examine
suspicious content without user action might address both
effort barriers and the curiosity-driven vulnerability some par-
ticipants described. Educational resources accessible through
Al or searchable databases could provide support without
triggering the fear of judgment that prevented many partic-
ipants from seeking help. This suggests potential value in
Al-mediated preliminary assessment (e.g., allowing users to
query suspicious content before escalating to human support)
and automated evidence preservation that enables reporting
when users are emotionally ready rather than requiring im-
mediate action. Our findings reveal a temporal gap between
attack occurrence and reporting readiness: high SoAnx par-
ticipants reported that emotional distress often overrode judg-
ment during incidents. Security systems should therefore offer
staged support: automated mitigation during active compro-
mise, followed by education and reporting frameworks once
users have the cognitive capacity to engage with them.

5.2 Limitations and Future Work

Our work has several limitations. First, our small sample
(N = 20) was gathered via convenience sampling within an
academic context, risking demographic and digital literacy
skews that limit generalizability. Future work should employ
a broader, non-academic recruitment strategy to engage more
diverse communities, utilizing larger sample sizes to evaluate
how SoAnx influences vulnerabilities and resilience to social
engineering attacks. Second, our role-playing design priori-
tized safety over active deception, sacrificing ecological valid-
ity. Evaluating explicitly labelled, hypothetical threats allows
time for analytical reflection, bypassing the real-time emo-
tional reasoning triggered by actual attacks [32]. Furthermore,
the fixed scenario order may have introduced order effects,
and the evaluative interview format itself may have heightened
anxiety for some participants. To address these limitations
ethically, future work should consider counterbalancing sce-
nario presentation, or deploying longitudinal diary studies
and retrospective analyses to capture naturalistic responses
safely. Third, focusing exclusively on trait SoAnx omitted
comorbid conditions or broader mental health characteristics.
Future work should evaluate multiple aspects simultaneously
to identify SoAnx-specific patterns. Fourth, our scenarios var-
ied across multiple dimensions (e.g., relationship duration
and progression), limiting cross-scenario comparisons and
restricting our analysis to within-scenario patterns. Addition-
ally, reporting barriers were context-dependent, varying from
platform-native tools in romance scenarios to a complete lack
of reporting infrastructure in extortion contexts. Future work
should systematically isolate these dimensions (tactic, dura-
tion, relationship strength) and explicitly map context-specific
reporting barriers to better quantify their individual impacts.

6 Conclusion

In this exploratory study, we examined whether and how so-
cial anxiety affects vulnerability to social engineering attacks
through two studies. Study 1 gathered experiences from 42
participants who had experienced social engineering attacks,
identifying common attack patterns that informed three sce-
narios for Study 2. Through role-playing interviews with 20
participants, we found that social anxiety characteristics cre-
ate context-dependent vulnerabilities and resilience. While
all participants shared barriers to reporting and seeking sup-
port, high social anxiety participants displayed unique pat-
terns—attention bias and safety behaviours—that acted as
protective or vulnerability factors depending on attack type.
Participants suggested technology supports including automa-
tion and community-based systems. Our study contributes
understanding of how social anxiety characteristics create
both vulnerabilities and benefits in social engineering con-
texts, informing more inclusive security design.
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A Appendix

A.1 Open Materials

All study materials used in Study 2 are available in our OSF repository: https://osf.io/z639m/?view_only=
6d08aadc874b484d8ab56a6190086a501

A.2 Additional Tables Study 2

In the following section we provide detailed overviews about the themes and results of the two qualitative studies.

A.2.1 Participant Demographics

Statistic LSAS GAD-7 PHQ-9

Min 17 0 0
Max 88 18 14
Median  50.50 5.50 5

Mean 51.95 6.00 6.00
SD 23.26 5.34 4.17

Note: SD represents Sample Standard Deviation.

Table Al: Descriptive statistics for psychological scales from 20 participants from Study 2

Participant ID LSAS Score Level of Social Anxiety Group Age (Years) Gender Experienced Social

Engineering Atack
Previously
PO1 37 low 22 Female Yes
P02 76 high 22 Male Yes
P03 84 high 19 Female No
P04 77 high 29 Female No
P05 18 low 24 Female Yes
P06 46 low 27 Female Yes
P07 29 low 23 Female No
PO8 17 low 21 Female No
P09 57 high 21 Female No
P10 72 high 35 Male Yes
P11 65 high 26 Male Yes
P12 42 low 25 Male No
P13 62 high 25 Female Yes
P14 40 low 24 Male Yes
P15 38 low 31 Male Yes
P16 36 low 24 Male Yes
P17 17 low 35 Female Yes
P18 55 high 51 Male Yes
P19 83 high 26 Female Yes
P20 88 high 31 Male Yes

Table A2: Participant statistics from role-playing and interview.
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A.2.2 Study 2: Themes within Baseline Vulnerabilities and Social Anxiety Vulnerability Factors

Group Theme Description NLo NHi Sample Quote
Lack of Trust, Participants did not consider reporting scams due 36 23 “Just knowing... what can they actually do?
Knowledge, and Ease to lack of knowledge, low trust in outcomes, and That’s kind of putting me off.” — P02 (high)
Baseline of Access to perceived process difficulty. These barriers were
Vulnerability: Authorities stronger among high SoAnx participants.
t . . . .
Supp‘or Judgment and Perceived judgment or reprimand from support 3 16 “I would probably tell just one or two people that
Seeking . o , . !
Reprimand from systems reduced willingness to share concerns. 1 trust. Other than that, no, I'm taking this to the
Social Circle grave.” — P04 (high)
Personal Privacy for ~ Personal privacy was cited as a reason for not 8 1 “I feel like my instinct wouldn’t be to go to my
Participant discussing the situation with others. friends... this is just a private conversation.” —
PO6 (low)
Lack of Sharing Due  Participants felt no need to share when the 3 5 “I would feel comfortable, but I wouldn’t really
to Social Irrelevance  situation seemed socially irrelevant or low feel like there’s a need.” — PO4 (high)
impact.
Positive Perception of Friendly or supportive language evoked comfort 3 6 “I find the last two sentences quite a bit of an
“Friendly” Language and confidence rather than suspicion, potentially extra nudge for comfort...” — P03 (high)
encouraging continued interaction.
SOAI_IX- Knowledge of Danger Although aware of risks (e.g., unknown links), 1 3 “I probably click the link there and see what it is.”
Specific . o . . .
.., Overwritten by some participants still felt compelled to click due — P11 (high)
Vulnerability Emoti o .
motions to curiosity or emotional pull.
Factors
Desperation from Internal pressure or prolonged unemployment 3 6 “If I've been unemployed for 14 months... I'm
Pressures of created desperation, potentially reducing critical probably pretty desperate.” — P11 (high)
Unemployment evaluation.
Humour as a Sharing  Participants reframed scam experiences 2 5 “If I can spin it to be less pathetic and more like
Method humorously to reduce embarrassment and funny.” — P11 (high)
manage social image.
General Increased While many reported increased vigilance after a 0 6 “I may not give him a chance because of this

Vigilance / Avoidance
Behaviour

scam, some high SoAnx participants described
stronger avoidance of similar platforms or
situations.

negative experience... I feel I have a strong need
to protect myself.” — P20 (high)

Table A3: Themes within Baseline and Social Anxiety Vulnerability Factors, grouped by whether they reflect universal support-
seeking barriers or SoAnx-specific emotional and behavioural vulnerabilities. N Lo = N Low SoAnx inputs; N Hi = N High
SoAnx inputs.
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A.2.3 Study 2: Themes Within Social Anxiety as Potential Resilience Factor

Group Theme Description NLo NHi Sample Quote
. Unsolicited Participants are alerted by unnecessary 4 14 “Maybe it’s just me, but like if we haven’t met
Det.ectlon of Information Sharing  information sharing from the fictitious sender and and they start calling me like nicknames. This is
S(‘)CIal‘Norm and Pet Names the use of intimate nicknames. kind of kind of weird.” — P11 (high)
Violations
Vigilance from Participants mention feeling urgency or pressure 3 7 “...I do think the only thing that is a little weird is
External Pressure and in role-playing messages, which may put them on that they were like, please sign it as soon as
Urgency alert. possible. I guess it’s weird to rush instead of just
giving a deadline.” — P09 (high)
Linguistic & Detection of Participants noticed and questioned 9 15 “It feels a little bit generic. And the second one,
Information Discrepancies and inconsistencies such as grammar issues and tonal where they asked me for money feels very direct...
Inconsistency Tonal Anomalies shifts, leading to suspicion and wariness. And then the last one, they’re just like, hey, I need
Detection you to wire me this amount of money.” — P11
(high)
Vigilance on Missing  Participants identified missing or incomplete 1 4 “You have one hour to give me two thousand
Information logistical information (e.g., payment details), pounds, but nowhere to send that money to. How
which raised suspicion. am I supposed to give you the money?” — P10
(high)

. Probing for While all participants conducted research on the 11 6 “And I would probably just ask that question, like
Avo.ldance of Information and fictitious persona, some showed more proactive what is the position? And maybe like, you know,
Social . Clarification probing behaviour to gain additional clarification. what’s the opening?” — P06 (low)

Interactions
Social Obligation to  Many participants felt a social obligation to 7 3 “I would given it’s a dating app, I feel like I

Respond

respond due to the norms of the dating
application context.

would have been more receptive of just like a hey,
how are you doing?” — P06 (low)

Table A4: Themes within Social Anxiety as Potential Resilience Factors, grouped by detection of social norm violations, linguistic
and information inconsistencies, and avoidance of social interactions. N Lo = N Low SoAnx inputs; N Hi = N High SoAnx

inputs.
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A.2.4 Study 2: Themes About Technology Suggestions

Group Main Theme Theme Sub-theme Sub-theme Description Sample Quote

Description

Participant’s Automated The system should automatically filter or  “I think apps should be able to like

vigilance and Filteri suspicious messages, similz ; i j
Automation Proactive and | g o Filtering bloc}( suspicious messages, similar to an may-be regulquy be scanning tfzetr

d Risk Automated Se- nowledge are email spam folder. profiles for like scammers or like

and R ity M strategies  used regularly be or at least bots.” — P04
Detection  curity Measures ., . 0i4 scams; (high)

however, emotions

Pre-Screening The technology could verify user profiles, “If something can click into that link for

may override ; J
logical  decision- and Information scan for reused photos, analyze unknown me and then relay the content to me, it
making. Summary links, and provide summaries including  would be pretty nice.” — P11 (high)
credibility, activity, and sender details.
Risk Indicators ~ The system should provide real-time “I think that there should be messages,
and Warnings warnings about suspicious behavior, such warning messages for people. Letting
as unusual language or sudden financial people don’t ask for visa gift cards. This
requests. isn’t normal.” — P10 (high)
gslr:;)r(r)l;nlty Collective This theme - No sub-themes identified. “I want to see the comments of others to
Knowledge and highlights this person on a dating app like 90% of
Sharing for participants’ the person give the some for this person
Support desire for social and like a 10% of person think she is a
proof and shared genuine person.” — P05 (low)
experiences to
help identify
scams and reduce
the mental burden
of verifying
concerns
independently.
Educational This theme high- Knowledge- The platform should provide educational ~“It would be great if there is more
Education . lights the desire Building guidance, such as how to engage safely  information about how can I deal with it
and Accessible for  educational L .
and Access Support Resources with job applications, expected salary and where I could report such scams...
resources and ranges, and reporting channels. That would be really helpful...” — PO1
accessible support (low)
mechanisms  to -
identify and re- On-Demand A simple way to access help from a “To be fair, if I did find something
Support human or AI model when feeling specific, like very suspicious at the

spond to scams. : o . . s o
uncertain about a suspicious interaction.  beginning and I didn’t have someone to

ask, I might have pasted some of what
was told to me and asked ChatGPT.” —
PO7 (low)

Table AS5: Merged themes and sub-themes identified for technology suggestions from participants, grouped by automation and
risk detection, community support, and education and access.

A.3 Declaration of Al use

During the preparation of this work, the authors used generative Al tools, including OpenAl GPT-5 and Claude Sonnet 4, to
assist with editing, such as drafting sentences from bullets or refining text, or code and polishing grammar and style. Additionally,
Gemini 2.5 Flash, was used to develop images and initial messages within Study 2. The authors take full responsibility for
verifying, reviewing, and editing all generated content, including text, code, citations, and any outputs derived from these tools,
and attest that the final publication reflects their original intellectual contributions and is free from falsified, plagiarized, or
misrepresented content.
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