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Abstract

As reliance on connected home devices grows, human behav-
ior remains a critical vulnerability that is often inadequately
addressed by traditional, overly technical educational meth-
ods. To bridge this gap, we introduce CyQured, a tabletop
board game that models a digital home ecosystem of 16 de-
vices, enabling players to simulate 16 STRIDE-inspired at-
tacks and defenses through structured gameplay. We evaluated
CyQured with 50 university students, 13 with prior cyberse-
curity coursework and 37 without, including 14 with limited
tabletop gaming experience. The evaluation was conducted
using a mixed-methods approach that included knowledge
assessments and user-centered evaluations, including the SUS,
TAM, and NASA-TLX scales. While novices without domain
or tabletop gaming experience reported higher cognitive load
and borderline usability scores, knowledge gains were ob-
served across all cohorts. Thematic analysis revealed that
novices encountered initial accessibility barriers and elevated
cognitive load due to unfamiliar cybersecurity terminology
and gameplay mechanics; however, high engagement and so-
cial interaction motivated them to persist. Collectively, these
findings suggest that game-based simulations can effectively
engage diverse learners in understanding home cybersecu-
rity, while also underscoring the need for accessible game
design to support players without prior domain knowledge or
tabletop gaming experience.
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1 Introduction

People today are increasingly surrounded by connected tech-
nologies, from smart home appliances and personal devices
to always-on cloud services. As reliance on these technolo-
gies grows, the human element has become a major source
of vulnerability. Even when organizations deploy advanced
technical defenses, attacks frequently succeed by exploiting
human behavior and decision-making. Systematic data breach
research showed that human error is one of the main methods
attackers use to cause data breaches [46]. Unlike enterprise
environments, home users generally lack access to dedicated
security teams, institutional policies, or advanced defensive
infrastructure. University students are a particularly relevant
population for studying this problem, as they actively manage
personal devices and online accounts while exhibiting widely
varying levels of cybersecurity knowledge.

Addressing this human factor requires effective education.
Traditional cybersecurity awareness programs often rely on
passive learning approaches, such as lectures or compliance-
driven modules, that focus on information delivery rather
than skill development [21, 53]. Evidence suggests such ap-
proaches yield limited improvements in real-world security
behavior [31]. Learners often struggle to translate abstract
advice, such as using strong passwords or recognizing sus-
picious behavior, into practical decision-making skills [36],
especially when they come from non-technical backgrounds.

Serious games and gamification have emerged as promising
solutions by providing interactive, experiential learning envi-
ronments [17, 26]. Security games can teach targeted skills,
allowing learners to practice decision-making in simulated
environments [28, 41]. However, most tools focus on enter-
prise contexts, rely on expert facilitation, or target isolated
threat vectors rather than the broader home ecosystem.

Research in usable security also shows that non-expert
users rely on incomplete or inaccurate mental models when
reasoning about security and privacy. Users often misunder-
stand how their data flows online and how everyday technolo-
gies interact, leading to gaps between perceived and actual
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risks [13, 32, 35, 55]. While prior security games have im-
proved specific skills, such as phishing detection [7, 39, 48],
few interventions support holistic reasoning about intercon-
nected home environments or enable self-directed learning
without expert facilitation.

To address these gaps, we introduce CyQured, a tabletop
board-and-card game for personal cybersecurity education at
home. CyQured models a realistic digital home ecosystem
and operationalizes threat categories derived from STRIDE,
a widely used threat-modeling framework covering Spoof-
ing, Tampering, Repudiation, Information Disclosure, De-
nial of Service, and Elevation of Privilege [49] into intuitive,
facilitator-independent gameplay. Players explore threats, de-
fenses, and trade-offs through collaborative problem-solving.
The game specifically targets university students with diverse
technical backgrounds, providing an accessible and heteroge-
neous population for early-stage evaluation.

Our Research Questions are:
RQ1: How effective is CyQured in improving cyberse-

curity knowledge among university students from different
technical backgrounds?

RQ2: How do usability, cognitive load, and technology ac-
ceptance of CyQured differ between students with and without
prior cybersecurity backgrounds?

To answer these questions, this paper investigates how a
tabletop cybersecurity game can support learning and engage-
ment among students with varying technical expertise. We
evaluate knowledge gain, usability, cognitive load, and tech-
nology acceptance using a mixed-method study.

This paper makes three key contributions:

i. A home-context tabletop security learning artifact.
CyQured models a connected home ecosystem and maps
STRIDE-inspired threats into accessible, facilitator-
independent gameplay.

ii. Empirical evidence of learning and usability trade-
offs. A mixed-methods study with 50 university stu-
dents demonstrates measurable knowledge gains while
revealing usability and cognitive-load challenges for non-
expert players.

iii. Design insights for low-barrier security games. Our
findings highlight how terminology, onboarding, and
prior tabletop familiarity affect engagement, extending
prior research on mental models and security training.

The remainder of the paper is organized as follows: Sec-
tion 2 reviews related work, identifies research gaps, and sit-
uates CyQured among prior tools. Section 3 and Section 4
explain the game’s design and gameplay mechanics. Section
5 presents the evaluation results, Section 6 discusses implica-
tions, Section 7 presents limitations, and Section 8 concludes
with future directions.

2 Related Work
Security gamification has become a rich research field. Never-
theless, a more detailed examination reveals a notable discrep-
ancy between the tools that are available at present and the
requirements of the common users. Numerous games have
been effective at imparting specific skills [17, 26, 42], the ma-
jority of which were created in enterprise contexts with expert
facilitation or in response to a specific security topic. To ex-
plain the gap in CyQured records, we analyze the literature
regarding these common restrictions.

A major trend in cybersecurity games is their strong orga-
nizational focus. Early and influential systems such as Cyber-
CIEGE [33] and Riskio [28] place players in the role of IT
managers making budget and policy decisions. Other tools, in-
cluding Play2Prepare [24] and Protection Poker [56], are built
for incident response teams and software development envi-
ronments. These approaches assume access to security teams,
organizational policies, and institutional resources. Such as-
sumptions rarely hold for home users, making it difficult to
translate lessons into everyday personal security practices.

The usable security research describes the reasons why this
mismatch is significant. There are also informal, incomplete
folk models of cybersecurity that non-expert users tend to rely
on, based on their own perceptions of cybersecurity safety
and protection issues in this field of social life and activity
[55]. Such mental models influence decision-making and risk
perception online. It has been repeatedly demonstrated that
users misinterpret data flows and privacy threats, as users
need to be able to create tools that are compatible with a
variety of mental models and cognitive capacities [13, 32, 35].
Instructional aids must instead help in learning relationships
among various components of the home ecosystem, rather
than separate competencies.

Despite this need, many user-focused games remain highly
specialized. Tools such as Anti-Phishing Phil [48], PhishGuru
[39], and Persuaded [1] effectively teach phishing detection,
while GAP focuses on password strength [54]. Other games
concentrate on cryptography [23] or smartphone permissions
[47]. These tools are effective for micro-learning but do not
help players develop a holistic understanding of the connected
home environment, in which devices, networks, and physical
access interact.

Another barrier is scalability. Several tabletop tools, includ-
ing Riskio, Security Cards, and Elevation of Privilege [49],
rely on expert facilitators to guide discussion and interpret
outcomes. While effective in workshops, facilitator-driven ex-
periences are challenging to deploy in everyday settings. This
requirement can exclude the very audience most vulnerable
to cyber threats, i.e., novice users learning independently at
home.

Lastly, most security games are focused on offensive inter-
actions. Games like Hacknet [20], Control-Alt-Hack [16], and
d0x3d! [22] advertise their game by playing on the excitement
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Table 1: Comparison of gamified cybersecurity tools illustrat-
ing the research gap.

Tool Medium Audience Context Goal Facilitator

CyberCIEGE [33] Digital Expert Enterprise IA Risk Mgmt No
Anti-Phishing Phil [48] Digital Novice Personal Single Threat No
PhishGuru [39] Digital Novice Personal Single Threat No
GAP [54] Digital Novice Personal Single Threat No
Riskio [28] Tabletop Employees Enterprise Org. Awareness Yes
EoP [49] Tabletop Developers Software Threat Model Yes*
Control-Alt-Hack [16] Tabletop Students Audit Offense No
Cyber Threat Defender [9] Tabletop K-12 Foundational Networks No
Play2Prepare [24] Tabletop IT Staff ICS Incident Resp. Yes
Cyber Suraksha [47] Tabletop Novice Personal Single Threat No
Protection Poker [56] Tabletop Developers Software Risk Assess. Yes*
SREG [57] Tabletop Students Software Sec. Req. No
Crypto Go [23] Tabletop Mixed Foundational Single Threat No
CyQured (Ours) Tabletop Novice Home Holistic Defense No
*Requires an internal team moderator (e.g., Scrum Master) rather than an external instructor.

of being a hacker. They can be found to be interesting, but can
also focus on attack gameplay rather than defensive thinking;
the chance to train defensive thought is minimal.

Table 1 highlights how existing tools map to audience,
context, and facilitation requirements. Taken together, the
literature reveals a clear gap. Few tools are simultaneously
(1) centered on the home context, (2) holistic in scope, (3)
playable without expert facilitation, and (4) balanced between
attack and defense. Existing interventions are either too spe-
cialized (e.g., Cyber Threat Defender [9]) or too advanced for
novice audiences (e.g., SREG [57]).

CyQured was designed to address this gap. By adapting
simplified STRIDE-inspired threat categories into intuitive
tabletop mechanics, the game provides a self-contained sim-
ulation of the personal cybersecurity ecosystem for novice
users without requiring enterprise knowledge or expert guid-
ance.

3 CyQured: Design and Implementation
The game design process followed a clear set of goals and
established design principles for serious games to ensure the
intended learning outcomes for the target audiences. It also
required a well-defined rationale for selecting the game genre
and for developing the game’s structure and components.

3.1 Design Goals
The main target is to create a learning environment that helps
players better understand personal cybersecurity threats and
the basic steps needed to defend against them. This goal is
supported by three key objectives:

i. Awareness of personal cybersecurity risks. To help
players identify risks and choose suitable responses, the
game exposes players to common real-world attack sce-
narios and corresponding protective strategies following
security standards.

ii. Security reasoning and trade-off thinking. By alternat-
ing between attacker and defender roles, players experi-
ence how vulnerabilities are exploited and how defenses
mitigate risk.

iii. Self-directed and accessible learning. The game is de-
signed to be playable without expert supervision and can
be played in classrooms or informal settings by players
from diverse technical backgrounds.

3.2 Target Audience
CyQured is targeted at undergraduate students with diverse
technical backgrounds. These students are often exposed to
real-world security threats but seldom get formal training
on how to detect and deal with them [25]. Our research and
validation were conducted exclusively on undergraduate stu-
dents, who are the main target audience for whom the learning
outcomes of the game have been validated.

3.3 Facilitator Independence
The game has been designed to be playable without expert
facilitation. All rules and gameplay are self-contained to facil-
itate independent learning. This design approach allows play-
ers to play with friends or classmates wherever they choose
and does not require them to rely on someone to serve as a
facilitator. During the evaluation, a member of the research
team was present solely to clarify gameplay rules upon request
and monitor the time, without providing any cybersecurity
instruction or guidance.

3.4 Design Principles
To produce a game that educates on cybersecurity on a large
scale, the process of game design in accordance with the
learning principles and motivation theories was adhered to, as
a form of effective learning.

Constructivist Learning [5,34]: Construction of knowl-
edge occurs through the interactions of players with real-life
situations and not through instructions. The game will pro-
mote active decision-making and reflection and help players
move between the roles of attacker and defender.

Self-Determination Theory [15, 45]: Self-determination
theory is a theory that assists players in feeling competent,
related, and autonomous as they make strategic decisions, feel
their advancement through completed defenses, and learn in
a social gameplay environment.

Cognitive Load Theory [50]: The game is designed to
balance a challenge with usability by presenting security con-
cepts in structured, simplified forms suitable for novice learn-
ers.

These principles guided the design of the layout, card me-
chanics, and the structure of the turn to ensure that learning
about cybersecurity at home is immersive, collaborative, and
accessible to players from diverse technical backgrounds.

3.5 Motivation Behind a Role-playing Table-
top Card-and-Board Game

CyQured is designed as a tabletop card-and-board game to pri-
oritize social learning without requiring technical setup [29,
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37]. The game mechanics were inspired by Monopoly be-
cause it is highly familiar and has pedagogical value [38].
Monopoly is widely known in Bangladesh, with 72% of our
participants having played it previously. This provides a cog-
nitive shortcut that lets players direct mental effort toward
cybersecurity concepts rather than unfamiliar game mechan-
ics [8, 19]. Alternative formats (cooperative games, trivia
decks) were considered but rejected: cooperative play lacks
the adversarial tension that simulates real attack-defense deci-
sions, and unfamiliar game structures would compound the
cognitive burden of learning new security content simulta-
neously. Structurally, resource ownership under competitive
pressure and consequence-based decision-making map nat-
urally onto cybersecurity reasoning, transforming abstract
security principles into practical, memorable [30, 51].

3.6 Game Components
Components of CyQured are divided into two major cate-
gories: game cards and the game board. The game also in-
cludes a six-sided die, which must be rolled to move along
the cells, and token markers are used to indicate each player’s
current location. These components create a structured envi-
ronment in which players repeatedly encounter cybersecurity
threats, defenses, and trade-offs in decision-making during
gameplay.

3.6.1 The Game Board: Architecture and Pedagogical
Significance:

The CyQured board (Figure 1) contains a cyclic track of 28
cells inspired by the classic Monopoly game design. The
cyclic layout ensures repeated exposure to cybersecurity con-
cepts as players progress through multiple rounds. The 16
devices were selected based on widespread prevalence, inher-
ent security weaknesses, and the high-value data they han-
dle [2,18,43]. These were picked by looking at how often they
are used, whether they have had security flaws before, how
many outside threats they face, and what tasks they handle
inside a local network. Considering the higher vulnerability
and the impact of Routers and NAS devices (single-failed-
defense: compromising a gateway has a significantly larger
blast radius), they were presented as special cells [2, 52]. The
Color-Group Immunity mechanic is intentionally borrowed
from Monopoly to drive strategic goals and keep players
motivated through the “productive struggle.” The other spe-
cial cells introduce structured variation and unpredictability
during play (e.g., chance events, scenario challenges, and tem-
porary disruptions). These elements ensure that the game
includes both strategic planning and unexpected events to
simulate the uncertainty of real-world cybersecurity risk.

We adjusted asset positions using Monte Carlo simulation
to handle unpredictability in intricate setups [40]. Instead
of fixed trials, we generated around 300 gameplay runs to
spot squares most frequently landed on right after GO. Where
players ended up most often got linked to essential parts like
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Figure 1: CyQured Game Board

network hardware units. By doing so, learners come across
key cyber topics more regularly during play.

3.6.2 The Game Card Elements:

The card system forms the pedagogical core of CyQured.
It links threats with defenses and supports scenario-based
learning. The game includes four types of cards:

Action Cards: This deck contains attack and defense cards
that represent common cyber threats and protective measures.
They share the same back design, so players cannot identify
the type of card while drawing from the deck. This also con-
ceals opponents’ holdings for maintaining uncertainty and
strategic tension and making gameplay more engaging.

There are 16 different types of cards for each type: attack
and defense. Attack cards describe realistic threats mapped to
STRIDE categories and suggest targets and possible defenses
as well (Figure 2a). Defense cards follow a layout similar to
the attack cards (Figure 2b). They represent practical mitiga-
tion strategies and have a list of suggested attacks that can be
defended with the card. Continuous use of these cards creates
repeated exposure to attack–defense relationships and helps
learning through decision-making.
Chance Cards: Chance cards (Figure 3a) add some element
of unpredictability to the game. Though not strategy-driven,
they provide short narrative contexts that help reinforce secu-
rity awareness with scenarios.
Scenario Cards: Scenario cards (Figure 3b) present open-
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(a) Attack Card (b) Defense Card

Figure 2: Attack and Defense Card Layout

ended cybersecurity incidents. These require players to iden-
tify the relevant STRIDE threat category. These also encour-
age recall, interpretation, and discussion.

(a) Chance Card (b) Scenario Card

Figure 3: Chance and Scenario Card Layout

Asset Cards: Asset cards have an asset title and a brief de-
scription about that asset. It acts as a token of ownership for a
particular asset.

The card system was refined through several rounds of pilot
testing. Early versions avoided having attack-defense sugges-
tions and limited the labels, target suggestions, and suggested
attack-defense listing to encourage players to follow an open-
ended exploration. However, this led the novices to confuse
risks, hesitate in decisions, or lean on the game master for
help, and resulted in a significantly high cognitive load even
for some players from computer science backgrounds. Based
on this feedback, the cards were redesigned with clearer ti-
tles, short descriptions, asset targets, suggested defenses, and
color coding to similar kinds of attacks. Future iterations will
add icon-based redundancy to support color-blind players.

Later trials revealed better precision, reduced confusion, along
with increased independence and assurance during gameplay.
These changes were aimed at keeping the game challenging
yet manageable. All the cards used in this game are presented
in Figure B.1, Figure B.2, and Figure B.3 in the Appendix.

4 Gameplay Mechanics for CyQured
CyQured simplifies cybersecurity concepts through an inter-
active game where players plan, attack, defend, and react to
events. The following subsections describe the game’s core
mechanics, including turn structures and movement, asset
management, the attack-defense resolution system, and other
special features. This also includes gameplay walkthroughs
to explain the game flow.

4.1 Initial Setup and Turn Flow
The 68-action card deck consists of attack and defense cards,
each with 2 copies of 17 types, including 1 ultimate card.
Players start with 8 cards each, and the rest are placed on
the board along with 30 chance and 20 scenario cards. Each
player will also get 50 credit points and will start from the
GO cell. Players take sequential turns. On each turn, a player
rolls a six-sided regular die and moves along the game board,
similar to Monopoly.

i. Roll the die and move the corresponding number of cells.

ii. Execute the action of the cell (acquire an asset, engage in
attack-defense, draw a chance card, or solve a scenario).

iii. End turn; next player continues.

4.2 Resource Ownership and Attack-Defense
Mechanism

Players can claim unowned assets by paying their designated
value and acquiring the corresponding asset card. Ownership
grants points, while landing on an occupied asset presents a
strategic choice: pay partial points or launch an attack using
an appropriate attack card.

During an attack, the attacker attempts to compromise the
asset, while the defender responds using a defense card. A
successful defense prevents a point loss, whereas a failed
defense allows the attacker to gain points or, in the case of
repeated failures, claim the asset. Special assets (e.g., Wireless
Router, Home Server) allow ownership transfer after a single
failed defense. This mechanic reflects the outsized impact of
compromising network gateways: a single router breach can
enable lateral movement to other devices.

Owning all assets of a color group provides immunity
against attacks and increases point gains, encouraging strate-
gic asset grouping. While not a direct security analog, this
Monopoly-derived mechanic provides strategic goals that sus-
tain engagement through the “productive struggle” of learning
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complex concepts [19]. However, accumulating assets with-
out adequate protection introduces risk, as poor defense can
lead to point loss or elimination.

This attacker–defender exchange encourages players to
apply cybersecurity knowledge, evaluate trade-offs, and expe-
rience consequences of weak defenses, simulating real-world
security decision-making in a controlled environment. Cru-
cially, the game mechanics require players to read the card
text aloud and justify their chosen attack or defense to the
other players. This forced reading and verbal justification
embed active literacy as a pedagogical mechanism, ensuring
players engage meaningfully with the security content rather
than playing by rote.

4.3 Special Cell Mechanics
Special cells introduce variation and learning opportunities
beyond standard asset interactions. The GO cell grants points
and action cards upon lap completion, rewarding progress.
Chance cells simulate unexpected cybersecurity events, teach-
ing risk assessment under uncertainty. Scenario cells require
players to identify the STRIDE threat type from a narrative
prompt; correct answers earn points with no penalty for errors,
reducing frustration. The STOP cell skips a turn (representing
forced updates or downtime), the Power Outage cell temporar-
ily deactivates all assets, and Card Penalty/Bonus cells add
randomness by discarding or awarding action cards.

4.4 Role of a Game Master
CyQured was designed to be complete without a facilitator;
all players were allowed to follow the rules and interact with
the mechanics independently. However, the game allows for
an optional Game Master role. A Game Master can be a
participant or an external domain expert who can provide
additional pedagogical value, such as explaining the details
of attacks and defenses during gameplay.

4.5 Game Completion Option
CyQured supports three end conditions: Elimination (players
with no points or assets are eliminated; last player wins),
Timed (fixed duration; the highest combined score wins), and
Target Score (first to reach an agreed total wins). Groups can
select the mode to match their available time and desired
competitiveness.

4.6 Learning and Engagement Through Game
Mechanics

CyQured’s mechanics are designed to implement construc-
tivist and experiential learning principles. By alternating roles
between attacker and defender, learners gain insight into both
offensive and defensive strategies. Strategic choices like de-
ciding which assets to attack or defend encourage players
to apply cybersecurity knowledge in realistic contexts. Re-
source management through cards and points provides cog-
nitive scaffolding. This helps players evaluate trade-offs and

consequences of their decisions. Meanwhile, collaborative dis-
cussion during decision-making fosters peer learning, debate,
and reflection.

Randomization via dice rolls and chance cards prevents rote
gameplay and simulates real-world unpredictability. Progres-
sive complexity across rounds maintains engagement while
avoiding cognitive overload. An optional Game Master can
clarify rules and guide discussion without providing direct
answers, preserving learner autonomy.

5 Game Evaluation
To assess the effectiveness of CyQured in terms of knowledge
acquisition (RQ1) and usability (RQ2), we conducted a study
with university students. Its different aspects are discussed
below.

5.1 Study Design
An experimental, pre-/post-test mixed-methods design was
used for this study. The independent variable was partici-
pants’ technical background (CS vs. non-CS). The dependent
variables were knowledge acquisition and user experience
indexes. The game features were also pilot-tested to reflect
the alignment with the learning objectives. We followed a
structured workflow for the experiment. The structure is:

i. Initial Phase: Participants first gave informed consent
and demographic information. They then completed a
demographic questionnaire and a 10-item pre-test on
cybersecurity knowledge to assess baseline knowledge.
The 10-item pre-/post-tests were newly developed for
this study, aligned with the 16 attack-defense pairs in
CyQured. Pre-test items assessed attack recognition;
post-test items assessed corresponding defensive reason-
ing. This asymmetric pairing was intentional to measure
knowledge transfer from threat identification to mitiga-
tion strategy selection.

ii. Game Session: Participants were split into small groups
of four to five students and played the game for one
hour or so. A rulebook and a manual with all attacks
and defenses used in the game were given to ensure that
the game went smoothly, and instructions were the same
every time between groups.

iii. Post-Test, Surveys, and Interview: After playing the
game, a knowledge post-test that consisted of 10 items
and a usability survey was performed on the participants.
All responses were anonymized by using unique codes
associated with players to match pre-test to post-test and
survey data. In addition, participants who had not com-
pleted any security course participated in semi-structured
interviews with four open-ended questions to understand
their perception of the game and their experience of
learning.
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To guard against the test-retest confound inherent in the
pre-/post-design, a supplemental baseline study was con-
ducted. Twenty participants of similar demographics and
NC-comparable composition completed both the pre- and
post-test at a 60-minute interval with no gameplay interven-
tion, allowing direct comparison of score changes attributable
to game exposure versus re-exposure to the test format (see
Section 5.4 for results).

5.2 Ethics Statement
This study was approved by the Institutional Review Board
(IRB) before data collection. Participation was voluntary, and
recruitment was done via a Google Form sent to students in a
number of different departments where interested students reg-
istered for the study. Before engaging in the activities, partici-
pants were informed of the purpose of the study, procedures to
be employed, and rights of the participants, and informed con-
sent was obtained. Participants were strongly advised that they
could withdraw from the study at any time without penalty.
No participants were recruited from courses taught by the au-
thors. All students were explicitly informed that participation
or non-participation would not affect their academic standing.
To ensure strict confidentiality, each participant was given a
unique two-digit number upon entry into the study. All mate-
rials collected, such as survey responses and audio recordings
from the interview phase, were anonymized immediately and
linked to these two identifiers only. Furthermore, all data han-
dling, storage, and analysis procedures were strictly adhered
to established institutional ethical guidelines to protect partici-
pant privacy. All the participants were given a small monetary
compensation for their time.

5.3 Study Participants and Sampling
The evaluation was conducted at a renowned university in
Bangladesh. Fifty undergraduate students were recruited via
convenience sampling because participants were readily ac-
cessible on campus. Participants were assigned to one of two
primary groups based on prior cybersecurity coursework: 13
students in the Security Coursework (SC) group and 37 in the
No Coursework (NC) group. To examine the impact of table-
top gaming literacy, the NC group was further subdivided into
two secondary cohorts based on Monopoly familiarity: NC-M
(with Monopoly experience, n = 23) and NC-NM (without
Monopoly experience, n = 14). This made direct comparisons
of board game literacy between groups infeasible.

Table 2 summarizes participant demographics. Though
convenience sampling limits generalizability beyond the uni-
versity population, the sample provides sufficient diversity in
technical backgrounds and gaming experience to evaluate us-
ability, cognitive load, and knowledge gain across subgroups.

5.4 Evaluation Instruments
A mixed-method approach was followed for the evaluation
of the game’s effectiveness. Data triangulated from multi-

Table 2: Participant Demographics (N = 50).

Demographic SC Group NC Group Total
(n = 13) (n = 37) (N = 50)

Gender
Male 10 (77%) 28 (76%) 38 (76%)
Female 3 (23%) 9 (24%) 12 (24%)

Monopoly
Experience

Yes 13 (100%) 23 (62%)a 36 (72%)
No 0 (0%) 14 (38%)b 14 (28%)

Age (years)
Mean±SD 23.6 ± 1.0 22.0 ± 1.4 22.4 ± 1.5

a Designated as the NC-M subgroup.
b Designated as the NC-NM subgroup.

ple complementary instruments helped to measure objective
learning outcomes, perceived usability, cognitive load, tech-
nological acceptance, and participants’ qualitative reflections.

i. Knowledge Acquisition (Pre–Post Test).
Learning gain was measured using a 10-item multiple-
choice test covering the cyber threats and defenses rep-
resented in the game (the full instrument can be found in
Appendix A.1). A paired-samples t-test compared pre-
and post-test scores for the full sample and for the dif-
ferent security background groups separately. Learning
magnitude was estimated using Cohen’s d [12]. To ad-
dress potential test-retest confounds in the pre-/post-test
design, a supplemental control study (N = 20) was con-
ducted with demographically similar participants drawn
from the NC cohort who did not play the game. These
participants completed both the pre- and post-test at a
60-minute interval with no gameplay intervention. No
significant score change was observed (Mpre = 4.05,
Mpost = 3.85, ∆M = −0.20, SD = 1.61; t(19) = 0.56,
p = 0.58, d = 0.12, 95% CI [−0.95, 0.55]) to confirm
that the gains observed in the main study reflect game-
induced learning rather than item difficulty differences
or repeated exposure effects (see Table 3).

ii. System Usability Scale (SUS) and NASA Task Load
Index (NASA-TLX). Perceived usability was measured
using the 10-item System Usability Scale (SUS) [4].
Cognitive workload was measured using the NASA-
TLX, which captures mental demand, physical demand,
temporal demand, performance, effort, and frustration
[27]. Responses to the SUS questions were recorded on
a 5-point Likert scale, while TLX records used 10 points
to record input.

iii. Technology Acceptance. Acceptance of the game was
assessed using a 17-item questionnaire derived from the
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Technology Acceptance Model (TAM; measuring Per-
ceived Ease of Use [PEOU], Perceived Usefulness [PU],
Intention to Use [ITU], and Attitude Toward Technology
[ATT]) [10, 14].

For the TAM question presented in Appendix A.2, user
input was recorded on a 5-point Likert scale. Cron-
bach’s α indicated acceptable internal consistency for PU
(α = .84), ITU (α = .83), and ATT (α = .69). The lower
PEOU reliability (α = .63) reflects genuine between-
group variability rather than construct invalidity: within-
group standard deviations for PEOU were low (SC:
SD = .21; NC-M: SD = .18; NC-NM: SD = .16), con-
firming that participants within each cohort responded
consistently. The reduced overall α arises from the po-
larized usability experiences of gaming-literate versus
novice players, a substantive finding rather than a mea-
surement flaw (see Section 5.5.2).

iv. Semi-Structured Interviews and Thematic Analy-
sis. To contextualize the quantitative findings, semi-
structured interviews guided by four open-ended ques-
tions were conducted with a subset of participants after
gameplay. Interviews lasted approximately 10 minutes
and were audio-recorded and transcribed. Data were an-
alyzed using inductive thematic analysis [11]. To ensure
rigor, two researchers independently coded the data and
met to discuss and refine the themes.

The pre- and post-test questionnaires were used to explore
the research question RQ1–knowledge gain through the game,
and the other instruments were used to answer RQ2–the us-
ability of the game, and also to find how impactful it was
across participant groups. Statistical significance was deter-
mined using a threshold of p < .05.

5.5 Result Analysis
This section describes the quantitative and qualitative find-
ings of our evaluation. We structure the analysis around the
two main research questions: the assessment of knowledge
acquisition (RQ1) and the study of usability barriers (RQ2).
Data were analyzed using parametric methods. Although self-
reported usability metrics exhibited the expected negative
skew, we used t-tests due to their established robustness to
non-normality in bounded scales [3], applying Welch’s cor-
rection for independent subgroup comparisons to account for
unequal variances.

5.5.1 RQ1: Effectiveness in Knowledge Acquisition

To assess pedagogical efficacy, we conducted a 10-item knowl-
edge test before and after the game session. Participants in
the study were 50 students: 13 had Security Coursework (SC)
and 37 had No Coursework (NC).

Pooled data showed a statistically significant improvement
in test scores after intervention in the entire sample. Post-
test scores were higher than pre-test baselines in all cases,

visualized in Figure 4. Disaggregation by cohort shows that
learning gains were made regardless of the previous technical
background:

• Security Coursework (SC, n = 13): Despite the higher
baseline knowledge, this group had a large mean score
increase of ∆M = 3.38 (SD = 1.80, 95% CI [2.40,4.36]).
The effect size was large (d = 1.88), and the level of
significance was high (p < .001).

• No Coursework (NC, n = 37): The target audience
of home users showed a mean increase of ∆M = 1.95
(SD = 1.20, 95% CI [1.56,2.34]). The effect size was
also large (d = 1.62) and statistically significant (p <
.001).

Importantly, learning gains were not equivalent between
groups. An independent Welch’s t-test confirmed that the SC
group’s gain was significantly larger than the NC group’s
(∆MSC = 3.38 vs. ∆MNC = 1.95; t(16.62) = 2.87, p = .01,
d = 1.08, 95% CI [.37, 2.49]), suggesting that prior domain
vocabulary accelerated learning for those with security course-
work. To account for non-independence arising from group
play (participants seated in groups of 4-5), a Linear Mixed-
Effects Model (LMM) with Game Group as a random inter-
cept confirmed a significant overall learning effect (β = 2.32,
p < .001, group variance = 1.90), indicating that gains oc-
curred robustly across different table environments.

0

2

4

6

8

SC(13) NC(37)

Figure 4: Learning gain distributions (∆M) for the SC (n= 13,
blue) and NC (n = 37, orange) groups, displayed as box plots.
The scale reflects individual point improvements (post-test
minus pre-test score out of 10). Both cohorts achieved statis-
tically significant knowledge acquisition (p < .001), with the
SC group exhibiting a higher average gain (∆MSC = 3.38 vs.
∆MNC = 1.95).

To investigate whether prior board-game experience af-
fected learning, the NC group was split based on familiarity
with Monopoly-style games. NC-M includes participants who
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had played such games before, while NC-NM includes those
without prior experience. Learning gains were similar across
both subgroups (d = 1.55 for NC-M, d = 1.69 for NC-NM;
t(35) = .07, p = .95), suggesting that prior familiarity with
board-game mechanics did not significantly influence knowl-
edge acquisition.

Table 3: Learning Gain Statistics by Group.

Group ∆M SD d 95% CI p

SC (n = 13) 3.38 1.80 1.88 [2.40, 4.36] < .001
NC (n = 37) 1.95 1.20 1.62 [1.56, 2.34] < .001
NC-M (n = 23) 1.96 1.26 1.55 [1.41, 2.50] < .001
NC-NM (n = 14) 1.93 1.14 1.69 [1.26, 2.58] < .001

All Game (n = 50) 2.32 1.46 1.58 [1.90, 2.74] < .001
Control (n = 20) -.20 1.61 .12 [-.95,.55] .58

5.5.2 RQ2: Usability & Gaming Literacy

Whilst RQ1 demonstrated consistent knowledge gains across
cohorts, RQ2 examined accessibility barriers through the Sys-
tem Usability Scale (SUS) [4], the NASA-TLX [27], and the
Technology Acceptance Model (TAM) [14].

The Technical Divide (SC vs. NC) We found a difference
in perceived usability between technical and non-technical
participants (illustrated in Figure 5):

• SC Group (n = 13): Reported a mean SUS score of 80.6
(SD = 10.6, 95% CI [74.8,86.4]), which puts the game
in the “Good” to “Excellent” range.

• NC Group (n = 37): Mean SUS score was reduced to
66.3 (SD = 14.9, 95% CI [61.5,71.1]), which is catego-
rized as “Borderline” usability.

This difference in perceived usability between the SC and NC
groups was statistically significant (t(29.74)= 3.73, p= .001,
d = 1.02), indicating that prior cybersecurity coursework was
associated with substantially better perceived usability.

NASA-TLX results explain this gap. From Figure 6, the
NC group showed greater Mental Demand and Effort and
frustration. However, both groups reported high Performance,
implying that the difficulty was seen as a challenging task.

Impact of Gaming Literacy To separate the impact of
game mechanics, we divided the NC group into two groups,
one with Monopoly experience (NC-M, n = 23) and the other
without experience (NC-NM, n = 14). As illustrated in Fig-
ure 7, gaming literacy appears to play a considerable role in
perceived usability:

• NC-M: Significantly higher (M = 73.7, SD = 12.0,
95%CI[68.8,78.6]) usability rated, approaching SC
scores.

• NC-NM: Reported a dramatically lower mean SUS
score of 54.1 (SD = 10.9, 95% CI[48.4,59.8]), into the
“Poor” usability category.
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Figure 5: System Usability Scale (SUS) scores: SC vs. NC.
Higher scores indicate better perceived usability; 68 is the
international benchmark for “acceptable” usability [4].
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Figure 6: NASA-TLX cognitive load comparison: SC vs NC.
Higher subscale scores indicate greater perceived workload;
the NC group reported elevated Mental Demand and Effort
relative to SC.

This difference was statistically significant (t(25.65) =
6.13, p < .001, d = 1.9, 95% CI [12.5,26.7]) to confirm that
prior Monopoly experience substantially reduced perceived
usability barriers. This suggests that the demands for con-
current learning, for example, learning of the game rules and
security concepts, may have heightened the perceived usabil-
ity barriers amongst non-gamers.

This is supported by the breakdown of the findings by
the NC-NM subgroup, which experienced the most Mental
Demand and Effort according to the study conducted by the
US National Aeronautics and Space Administration (NASA-
TLX), as shown in Figure 8.

Technology Acceptance (TAM) Despite usability chal-
lenges, TAM results showed high acceptance across groups.
PU and ITU scores were high (means > 4.2) with no signifi-
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Figure 7: Impact of gaming literacy on perceived usability in
the NC group (NC-M vs. NC-NM). Participants without prior
Monopoly experience (NC-NM) rated usability significantly
lower, falling in the “Poor” SUS category.
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Figure 8: Cognitive load breakdown: NC-M vs. NC-NM. The
NC-NM subgroup experienced the highest Mental Demand
and Effort, consistent with the simultaneous learning of game
mechanics and security concepts.

cant differences. This suggests that usability barriers did not
reduce perceived usefulness or willingness to use the game.
However, SC participants rated PEOU higher (M = 4.42
vs 4.09), a significant difference (t(48) = 2.93, p = .005,
d = .64). The large standard deviation in the NC group
(SD = .60) compared to the SC group (SD = .21) indicates
high variability in how non-technical users experienced the
game’s complexity. This variance suggests that the NC co-
hort is not a monolith, motivating our deeper investigation
into the specific impact of gaming literacy (NC-M vs. NC-
NM) on ease of use. Notably, ATT scores were uniformly
high (M > 4.6), indicating participants experienced CyQured
as genuinely enjoyable rather than merely instructional, a
finding corroborated by qualitative feedback as presented in
Section 5.5.3.

Table 4: Analysis of TAM Constructs (Mean ± SD). Compar-
isons were conducted using Welch’s t-test.

Construct SC Group (n = 13) NC Group (n = 37)
PEOU 4.42± .21 4.09± .60
PU 4.26± .41 4.25± .61
ATT 4.85± .32 4.61± .61
ITU 4.54± .32 4.43± .69

5.5.3 Qualitative Findings

To better understand the usability gap in RQ2, open-ended sur-
vey responses and semi-structured interviews were analyzed
using inductive thematic analysis. Two researchers indepen-
dently coded the data using the codebook presented in Table
5 and resolved disagreements through discussion.

Participants frequently described early confusion (Table 5,
Theme 1), but reported that interaction and discussion helped
them overcome it. These findings are consistent with the SUS
and NASA-TLX results, suggesting a pattern of “productive
struggle” in which engagement helped sustain learning de-
spite initial barriers.

5.5.4 Results Synthesis

Across all measures, participants demonstrated good knowl-
edge gains regardless of technical background or gaming expe-
rience. While non-technical players with limited board-game
literacy faced initial usability barriers, their high perceived
usefulness and qualitative feedback indicate that collaborative
gameplay helped them overcome early confusion. Ultimately,
CyQured is an effective educational tool, though future itera-
tions must prioritize accessible onboarding for novices.

6 Discussion
The evaluation of CyQured reveals a critical tension between
pedagogical efficacy and user experience. While evaluation
demonstrated substantial post-game knowledge gains across
all cohorts, it also revealed notable usability challenges for its
primary target audience. This section interprets these findings
through the lens of the “CyQured Paradox” and offers design
implications for inclusive security education tools.

6.1 Interpretation: The CyQured Paradox
The results of RQ1 indicate substantial knowledge gains fol-
lowing gameplay across all cohorts, though gains were not
uniform: the SC group showed significantly larger improve-
ment (∆M = 3.38, d = 1.88) than the NC group (∆M = 1.95,
d = 1.62), suggesting that prior domain vocabulary ampli-
fies learning rather than being a prerequisite for it. Both ef-
fect sizes are large, consistent with meaningful game-induced
learning regardless of technical background.

However, the HCI analysis regarding RQ2 highlights a dis-
tinct accessibility divide. While both groups demonstrated
significant knowledge gains, the SC group’s larger improve-
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Table 5: Thematic Analysis of User Feedback.

Core Theme Sub-Theme Representative Evidence Interpretation

1. Initial Barriers

Perceived Complex-
ity

P27 (NC): “There are just too many
rules to remember right at the start.”

High entry-level cognitive load for
non-gamers.

Terminology P33 (NC): “At first, concepts like
spoofing were really confusing to
me.”

Domain terminology acts as a lan-
guage barrier. Future iterations may
benefit from plain-language glos-
saries for non-expert players.

2. Learnability

Gradual Adjustment P1 (NC): “It was confusing in the
beginning, but it got easier as we
played.”

Learning emerged through iterative
gameplay.

Productive Struggle P15 (NC): “It was confusing, sure,
but I actually learned a lot of things.”

Difficulty did not prevent knowledge
acquisition.

3. Engagement

Social Interaction P27 (NC): “The fun part was every-
one sitting together and playing.”

Social play buffered the negative ef-
fects of complexity.

Peer Scaffolding P9 (SC): “It was engaging to have
such good discussions with every-
one.”

Collaborative environment helped
resolve confusion.

ment (∆M = 3.38 vs. ∆M = 1.95; t(16.62) = 2.87, p = .01,
d = 1.08) suggests that prior domain vocabulary accelerated
learning for those with security coursework; independent of
this difference, the NC group reported significantly higher
workload on the NASA-TLX. While the SC group rated us-
ability as “excellent” (SUS = 80.6), the NC-NM group with-
out gaming experience rated it as “poor” (SUS = 54.1). This
highlights an apparent methodological tension: How did par-
ticipants in the NC-NM group achieve substantial knowledge
gains (d = 1.62) despite a usability score of SUS = 54.1 that
is typically associated with poor acceptance?

We refer to this tension as CyQured Paradox. Our data
suggest the presence of a compensatory dynamic where high
Perceived Usefulness (PU) and Attitude (AT T ) may have
acted as a “motivational reserve” that helped participants
persist despite mechanical friction. While the Technology
Acceptance Model (TAM) posits that both PU and PEOU in-
fluence adoption, our findings indicate that in high-motivation
learning contexts, strong domain relevance (PU > 4.2) can
temporarily offset the negative impact of low ease of use. This
pattern is consistent with the theory of “desirable difficulties,”
which suggests cognitive strain can support deeper process-
ing when learners remain engaged. In CyQured, the game’s
social nature may have helped sustain engagement during
periods of “productive struggle” (a known concept in serious
games where moderate difficulty supports deeper learning
when learners remain engaged [19]). Qualitative feedback
supported this interpretation: participants described the game
as “competitive” and “fun” (P20, P28), with several stating
they would play it informally with family, not solely as a

structured exercise.

6.2 Implications for Low-Barrier Design in Se-
curity Education

Our findings offer transferable design implications for the
usable security community. By “Low-Barrier,” we refer to
reducing interaction and cognitive barriers for players with
limited prior gaming or domain experience.

Decouple Interaction Cost from Domain Complexity: The
“CyQured Paradox” suggests that pedagogical success and
usability are distinct constructs. A tool can be educationally
effective (high recall) yet present significant usability barriers
(low SUS). Future tools should scaffold the mechanics of the
intervention as rigorously as the security content, ensuring
that the interaction-induced workload does not compete with
the cognitive resources required for learning.

Design for Asymmetric Literacy: Our findings suggest a po-
tential double burden for the general audience: they lack both
domain literacy (security) and interaction literacy (tabletop
mechanics). Designers should assume an asymmetry where
the user cannot leverage existing mental models for either the
content or the interface. This requires progressive disclosure,
where mechanics are introduced sequentially (e.g., “Round
1: Movement only”) to prevent cognitive overload before the
security concepts are even encountered.

PEOU as a Barrier to Long-Term Adoption: While PU
drove the immediate willingness to learn (efficacy), low
PEOU remains a threat to long-term voluntary adoption. In
educational contexts, motivation may be extrinsic; however,
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in home-user tools, high interaction costs can lead to “security
fatigue.” PEOU may therefore be an important predictor of
whether a security intervention will survive beyond the initial
novelty phase.

7 Limitations
This study has several methodological limitations. First, our
convenience sample of university students may introduce
tech-savvy bias. Prior work identifies a socio-technical divide
in security knowledge, where users with lower digital liter-
acy rely disproportionately on informal advice sources [44].
Future work should evaluate CyQured with more diverse, non-
student populations. Second, the large effect sizes observed
(SC: d = 1.88; NC: d = 1.62) should be interpreted with cau-
tion given the modest sample size (N = 50). Small samples
are susceptible to upward bias in effect size estimation, some-
times referred to as the “winner’s curse” [6], and these gains
may not fully replicate in larger or more diverse samples.
Furthermore, the ad-hoc, 10-item multiple-choice knowledge
assessment immediately after playing the game and without
formal psychometric validation only measures short-term re-
call, not long-term behavioral changes or complex real-world
decision-making.

Third, our use of subjective measures (SUS, TAM, NASA-
TLX) gives rise to possible social desirability bias and com-
mon method variance. For the 5-point Likert TAM question-
naire (Appendix A.2) internal consistency was acceptable for
PU (α = .84), ITU (α = .83), and ATT (α = .69) but consid-
erably less acceptable for PEOU (α = .63). This decreased
PEOU reliability is a direct reflection of the incredible usabil-
ity divide and the variance between our gaming-literate and
non-literate cohorts, not an invalid construct. Additionally,
the high levels of cognitive load experienced by individuals
with limited prior exposure to strategy games suggest that
measured mental effort often resulted from the friction of
learning game mechanics rather than grappling with cyberse-
curity concepts.

Fourth, conducting the sessions in a controlled research
environment, with an experimenter present, limits ecologi-
cal validity. Although this game is intended to be facilitator-
independent, in unsupervised real-world deployments in
homes or classrooms, the motivational dynamics of those
environments may differ. In addition, the qualitative inductive
thematic analysis approach is inherently interpretive. Finally,
our knowledge assessment measured immediate recall only;
long-term retention and behavioral transfer to real-world se-
curity practices remain open questions for future longitudinal
study.

8 Conclusion and Future Work
This paper introduced CyQured, a facilitator-independent
tabletop game designed to support experiential learning of
home cybersecurity concepts. In a mixed-methods evaluation
with university students of varying technical backgrounds, we

observed short-term knowledge gains alongside a clear ten-
sion between usability and learning: novice players reported a
higher cognitive load, especially during the first round of the
game, despite strong perceived usefulness and engagement.

Beyond the immediate study context, these findings high-
light an important implication for usable security research:
educational outcomes and usability are distinct dimensions
of intervention success. Learners may remain motivated to
engage with complex security content even when interaction
costs are non-trivial, but such friction can threaten inclusivity
and long-term adoption.

For designers of security education tools, this suggests
three priorities: scaffold interaction mechanics as carefully
as domain concepts, minimize early onboarding barriers for
non-technical users, and treat perceived ease of use as critical
for voluntary adoption beyond structured study settings.

Future work should examine long-term retention, compare
gameplay against alternative training approaches, and evaluate
deployment across more diverse populations and real-world
contexts to better understand scalability and sustained impact.
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A Questionnaire Instruments
A.1 Knowledge Assessment (Pre/Post Test)
Pre-Test Questions

1. You receive an email from your “CEO” urgently requesting you
to buy gift cards for a client reward. The email looks official
but feels off. What type of attack are you most likely facing?
A) Firmware Attack B) Phishing Attack C) DDoS Attack
D) Wireless Sniffing

2. While working at a coffee shop, you notice someone looking
over your shoulder as you type your laptop password. What is
this attack called?
A) Router Hijacking B) Shoulder Surfing C) Credential
Stuffing D) ARP Spoofing

3. Your computer starts running very slowly and a message ap-
pears demanding payment to unlock your files. Which attack
has occurred?
A) Trojan Horse B) Session Hijacking C) Ransomware
D) Zero-Day Exploit

4. A hacker gains access to your router and changes its DNS
settings to redirect your banking website to a fake one. What
attack is this?
A) Network Jamming B) Router Hijacking C) Wireless
Sniffing D) Activity Log Manipulation

5. You download a free game online, but it secretly installs a
program that gives a hacker remote access to your computer.
What type of malware is this?
A) Ransomware B) Trojan Horse C) Firmware Attack
D) Phishing

6. An attacker floods your company’s website with so much traffic
that legitimate customers cannot access it. What is this called?
A) DDoS Attack B) Password Cracking C) ARP Spoofing
D) Caller ID Spoofing

7. Someone uses automated software to try thousands of common
passwords to break into your online account. What attack is

this?
A) Session Hijacking B) Credential Stuffing C) Password
Cracking D) Wireless Sniffing

8. An attacker secretly listens to data being sent over an unse-
cured public Wi-Fi network. What attack is this?
A) Network Jamming B) Wireless Sniffing C) Router Hi-
jacking D) Firmware Attack

9. After a meeting, you realize your login session for an online
service was taken over without your password being changed.
What likely happened?
A) Phishing Attack B) Session Hijacking C) Trojan Horse
D) Ransomware

10. An attacker pretends to be from IT support over the phone
and tricks an employee into revealing their login details. What
social engineering tactic is this?
A) Shoulder Surfing B) Caller ID Spoofing C) Wireless
Sniffing D) ARP Spoofing

Post-Test Questions

1. To prevent employees from being tricked by fake emails from
the CEO requesting money transfers, which defense should be
implemented?
A) Wired Connections B) Email Filtering C) VPN D)
Secure Firmware Updates

2. What is the most effective defense to protect against someone
stealing your password by watching you type it in a public
place?
A) Strong Password Policy B) Account Lockout C) Privacy
Screen D) Immutable Logging

3. After a ransomware attack encrypts a department’s files, what
is the primary method to restore operations without paying?
A) Anti-Virus Scan B) Data Backup & Recovery C)
Firmware Update D) Network Segmentation

4. To prevent a hacker from changing your router’s DNS settings
to redirect your traffic, which defense is most relevant?
A) Secure DNS B) WPA3 Encryption C) IDS D) Email
Filtering

5. Which defense is specifically designed to prevent malicious
programs disguised as legitimate software from being installed
via email?
A) Firewall B) Email Filtering C) VPN D) Secure Ses-
sion Management

6. Your online store is under a DDoS attack. Which defense can
help mitigate the flood of traffic from thousands of hacked
devices?
A) Account Lockout B) Strong Password Policy C) Wired
Connection D) Immutable Logging

7. To protect against automated brute-force login attempts on
your website, what should you enable?
A) VPN B) Account Lockout & Rate Limiting C) Secure
DNS D) Data Backup

8. To protect sensitive data like login credentials when using
public Wi-Fi, what should you always use?
A) WPA3 B) VPN & Network Encryption C) Anti-Virus
D) Firewall

9. Which defense helps ensure that even if a session token is
stolen, an attacker cannot easily take over a user’s logged-in
account?
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A) Secure Session Management B) Wired Connection C)
Bluetooth Security D) Immutable Logging

10. To defend against phone-based social engineering where at-
tackers fake their caller ID, what is the best practice?
A) Enable WPA3 B) Verify caller identity C) Use a VPN
D) Install Anti-Virus

Answer Key:
Pre-Test: 1-B, 2-B, 3-C, 4-B, 5-B, 6-A, 7-C, 8-B, 9-B, 10-B
Post-Test: 1-B, 2-C, 3-B, 4-A, 5-B, 6-A, 7-B, 8-B, 9-A, 10-B

A.2 TAM-Based Questionnaire

ID Question

Perceived Ease of Use (PEOU)
PEOU1 I found the CyQured game easy to understand.
PEOU2 I found the CyQured game easy to play.
PEOU3 I found CyQured easy to use for identifying cyber

threats on my personal devices.
PEOU4 I found CyQured easy to use for identifying cyberse-

curity defenses on my personal devices.

Perceived Usefulness (PU)
PU5 Playing CyQured improved my ability to identify cy-

bersecurity threats on my personal devices.
PU6 Playing CyQured improved my ability to identify cy-

bersecurity defenses on my personal devices.
PU7 Playing CyQured enhanced my cybersecurity knowl-

edge.
PU8 CyQured is an effective way to identify cyber threats

and defenses.
PU9 CyQured helped me discover new cyber threats I

hadn’t noticed before.
PU10 CyQured helped me discover new cybersecurity de-

fenses.
PU11 CyQured increases cybersecurity awareness for per-

sonal use.
PU12 CyQured is a helpful way to teach cybersecurity.

Intention to Use (ITU)
ITU13 I would use CyQured to improve my cybersecurity

awareness.
ITU14 I would recommend CyQured to identify cyber

threats.
ITU15 I would recommend CyQured to identify security de-

fenses.

Attitude Toward Use (ATT)
ATT16 I found CyQured enjoyable.
ATT17 I remained engaged while playing CyQured.

Table 6: TAM-based questionnaire items used in the study.

A.3 SUS Questionnaire
SUS1 I would like to play this game frequently.
SUS2 I found the game unnecessarily complex.*
SUS3 I thought the game was easy to use.
SUS4 I think I would need the support of a technical person to play

this game.*
SUS5 I found the various features in this game were well integrated.
SUS6 I thought there was too much inconsistency in this game.*
SUS7 I would imagine that most people would learn to play this

game very quickly.
SUS8 I found the game very cumbersome to use.*
SUS9 I felt very confident playing the game.
SUS10 I needed to learn a lot of things before I could get going

with this game.*
* Indicates reverse-scored items.

A.4 NASA-TLX Questionnaire

# Question Dimension

1 How mentally demanding was the task? Mental Demand
2 How physically demanding was the task? Physical

Demand
3 How hurried or rushed was the pace of

the task?
Temporal
Demand

4 How successful were you in accomplish-
ing what you were asked to do?

Performance*

5 How hard did you have to work to ac-
complish your level of performance?

Effort

6 How insecure, discouraged, irritated,
stressed, and annoyed were you?

Frustration

* Indicates reverse-scored item.

Table 7: NASA-TLX workload questionnaire items.

A.5 Open-Ended Feedback Questions

# Question

1 What did you like most/least about the game?
2 Was there anything confusing?
3 How do you think this game helped you learn about cyber

threats?
4 Do you have any suggestions for improving it?

Table 8: Open-ended feedback questions used in the post-
game interview.
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B CyQured Game Cards
B.1 Action Cards
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B.2 Chance Cards
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B.3 Scenario Cards
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