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Abstract

The shift toward Self-Sovereign Digital Identity (SSDI)
promises to mitigate the epidemic of massive personal data
leaks, but it fundamentally relies on users securely manag-
ing high-strength private keys. Traditional backup methods,
such as hardware wallets, paper records, and cloud vaults,
inevitably compromise either security, locality, or availabil-
ity. While human memory offers a uniquely theft-proof and
local alternative, the cognitive burden of memorizing strong
cryptographic keys remains a critical usability barrier. Cru-
cially, prior usable security research has largely treated key
memorability as a binary outcome — either perfectly recalled
or completely forgotten. We challenge this paradigm through
a lab-based randomized controlled trial (N = 92) of 128-bit
(NIST-minimum) keys. Comparing standard 12-word BIP-39
mnemonics against a graphical key scheme, we demonstrate
how combinatorial search can leverage fragmented human
memory to reconstruct keys without degrading theoretical
security bounds. We present an empirical evaluation of how
cognitive-science principles affect memorability of full 128-
bit system-assigned keys, paired with a novel computational
recovery technique. Our findings reveal an advantage for
graphical keys, suggesting that augmenting BIP-39 mnemon-
ics with graphical cues and combinatorial recovery of partially
forgotten keys may offer a promising path forward.

1 Introduction

The past two decades of catastrophic data breaches have ex-
posed billions of records, underscoring the inherent vulner-
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Figure 1: SSDI private key backup desiderata. An ideal
backup is simultaneously local, theft-proof, and loss-proof,
yet every existing approach sacrifices at least one. Placements
are relative, not absolute: metal BIP-39 plates fall inside the
loss-proof region because they resist fire, water, and decay far
better than paper, though no physical medium is strictly loss-
proof. Human memory already provides theft-proofness and
locality; the dashed arrow marks our goal of extending it into
the loss-proof region through partial recovery of imperfectly
remembered keys.

Hardware
Wallets

abilities of Centralized Digital Identities (CDIs) [2, 4, 30].
Federated Digital Identities (FDIs), offered by platforms like
Google or Microsoft, suffer from similar single points of fail-
ure, exemplified by the 2018 Google+ breach where API flaws
exposed millions of user profiles [42]. In response to these
systemic failures, the Self-Sovereign Digital Identity (SSDI)
paradigm shifts administrative control directly to users, al-
lowing them to exclusively manage their identity data and
cryptographic assertions [41,49,55].

While cryptocurrency wallets are the most recognized ap-
plication of SSDI, the paradigm is rapidly expanding to en-
compass broader digital identity use cases. Unlike centralized
or federated models, SSDIs are not stored in the proprietary
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databases of identity brokers; instead, they rely on a locally
managed single private key'. While this architecture promises
unprecedented privacy and security, it introduces severe us-
ability hurdles [65]. Chief among these is the challenge of
reliable, user-friendly private key backup, which forms the
focal point of this work.

As illustrated in Figure 1, an ideal key backup mechanism
must satisfy three conflicting properties: it must be local,
theft-proof, and loss-proof. Traditional physical backups —
such as paper wallets, metal seed plates, and hardware wallets
— substitute digital vulnerabilities for physical ones. Theft,
accidental loss, insider threats, and environmental degradation
remain ever-present risks [12]. A misplaced steel plate is no
less a single point of failure than a breached server; it is
merely a different one.

1.1 The Limitations of Centralized Vaults

A widely adopted response to credential-management com-
plexity is the centralized credential vault, of which password
managers and custodial key-backup services are representa-
tive examples: a single master credential decrypts a stored
collection of many independent secrets. This consolidation
creates a high-value target. The 2022 LastPass breach exposed
millions of encrypted credential stores to offline attack [26],
and Chatzoglou et al. [16] showed that several popular vault
implementations retain master secrets and decrypted mate-
rial in plaintext within main memory, permitting direct RAM
extraction by an attacker with local access. Even when the
cryptographic store itself remains intact, convenience fea-
tures expand the attack surface: autofill enables phishing and
confused-deputy attacks on mobile platforms [43], while desk-
top evaluations reveal susceptibilities to clickjacking [44, 53].
More fundamentally, SSDI systems derive their security guar-
antees from the elimination of trusted third parties, so dele-
gating key custody to an external cloud service or proprietary
software ecosystem reintroduces the exact concentration of
trust these protocols seek to avoid.

1.2 Reimagining Backup via Human Memory

The above limitations motivate investigation into a differ-
ent, highly local backup medium: human memory. Human
memory is inherently non-transferable, requires no third-party
trust, and accompanies the user at all times. However, the cog-
nitive burden of memorizing strong, 128-bit cryptographic
keys has long been considered an insurmountable usabil-
ity barrier, motivating an extensive line of work on mem-
ory palaces, mnemonic devices, and spaced rehearsal as mit-
igations [9, 10, 13]. Crucially, prior usable security research
has almost exclusively treated key memorability as a binary
outcome — a key is either perfectly recalled or completely

! A nearly infinite number of unique keys can be derived from the initial
seed using a hierarchical deterministic scheme, such as BIP-32.

forgotten. We investigate whether fragmented recall retains
enough information to support computational recovery.

1.3 Our Research Plan and Contributions

Our core contributions are as follows:

* Cognitive-Driven Key Space Design: We present a prin-
cipled design for a 128-bit graphical key space grounded
in cognitive psychology literature (§4). Rather than re-
lying on arbitrary parameters, we carefully balance the
entropy requirements of NIST-compliant keys with hu-
man cognitive limits, formulating the foundation for our
short-term empirical study.

Baseline Evaluation of 128-bit Keys: We design and
execute a controlled, lab-based randomized AB/BA
crossover trial (N = 92) to measure the baseline memo-
rability of 128-bit private key seeds (§5). By comparing
standard 12-word BIP-39 mnemonics against our graphi-
cal key scheme, we empirically evaluate fundamental dif-
ferences between alphanumeric and non-alphanumeric
cognitive retention over a one-week period”.

* Single-Scene Representation: We encode a full 128-bit
key within one static scene rather than a multi-scene jour-
ney or memory-palace traversal. This choice isolates rep-
resentation from spatial navigation and, critically, breaks
the key into independent attribute slots that our bounded
recovery procedure (§6.2) can search efficiently.

» Partial Key Recovery: We challenge the binary
paradigm of memorability by introducing and evaluating
computational error correction for human memory (§6.2).
Applying combinatorial search to fragmented user recall,
we successfully rescue 50% of "lost" graphical keys
and show 34.1% recovery potential for “lost” BIP-39
mnemonics, demonstrating the potential to securely re-
cover lost identities without degrading cryptographic
bounds.

Proposed Path Forward: Building on our behavioral
findings, including the observation that only 16.2% of
users failed to recall both key types, we formulate the
hypothesis that graphical and BIP-39 representations
provide complementary memory cues. Our findings mo-
tivate future investigation into whether graphical cues
paired with BIP-39 mnemonics, alongside combinato-
rial recovery techniques, can improve memorability and
recovery from partial recall failures.

Availability: In the spirit of open science, we openly share
all code, anonymized datasets and other artifacts necessary
for reproducing our study: https://github.com/acsusla

2The cognitive science-based justification of the study timeline is provided
in §5.5.
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b/napks-artifacts and https://github.com/acsusla
b/napks

2 Background

BIP-39 Mnemonics: Bitcoin Improvement Proposal 39 (BIP-
39) specifies a standard for generating mnemonic codes that
serve as human-readable representations of cryptographic
keys [45]. BIP-39 mnemonics are considered the de facto
state-of-the-art local key backup standard for crypto wallets,
used in paper backups, hardware wallets and metal vaults®.
Key Strength: The term "key strength" refers to the effec-
tive security provided by a cryptographic key — commonly
expressed in bits — and reflects the amount of work (e.g.,
number of operations) required in an optimal attack. It is
often quantified in terms of the min-entropy of the key gen-
eration process, rather than simply its nominal length [6].
NIST prefers this notion of key strength [5] because it more
accurately captures the real-world feasibility of brute-force
attacks, whereas raw key length may overestimate security if
the key material is derived from a generator with insufficient
entropy. The concept of “bit entropy” refers to the actual un-
predictability inherent in the key material; in many contexts,
key strength and bit entropy align, but the key strength metric
emphasizes what an attacker can practically exploit. As an
illustrative example, the popular 12-word BIP-39 mnemonic
generates a 256-bit seed, but due to the inclusion of checksum
bits derived from SHA-256 (specifically, 128 bits of entropy
plus a 4-bit checksum) the true randomness, and thus the
effective entropy, is only 128 bits [7,24].

3 Related Work

3.1 Forms of Memory

Human memory is not a single, uniform faculty; cognitive
psychology distinguishes various forms of memory.

Episodic vs. Semantic: Human memory has two main sys-
tems described in declarative memory: episodic for memory
of personal events and semantic for facts [59]. Passwords are
stored primarily as semantic facts, which may be difficult to
retrieve without contextual cues [1, 54]. Our design leverages
the context-to-memory benefit by embedding cryptographic
secrets into visual scenes that provide strong visual cues [19].
Recall-based vs. Recognition-based: When retrieval is
recall-based, the secret must be generated from memory, as
in free-entry text passwords, BIP-39 mnemonics, or unaided
graphical recall. This imposes the highest cognitive load and
is more susceptible to memory decay. Recognition-based
retrieval involves selecting from visible alternatives, which

3Many metal vaults only use the first four letters of each word, which are
unique among the 2048-word dictionary.

typically reduces cognitive load compared to recall-based
retrieval [38].

Cued recall: Cued recall occupies an intermediate position
between pure recall and recognition. Structured cues (e.g.,
images, spatial layouts, or environmental context) assist re-
trieval by reinstating contextual information associated with
encoding [58], but users must still reconstruct portions of the
secret from memory. Examples include click-based graphi-
cal passwords and loci-based schemes, where visual context
or spatial layouts guide recall without fully presenting the
secrets [58, 60].

3.2 Loci-Based Authentication Approaches

A memory palace is a mnemonic technique, based on the
Method of Loci [35], in which a person imagines a familiar
physical space and places items to be remembered at specific
locations within it, allowing them to recall the information by
mentally walking through the scene.

LociMotion [20] adopts a loci-based approach, investigat-
ing whether users can learn a strong authentication secret
through a dynamically generated video house tour, associat-
ing twelve landmarks with password characters in sequence.
The scheme restricts passwords to lowercase letters, yielding
approximately 56 bits of entropy. While LociMotion demon-
strates that a single-session, loci-based presentation can sup-
port short-term learning of a moderate-strength secret, the
evaluated security level is lower than modern security stan-
dards.

Clark et al. [18] investigated whether users could memo-
rize strong, random, system-assigned passwords using visual
techniques. In their approach, participants mentally traverse a
structured route through multiple scenes, observing various
objects in different states as specific spatial locations (“loci”)
along the way. The variations in scenes, objects, and object
states collectively contribute to the password’s cryptographic
strength. Their design was based on SeedQuest [11], which
encodes a 12-word BIP-39 mnemonic as a memory-palace
SeedQuestPath of six scenes with objects in four possible
states, but they measured recall of a SeedQuestPath based
on five BIP-39 words (55 bits of entropy). Their graphical
technique achieved higher recall than passphrases.

Our study was inspired by their explicit call for further
memorability evaluation of strong private keys and builds on
theirs in two key ways: (1) we evaluate memorability at the
full 128-bit entropy level, and (2) we simplify the interaction
model by replacing a multi-scene “journey” with a single
static image.

Vlahavas et al. [62] conducted a study evaluating memora-
bility of BIP-39 mnemonic phrases using the Method of Loci
within a "serious game" environment called MnemonicMaker.
Their control group, which attempted to memorize a 12-word
BIP-39 phrase without the game, reported a 21% success rate
(4/19 participants) after 7 days, compared to approximately
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50% in our study. Differences in study design, participant pop-
ulations, and memorization procedures may contribute to this
discrepancy, although direct comparison remains difficult.

MnemonicMaker and our study examine related ques-
tions from somewhat different perspectives. While Mnemon-
icMaker focuses on game-based memorization of BIP-39
phrases, our work examines memorability under a controlled
study design and additionally considers recovery from par-
tially forgotten keys (§6.2). This broader framing allows us
to explore not only whether strong keys can be remembered,
but also whether fragmented recall can still be useful during
recovery.

Reminisce is a key-generation approach that aims to im-
prove memorability by linking cryptocurrency keys to mean-
ingful personal photographs rather than random word lists. It
leverages spatial and visual memory cues. Users select distinc-
tive images associated with real-life locations, and recalling
those experiences helps regenerate the key [51]. Unlike our
work, the method relies primarily on remembered contextual
metadata rather than the images themselves. Reminisce incor-
porates user-selected personal data and therefore does not rely
solely on fully random system-assigned secrets. In contrast,
our design avoids personal information and encodes entropy
through abstract graphical elements. Furthermore, while Seo
et al. provide entropy estimates, the resulting key strength is
not fully characterized within their evaluation.

3.3 Spaced Repetition

Spaced repetition, a memorization protocol in which review
intervals are gradually expanded across multiple sessions, is
an extensively studied technique for committing high-strength
secrets to memory [15]. Bonneau and Schechter [13] showed
that users can reliably store 56-bit secrets when training is
distributed across multiple sessions with expanding intervals.
Blocki et al. [9] proposed a framework in which strong system-
assigned passwords are anchored to a personal memory palace
and naturally rehearsed through routine logins, providing the-
oretical bounds on how many such secrets a user can sus-
tain. Their subsequent empirical study [10] confirmed that
mnemonic devices combined with scheduled rehearsal enable
recall of multiple strong passwords. Shay et al. [52] showed
that the representation of a system-assigned secret (e.g., ran-
dom characters vs. passphrases) has a measurable impact on
memorability, foreshadowing the representational shift that
motivates our graphical scheme. Biddle et al. [8] survey the
first twelve years of graphical password research, situating
recall-, recognition-, and cued-recall-based schemes within a
broader design space.

Our study differs from this body of work along three delib-
erate axes. First, we evaluate memorability at the full 128-bit
NIST minimum rather than the 56-bit level common in prior
spaced-repetition studies, closing the gap between what cogni-
tive work measured and what modern cryptographic systems

require.

Second, we use a single static scene rather than a multi-
scene journey or memory palace. This is a methodologi-
cal commitment, not a simplification. The scene serves two
purposes. It isolates representation from spatial navigation,
which prior schemes [11,18,20] confound, and it removes the
sequence-and-transition errors that compound with content
forgetting over long retention intervals.

A single static scene also enables our recovery method.
A single scene factors the key cleanly into independent,
slot-addressable attributes, and that structure is what makes
bounded computational recovery (§6.2) tractable. Journey rep-
resentations entangle these attributes through scene ordering
and transitions, thereby expanding the search space that recov-
ery must cover. The static scene is therefore a precondition
for our contribution to recovery, not incidental to it.

Third, and most centrally, we introduce computational re-
covery (§6.2): a partially correct recall is treated as a useful
signal rather than a failure, with bounded search closing the
residual gap. We do not employ spaced repetition because an
SSDI backup is created in a single enrollment session and
recovered only on rare, high-stakes occasions (§4.1); a single-
session protocol therefore mirrors the realistic operational
profile of SSDI backup and yields a conservative lower bound
on recall.

3.4 Partially Forgotten Keys

Recovering a partially remembered graphical key can be
viewed as a constrained search process, where users recon-
struct the secret by exploring remembered visual components
rather than recalling it perfectly. In this context, bounded
brute-force exploration becomes a practical recovery strategy
guided by partial knowledge of attributes such as icon appear-
ance, color, size, or spatial placement. Previous research in
graphical authentication helps explain why such structured
search is effective.

Van Oorschot et al. [61], in studies of click-based graphi-
cal passwords, show that users tend to select visually salient
regions, producing clustered “hotspots” rather than uniform
choices. Although originally discussed as a security concern,
these patterns suggest that recovery can focus on cognitively
meaningful elements instead of the entire key space.

Stobert et al. [57,58] enable users to authenticate by click-
ing specific locations on images; they show that users are able
to remember recognition-based graphical passwords better
than recall-based graphical passwords. The heatmaps they
report show consistent positional biases in graphical pass-
word entry (some parts of an image are more "clickable" than
others), suggesting that structured visual encoding can guide
constrained recovery when memory is incomplete. Our work
builds on these insights by framing constrained brute-force
exploration as a user-assisted mechanism for reconstructing
partially remembered graphical keys. Their research, despite
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studying lower entropy passwords, focuses heavily on the
user experience and highlights the location of a click as a core
authentication component, which we could explore in future
work.

4 System Design and Implementation

We implement our human memory testing system as a web
application using Node.js and Express.js on the backend, with
EJS templates for server-side rendering. A MySQL database
stores all study data, with a schema designed to capture par-
ticipant responses and performance metrics. The application
is deployed on an AWS server to enable parallel human trials.

We use the bip39 module in Node.js to generate 12-word
mnemonic phrases, providing 128 bits of security strength for
the alphanumeric key. For the graphical key, we curate a set of
exactly 810 distinct SVG icons. To ensure equal probability
during graphical key generation, we employ a JavaScript-
based randomizer in combination with the Fisher-Yates shuf-
fle algorithm. During training, real-time voice prompts are
provided using the browser’s built-in SpeechSynthesisUtter-
ance interface from the JavaScript Web Speech API rather
than prerecorded human audio.

To support this comparative study, the system includes two
distinct subsystems — one for BIP-39 keys and another for
graphical keys. Each subsystem includes its own training
and authentication flows, developed to mirror each other in
structure and functionality. This alignment is vital to ensure
consistency across both approaches and maintain fairness in
evaluating their usability and effectiveness.

4.1 Usage Model

SSDI key backup serves a fundamentally different role from
a routinely-entered password. In normal operation, the user’s
device retains the unlocked private key and grants access
through a local PIN or biometric check, in the same manner
as a hardware wallet or mobile authenticator. The memorized
backup is invoked only when this device is lost, stolen, dam-
aged, or replaced (e.g., during migration to a new phone),
events that for most users arise rarely. SSDI seed recovery
therefore occupies the same operational category as hardware-
wallet seed recovery today: an infrequent, high-stakes opera-
tion rather than a daily friction point.

This usage profile reshapes what counts as acceptable us-
ability. Because the seed is entered so seldom, a multi-minute
authentication ceremony is tolerable, particularly when the
alternative is the loss of the user’s identity. Unlike a forgot-
ten website password, a forgotten SSDI seed cannot be reset,
because the SSDI paradigm deliberately removes the trusted
third party that would otherwise reissue credentials. Failure
is therefore not an inconvenience but a terminal event, with
the affected identity becoming permanently unrecoverable.
This asymmetry, where the cost of total failure vastly exceeds

the cost of slow success, motivates our central design choice:
rather than insist on perfect recall, we treat partial recall as
a useful signal and apply computational search to close the

gap.

4.2 Threat Model

The recovery procedure introduced in this work is designed
so that the theoretical security bound of the underlying key is
preserved while the practical attack surface remains tightly
scoped. We assume the standard SSDI setting: a single private
key seed is the sole basis of identity, no trusted third party
can reissue it, and the user’s device stores whatever auxiliary
material is needed for routine wallet operation.

What is stored. The wallet stores its key material follow-
ing best practices observed in modern cryptocurrency wal-
lets [23,32]: the seed is never written to disk in plaintext but
only as an authenticated ciphertext, and a memory-hard key
derivation function gates any attempt to verify a candidate
seed. During recovery, the routine treats this stored ciphertext
as a verification oracle, accepting a candidate only when its
authentication tag verifies. No representation of the seed itself
(graphical or BIP-39) is otherwise retained on the device.
Who can run recovery, and under what conditions. The
recovery algorithm runs locally on the user’s device and re-
quires both the stored check value and a user-supplied attempt
sufficiently close to the true key. A zero-knowledge attacker
lacking these inputs must search the full 2! space. An at-
tacker who steals the device may obtain the check value, but
without substantial partial knowledge of the key, the attacker
cannot reach the reduced search space explored by recovery
and remains effectively faced with the full 2'*® bound.

Rate limiting and containment. Because the check value
can be used to verify candidate keys, production deployments
should employ standard hardware-wallet protections such as
rate limiting, bounded authentication attempts, and secure
storage of verification material. These measures preserve the
full theoretical security bound for attackers lacking substantial
prior knowledge of the key while still enabling recovery for
legitimate users who remember most of their seed.

4.3 Training and Authentication Interfaces

The training interfaces incorporate serial learning, where par-
ticipants first learn and recall one subset of their key com-
ponents (either a BIP-39 word or a graphical icon) before
the next subset is introduced. Word recall is cumulatively
tested at each training step, as shown in Fig. 2. Icon recall is
cumulatively tested in a similar fashion.

During training and authentication, participants are pre-
sented with choice suggestions, allowing them to use lists
or grids to select all values of their key segments through a
cued-recall process supported by visible alternatives. During
training, words and icons are presented in both visual and
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auditory modalities. At any point during training, if a par-
ticipant enters an incorrect word or identifies an incorrect
icon, the step is repeated until the participant successfully
recalls the correct information before proceeding to the next
memorization step (see §4.7 for the rationale behind these
design decisions). In all training sessions for both subsys-
tems, prerecorded instructional videos provide consistency of
communication between subjects and investigators.

Word #1: [ vicious ‘ Word #1:

vicious ‘

! [Word #2:|| any

e I
: company
(b) training attempt 2

showing choice suggestions

(a) training attempt 1

Figure 2: BIP-39 training interface.

4.4 Design Rationale

To match the 128-bit strength of BIP-39 mnemonics, our
graphical key needs sufficient variability, but must also re-
main within the limits of human memory. Our graphical key
most closely resembles a cued-recall paradigm while incorpo-
rating recognition-based elements.

During authentication, users select backgrounds from a list
of possibilities that will serve as retrieval cues. They later
place correctly colored and sized icons onto these cues. This
placement constitutes a recall task, while the terrain associ-
ated with that region serves as a contextual cue to aid icon
identification. Once users recall a target object, visible icon
and attribute grids provide recognition-based support during
selection.

The initial idea was to place images within a map-like
layout, segmented into five distinct regions to introduce con-
textual relevance in a natural scene, maximizing memorabil-
ity [31]. We embed our icons into a background context”
rather than relying on the icons alone, as people have bet-
ter memory when they focus on the meaning of pictures (i.e.,
elaborative encoding through semantic processing) rather than
just on their surface features (perceptual processing) [34,56].

Placing two images per region allows us to use 5 pairs of
images (10 total). To reach the required level of bit strength,
each image would need to be selected from a pool of 1,620
distinct images (see Section 4.5 for details).

However, if all 10 images were selected from the same
shared pool, it could lead to confusion — especially if simi-
lar images appear more than once. To avoid this, we assign

“Icons and backgrounds were designed by the authors and informally
reviewed by the research team and students in a research methods course for
recognizability, clarity, distinguishability, and appropriateness.

each image to a separate pool of 1,620 unique images. This
would require 16,200 total images, a clearly unrealistic and
inefficient design choice for both development and usability.
To avoid the need for thousands of unique images, we shift
from photographic images to modifiable SVG icons, which
can be altered programmatically on demand.

We handpick a set of 810 distinct icons, divided evenly into
ten pools of 81 unique icons each. Using 81 icons per pool
provides sufficient visual variety while keeping the overall
icon set manageable. Additional visual attributes — size and
color — are then introduced. Allowing each icon to have one
of ten colors and one of two sizes effectively yields 1,620
unique combinations per pool, reaching our target.

A 128-bit key requires participants to remember 10 icons
along with their colors, sizes, and terrain types. Counted as
separate items, that is a heavy memory load. However, peo-
ple do not have to remember items individually. As noted
by Miller [39], grouping individual items into larger, more
meaningful chunks allows a person to hold and retain more
information [22]. Therefore, what matters for our design is
not how many attributes there are, but how many chunks each
participant forms.

Our design helps participants form these chunks. The re-
gions and terrains give the scene a structure, and items that
sit together are easy to group into a small story or idea. Par-
ticipant feedback (Appendix C) shows users did exactly this,
for example, tying an icon to its terrain through a small story.
By encouraging this kind of meaningful grouping, the design
works with how memory consolidates over time rather than
against a fixed capacity limit.

Prior work in information visualization and human-—
computer interaction shows that users can reliably distin-
guish approximately eight to twelve categorical hues when
colors are perceptually separated and presented simultane-
ously [28, 29, 63]. We therefore use a ten-color palette that
remains within this supported range while expanding the key
space. The colors are selected from the Krzywinski Color-
blind 15 palette5 for accessibility [37].

We deliberately limit the number of discrete sizes to two
(large and small) to force a binary decision. Visual encodings
should be sufficiently distinct to support reliable discrimina-
tion during identification; closely spaced values increase the
risk of confusion and misclassification [63]. Together with
color, the size attribute contributes to the overall key space
without introducing fine-grained visual distinctions.

Other combinations of attributes are possible, but the pro-
posed configuration achieves a reasonable balance between
usability and the need for a sufficiently large key space. This
allows the system to produce one randomly generated, system-
assigned scene with sufficient variation, as depicted in Fig. 3.

SWhile the Krzywinski Colorblind palette was selected for accessibility
reasons, some color pairs (e.g., pink/orange) may remain perceptually similar
under particular viewing conditions, potentially affecting memorability and
retrieval performance.
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Your Icons

large orange roller coaster in the sand
small red piano in the sand

large purple sauna in the water
small teal plane in the water

small red panda in the snow
large yellow janitor in the snow

large green pie in the sky
small violet corkscrew in the sky

Figure 3: Sample 128-bit graphical key.

Beyond icons, colors, and sizes, the final component of our
graphical key is the terrain. Our model includes two terrain
options per region. Fig. 3 shows a scene comprising sand,
water, snow, sky, and trees. The alternate terrains (in order)
are rocks, a road, grass, mountains, and a cave (see Fig. 4).

4.5 Constrained Randomness

Although individual icon attributes (color and size) are se-
lected at random, scenes are generated dynamically according
to a fixed regional structure and terrain constraints. Each
scene is divided into five regions to promote visual coherence
and memorability. The constraints are as follows: (a) Inter-
changeability, the contours of each terrain must align with
the shape of its assigned region; (b) Uniqueness, no terrain
appears more than once in a given scene; (c) Real-world con-
sistency, terrains must follow everyday logic, such as roads
never appearing above the sky; (d) Region exclusivity, each
terrain is restricted to a specific region.

Region 4 Region 5
*sky «trees
* mountains «cave
Region 1 \
* sand ; Region 3
*rocks Region 2 ik
* water
e grass

Figure 4: Dynamic scene composition: regions and ter-
rains.

Given these constraints, there are 32 unique terrain con-
figurations per background, henceforth referred to as ¢. Each
region is populated by one of two possible terrains (see Fig. 4)
and exactly two icons, which are randomly placed into the
regions. Ten icons can be placed into five regions in 113,400
possible arrangements,” which we will refer to as .

SCalculated as (%) x (§) x (§) x (4) x (3), assigning two icons per region
without repetition.

4.6 Calculating the Graphical Key

While the scene setup of icons with specific attributes across
the regions defines the graphical key, it cannot be used di-
rectly for authentication. Conversion to a numerical key is
required for integration with standard systems that rely on
cryptographic public/private key pairs. This conversion must
preserve the bits of security strength while producing a con-
tinuous, gap-free numerical sequence in which every value
occurs with equal probability.

r\ | Is | G I | I | L[| L | 1|

The "icons" places.
Digits range from 0 to 1619

The ""t" place.
Digits range from 0 to 31

The "r" place.
Digits range from 0 to 113399

Figure 5: Places of the graphical key seed.

Our solution employs a positional number system that be-
gins by converting the icon-specific information into a single
base-1620 value. Just as decimal numbers use base 10 and
binary numbers use base 2, our encoding uses base 1,620
because each icon can assume 1,620 distinct combinations of
icon (i), color (¢), and size (s), resulting in a value from O to
1,619 for each icon.

The following equation:

I=ix204+cx2+s,
where i € [0,80], ¢ €[0,9], s€[0,1] (1)

determines the value of an individual icon from its attributes,
which then becomes one of the first ten base-1620 “places”
in our positional encoding, as shown in Fig. 5. However, the
key is not solely based on the randomly selected icons. Two
additional components reflect ¢ (the terrains chosen for the
five regions) and r (the placement of the ten icons into the
regions), as shown in Fig. 5. For example, a particular icon
placement might position the panda in the snow and the pie
in the sky. These two components become the 11th and 12th
places of the key, with bases of 32 and 113,400, respectively.

Icons, terrains, and placements together form a mixed-radix
positional number system. Each position has a fixed base, so
every configuration maps to one unique integer, producing a
continuous, gap-free sequence with no collisions.

The complete key can be computed using the formula:

9
key = (LNz+1)-r) + (LNy + 1) 1) + Y 1,-1620" (2)
n=0

where t encodes the terrain selection (base-32), r encodes the
icon-to-region placement (base-113,400), and ,, encodes each
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icon including its attributes in base-1620. LN is the largest
possible value obtained from the ten icon terms (Iy. ..Iy), and
LNj is the largest possible value obtained by combining those
ten icon terms with 7. See Tables 5 and 6 in Appendix A for
sample values.

Since the 810 icons are divided into 10 fixed “pages’
(pools) of 81 icons each, an icon’s page number determines
which I, term it fills in the positional formula. For example,
any icon from page 5 always contributes to I, regardless
of where it appears in the scene layout. Using the values
associated with the graphical key depicted in Fig. 3, the cor-
responding key (to 8 significant digits) is 3.3103241 x 108,
For this scenario, t = 4 and r = 83,094.

Applying the same logic to the maximum possible val-
ues of the key components yields the highest possible
key: 451765620918536020306624511999999999999, cor-
responding to an entropy of 128.41 bits.

>

4.7 Designing for Memorability

Having defined how scenes are generated and encoded into
128-bit key values, we now describe the interface and train-
ing choices used to support reliable learning and recall. To
strengthen recall of the terrains in their graphical key, partici-
pants first train on the five background regions of the scene
before learning their ten icons.

Multimodal Training for Enhanced Memorability: When
training users on their graphical key, we present an image of
the icon against its background, accompanied by descriptive
text (e.g., “small red panda in the snow”) and an auditory
recitation of the same description. Dual Coding Theory [17]
posits that the combination of visual information (images) and
verbal information (phrases) results in stronger recall than
either alone. Our multimodal presentation also incorporates
spatial and auditory information, engaging multiple cognitive
resources [3,64].

Rehearsal and Serial Position Effect: The repetition of
words and icons in the training phases is built into the design
because of the value of rehearsal in memorization [46] and
to address the serial position effect [40]. In free recall, early
and late items are recalled better than middle items (primacy
and recency). The later items in a list are typically recalled
better because they are more recently added to short-term
memory, but this recency effect is short-lived and typically
disappears when recall is delayed [27]. The primacy effect,
however, is driven by greater rehearsal and consolidation of
earlier items [50]. While the delayed testing of the secrets
reduces the impact of the recency effect, the primacy effect
may provide some benefit through repeated rehearsal.

S Human Study Design

To ensure a fair and meaningful comparison between the
BIP-39 and graphical key approaches, our human study is

carefully designed to support strong participant recall for
both methods. As detailed below, we implement deliberate
strategies to promote memorization and reduce bias across the
two conditions. Each participant completes training with both
a graphical key and a BIP-39 key. In both conditions, secrets
are randomly generated and system-assigned; participants
memorize the assigned key and do not select or personalize
any components.

5.1 Ethics Statement

Our memorization study received IRB approval and included
informed consent procedures covering publication of code and
anonymized study data (See Appendix F). Temporary records
linking participant identities to study IDs were securely de-
stroyed after study completion. We designed the study to
avoid exposing new vulnerabilities or negatively affecting
participants. While our work aims to improve the privacy and
resilience of SSDI systems, broader societal implications of
identity technologies warrant continued consideration.

5.2 Sample and Recruitment

The sample comprised 92 participants from the Rowan Uni-
versity community, the majority aged 18 to 24 (n = 44) and
the remainder distributed across older brackets (25-34, n =
12;35-44,n = 12; 45-54, n = 6; 55-64, n = 13; 65+, n = 5).
Forty-eight identified as female, 42 as male, and two as non-
binary. Educational attainment ranged from high school or
GED (n = 33, many enrolled in a bachelor’s program) through
associate’s (n = 6), bachelor’s (n = 19), master’s (n = 21), and
doctoral (n = 13) degrees.

Two measures bear on the visual and recall demands of the
task. Most participants had normal color vision (n = 86); the
remaining six had deutan or protan colorblindness of varying
severity, with no tritan variation. On self-assessed memory,
responses centered on average (n = 47) and somewhat-above-
average (n = 32), with nine somewhat below, four well above,
and none well below.

Participants were recruited using a general-purpose flyer
distributed by email, social media, classroom announcements,
bulletin boards, and Rowan University digital signage. Partic-
ipation was voluntary, with $50 compensation for completing
all sessions. Eligibility was open to staff, faculty, and com-
munity members, but because recruitment ran solely through
the Rowan University channels, the sample skewed toward
a university-affiliated population, making it a convenience
sample subject to self-selection bias.

5.3 Experimental Setup

Our crossover study [36] incorporates the principles of ran-
domized controlled trials [14]. As shown in Fig. 6, partic-
ipants are randomly assigned to one of two experimental
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groups: one group is tested after 3 days, and another group
is tested after 7 days. Exceptions are made when participant
scheduling necessitated one schedule or the other. Scheduling
allowances are made for follow-up sessions, with a tolerance
of + 1 day; the two groups will be referred to as "3 day" and
"7 day" to reflect the midpoint of the range.

Individuals differ in psychological, perceptual, and cog-
nitive dimensions. The within-subjects components of the
design address this by using each participant as their own
baseline, so that individual differences do not confound com-
parisons. For the between-groups comparison (3-day vs. 7-day
recall), random assignment serves the same end, distributing
individual variation across conditions. While the sample’s
skew toward a university-affiliated population constrains how
far the results generalize (§5.2), it does not bias these compar-
isons. To address fatigue and order effects, training order is
counterbalanced across subgroups: some participants train on
graphical keys first, others on BIP-39 (see Table 1).

To confirm that there were no order effects due to the type
of password the participants learned first, we used the Chi-
Square tests of Independence to compare the memory re-
sults between the graphical and BIP-39 groups. No signif-
icant differences are found for graphical recall, }*(1,N =
92) = 2.71, p = .100, or for BIP-39 recall, x*(1,N = 92) =
0.01, p = .941, regardless of whether participants trained on
graphical or BIP-39 keys first.

Table 1: Number of participants in experimental groups
and subgroups.

Experimental Experimental Number of
Group Subgroup Participants’
3 day recall Graphical, then BIP-39 20
3 day recall BIP-39, then Graphical 25
7 day recall Graphical, then BIP-39 20
7 day recall BIP-39, then Graphical 27

The study is administered by five investigators, all trained
on our study design and IRB procedures. To ensure consis-
tency and minimize investigator bias and variability, all in-
vestigators follow standardized, printed protocol templates,
receive the same training, and participate in several rehearsals.

We store participant and trial information in a MySQL
database hosted on an AWS server. The database contains
demographic information (see §5.2 for details), participant-
specific data (assigned icons, assigned BIP-39 words and their
order, and both quantitative and qualitative UI feedback), and
training/authentication timings (start and end times per at-
tempt as well as per-item timings, such as per icon or per
word). In addition, we store key generation values, including
color (10 options), size (2 options), icon name (810 options),
region (5 options), terrain (10 options), and terrain combina-

"Group sizes differ slightly because late-stage participant attrition altered
the initially overenrolled sample

tions (32 options). Each participant is assigned a unique ID
by the database, and no identifiable information is stored in
the database.

5.4 Environmental Setup

All sessions are conducted in four dedicated rooms within the
same controlled lab environment to ensure consistency. Up to
four sessions run in parallel, with each investigator managing
one participant at a time.

Participants train on identical monitors, all configured to
provide an equivalent visual experience for everyone. Each
workstation is equipped with flashcards, pens, and a printed
list of recommended memorization strategies to guide partici-
pants during training. These techniques are suggestions rather
than rules, giving participants the freedom to rely on their
natural strategies while still having helpful prompts handy.
To improve ecological validity, we emphasized the need for
long-term recall to all participants.

To further reduce variability in training delivery, we use
prerecorded instructional videos for both the graphical key
and BIP-39 key training sessions. This way, every participant
hears the same explanations, at the same pace, with the same
visual cues regardless of investigator.

5.5 Study Timeline

Our study timeline comprises three lab visits for both the
3-day and 7-day participant groups, as shown in Fig. 6. We
test recall after 3 days and 7 days, representing shorter and
longer delayed retention intervals within our design. Because
memory retention without rehearsal declines monotonically
over time, performance at a one-week delay already consti-
tutes a conservative stress test for feasibility; schemes that fail
at 7 days are unlikely to remain usable at longer delays [25].
These recall intervals align with prior work [57,61] and enable
a focused trial that validates the software, characterizes partic-
ipant experience, and evaluates graphical design effectiveness
and user fatigue.

The procedures for the two major groups are identical
across all three visits, differing only in the number of days
between visits. Detailed visit procedures are provided in Ap-
pendix E.

5.6 User Surveys

Surveys are administered through Qualtrics and collect no
personally identifiable information. Selected survey results
are presented in this paper, while additional responses are
reserved for future analysis.

Initial Survey: The initial survey collects anonymized demo-
graphic and self-assessment information. It includes questions
about age, gender, education level, relative strength of mem-
ory and recall abilities. Participants are also asked to provide
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Figure 6: The plan and timeline of our crossover RCT.

results from the Pilestone [48] and Enchroma [21] online
color blindness tests, which they complete during the first
phase of their first visit. The summary of the initial survey
can be found in §5.2.

Exit Survey: Administered during the second phase of the
final visit, the exit survey includes open-ended and Likert-
scale questions about participants’ experiences across the
three visits. Questions address memorization strategies, the
most and least useful aspects of the training interface, overall
experience and satisfaction, and suggestions for improvement.
Analysis of selected responses is presented in §6.4.

6 Results

After one week, graphical keys were forgotten substantially
less often than BIP-39 mnemonics, and our combinatorial
recovery approach rescued a meaningful fraction of the par-
tially forgotten keys of both types. Notably, few participants
failed to recall both key types, suggesting that graphical and
BIP-39 representations may provide complementary memory
cues. We organize the results below and note that each can
be mapped to one or more of the three usability components
defined in ISO 9241-11 [33]: effectiveness (§6.1, §6.2, and
§6.4), efficiency (§6.3), and satisfaction (§6.4).

6.1 Comparative Recall Rate

We compare participant recall accuracy for BIP-39 and graph-
ical keys across both the 3-day and 7-day groups. As shown
in Fig. 7a, graphical keys consistently achieve higher recall
rates than BIP-39. After three days, 78% of participants suc-
cessfully authenticate using graphical keys compared to 60%
for BIP-39. At seven days, graphical recall decreases slightly
to 70%, while BIP-39 drops more sharply to 51%.

A McNemar'’s test [47], using the asymptotic chi-square
approximation, indicates a significant difference in key re-
call between graphical and BIP-39 formats, x>(1,N = 92) =
7.31,p = .007. Using the exact binomial method yields a
slightly smaller p-value, p = .006. Of the 92 participants, 26

recall their graphical key but forget their BIP-39 key, com-
pared to 9 participants who forget their graphical key but
recall their BIP-39 key (Table 2). This asymmetry suggests a
clear advantage for graphical keys.
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(a) Pure recall (b) Recovery via search

Figure 7: Percentage of users who successfully recalled
their keys, along with the percentage of keys eventually
restored through a search of partially forgotten seeds. Re-
covery includes users who successfully recalled the key, as
well as those whose keys were restored through the combina-
torial key search.

The odds of forgetting a BIP-39 key are 2.89 times higher
than forgetting a graphical key, 95% CI [1.31, 7.01]. The two
failures also tend to co-occur: among participants who forgot
their graphical key, 62.5% (15/24) also forgot their BIP-39
key, compared with 38.2% (26/68) of those who recalled their
graphical key. When recovered keys are considered, Fig. 7b
shows that the effective success rates increase to 89% for
graphical keys and 73% for BIP-39 after three days, and to
85% and 68%, respectively, after seven days. The method
used to recover these keys is discussed in Section 6.2.

To confirm that the +1-day scheduling tolerance did not
drive this result, we re-ran the McNemar comparison using
only the 41 participants tested exactly on the target day for
both key types. The graphical advantage held (McNemar exact
p =.031). Because the two keys were tested on different days
in nearly all 3-day cases, this subset comprises almost entirely
7-day participants (39 of 41), so it most directly confirms
robustness at the longer retention interval, where recall is
lowest and return timing was held exactly constant.

Table 2: Crossover recall success rate evaluation.

Success Category Number of Users
Both BIP-39 and Graphical 42
Graphical, not BIP-39 26
BIP-39, not Graphical 9
Neither BIP nor Graphical 15

6.2 Partially Forgotten Key Recovery

Our study stores data from all user authentication attempts
including their responses (BIP-39 words entered or icons
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identified).

To evaluate recovery from fragmented recall, we imple-
mented a combinatorial key search algorithm to recover from
the participant’s failed authentication attempt. The recovery
process assumes that failed authentication attempts may still
contain substantial portions of the original graphical key, dif-
fering only in a limited number of attributes such as size,
color, or icon selection. The algorithm systematically varies
icon attributes according to a fixed search order, prioritizing
lower-cost (i.e., smaller permutation space) attributes such as
size and color before icon-name substitutions. Each generated
key is verified using the same cryptographic authentication
check as the original key. The algorithm runs until either the
correct key is recovered through cryptographic verification
or the search reaches a bound of 29,524,500 candidate keys,8
corresponding to the permutations up to one color and two
icon-name substitutions. Additional implementation details
and pseudocode are provided in the Appendix B.

Table 3: Successful graphical authentications via
combinatorial key search. (12 users recovered)

User AttIe]I)n pt Errors Made Recovered
1308 3 colors (4
529 1311 1 color v
547 1486 1 color 4
562 1513 1 color, 1 size (4
571 1696 1 color v
1637 1 color, 1 size 4
>74 1639 1 color v
1712 1 color 4
586 1716 1 color v
597 1855 2 colors, 1 size (74
598 1980 1 color 4
600 1952 4 colors, 1 size, 1 terrain X
1953 4 colors?® v
601 1890 1 color, 1 size v
607 1928 3 colors v
617 1976 1 color v

% We recovered participant 600’s graphical key, despite four recall
errors, in about 6.4 minutes. In contrast, four recall errors in a BIP-39
key could require up to 8.708 x 10'> permutations, which could take
approximately 95,000 years on consumer-grade hardware.

Table 3 shows the authentication attempts of users who
were unable to authenticate successfully on their own, but
were recoverable. 12 users were recovered from the 24 users
(50%) who failed graphical authentication. We believe that,
due to the granularity of our graphical key (see Fig. 8), four
mistakes in a BIP-39 key would be more difficult to recover
from than four mistakes in our graphical key, as users can

80n a consumer-grade laptop (MacBook Air M4 with 16GB RAM), eval-
uating 29,524,500 candidates (corresponding to the number of perturbation
sequences evaluated in Appendix B) required approximately 2 hours and 45
minutes.

| word || word | |icon:|c|n|s|t||icon:|c|n|s|r|
| word || word | Licon: [ c|n]s]t][icon: [ c|n]s]t]
| _word || word | Licon: [ c[n]s|t][icon: [c]n]s[t]
| _word |[ word | Licon: [ c[n]s[t]licon: [c]n]s[t]
| word || word | Licon: [ c|n]s]t][icon: [ c]n]s]t]
BIP-39 Our graphical key

Figure 8: Comparison of error granularity between BIP-39
and our graphical key. Note that an error in an icon attribute
is less severe than error in a BIP-39 word.

partially remember the correct icon.

For comparison’s sake, we examine the failed BIP-39 au-
thentication attempts to see how many users could have been
recovered within the same time frame as our limit for recover-
ing graphical users, i.e., 168.5 minutes. Applying this limited
recovery time to BIP-39, we theoretically recover 14 users
out of the 41 users (34.1%) who failed BIP-39 authentication
as shown in Table 4. These results are graphically depicted in
Fig. 7b.

Table 4: BIP-39 authentication attempts recoverable un-
der same recovery constraints as the graphical key. (14
recoverable users)

User | Attempt ID | Errors Made
523 1285 1 wrong word
535 1342 1 wrong word
536 1363 1 wrong word, 1 flipped order
538 1424 1 wrong word, 1 flipped order
541 1327 1 wrong word
544 1430 1 wrong word, 1 flipped order
548 1487 1 wrong word
564 1602 1 wrong word
565 1596 1 wrong word
574 1700 1 wrong word
593 1841 1 wrong word
595 1913 1 wrong word
607 1989 1 wrong word
612 1948 1 wrong word, 1 flipped order

6.3 Memorization and Recall Time

Participants required less time to memorize graphical keys
(8.06 min) than BIP-39 mnemonics (12.00 min). BIP-39 keys
were recalled more quickly during authentication. Fig. 9 sum-
marizes these results; detailed statistics appear in Appendix D.

6.4 User Feedback

We evaluate the perceived satisfaction and effectiveness of
our graphical and BIP-39 training interfaces, two of the usabil-
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Figure 9: Key recall times.

ity components in ISO 9241-11 [33], with two Likert-scale
items in the exit survey. We ask whether the participant is
effectively able to complete their training, and whether their
overall experience with the training interface is satisfactory.
As shown in Fig. 10, fewer than 10% of participants report
a neutral or negative user experience with either training in-
terface. Fewer than 10% of users feel unable to complete
their training using the interface. See Appendix C for some
examples of qualitative feedback.

Effectiveness Response
BIP-39 I Str. agree
Effectiveness [ Agree
Graphical 0 Neutral
Satisfaction 0 Disagree
BIP-39 I Str. disagree
Satisfaction
Graphical
0 20 40 60 80 100
Percentage

Figure 10: Self-reported measures of effectiveness and sat-
isfaction.

7 Insights and Way Forward

7.1 Study Limitations and Generalizability

Our study should be interpreted as an early feasibility evalua-
tion rather than evidence that memorized high-strength keys
are deployment-ready. Participants completed training un-
der controlled laboratory conditions with structured rehearsal,
standardized instructions, and explicit expectations of future
recall. Real-world private-key backup scenarios may differ
substantially: users may rehearse less frequently, underesti-
mate the consequences of forgetting, or encounter recovery
needs only after long periods of nonuse.

While a week-long trial sufficed for this study (§5.5), future
evaluations should examine longer retention intervals under
more naturalistic conditions. Future studies should also adopt
standardized usability instruments (e.g., SUS or UMUX), in-
corporate adaptive accessibility features (e.g., optional voice

guidance), and compare cued-recall and fully recognition-
based representations at equivalent entropy levels to better
characterize memorability tradeoffs.

Although we collected colorblindness information and em-
ployed an accessible color palette, our participant population
was limited primarily to sighted adults. Recovery mechanisms
for digital identity systems should ultimately support broader
populations, including users with visual impairments, color
perception differences, cognitive disabilities, and age-related
memory decline. Future work should investigate accessibility
accommodations and alternative representations that reduce
reliance on visual and memory-specific assumptions.

7.2 Future Research Directions

Building on our findings, an important direction for future
work is to investigate whether graphical representations can
act as retrieval cues for BIP-39 mnemonic words. By mapping
each word to an icon grid, participants could associate words
with unique graphical representations. This mapping reduces
the candidate set from 2048 words to small, visually identi-
fiable groups, making it easier for users to select the correct
word. Our study suggests that combinatorial key search can
support recovery of partially forgotten private key seeds. In-
tegrating such recovery techniques into future investigations
could further improve restoration success rates. Since key
search is highly parallelizable, leveraging consumer-grade
GPUs represents a promising avenue. Additionally, asking
users to provide a confidence level for each recall attempt
(graphical or BIP-39) would allow an Al model to prioritize
certain components over others, potentially improving both
speed and accuracy in reconstructing partially forgotten keys.
When comparing in-group results for users who failed to
recall their key, 53.8% failed in only one category (graphical
or BIP-39), suggesting that the two representations may pro-
vide complementary memory cues. This motivates a hybrid
approach in which BIP-39 mnemonic memorization is en-
hanced with graphical cues. However, it remains uncertain
how memory performance would be affected when memoriz-
ing both representations simultaneously. Further research and
controlled human trials are required to test this hypothesis.
Durable memorization of strong private keys remains a
future goal. However, our findings suggest that partially for-
gotten key material may be more recoverable than previously
assumed, and that graphical cues together with combinatorial
recovery may support more resilient long-term key recall.
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A Sample values for our graphical key

Table 5: Values for icon attributes in sample icon set.

Icon | Description Page | i Value
Ip | small red panda in the snow 1 51
I; | large green pie in the sky 2 53
I, | small violet corkscrew in the sky 3 22
Iz | small pink picnic table in the trees 4 49
14 | large orange roller coaster in the sand | 5 53
Is | large pink trombone in the trees 6 76
Is | small red piano in the sand 7 78
I; | large yellow janitor in the snow 8 24
I3 | small teal plane in the water 9 53
Iy | large purple sauna in the water 10 41

Table 6: Sample icon set used to calculate key seed.

Icon | Icon# | Color # | Size # | I, value
Iy 51 1 0 1022
L 53 5 1 1071
I 22 9 0 458
L 49 0 0 980
Iy 53 3 1 1067
Is 76 0 1 1521
Iy 78 1 0 1562
I 24 4 1 489
I3 53 6 0 1072
Iy 41 8 1 837

B Combinatorial key search

B.1 Unsuccessful recovery attempts

Table 7 presents authentication attempts that could not be
salvaged by the combinatorial recovery procedure.
Classifying mistakes relies on a user correctly identifying
an icon. If a user identified an icon that is part of their key, we
could verify whether they identified its color, its size, and its
terrain correctly. If a user identified an icon that is not part of
their key, this was recorded as a "name" error. In these cases,
the error status of the other icon attributes (color, size, and
terrain) is coded as indeterminate since we no longer have a

uniquely identified value to look up those correct attributes.

In some cases, we could infer where other errors might be,
but not with absolute certainty. Thus when we report errors
in icon components, they will be the absolutely determined
errors. If an attempt misidentified the icon itself (name), it
is possible and perhaps likely that other indeterminate errors
exist.

Table 7: Unsalvageable graphical authentications.

User Attempt | Total Errors Made
1D Errors
515 1396 8 3 colors, 1 name, 1 size, 3 terrains
1397 8 4 colors, 1 name, 3 terrains
517 1294 3 1 name, 2 terrains
595 1402 7 1 color, 1 name, 5 terrains
1404 4 1 color, 1 name, 2 terrains
527 1406 5 1 size, 4 terrains
1407 5 1 size, 4 terrains
534 1334 7 5 colors, 1 name, 1 size
543 1481 5 4 colors, 1 size
545 1431 6 1 name, 1 size, 4 terrains
1433 2 1 name, 1 terrain
549 1412 5 3 names, 2 terrains
550 1505 15 7 colors, 2 names, 1 size, 5 terrains
572 1698 3 1 color, 2 terrains
585 1711 5 3 colors, 2 sizes
593 1905 4 2 colors, 2 terrains
596 1912 12 5 colors, 1 name, 3 sizes, 3 terrains
610 1943 3 2 names, 1 terrain

B.2 Our recovery algorithm

As discussed in Section 6.2, our recovery approach treats
a failed graphical authentication attempt as partial success
rather than a complete failure. The algorithm performs a
bounded combinatorial search over nearby graphical keys by
varying the icon attributes according to a fixed ordering.

Table 8: Attribute perturbation identifiers used by the recovery
algorithm.

Identifier | Attribute Type Possible Choices
0 Size 2
1 Color 10
2 Icon name 81
3 Terrain Existing terrain reassignment

Although Table 8 includes terrain reassignment as one
possible attribute modification explored by the recovery algo-
rithm, the current recovery evaluation only considered inde-
pendent graphical attributes (size, color, and icon-name). Ter-
rain assignments introduce structural dependencies between
icon placements and valid regions, making their combinatorial
recovery substantially more constrained. Hence, terrain-based
searches were not included in the bounded recovery experi-
ments reported in this study.

Table 8 defines the attribute identifiers used by the recovery
algorithm, while Table 9 shows representative perturbation
sequences explored during recovery. Sequences are evalu-
ated using a fixed ordering based on combinatorial search
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cost, with lower-cost perturbations explored before higher-
cost searches as shown in the current implementation of Al-
gorithm 1.

The number of permutations generated by each sequence is
determined by the number of icon positions and the available
choices for each perturbed attribute shown in Table 8. For
example, as shown in Table 9, sequence {0} evaluates all
single-size substitutions across the ten icon positions, result-
ing in 10 x 2 = 20 candidate permutations.

Algorithm | performs a bounded search controlled by
a search budget B, which denotes the maximum number
of candidate keys evaluated during recovery for a single
failed authentication attempt. In our implementation, we set
B = 29,524,500, corresponding to the largest perturbation
sequence evaluated in Table 9.

Table 9: Perturbation sequences explored by the recovery
algorithm in order.

Sequence | Description Permutations
{0} 1 size 20
(1} 1 color 100
{0,0} 2 sizes 180
{2} 1 icon-name 810
{0,0,0} 3 sizes 960
{0,1} 1 size, 1 color 2000
{0,0,0,0} | 4sizes 3,360
(1,1} 2 colors 4,500
{0,2} 1 size, 1 icon-name 16,200
{0,0,1} 2 sizes, 1 color 18,000
(1,2} 1 color, 1 icon-name 81,000
{0,1,1} 1 size, 2 colors 90,000
{0,0,0,1} | 3sizes, 1 color 96,000
{1,1,1} 3 colors 120,000
{0,0,2} 2 sizes, 1 icon-name 145,800
{2,2} 2 icon-names 295,245
{0,0,0,2} | 3 sizes, 1 icon-name 777,600
{0,0,1,1} | 2sizes, 2 colors 810,000
{0,1,2} 1 size, 1 color, 1 icon-name 1,620,000
{1,1,1,1} | 4 colors 2,100,000
{0,1,1,1} 1 size, 3 colors 2,400,000
{1,1,2} 2 colors, 1 icon-name 3,645,000
{0,2,2} 1 size, 2 icon-names 5,904,900
{0,0,1,2} | 2sizes, 1 color, 1 icon-name 14,580,000
{1,2,2} 1 color, 2 icon-names 29,524,500

While effective for this study, the approach is not necessar-
ily computationally optimal. Future implementations could
incorporate user-confidence-aware authentication interfaces
in which users indicate certainty for individual selections such
as icon, color, size, or terrain. Such information could guide
adaptive recovery strategies that prioritize search dynamically
rather than solely on a fixed sequence ordering.

Input: Failed authentication attempt A, ordered
perturbation sequence set S (Table 9), search
budget B ; // Maximum candidate
evaluations

Output: Recovered key, attempt count, perturbation

sequence, or failure
1 count + 0; // Total evaluated candidates
2 foreach perturbation sequence s € S do
3 Cs < GENERATECANDIDATES(A, 5);
// Candidate set for sequence s
4 foreach candidate key k € C; do

5 if count > B then

6 L return failure;

7 count < count + 1;

8 if VERIFY (k) then

9 | return (k,count,s);

10 return failure;

11 Procedure GenerateCandidates(A, s):
12 G+ {A}; // Initialize candidate set
13 foreach perturbation identifier p € s do

14 C.«+0; // Temporary expanded candidate
set
15 foreach candidate ¢ € C; do
16 Generate all valid perturbations of type p
applied to c;
17 Add generated candidates to C;;
18 | G« Cg

19 return Cs;

Algorithm 1: Bounded Graphical Key Recovery

C Examples of User Feedback

C.1 On graphical context
“...the punch bowl in the sky made me think of the big dipper.”

“When remembering the images, I did not make up one
big story, but I did have small stories, such as ’It makes sense
for a camel to be in the sand and for the eye mask to be in the
water.”’

“[1] broke the icons down into their regions to see if they
had any short connections...[for the] House and Dartboard
in the snow, I imagined playing darts in a house while it’s
snowing.”

C.2 On whether rehearsal/repetition mattered

Since all trials extensively relied on rehearsal learning, the
study has no empirical data. But user reaction is mixed:
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“[The least useful part of training was] showing the items
one by one. The repetition did help, but my preference is for
the full image and the voiceover to go over each item.”

“For memorizing graphical keys I utilized verbal repetition
and mental rehearsal.”

“[The least useful part of the training was] the repetition of
the words by the voice...”

D Extended Timing Analysis

Participants do more than just remember keys — they train for
them. Tables 10 and | summarize detailed timing statistics
omitted from §6.3.

Table 10: Memorization time statistics (minutes).

Metric BIP-39 | Graphical
Mean 12.00 8.06
Minimum 5.90 7.37
Maximum | 26.33 19.32

Table 11: Recall time statistics (minutes).

BIP-39 Graphical
Metric | 3-day | 7-day | 3-day | 7-day
Mean 1.98 2.26 7.95 8.12

E Detailed Study Procedures

Initial Visit: Participants arrive at our lab for the first visit
following their scheduling. The first phase of Visit 1 consists
of initiation procedures, including reading and signing the
informed consent form, watching educational videos, complet-
ing an initial demographic survey, and the random assignment
of experimental groups and subgroups. In the second phase,
subgroup 1 receives graphical key training, while subgroup 2
receives BIP-39 training. After training, participants attempt
to authenticate using the key they had just learned. The ses-
sion concludes with scheduling Visits 2 and 3.

Second Visit: The second visit is also comprised of two
phases, but with fewer formalities. In the first phase, par-
ticipants in subgroup 1 perform graphical key recall, while
those in subgroup 2 perform BIP-39 recall. In the second
phase, both groups watch the instructional video for the other
key training modality. After that, subgroup 1 receives BIP-39
training, while subgroup 2 receives graphical key training.
Thus, each participant first completes a key recall, then under-
goes key training and a practice authentication with the other
modality, which is later tested for recall at the final visit.
Third Visit: The third visit concludes the study and also in-
cludes two phases. In the first phase, participants in subgroup

1 perform BIP-39 recall, while those in subgroup 2 perform
graphical key recall. By the end of this phase, each participant
will complete one graphical training, one graphical recall,
one BIP-39 training, and one BIP-39 recall, in the order pre-
determined by subgroup assignment and with time intervals
determined by the experimental group. In the second phase,
participants complete an exit survey and then receive a $50
virtual VISA card, processed through the ClinCard system.

F IRB Materials

F.1 Participant Recruitment

Population: In this study, we are focusing exclusively on
sighted adult participants affiliated with Rowan University
such as students, faculty members, and staff and will include
all gender and ethnic backgrounds. We will gather crucial
demographic information to examine potential influences on
memory retention for image-based keys.

Recruitment: To recruit participants, we will utilize a
multi-purpose flyer which can be emailed, posted to social
media, distributed in Rowan University classrooms, posted
on bulletin boards, and displayed on the university’s digital
signage systems. These methods of communication will
provide the purpose of a study, an overview of study
requirements, study eligibility criteria, the IRB approval
information, the study location, and contact information
for potential participants to learn more. Participation was
voluntary, and those who completed all sessions received
$50 in compensation. To ensure equity, recruitment will
be pervasive and generic as opposed to targeted towards
certain socio-economic groups. Factors such as gender, age,
or education level will not be asked or identified during the
recruitment phase.

Inclusion Criteria: The only inclusion criterion for partici-
pants is being of adult status; i.e., 18 years of age or older.

Exclusion Criteria: Anyone under the age of 18 will not be
permitted to participate. 100 participants who will eventu-
ally be divided equally into two experimental groups will be
recruited by disseminating IRB-approved flyers and posters
via email or in THE university classrooms, official Rowan
University online venues), placement on designated university
wall areas, and through word of mouth.

F.2 Informed Consent

Informed consent will be obtained from all participants on-site
immediately before the start of the experiment, ensuring they
understand the study’s purpose, procedures, risks, and bene-
fits. For efficiency, we will share the informed consent sheet
with the participants during the scheduling, so that they have
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an opportunity to familiarize themselves with the document
in advance. In a separate Demographic / Metrics Qualtrics
survey, we are collecting the following information to explore
the possibility of any demographic differences that may af-
fect participants’ recollection or expose weaknesses in our
user interface design: age of subject; education level; a self-
assessment of one’s memory; results of a color blindness test
such as the Pilestone test; Experience with computers.
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