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Abstract

The computing world increasingly focuses on data collection,
and the integration of advanced IT technologies creates new
privacy and security vulnerabilities. Traditional approaches
to security and privacy testing lack the scale and diversity
needed to anticipate the full range of potential vulnerabilities.
This ongoing work proposes using large language models
(LLMs) to identify these vulnerabilities by having LL.Ms
role-play personas of diverse users, including threat actors,
regular users, and security practitioners. We created a pool
of 128 individual personas derived from security and privacy
literature and developed a framework to evaluate how effec-
tively LLMs can embody these personas across standardized
security scenarios. We validate persona simulation using this
framework.

1 Introduction

As information technology transformed our lives [18] and
made it more entangled, from personal context to industrial
scene, the balance of privacy and security became more criti-
cal, and technology development outpaced the development
of regulatory frameworks [3,4] and security measures [13].

LLM and diverse knowledge of web data [27, 30], have
created opportunities for threat modeling [19,29], and fine
grained simulation of user behaviors [14], as LLM agent can
simulate different user personas [27] which are imaginary
people who represents real user segments [22]. LLMs and
digital twin of human have been utilized in mirroring privacy
risks in social media [7].
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We propose addressing the escalating threats to user pri-
vacy [2], and growing cybersecurity vulnerabilities [12] by
creating a behavioral testbed [10] to simulate user personas.
Bowles [8] describes personas as crash dummies for personi-
fied experimenting of privacy and security testing scenarios,
and LLMs makes the concept of crash dummies interactive.
The goal is to create a testbed that generates vulnerability
reports for defined scenarios by testing on an extensive set
of personas. The testbed focuses on vulnerabilities in system
interaction flows and controls that are influenced by indi-
vidual behavioral patterns, including social dynamics, trust
relationships, and adversarial manipulation tactics [17].

By building on the structured approach of usability engi-
neering through scenario-based design [9,21], we developed
a testing platform to simulate these personas. This testbed
uses the GOMS framework [11] to structure persona-system
interactions and generates critical decision points and user
actions of defined systems, and scenarios.

Following the recent research which shows that LLMs as
evaluators for persona role-playing achieve correlations of up
to 80.7% with human evaluators [23], LLMs will be used for
evaluating the behavior of personas in testing scenarios.

This effort aims to validate persona simulation in security
and privacy testing to identify potential risks. The following
research questions guide this investigation:

* RQ.1 To what extent do LLMs adhere to persona char-
acteristics in roleplaying security and privacy scenarios?

¢ RQ.2 To what extent do different LLMs exhibit diverse
behavioral patterns when simulating various personas?

* RQ.3 To what degree does simulating personas in a
scenario reveal new vulnerabilities?

* RQ.4: To what extent do LLM persona simulations
match human analysts in vulnerability detection?



2 Methodology & Experiment Design

This section explains the experiment, and a schematic
overview of the steps is presented in Figure 1.

Through a systematic literature review across Scopus, ACM
Digital Library, and IEEE Xplore, 128 individual personas in
security and privacy literature in 35 articles were identified [6].
We extended these personas by rounding them with quantified
characteristics suitable for LLM simulation (see Appendix for
examples). Personas were categorized into three categories
of regular users, threat actors, and security practitioners. The
testing platform (see Appendix A for the overview) will sim-
ulate these personas using three LLMs including GPT-4 [1],
Claude 3.7 Sonnet [5], and Llama 3.1 70B [16]) to role-play
their behaviors across security scenarios. The personas will
perform actions in standardized security scenarios such as
phishing email responses [20].

Each test scenario will undergo automatic assessment using
three quantitative metrics. Additionally, LLM-generated and
identified labels will be validated by human evaluators.

2.1 Evaluation Framework

We propose an evaluation framework that includes three quan-
titative metrics. The first, Persona Fidelity Index, measures to
what extent the simulated behaviors adhere to defined persona
attributes. The second, Behavioral Diversity Index, quantifies
how different personas generate diverse actions within scenar-
ios. The third, Vulnerability Detection Rate, measures how
effectively each persona uncovers unique security vulnerabili-
ties across testing scenarios.

2.1.1 Persona Fidelity Index (RQ1)

We create persona behavioral attributes as the vector C (pi)
for each persona with values from one to five. Each persona
attribute is assigned a value of 1-5. For instance, for risk tol-
erance, a score of 1 means low risk-taking behavior while 5
indicates high risk tolerance. Next, the system generates S (pi)
by having an LLM grade the characteristics demonstrated
in persona actions on a 1-5 scale. The Persona Fidelity In-
dex measures similarity between these vectors using cosine
similarity [15,25], and score range range from 0 (complete
disparity) to 1 (perfect match):
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2.1.2 Behavioral Diversity Index (RQ2)

To calculate Behavioral Diversity Index, we compare the ac-
tions taken by different personas. We create a persona-action
matrix for each scenario where each row represents a persona
and each column an observed action. For example, in such
a matrix, persona p; might have performed actions 1 and

5 (represented by 1’s in those positions and 0’s elsewhere).
These actions are identified automatically by LLM:s.

To measure diversity, we calculate the entropy [24] of ac-
tion usage:
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Where p(a;) is the proportion of personas that perform
action a;. Higher entropy indicates greater behavioral diver-
sity across personas. To reduce variation among behaviors
with overlapping meanings, behaviors will be transformed
into vector embeddings, allowing semantic similarity to be
measured.

2.1.3 Vulnerability Detection Rate (RQ3) and LLM Per-
formance (RQ4)

Next, we measure how effectively different persona-LLM
combinations discover security vulnerabilities by calculating
Discovery Rate. The vulnerabilities in generated scenarios
will be extracted with another prompting with an LLM. The
experiment will compare vulnerability discovery between
three expert security analysts and the three LLMs using iden-
tical scenarios.

])1 COV! unlque ulne] ablllt S 10 ld
S ery SCOIe(p Mj) — \ 1€ I u
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2.2 Limitations

LLMs may hallucinate inconsistent persona behaviors [?].
We mitigate this through persona fidelity measurement, multi-
model sampling, and sampling outputs for human evaluator
grading. Our findings provide insights for expert review rather
than definitive predictions.

3 Anticipated Contribution

This ongoing work will harness gulf of knowledge in LLMs
for privacy and security plannings. It guides future LLM-
based usability testing research, extends scenario-based de-
sign theory [9] to include persona simulation, and provides
practical applications such as:

Proactive Treats & Vulnerability Discovery A large
pool of personas can create a digital twin that brings oppor-
tunities for proactive vulnerability identification in underex-
plored situations by enabling testing across a broad spectrum
of user behaviors.

Optimization Framework for Persona Simulation The
evaluation framework enables optimization of persona simu-
lations by quantifying LLM role-playing performance, which
advances security engineering and privacy testings.
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A Appendix A: Research Overview

A.1 Experiment Overview

| Regular Users I l Threat Actors I | Security Practitioners

| | |
[ l

Role Playing with LLMs

|

Test Scenarios

Each scenario will be tested several times per LLM-persona combination

I

Hybrid Evaluation

* Human validation
* LLM self-evaluation

+ Behavioral variation metrics

Persona Fidelity Behavioral Diversity
ti
+ Semantic similarity analysis

[ Analysis Report for Testbed

Rating of Vulenrabilities, Summary of Threats

Figure 1: Experiment Overview

B Testbed Details

B.1 Testbed Design

SYSTEM INPUT: Persona Configuration

[] sets basetine behavior
Persona characteristics, expertise levels, and behavioral patterns

Security situation, System Information, context details

[

LLM OUTPUT: Step-by-Step Actions

Sequenced behavioral actions the persona would take

Contextualizes the test

[] captures what they do

LLM OUTPUT: Generative Think-Aloud Protocol

Cognitive processes, reasoning, and decision factors D Reveals why they do it

. J

[ Structured Output for Vulnerability Analysis ] (] Enables anaysis

Figure 2: Testbed Platform

B.2 Working System

The ongoing implementation of our behavioral testbed
is available at https://github.com/AmirrezaAsadi/
behavorialtestbed and will be updated.

The system is structured around the GOMS (Goals, Opera-
tors, Methods, Selection) [9] framework, originally developed
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PERSONA LIBRARY

Figure 3: Persona Selection Page

Figure 4: Scenario Builder Interface

for human-computer interaction modeling. In this testbed,
Goals are derived from individual persona motivations and ob-
jectives, Operators represent system-defined workflow steps
and interface elements, Methods are simulated through LLM-
generated persona behaviors, and Selection rules emerge from
persona-specific decision-making patterns based on their de-
fined characteristics such as risk tolerance and security aware-
ness. Figure 3 demonstrates the first tab of the application
where users can select personas for simulation. In Figure 4
they define the system scenario in the second tab, and in the
third tab 5 they view the simulation results and outcomes.

B.2.1 System and Scenario Configuration Interface

Figure 4 demonstrates the workflow builder interface used
to define security testing scenarios. The left panel dis-
plays the operator hierarchy with two sequential operators:
EMAIL_ARRIVES (initial trigger) and REVIEW_CONTENT (anal-
ysis phase).

The main configuration area includes detailed operator def-

inition for REVIEW_CONTENT. It defines the decision point
"What action to take after reading?" and available actions
such as delete, mark spam, click links, and download at-
tachments. The next steps field specifies subsequent op-
erators: SENDER_INVESTIGATION, CONTENT_ANALYSIS, and
IMMEDIATE_ACTION.

The UI Elements section defines the interface context with
Element #1 configured as message_body positioned in the

Persona Crash Lab

Figure 5: Simulation Progress

main-area with scrollable interaction type.

B.2.2 Evaluation Outcome

Figure 6 presents the comprehensive evaluation framework
displaying real-time metrics during simulation execution. The
results are based on simulation of only three personas using
Grok 3 [28] LLM. It indicates high level of fidelity, and variety
in actions taken by personas as behavorial diversity is above
Zero.

The Action Matrix Analysis section reveals behavioral
distribution patterns, and provides insights on how many per-
sonas did which actions.

C Appendix B: Rounded Persona



‘> Martin Hayes

Threat Actor - Sophisticated/Ideoclogical

2 Demographics
29-year-old former government IT worker, political activist background

ul Skills & Awareness Assessment

Technical Expartise 1 0 1 | Advanced hacking skills, government system knowledge
Privacy Goncem BB BB B B B Farenoid about government surveillance of own activities
Risk Tolerance [ 0 1 | Calculated risks for idenlogical goals
Security Awareness [ 1 1 1 | Expert knowledge but accasional overconfidence.
! Behavioral Patterns
4 Conducts extensive reconnaissance before targeting organizations
®J Uses sophisti social through fake
"7 Plans long-tarm for maxi i ical impact

-k Justifies illegal activities through political/moral beliefs
“» Exploits trust relationships and insider knowledge

@' Key Motivation
Believes hacking serves "greater good" against corrupt institutions

Figure 6: Attacker Persona Example, Developed by extending
[26]
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