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Motivation

Research Questions ________ Method

» Technology development outpaces 1. To what extent do LLMs adhere to persona characteristics in roleplaying security and Systematic Literature Review:
requlatory frameworks and security privacy scenarios? « 128 Personas Identified in ACM, |IEEE, Scopus
measures[1] 2. To what extent do different LLMs exhibit diverse behavioral patterns when simulating

. LLM agents can simulate diverse user various personas? Example Scenario: Corporate Email Management

behaviors through personas[2] To what degree does simulating personas in a scenario reveal new \_/ulnerabllltl_e_s : Persona Fidelity Experiment
* Al personas serve as digital crash To what extent do LLM persona simulations match human analysts in vulnerability * Intended persona characteristics vector vs. Simulated

dummies for security testing detection? characteristics vector |
» Scenario-Based Design[3] provides « LLM grades and generate these vectors by grading, and

structured input and output for LLM Experiment Overview the cosine similarity of scores
Data Generation Behavioral Diversity Experiment
Example Persona

ol

« Entropy calculation of persona-action matrix
« Cosine similarity of vector embeddings of actions

Vulnerability Detection Experiment

« Automated vulnerability extraction from scenario
transcripts

* Unique vulnerabilities found / scenarios tested

> Martin Hayes

Threat Actor - Sophisticated/Ideological

2 Demographics

29-year-old former government |T worker, political activist background

Technical Experisc N I I M Advanced hacking s, government syslem knowledge _

ul Skills & Awareness Assessment
Privacy Concemn B B B B B Faranoid about government surveillance of own activities Persona Crash Lab  EVALUATION FRAMEWORK

i et Vit e ot e Regular Users Threat Actors Security Practitioners e . e s |

j 2. PERSONA! & AR MULA
Security Awareness e > &S Expert knowledge but occasional overconfidence soous  ® scownios |0 SIRAATIN

(Cosine Similarity)
‘ ‘ 11
(Unique Found)
[ 2sexicuen |
' - Cosine similarity between predefined C[l(pi) and assessed S[l/(pi) characteristics
! Behavioral Patterns :

4 Conducts extensive reconnaissance before targeting organizations R O I e P I a y i n g W it h L L M S

%4 Uses sophisticated social engineering through fake personas

¥ Plans long-term campaigns for maximum ideological impact

-+ Justifies illegal activities through political/moral beliefs
+ Exploits trust relationships and insider knowiedge

: o Test Scenarios
Believes hacking serves "greater good" against corrupt institutions

Each scenario will be tested several times per LLM-persona combination i

Adapted from [4]

Anticipated Outcomes |

: 3 : Hybrid Evaluation
Practical Contribution y ,
° |nsig hts for Bu||d|ng a Testbed for Proactive Persona Fide[ity Behavioral Diversity Vulnerability Detection
Threats & Vulnerability Identification * Human validation > Bimior) veliEiion meiis + Fnown vulnerably comparison
.. . * LLM self-evaluation « Semantic similarity analysis * Diversity of Vulnerability
» Optimization Framework for Persona ~

Simulation of Security and Privacy
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