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Abstract

Fuzzing is a widely adopted technique for uncovering soft-
ware vulnerabilities by generating random or mutated test in-
puts to trigger unexpected behavior. However, little is known
about how developers actually use fuzzing tools in practice,
the challenges they face, and where current tools fall short.
This study investigates the human side of fuzzing via 18
semi-structured interviews with fuzzing users across diverse
domains. These interviews explore participants’ workflows,
frustrations, and expectations around fuzzing, revealing criti-
cal usability gaps and design opportunities. The results can
inform the next generation of fuzzing tools to improve user
experience, reduce manual effort, and enable more effective
integration of fuzzing into real-world workflows.

1 Introduction

Fuzzing is an automated software testing technique that gen-
erates unexpected or malformed inputs to uncover crashes,
hangs, and other anomalous behaviors in target programs
[11,19]. It plays a central role in secure software development,
with tools like AFL++, libFuzzer, and OSS-Fuzz responsible
for identifying thousands of critical bugs across widely used
systems [1,2,4,7,8].

Despite its technical success and widespread use, fuzzing
tools are often difficult to configure, integrate, and inter-
pret—especially for developers and engineers outside of the
security research community [3, 8]. Existing research has
largely prioritized performance improvements (e.g., maximiz-
ing code coverage [10, 17], better mutations [6,9], improving
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efficiency [16,18]) over usability concerns such as learnability,
workflow integration, and actionable feedback.

This mismatch between technical advancement and prac-
tical usability creates barriers to adoption and reduces the
effectiveness of fuzzing in real-world contexts. Understand-
ing how developers actually use fuzzers—where they succeed,
where they struggle, and how they adapt tools to fit their work-
flows—is essential for improving tool design. While a few
recent studies have begun to document fuzzer usability is-
sues [5, 12—15], they often offer limited visibility into how
experienced practitioners incorporate fuzzers into their daily
workflows.

To address this gap, we conducted a qualitative study of
18 experienced fuzzing practitioners across academia and
industry. Through in-depth semi-structured interviews, we
explored their workflows, challenges, and expectations, aim-
ing to surface actionable insights for designing more usable,
human-centered fuzzing tools. Our study focuses on the fol-
lowing research questions:

RQ1: What specific challenges do users face across the life-
cycle of a fuzzing campaign in real-world deployments?
RQ2: What strategies do practitioners use to address or work
around these challenges?

RQ3: What improvements to fuzzing tools would better sup-
port practical adoption and real-world workflows?

2 Methods

We conducted 18 semi-structured interviews with security en-
gineers, software developers, and researchers who use fuzzing
tools in practice. Participants were recruited via community
outreach, targeted invitations based on fuzzing activity, and
snowball sampling. To ensure broad coverage, we included
participants with varying experience levels and roles (e.g.,
development, DevOps, research). Interviews were conducted
remotely and transcribed using local automated tools. Tran-
scripts were analyzed using collaborative thematic analysis,
resulting in a codebook organized around three core stages
of fuzzing workflows: (1) configuring fuzzers and preparing



targets, (2) running and monitoring fuzzing campaigns, and
(3) integrating fuzzers into broader development processes.

3 Findings

Our analysis revealed usability challenges, participants’ strate-
gies to cope with these challenges, and suggestions for fuzzing
tool improvements across three key areas: setup and config-
uration, monitoring and output interpretation, and workflow
integration.

Users’ Understanding of Fuzzers: While all participants
had experience with fuzzing, their conceptual understanding
varied widely. Many described fuzzing as essential—uniquely
suited to uncovering bugs that traditional testing misses—but
simultaneously viewed fuzzers as black boxes. This tension
arose from how they learned to use fuzzers: mostly through
informal resources like blog posts, trial-and-error experimen-
tation, and skimming source code.

As a result, mental models were often fragmented. Partic-
ipants exhibited inconsistent understanding on concepts or
how to assess fuzzing effectiveness. These gaps led to poten-
tial inconsistent practices and uncertainty when interpreting
tool behavior. Despite this, all participants expressed strong
belief in fuzzing’s potential, describing it as a critical com-
ponent of their software testing mindset, even when it didn’t
integrate smoothly with their workflows.

Setup and Configuration: Participants reported that set-
ting up fuzzing campaigns was one of the most difficult parts
of the workflow. Challenges included compiler instrumenta-
tion, configuring input delivery, identifying appropriate entry
points, and understanding tool-specific flags. Many defaulted
to using test suite inputs or guessed which functions “looked
interesting” to fuzz.

To cope, participants employed fast, iterative setup cycles,
getting the fuzzer running minimally and quickly, refining
as they go. Some used Docker to isolate builds, while others
relied on simplified harnesses to validate execution before
expanding coverage. Participants wished for more automa-
tion to reduce the manual burden of setup. Suggested im-
provements included automatic harness generation based on
program structure, static analysis tools to identify promising
fuzzing targets, and IDE integrations to guide configuration.
Several envisioned plugins that could scaffold a fuzzing cam-
paign with minimal user input—e.g., selecting a function,
auto-generating a test harness, and running the fuzzer with
sane defaults.

Monitoring and Output Interpretation: Once campaigns
were running, participants reported struggling to interpret
output or measure progress. Coverage metrics, crash logs,
and timeout reports often lacked context or clarity. Users dis-
trusted de-duplication heuristics and typically wrote custom
scripts or manually triaged results to reduce noise.

Participants emphasized the need for more actionable run-
time feedback to better understand and monitor fuzzing cam-

paigns. Many requested dashboards or lightweight visualiza-
tions to make the process more transparent and interactive.
A recurring theme was the desire for tools that could signal
when a campaign had likely stalled or reached diminishing
returns. More specifically, participants suggested enhance-
ments such as richer logging that includes mutation history
and parent seed tracking, customizable crash classification to
better support triage, and notifications when the fuzzer is no
longer making progress. Others envisioned IDE-based inte-
grations or web dashboards that tie fuzzing results directly to
source code locations, helping users contextualize and act on
findings more effectively.

Workflow Integration and Tool Flexibility: Participants
noted that many fuzzing tools are poorly integrated into real-
world workflows, and its tooling was often designed for nar-
row use cases. Adapting fuzzers to large or modern codebases
required custom scripts or significant manual effort. Advanced
tools like hybrid fuzzers or symbolic-assisted fuzzers offered
benefits theoretically, but were described as difficult to con-
figure or evaluate in practice.

To address these issues, participants advocated for modular
fuzzer designs where components such as mutators, feedback
engines, schedulers could be replaced independently. Rather
than relying on rigid, bundled toolchains, they wanted stan-
dalone components with well-documented APIs that could
be composed to fit different environments. They also called
for more adaptable fuzzers that could handle more complex
targets (e.g., business logic, distributed systems) and better
interoperate with IDEs, debuggers, or static analysis tools.
Others emphasized the need for broader applicability, sup-
porting not just C/C++ binaries, but also modern languages
and layered systems. Participants also proposed lightweight
integration hooks for CI pipelines and the ability to export
results in developer-friendly formats.

4 Discussion

We conclude with a few directions for improving fuzzers
based on participants’ responses. Fuzzers should provide bet-
ter defaults, guided configuration, and automation for setup
tasks such as harness generation and target selection to reduce
early-stage friction. They should also adopt modular, flexible
architectures, allowing users to customize and swap compo-
nents for advanced usage through well-documented APIs. In
terms of output, fuzzers should deliver richer runtime feed-
back—such as mutation history, progress indicators, or cus-
tomizable crash classifications—along with improved crash
de-duplication techniques. Finally, fuzzers should integrate
more seamlessly into development workflows by supporting
ClI pipelines and IDE integrations, and by offering interactive
dashboards that improve visibility into fuzzing campaigns.
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5 Appendix: Interview Protocol

Note: The following questions and messages represent the
general structure and content of the interview, but may not be
asked verbatim. The phrasing or order may be adjusted to fit
the flow of the conversation or specific context.

5.1 Introduction

Hi, my name is . Thank you for taking the time to
participate in our interview study. Our research focuses on
understanding how developers and computer security profes-
sionals like you use fuzzing tools in your work. We aim to
identify both the strengths and challenges of these tools to
help guide improvements and make them more effective for
the broader computer science community.

Your responses are valuable to us, and we want to assure
you that your data will be stored securely. We will not release
any sensitive information about you. Importantly, we do not
expect you to share any corporate secrets or proprietary in-
formation. If at any point you’re concerned about disclosing
such information, please feel free to skip any questions.

This interview will be transcribed to support later analysis,
and all transcripts will be destroyed once the study is complete.
We will also share the results of our study with you.



Before we begin, do you have any questions about the
study or the consent form you filled out?

5.2 Broad Questions / Background

Before we dive into the main questions, I'll start with a few
general questions about your experience using fuzzing tools.
These initial questions help us understand the context of your
work.

» Can you describe a typical scenario where you’ve used
a fuzzing tool?

— What has your experience been like in those situa-
tions?

— How frequently do you use fuzzing tools, and in
what contexts?

* How did you learn to use fuzzing tools?

— Were there any resources or people that helped
along the way?

5.3 Specific Uses and Challenges

Now that we’ve covered some background, I’d like to focus
on the specific ways you use fuzzing tools and the challenges
you may have encountered. This will help us understand the
practical aspects of fuzz testing in your work.

* Can you walk me through the steps you follow when
setting up and using a fuzzing tool?

— what’s involved in setting up the driver, providing
seeds, and analyzing the outputs?
— Of these tasks, which ones are most time-

consuming or challenging, and why?

* What do you think are some good use cases for the fuzzer
you use?

— Have you had to modify or adapt a fuzzer? Can
you give an example?

— Can you share an example of a critical bug found
using fuzzing?

— If no example: What types of findings do you
consider most valuable?

* What expectations do you have when using a fuzzer?
Has it ever failed to meet them?

— Did you work around the limitation? Use other
tools?

¢ Is there anything you changed about your fuzzing pro-
cess over time to make it more successful?

* Do you fuzz complex functions? If so, how do you
choose them? If not, why?

* What challenges have you experienced integrating
fuzzing into other testing processes?

— Are those challenges related to the tool, workflow,
or something else?

— Do you foresee any learning curve or adoption chal-
lenges in getting your team or teammate (intern)
to use fuzzing tools effectively? How might you
address these challenges?

— If no integration: Do you think integrating fuzzing
tools with your existing testing processes (like unit
testing, static analysis, or CI/CD) would require
significant adjustments? If so, what kind of ad-
justments would be necessary? What are the chal-
lenges?

— Have these challenges impacted testing efficiency?

— What part of the tool presents challenges for inte-
gration?

5.4 Managing and Interpreting Fuzzer Output

Next, let’s talk about how you manage and interpret the results
from fuzzing tools. This section is about understanding how
you handle the data generated by fuzzers and how you make
decisions based on that information.

* At your work, how do you interpret and manage the
results generated by a fuzzer?

— What tools or methods do you use to organize and
prioritize fuzzer findings?

— if they mention specific tools: How effective do
you find these tools in helping you manage large
volumes of data?

¢ Do the fuzzing tool you use in your workflow produce a
large amount of output?

— if yes:

+* What are some of the biggest challenges
you’ve encountered when managing the large
volume of findings generated by fuzzers? How
do you usually handle those?

# Can you give us an example of the challenges
you mentioned?

+ Which issues do you address first?

# What factors influence your prioritization pro-
cess?

— if no:



+* How do you review the output generated by
your fuzzing tool? What are you looking for
in these outputs?

% Do you feel the fuzzing tool provides enough
actionable insights even with a limited number
of results?

* Have you ever encountered cases where a critical issue
was hidden in less important findings? How did you
identify it?

— What strategies do you use to manage duplicate
reports?

— if they struggle with duplication: Have you found
any tools or methods that help reduce the time spent
on managing duplicates?

* How do you decide if you’ve done enough fuzzing?

— Do you feel unsure about whether enough fuzz test-
ing has been done? What steps do you take when
you’re uncertain? Can you give me an example?

— What are some techniques you use to verify that
you have done enough testing

— if they mention uncertainty in completion: How
do you handle situations where you’re unsure if
enough testing has been done?

5.5 Opportunities for Improvement

Finally, I’d like to explore your thoughts on how fuzzing tools
could be improved. This section is focused on identifying
potential enhancements that could make fuzz testing more
effective and efficient in your work.

* In your experience, are there any recurring issues or
frustrations with fuzzing tools that you wish could be
addressed? What specific improvements would make the
most difference in your day-to-day work?

— Sometimes new features come with trade-offs. Do
you think adding these improvements might intro-
duce new challenges, such as increasing complex-
ity or generating too much data to process?

— if they suggest a specific feature: Have you seen

any tools that already offer something similar, or
would this be a completely new capability?

* What feedback do you think fuzzer can provide to boost
your confidence that your program is thoroughly tested?

* How well do you think fuzzing fits with the other tools
and testing methods you currently use? Are there any
testing tools you’d like to see integrated with your fuzzer
to the testing process?

— What specific capabilities would you want from
such an integration?

— Do you think integrating fuzzers with tools like
static analysis or Ul-based reverse engineering
would make it easier to find and fix issues? How
would that look in your workflow?

— Are there any concerns or challenges you think
might arise from integrating these tools?

If you could create the ultimate fuzzing tool for your
work, what are the top three features it would need to
have? How would those features solve the biggest issues
you face today?

— if they struggle to describe features: Is there a par-
ticular problem or inefficiency in your current pro-
cess that you would want this ideal tool to solve?

5.6 Wrapping Up

Thank you so much for your time and insights today. Your
information is incredibly valuable to our study, and we truly
appreciate your contribution. Before we wrap up,

¢ Is there anything else you’d like to share about your
experience with fuzzing or anything we haven’t covered
that you think is important?

* Do you have any questions about this research or any-
thing we’ve discussed?

* Lastly, if you know anyone else who might be interested
in participating in this study, we’d greatly appreciate it
if you could refer them to us.

We’ll be sure to share the results with you once the study
is complete. Thanks again, and have a great day!
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