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Motivation
current information regarding permissions is not sufficient to inform user decisions
permission changes happening in the background
awareness is a prerequisite for control (but not a guarantee for it)

Why in-situ studies? Why permissions?

in-the-wild study data can reveal actual privacy behaviors
malware detection through permission analysis

Initial Questions Consent

I benefit much more

Permission access

I benefit slightly more

Both benefit equally v
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The company benefits much
- Notification schedule

Why did you allow [AppName]
o [Android descripton for permission}?

Daily questionnaire

1 wanted to enable a feature of the app.
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Data collection on apps

Other

Data collection on apps
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Final questionnaire
End of data collection

Compensation

Debriefing

Ethics & Privacy Future Research

built-in consent different permission types (essential vs optional;
procedure install time vs runtime; ...)
data collection stops differences related to app usage (duration, frequency,

automatically recency,...)
transparency regarding permission combinations (pairs or groups, same app
compensation or across apps,...)

Version1.234.5 may request access to
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+ have full network access

+ view network connections

- prevent phone from sleeping
 Play Install Referrer API

+ view Wi-Fi connections

* run at startup

 receive data from Internet

O

Allow APP to access photos,
media, and files on your
device?

Allow

Deny
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