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Motivation

@ Security awareness measures offer multiple, sometimes

conflicting recommendations

@ Risk of security fatigue and users’ disinterest

@ Existing guidelines and frameworks lack key aspects,
e.g., how the target population influences a measure

Proposed framework

@ Merges previous works ar
@ Complements and exter

d authors’ practical expertise
ds existing standards, e.g.,

Cyber Kill Chain, NIST Cybersecurity Framework 2.0

@ Seven steps process highlighting all relevant aspects
@ Consideration of security assumptions to clarify what is

covered, what is not, and the rationale behind it

Future work

@ Development of awareness measures for distinct target populations

@ Evaluation of the measures through user studies in both the private
and the business context

Step 1:
Preparation

Step 2:
Attack techniques in general

Step 3:
Mitigation measures in general

Step 4:
Attack techniques mitigation and
misconceptions to be covered

Step 5:
Content creation based
on target population

Step 6:
Design of the measure

Step 7:
Evaluation
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