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Older adults described intergenerational 
protective practices: Collaborative 
approaches to online safety in which a 
younger family member, such as a grandchild, 
supports an older adult’s online safety. In the 
context of deepfake impersonation scams, 
participants expressed these intergenerational 
protective practices:
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Participants emphasized younger family members’ roles in 
supporting their resilience to deepfake impersonation scams. 
We propose proactive approaches to engage youth in their 
older adult family members’ online safety:

● Older adults have lost an estimated $61.5 
billion to fraud in the United States [1].

● “Grandparent scams” involve attackers 
impersonating trusted family members in 
need of urgent financial support, sometimes 
using AI-generated deepfakes, such as 
audio or visual content [2].

● Older adults often rely on family to support 
their online safety [3].

● Collaborative online safety is especially 
relevant to scams that target both older 
adults and the family member being 
impersonated.

● Focus groups about AI and online safety 
● 37 total participants ages 70-94, 

compensated $10
● Qualitative data analysis
● Approved by Brown University’s IRB

RQ1: How do older adults currently perceive 
and protect themselves against deepfake 
impersonation scams?

RQ2: What opportunities exist to engage 
youth to support older adults against 
deepfake impersonation scams?

Online safety 
education in school

Leveraging 
social media 
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Advice to ignore unknown callers

“My grandson's advice that I've used 
constantly is: if it's that important, they'll 
leave a message.” (P7)

Contact for verification

“I'd ask the caller, who else in our family 
knows about this and then ... call them 
myself.” (P32)

Shared knowledge

“I said, what's your name? He said, 
grandma, you don't know my name? I 
said, well I have three grandsons, so 
which one are you? And then he hung 
up. Just ask a family question that they 
won't know.” (P27) Future work should include youth to investigate their 

perceptions of opportunities to provide support and suggested 
interventions.


