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Abstract

In 2015, Ion, Reeder, and Consolvo studied IT security advice
and self-reported security behavior of experts and non-experts.
In 2019, Busse et al. replicated this study and found only
minor changes in expert advice and non-expert behavior, with
persisting differences between the two groups. Now, 10 years
later, we replicated the study with an updated survey and
compared our results to both prior studies. Additionally, we
interviewed security experts and asked them for their views on
the past and future of IT security advice. We report the current
state of security behavior and advice based on two survey
samples: one non-expert (N=990), and one expert sample
(N=75) and an additional expert interview sample (N=35).
We identified notable changes in reported security behavior
for both experts and non-experts, including that experts and
non-experts are beginning to adopt new security practices in
authentication. The expert interviews show a path forward,
with experts hoping for more improvements to usability and
targeted advice for specific user and device-contexts.

1 Introduction

Staying secure online is still a challenge to users today as
in the early days of Usable Privacy & Security (UPS) [3,7,
64,94]. Advice on staying secure has therefore been a much
researched topic in our field [11,15,28,37,43,57,67-71]. In
2015, Ion et al. published a study comparing expert and non-
expert security advice and behavior and found that experts
and non-experts differ in their behavior, but also that experts
do not strictly agree on a set of advice [46]. Their study was
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later replicated by Busse et al. and published in 2019 [17].
The replication showed that many of the challenges in the
first study were still apparent 4 years later, but also suggested
some development [17]. Research has shown that advice is
still fragmented—making it difficult for non-expert users to
prioritize between different advice, as well as actually putting
advice into practice—as usability is still a hurdle to achieving
security [69]. Now, almost ten years after the original “No
one can hack my mind” study was published, we replicated
the study again and took a look back at ten years of security
advice and behavior by experts and non-experts. Specifically,
we investigated the following research questions:

RQ1: How has security behavior and advice developed over
the past ten years?

RQ2: How do experts and non-experts differ in their security
behavior?

RQ3: What are security experts’ perspectives on the develop-
ment of security behavior in the past and in the future?

Our work identifies a larger shift in security behavior and
advice than the first replication from 2019 [17]. Over the
duration of ten years, some behaviors, e.g., using two-factor
authentication (2FA), have seen a strong rise in popularity,
while others, such as the use of antivirus, have become less rel-
evant. This establishes a time frame for researchers to observe
such developments. In addition to this main contribution, we
provide an updated overview of current end-user security prac-
tices and discuss both challenges and successes for the UPS
community. Password manager use is an example of an on-
going challenge, where expert advice diverges from end user
practice. On the other hand, our study also revealed UPS suc-
cess stories, e.g., increased adoption of 2FA. Looking ahead,
experts express a hope for more user-friendly and context-
specific security advice in the future, such as a shift in focus
away from computers towards the now more prevalent phones
or tablets. They also support future developments moving to-
ward security measures that are built into systems by default,
circumventing user error, e.g., automatic updates. The UPS

USENIX Association

Twenty-First Symposium on Usable Privacy and Security 435



community should monitor the changing status of security
advice in these areas in longitudinally-oriented research. We
support this goal by providing a replication package on OSF.

2 Related Work

We present prior work on security advice and provide an
overview of the two studies we replicate in this work [17,46].
We also present the development of key areas of security
behavior and advice since Busse et al.’s iteration of this study.

2.1 Challenges in End-User Security Advice

IT security advice has been investigated by numerous stud-
ies [17,28,37,43,46,67-69,71,91,92]. Prior work found a gap
between expert security advice and end-user behavior [17,46].
One reason for this gap is that end users are overwhelmed by
the volume of security recommendations available, making
it difficult to discern which advice is essential and action-
able [69]. Users may reject security advice for several reasons:
they may perceive it as marketing-driven, as a threat to their
privacy, or as coming from untrusted sources [68]. One chal-
lenge in security education is that users must trust that their
security-related actions will yield positive outcomes, despite
these benefits being difficult to see or verify [18,28], leading
to rejection of advice due to a poor cost-benefit trade-off [43].
Also, users may believe that such practices are unnecessary
due to differing mental models of security [91].
Compounding this issue, even security experts do not agree
on best practices, making it challenging to establish a clear
and consistent set of recommendations [17,46,69]. Security
beliefs vary across different demographic groups [92], high-
lighting that a one-size-fits-all approach to security education
is ineffective. In fact, security recommendations often need to
be tailored to specific user groups. For example, older adults
have distinct security concerns and may require communica-
tion strategies that differ from those for younger users [56].
Similarly, software developers require security guidance that
integrates seamlessly into their workflows [2]. Activists, who
often operate under high-risk conditions, need advice that
is contextually relevant to their security threats [15] and
LGBTQ+ individuals may face unique privacy and security
challenges that necessitate specialized guidance [37].

2.2 Replicated Studies

We base our work on two studies, the original “No one can
hack my mind” study from 2014 by Ion et al. [46], published
in 2015, and its replication by Busse et al., conducted in 2018,
published in 2019 [17]. Each consisted of interviews with
security experts in addition to surveys with security experts
and non-experts on the topic of security behavior and advice.
A comparison of study design and goals between these publi-
cations and our re-replication is in Table 1.

The original study by Ion et al. [46] highlighted that ex-
perts and non-experts approach online security differently:
Experts rated some of the non-expert practices positively,
but non-experts did not comply with other practices that re-
ceived high ratings from experts, the most prominent of which
being installing system updates, using a password manager
and using two-factor authentication. They discussed more de-
tailed results for four categories of advice: software updates,
antivirus software, password management, and mindfulness.
The replication by Busse et al. [17] showed that many of the
topics relevant in the original work were largely unchanged in
2018. One development was that non-experts preferred to use
browser extensions to block cookies rather than deleting them
manually, compared to the original study. In their evaluation
of the compound question asking for ratings of effectiveness
and realism within a single question, they identified several ar-
eas where experts’ effectiveness and realism ratings diverged:
password security, two-factor authentication, links and attach-
ments, and application updates. These areas emerged as areas
for improvement for the UPS community.

2.3 Security Behavior

In the following, we describe areas that emerged from the
original studies [17,46] as important in terms of end user
behavior and how the fields changed over time. Early research
on security behavior, such as phishing detection, indicated
that end users had difficulties distinguishing phishing sites
from legitimate ones, often ignoring phishing indicators or
security warnings [24, 27, 96]. The challenge has become
even greater as attackers increasingly use HTTPS, making
traditional security cues less reliable [49,51, 84]. Now, new
attack vectors, such as voice phishing and SMS phishing, have
become more prevalent, particularly with the rise of social
media-based scams [6]. To counter these threats, machine
learning techniques have been applied for phishing detection
[72,78,85,87,90]. However, adversaries have also exploited
these techniques to evade detection, shifting the responsibility
for identifying phishing attacks back onto users [5,61,76].

Beyond phishing, general system security is also influenced
by how users handle software updates. Keeping software up
to date is one of the most effective ways to mitigate secu-
rity vulnerabilities [93]. However, research shows that many
users fail to associate updates with security benefits, leading
to delays or avoidance [28, 32, 54, 67, 89]. To reduce user
burden, automatic and silent updates have been introduced,
making security maintenance more seamless [25,30,89]. This
evolution might change advice about software updates to be
seen as less important as it once was.

Another domain where traditional security practices have
evolved is malware protection. Previously, third-party an-
tivirus (AV) software was widely recommended to protect
against viruses and malware. However, modern operating sys-
tems have integrated built-in security features, reducing the
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Ton et al. [46] Busse et al. [17] This paper
BlackHat, DefCon, CeBIT international BlackHat London,
Expert Interviews Recruitment USENIX Security trade fair C3, USP event
Security experience
for inclusion 5+ years not specified 1+ years
Sample N 40 40 35
Study goal develop survey  evaluate survey design update survey questions
Google Security Blog, social media, social media, personal
Expert Survey Recruitment personal contacts personal contacts contacts, Freelancer.com

Security experience

for inclusion 5+ years 1+ years 1+ years
both compound and ~ compound; added questions
Survey design compound  separate (A/B design) on new behaviors
Non-Expert Survey Recruitment Mturk Mturk Prolific
Target demographic usS (0N US representative
separate; added questions
Survey design separate separate on new behaviors

Table 1: Methodological comparison for all studies by Ion et al. [46], by Busse et al. [17], and in this paper. Compound = compound questions
used for advice rating; separate = separate questions used for rating effectiveness and realism of advice

necessity for separate AV solutions [35, 95]. For instance,
Windows 11 offers a trusted boot process, built-in encryp-
tion, and network security, alongside native virus and threat
protection [52]. Similarly, macOS integrates hardware-based
protections and advanced encryption to enhance security [8].

Passwords have been used for authentication since the
1960s [13] and remain prevalent for end users. However,
challenges such as weak passwords and reuse across mul-
tiple sites make them susceptible to attacks [16,22,31]. To
address usability and security concerns, password managers
have been introduced, allowing users to generate and store
unique, strong passwords across multiple accounts, signifi-
cantly reducing the risks of credential re-use [36,50,60]. Ad-
ditionally, two-factor authentication was implemented more
and more to secure user accounts [12]. Modern authentication
has evolved further, with growing adoption of passwordless
authentication [40, 63].

In the fast-moving field of IT security, staying up to date can
be challenging — especially for non-experts who must adapt
their online behaviors to an ever-evolving landscape. Changes
such as automated updates or new authentication methods as
passwordless authentication illustrate how security mecha-
nisms have evolved, potentially influencing both user prac-
tices and expert recommendations. To examine whether and
how these behaviors and pieces of advice have shifted, we
replicated the studies by Ion et al. [46] and its replication by
Busse et al. [17], providing an up-to-date perspective on IT
security habits and guidance.

3 Method

We based our replication on materials published in prior work,
as well as additional analysis materials, such as codebooks
from Busse et al. [17] and the numbers from Figure 1 in the
original study by Ion et al. [46], which the authors had subse-
quently shared with Busse et al. In the following, we describe
the data collection and analysis process, highlighting differ-
ences to the published studies. We provide study materials,
code books, analysis scripts and anonymized data on OSF to
support further replication efforts. '

3.1 Positionality

Eight of the authors are part of a group doing research on
usable security at a European university, including a professor
and research group leader, and multiple PhD students and un-
dergraduate students of computer science or IT security. Two
other PhD student authors belong to different research groups,
one at a North-American university in a group studying secu-
rity and privacy, and one at a different European university,
studying psychology of security and privacy. The group of
authors collectively had experience with collecting and ana-
lyzing interview and survey data and conducting replication
studies in UPS before this study. All of the authors have expe-
rienced situations in which they took on an expert role to give
security advice to non-expert friends or family members. As
such, their personal opinion on advice may have influenced

Thttps://osf.i0/j43ws/?view_only=
d2ab51laf654e4cf78£35149£5a578fb7
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the coding process of security practices and advice.

3.2 Ethics

The studies were approved by the Institutional Review Board
(IRB) of our institution. To ensure compliant handling of par-
ticipants’ data and adherence to the General Data Protection
Regulation (GDPR), we developed and followed a data man-
agement plan. All personal identifiers were either removed
or pseudonymized to protect participant privacy. Data were
stored on secure institutional servers with controlled access,
deleted when no longer necessary, such as removing audio
recordings after submission, and no personally identifiable
information was shared beyond the research team.

3.3 Study Design
3.3.1 Expert Interviews

We conducted expert interviews at three security and privacy
related events in Europe. The interviews were designed to take
less than five minutes. All interviews began with the same
question, to ensure consistency and comparability across all
participants: “What are the top 3 pieces of advice you would
give to a non-tech-savvy user to stay safe online?”

The follow-up questions varied between the interviews
depending on the event. The first event took place before our
replication of the survey study. The participants (N=18) were
shown results from the non-expert surveys from the prior
studies [17,46], compiled into a single figure. Then, we asked
for an open-ended description of their first impression, and if
applicable followed up with questions on their opinion of the
current status quo and possible future developments.

We used the results of these interviews to refine our survey.
After collecting the results from the survey, we conducted
more interviews at two further events with N=11and N=6 par-
ticipants, respectively. This time, we showed participants the
updated results, and again asked for their first impression.
Follow-up questions asked for their opinion on the presented
advice and for a perspective on possible changes in the future.

Following data minimization principles, we did not collect
demographic information beyond participants’ years of ex-
perience in IT security-related fields, as this was our main
criterion for sample selection, and the source of their expe-
rience in IT security. We ensured that all participants had at
least one year of experience.

3.3.2 Surveys

All participants gave informed consent before starting the
survey. Non-expert participants then reported their top three
security practices to stay safe online, and expert participants
additionally submitted the top three pieces of advice they
would give to a non-tech-savvy user. The second block of
questions contained multiple-choice questions on participants’

own security-related practices, and in the third block, partic-
ipants rated security advice intended for a non-tech-savvy
audience. Non-experts rated advice separately based on effec-
tiveness and realism to implement the advice, while experts
gave one overall rating of advice quality, incorporating ef-
fectiveness and realism. Finally, all participants answered
demographic questions.

Based on the initial round of expert interviews and prior
work on new authentication practices [40, 63, 97], we ex-
panded the second and third survey block. We primarily added
questions about new authentication methods such as hardware
tokens, authenticator apps, passkeys and biometrics but also
a question on sharing personal information, and checking per-
missions in mobile applications. In the third block, we added
a question about using large language models (LLMs) such
as ChatGPT to get security advice. Based on more recent
best-practice, we adjusted the question on gender to include a
non-binary option and the option to self-describe [79].

Finally, we added measures for bot detection. This was a
necessary addition to our surveys, given the rising popularity
of LLMs like ChatGPT 2, which can also be used by crowd
workers to answer survey questions [20,44,47] and evade ex-
isting methods to detect them, such as CAPTCHAs [65]. We
attempted to detect such responses by including several ex-
perimental methods for those participant groups which were
paid for their participation. These methods included ques-
tions hidden through either font color or JavaScript, similar
to measures that had been tested in prior work [45, 80].

Non-expert participants received direct compensation for
their participation, and thus might be more incentivized to use
tools like LLMs to efficiently answer surveys. To counter this,
we used additional optional knowledge questions—which
would be hard to answer for a human—as a bot detection
measure. We explicitly stated that participants should not use
other resources for these questions, and that they did not have
to answer them.

For the expert survey, we reverted to using the compound
question to ask experts for quality judgment of advice, as in
the original study [46], since the additional questions about
security behavior made the survey more lengthy overall.

3.4 Recruitment

We followed Busse et al. [17] in including security experts
with at least one year of experience in an security related field.

For the interviews, we recruited security experts from three
venues in Europe. The first was a UPS community event,
which we choose not to name in this paper to prevent po-
tential deanonymization of our participants. The other two
venues were large enough that this concern does not arise,
namely the BlackHat Europe, and the 38th Chaos Communi-
cation Congress (38C3), which are both hacker conferences.

Zhttps://chatgpt.com/
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Participants were not offered monetary compensation, but
they received a stuffed toy as an incentive to take part.

For the non-expert surveys, we intended to recruit 300 non-
expert participants on MTurk to replicate the prior studies as
closely as possible, and additionally recruit a larger represen-
tative US-sample on Prolific to compare to the MTurk sample,
given reports of declining data quality on MTurk [48, 82, 83].
However, due to the lack of data quality in our MTurk pilot
sample (N=10), we elected to stop recruitment on MTurk
and focus on Prolific instead. Non-expert participants were
compensated with US-$3.

Similar to Busse et al. [17], we used social media to recruit
for the expert survey. We published a call for participation on
the most senior researcher’s LinkedIn. We attempted to use
different subreddits for recruitment, but mods of subreddits
like r/computerscience and r/sysadmin had implemented rules
against posting surveys or posts not strictly fitting the topic of
the subreddit, so we were only able to post on r/takemysurvey.
In addition, flyers were distributed at the interview venues.
We also distributed our call for participation among con-
tacts with a background in IT security and asked them to
forward it further. We attempted to recruit additional security
experts for a more diverse sample on Freelancer.com, which
has been recommended for recruiting software developers in
prior work [48]. To ensure data integrity, we added screening
questions on basic security knowledge to the beginning of
the survey. However, few developers passed these questions,
leading to only four additional participants. Participants on
Freelancer.com were compensated with 15€. All other expert
participants were eligible to participate in a raffle for three
times 100€.

3.5 Participants

Of the 35 interview participants, 18 were interviewed at the
UPS community event (16 university, 1 industry, 1 govern-
ment background), 11 at BlackHat Europe (9 industry, 1 uni-
versity, 1 government background) and 6 at the 38C3 (3 uni-
versity, 3 industry background).

A comparison of demographic data of the survey partic-
ipants across the three iterations of the study is in Table 2,
while more detailed participant information for the current
iteration is in the appendix in Table 3. Following the prior
studies, we excluded participants who made more than one
mistake on the three attention checks in the non-expert survey
(N=169), and two attention checks in the expert survey (N=2).

The non-expert survey originally had 997 participants after
filtering based on attention checks. Six further participants
were filtered out because they submitted the exact same an-
swers to open questions and one participant did not complete
the full survey, resulting in a sample of N=990.

Our 75 expert survey participants came from the following
recruiting channels: 4 through flyers distributed at our expert
interview venues, 18 through LinkedIn, 1 through Reddit, 48

Ionet Busseet This
al. [46] al.[17] paper
Expert Survey
N 231 75 75
Gender
Women 4 % 9% 13 %
Men ~ % 79% 84 %
Other ~ % 3% 0 %
No answer ~ % 9 % 3%
Age
18-24 ~ % 4% 23%
25-34 30 % 40% 55 %
35-44 32 % 35% 16%
45 -54 18 % 12 % 4 %
55-64 ~ % 3% 1 %
65 or older ~ % 0 % 1 %
No answer ~ % 7 % 0%
Education
Bachelor’s or higher 73 % 75% 85 %
Location
US 47 % 27 % 5 %
Other 53 % 3% 95 %
Work place
Industry 69 % 51% 37 %
University 15 % 21% 43 %
Corporate research lab 7 % 9 % 5%
Government 11 % 1 % 8 %
Self-employed 13 % 3% 5%
Other ~ % ~ % 1 %
Non-Expert Survey
N 294 288 990
Gender
Women 40 % 48 % 50 %
Men ~ % 52% 48 %
Other ~ % 0% 1 %
No answer ~ % 0% 0 %
Age
18 -24 19 % 9% 11 %
25-34 50 % 45% 17 %
35-44 19 % 25% 17 %
45 - 54 ~ % 14% 16 %
55-64 ~ % 6% 26 %
65 or older ~ % 2% 12 %
No answer ~ % 0 % 0%
Education
Bachelor’s or higher 47 % 52% 57 %

Table 2: Demographic comparison for expert and non-expert
demographics of Ion et al. [46], Busse et al. [17], and this
paper. ~ indicates unknown percentages.
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through personal contacts and 4 through Freelancer.com.

3.6 Limitations

Even though Busse et al’s replication had shown that expert
ratings for realism and effectiveness differ from responses to
the compound question encompassing both [17], we reverted
to Ion et al’s original question phrasing [46]. Since we wanted
to learn about experts’ perceptions of new security practices,
we had to balance effort and time needed for experts and
the distinction between these two aspects of advice quality.
The focus in this study was on new developments in security
advice and as such we chose to accept the limitation of the
compound question.

We attempted to replicate the non-expert survey recruit-
ment on MTurk, following prior work. However, in our pilot
sample of 10 participants, responses to open-ended questions
appeared suspicious and contained patterns that suggested
use of LLMs or bots, leading us to discontinue MTurk as a
recruitment channel.

Like the prior replication [17] our expert sample is smaller
than in the original study [46], and recruited from a different
population, with a largely European expert sample with more
university background. This might bear the risk of biasing
the sample due to cultural differences, since Europe is widely
believed to be generally more privacy conscious than the
U.S. However, a recent study compared general population
samples of both Germany and the U.S. and found that at
least when it comes to government surveillance, there were
only small differences in their privacy attitudes [38]. Using
snowball sampling in the expert recruitment process means
the responses may not be generalizable.

We based our coding of security practices and advice on the
prior publications [17,46], drawing from figures, tables, text,
and additional coding material we received from the authors
of the replication study. Nevertheless, qualitative coding is in-
fluenced by researchers’ background and experiences [33,73],
and as such our application of the codes may have differed. In
some instances, the prior iterations of the study used different
names for codes. To increase readability, we unified these
names when presenting the results.

3.7 Data Analysis

Given the wide range of advice evaluated and no clear hy-
potheses on expert vs. non-expert differences for specific
advice, we chose descriptive statistics over null hypothesis
testing. Nevertheless, to enable direct comparison to prior
replications, we report on Fisher’s exact tests comparing ex-
pert and non-expert behavior, and Wilcoxon signed rank test
comparing non-experts’ realism and effectiveness ratings, in
the Tables 5 and 6 in the appendix. We report the effect sizes
Cramer’s V for the Fisher’s Exact tests and rankbiserial r for

the Wilcoxon signed rank tests, to enable comparisons even
when sample sizes are different.

For qualitative analysis, we coded top-three responses
(things-you-do for all, advice for experts) based on prior work
[17,46] and additional materials we received from Busse et
al. After initial expert interviews, we expanded the codebook
to include new advice, informing additional survey questions.
Different sets of coders analyzed each of three types of data:
Freetext answers from expert and non-expert surveys, and
expert interviews. The main author took part in coding all
types of data and ensured that the advice codebook was used
consistently across data sets. For the survey answers, a subset
of responses was coded independently by multiple coders,
interrater reliability (IRR) was calculated and any differences
in coding were discussed and resolved. This process was it-
eratively repeated until a sufficient IRR of at least Kk = 0.8
had been achieved for the independent coding. The remain-
ing data was split among coders. During this phase, coders
marked responses for discussion if they were uncertain, and
these were resolved together with all coders involved with the
analysis of this type of data.

4 Results

We describe the findings from our re-replication, first dis-
cussing development of security behavior across the three
iterations of the study, from 2014 to now. Next, we describe
differences between experts and non-experts based on the
surveys, focusing on newly included behavior and advice. Fi-
nally, based on the expert interviews, we describe an outlook
into the future of security advice. We translated expert quotes
to English where applicable. Quoted participants are repre-
sented by an identifier reflecting the interview venue: CE for
the UPS community event, BH for BlackHat and C3 for the
38C3.

4.1 Development of Security Behavior over
Time (RQ1)

In our surveys, we asked both experts and non-experts to in-
dicate the top 3 security enhancing behaviors that they carry
out online. Figure 1 shows the development of experts’ and
non-experts’ top 3 security behaviors across the three itera-
tions of the survey. We only list behaviors which at least 10%
of one sample (experts or non-experts in 2014, 2018 or 2024)
named in their top 3, since there was a long tail of behaviors
in the top 3 of barely over 5%.

We made some changes in naming the categories of the
top 3 security practices, as compared to the works we build
upon: Some respondents specified that they used multi-factor
authentication, not only two-factor authentication, so we ad-
justed the code to include this: Use 2FA/MFA. Given the short
responses, it is not clear if participants really use more than
two factors or if they are using words they have encountered
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Figure 1: Behaviors from the top 3,

during their practice. Similarly, many respondents did not
clarify whether whether they meant updates on a (operating)
system level, or of applications, so we summarized both as
a single practice: Updates. We unified Be careful/suspicious
to Be careful in general and use the description Be careful
with downloads from [17] rather than Use verified software
from the original study. Participants used other subjective
criteria to decide which websites they would visit, including
not only known and trusted, but also professional or secure
websites, and avoided risky ones. To summarize these, we
call the practice Visit specific websites and compare it to the
practices Visit known/trusted websites from prior iterations.
We shorten Be careful with emails/attachments to Be careful
with emails.

In Figure 1, some trends are immediately apparent, most
notably the decrease in use of anti-virus software, and increase
in use of 2FA. Also, non-experts increasingly report being
careful with links. In the expert sample, the reported use of
password managers and 2FA has increased, and the focus
on using unique passwords and updating as security relevant
behaviors has decreased. This is not to say that these measures
are now deemed less important - they may also be seen as
more self-evident or automated. Both the increased reported
use of 2FA and the decrease in antivirus software was stronger
in the non-expert sample compared to the expert sample. This
leads to an overall more similar reported behavior between
the two groups in the current sample, with a difference of 19
percent points in the use of 2FA as compared to the 24 percent

where at least one sample had over 10%

points five years ago, and correspondingly 13 percent points
compared to 34 in the use of antivirus.

We briefly compare this to current self-reported behavior
(Figure 2b) and rating of these pieces of advice. 2FA was
reported to be used for at least one account by both groups
(E=99%, NE=93%). Non-experts rated the advice higher than
experts. 44% of experts rated the advice as very good, while
74% of non-experts rated it as very effective and 66% consid-
ered themselves very likely to follow it. While using antivirus
was among the top 3 self-reported security behaviors among
non-experts in both 2014 and 2018, it now ranks fifth overall,
with 17% of non-experts naming this in their top 3. Despite
it being less popular than in previous years, non-experts still
tend to be more favorable towards antivirus software than
experts. While only 23% of experts rated using antivirus as
very good, 50% of non-experts rated it very effective and 63%
considered themselves very likely to follow the advice. Simi-
larly, over twice as many non-experts reported using antivirus
as experts (E=33%, NE=73%).

‘We identified seven new behaviors, which have not been
discussed in prior work, but were reported by over 5% of either
the expert or the non-expert sample: In our expert sample
11% considered using fake/ anonymous profiles online to stay
anonymous among their top 3 security practices, while 1% of
non-experts did this. Expert behaviors that were not included
in Figure | were using security settings, e.g. in the browser or
applications, use encryption, use token-based authentication,
self-host and limit internet use (all >5%). For non-experts,
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Figure 2: Self-reported expert and non-expert security behavior,
related to authentication practices. We use background color to mark
whether behavior was newly introduced: ' yellow for new, - for
old.

one new security practice that had not been recorded in prior
iterations was use secure connections (5%). This was often
related to refraining from using public wifi, or at least being
careful when using it.

4.2 Differences between Experts and Non-
Experts (RQ2)

In the surveys, security advice was rated on a scale of 1 to 5.
Experts were asked how good (combining effectiveness and
realism) they would find the advice for a non-tech-savvy user.
Non-experts were asked to indicate how likely it was that they
would follow that same advice, and how effective they felt
it would be. We asked experts and non-experts to indicate
whether or not they engaged in various security practices. We
first discuss differences in advice ratings between experts and
non-experts. A visualization of the advice ratings discussed
in the text is in Figure 3. We report the percentage of partici-
pants who rated advice as good (i.e., experts who rated it as
very good or good), effective (i.e., non-experts who rated it
as very effective or effective), and realistic (i.e., non-experts
who stated that they are very likely or likely to follow the
advice). When comparing over the whole range of the scale,
we report means. An overview over the rating differences
between experts and non-experts and breakdown of responses
into specific rating levels is in Table 4 in the Appendix.

We also compare expert and non-expert behavior. Re-

Automatic updates {

Install latest OS updates 4

Be careful with |
links in e-mails

Use pw manager {

Don't open email

advice

Use biometrics |

Don't click on links |
from unknown

Use passkeys {

Don't share |
private info

Use hardware token 4

app pert

Use Al security advice {

2 3 4
Rating [1st Quartile - Mean - 3rd Quartile]

. . expert- non-expert - non-expert -
Rating type goodness * effectiveness. realism

Figure 3: Means (dots) and Interquartile Range (lines) of experts’
and non-experts’ advice ratings for advice discussed in the text,
sorted by expert ratings.

sponses to the behavioral questions are in Figures 2, 4 and 5.
Across all categories of practices, the response option Other
was quite common for experts. They had more nuanced ex-
planations on their behavior, which we will reference where
appropriate in the following.

4.2.1 Rating of New Advice

We added new advice to be rated based both on the expert
interviews at the UPS community event and new practices
in [17] which had not previously been included in the advice
to be rated. Expert and non-expert participants did not appear
to be enthusiastic regarding using Al (such as ChatGPT) for
security advice (Figure 3). Non-experts were more positive
than experts about limiting sharing of unnecessary personal
information (Figure 3), and also self-reporting that they did
this (Figure 5). Furthermore, 65% of experts reported not
sharing information, while 89% of non-experts did so, reveal-
ing diverging attitudes and practices between the two groups.
However, this may be due to differences in what experts and
non-experts determine to be “unnecessary” personal informa-
tion or knowledge about what information is gathered and
what can be inferred from it. This could potentially lead to
higher rates of experts indicating they share such information.
Two experts commented, one that they were not sure “what
qualifies as unnecessary”” and one that they restricted which
people could access private information that they share. Mean-
while, though both groups check app permissions (often or
sometimes) at similar rates (E=71%, NE=74%) (Figure 5), ex-
perts were much less positive about checking app permissions
as security advice than NE (Figure 3).

Authentication Methods We also asked a set of new ques-
tions regarding authentication methods, and found that non-

442 Twenty-First Symposium on Usable Privacy and Security

USENIX Association



experts tended to be less familiar with advice regarding
authentication methods, in particular hardware tokens and
passkeys. Figure 2b compares non-expert and expert behavior
related to 2FA and use of different second factors and Figure 3
contains corresponding advice ratings.

Both experts (83%) and non-experts (87%) viewed secur-
ing accounts with 2FA positively, with high reported adoption
(E=99%, NE= 93%). Regarding the choice of the second fac-
tor, experts showed a clear preference for authentication apps,
with 69% rating them as good advice, compared to only 34%
for hardware tokens. This preference was reflected in their
reported usage: 95% of experts reported using an authentica-
tion app for at least one account, whereas only 39% reported
using hardware tokens. A similar pattern was observed among
non-experts, though their overall reported adoption rate was
lower: 58% reported using an authentication app, while only
13% used a hardware token. Interestingly, we found that
non-experts struggled to understand hardware tokens, with
16% responding I don’t know when asked about their effec-
tiveness. However, non-experts appeared more familiar with
passkeys than with hardware tokens. Rates of reported use
of passkeys between experts and non-experts were similar (E
and NE = 39%), though interestingly, as were rates of answer-
ing I don’t know when asked if they used passkeys (E=4%,
NE=5%). Despite the higher reported use rates of passkeys
compared to hardware tokens for non-experts, this group did
not tend to rate it as effective more frequently (64%) though
there was an increase in the proportion of non-experts say-
ing they would likely follow this advice (58%). Interestingly,
experts appeared to be more uncertain about passkeys than
non-experts, with more experts (24%) responding with I don’t
know regarding the goodness of advice on using passkeys
than non-experts (11% I don’t know for effectiveness, 6% [
don’t know for realism).

64% of experts thought using biometrics was good advice,
while 80% of non-experts considered it effective and 73%
said they were likely to follow this advice. Rates of use were
similar between the two groups (E=65%, NE=66%). Experts
responding other used biometrics to unlock their password
manager or passkeys and were unsure whether this counted
in the sense of our question. Two also explicitly mentioned
using biometrics on their phones.

These results suggest that non-experts are less familiar with
some of these authentication methods. It may also be that
experts may feel that while the advice is effective (especially
as a large percentage of these experts reported using these
methods), it may not be realistic, which we were unable to
distinguish given the compound format for our questions for
experts. However, we did not see large discrepancies between
the realism and effectiveness ratings from non-experts for this
category of questions.

Automatically
Experts Immediately
Soon after

Non-Experts Eventually

Never
0% 20% 40% 60% 80% 100% Other
Percentage of Participants

Figure 4: Comparison of expert and non-expert update behavior.
This question was included in prior iterations of the study.

4.2.2 Remaining Usability Discrepancy

Password managers were consistently favored by experts, in
terms of use and advice, but much less so by non-experts
(Figure 2a and Figure 3). Experts were more positive towards
advice on using password managers (56% very good) than
non-experts (35% very effective, 41% very likely). It also is
the most frequent of the top 3 actions that experts take to
manage their own security (59%), though listed rarely by non-
experts (5%) (Figure 1). The behavior of experts matches their
evaluations of the advice, with 52% of experts reporting they
use password managers for all of their accounts, while 25%
of non-experts use it for all accounts. On the other hand, 44%
of non-experts did not use password managers, as opposed
to only 9% of experts. It was the only piece of advice rated
as good (M=4.33) by experts but not realistic by non-experts
(M=3.72). In fact, its realism score was the sixth lowest of all
the pieces of advice according to non-experts, but the fourth
best piece of advice from the mean rankings by experts. At
the same time, expert interviewees acknowledged usability
problems with password managers, e.g. P-BH-4 explained
“if [...] you set it up correctly. It actually works really really
well. But [...] sometimes I’'m like why the hell is this not
working on my mobile phone?” Thus, we see a mismatch
between what experts believe non-experts should do in terms
of security, and what non-experts believe.

4.2.3 Best Rated Advice

We find discrepancies between what experts and non-experts
think is good advice, and how much the advice is self-reported
to be followed in practice by both experts and non-experts. A
visualization of the rating differences is in Figure 3.

Experts’ Best Rated Advice Experts ranked advice relating
to software and OS updates highly, with two pieces of advice
related to updates in the top 3 in terms of mean ratings of
advice goodness. Automatic software updates was ranked the
“best” piece of advice by experts in terms of mean goodness
rating (4.48). Experts were somewhat more favorable towards
this advice than non-experts. Despite being more positive
than non-experts towards automatic software updates, fewer
experts said that OS updates were installed automatically than
non-experts (E=32%, NE=39%) (Figure 4). Nonetheless, ex-
perts appear to be a little more timely at installing OS updates
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in general than non-experts. This aligns with the advice to
install the latest OS updates, which was tied for second rank
in terms of mean goodness (4.37) according to experts. Re-
garding self-reported behavior, 81% of experts reported that
they either updated their OS automatically, immediately, or
soon after (with a further 13% responding with other), while
a slightly lower proportion of non-experts (76%) install the
latest OS updates. This may be because while experts value
keeping their OS updated, they prefer to have more control
over their own OS, and thus think of automatic updates as
good for non-expert users rather than for themselves. Among
the 13% of experts providing freetext answers to the question
on their OS update behavior, some experts discussed reasons
for their update frequency, e.g. delaying updates to monitor
stability or updating on a rolling release base.

In some cases, experts and non-experts had similar eval-
uations about what is good security advice, as both groups
ranked the advice to be suspicious of links in emails and mes-
sages highly. It had the second highest (though tied) mean
rating for goodness (4.37) according to experts as well as the
highest for realism (4.71) and second highest for effectiveness
(4.71) for non-experts.

Non-experts’ Best Rated Advice The advice to not enter
passwords on sites linked in emails is rated the second high-
est in realism (M=4.71) and third highest in effectiveness
(M=4.71) for non-experts. In fact, 77% of non-experts say
they follow this advice and never enter their passwords on
sites linked from emails (Figure 5). Experts were less positive
about this advice. While 77% of experts rated the advice as
good, a smaller percent of experts (60%) say they follow this
advice. 20% of experts respond with other, suggesting more
nuance to expert practices than a clear-cut yes or no. Not
opening email attachments from unknown senders ranked
the highest in mean effectiveness for non-experts (4.73). It
is followed by 56% of non-experts. Despite 80% of experts
rating it as good advice, only 11% of experts (with a further
6% of experts answering other) actually follow it (Figure 5).
Not clicking on links sent by unknown senders was rated
by non-experts as the third most realistic advice (M=4.68).
Experts were not as positive (61% = good) towards this ad-
vice compared to non-experts (rated effective and realistic by
92% each of non-experts), nor did they report to follow it in
practice (65%) as much as non-experts (82%) (Figure 5).
From the trends in the most highly rated advice from ex-
perts and non-experts, we see diverging opinions of what is
best for one’s security. In general, both groups believe that
being aware of potential risks (e.g., be suspicious of links in
emails and messages) is effective and realistic. However, the
groups differ in what specific actions to take (or not take). The
results suggest that experts think positive security advice (e.g.,
installing updates) to take an action that increases security is
good, while non-experts think negative security advice (e.g.,
not opening emails, not entering passwords on unknown sites)
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Figure 5: Self-reported expert and non-expert security behavior,
related to mindfulness. We use background color to mark whether

behavior was newly introduced: ' yellow for new, - for old.

to not take an action that potentially decreases security are
most effective or realistic.

4.3 Experts’ View on the Current State of End
User Security Advice Practices (RQ3)

4.3.1 Security By Default

Many interviewed experts felt that IT security should not be
the responsibility of end users. They discussed examples of
how responsibility for security can be kept away from users,
some of which are already implemented and others they would
like to see in the future. This included the automation of
software updates, use of anti-virus software, and link security.

A common view was that keeping software up to date is
crucial for security. Many experts supported automatic up-
dates, as they reduce the users’ responsibility. However, both
expert discussion and usable security research emphasize the
need for clear communication and some user control to avoid
frustration [93]. As one interviewee put it, “It’s simply up-
dated whether you like it or not. [...] so I wouldn’t have to put
so much effort into it, because there are simply updates” (P-
CE-11). A similar view was expressed in relation to anti-virus
protection. Some experts pointed out that solutions such as
Windows Defender have improved significantly, making third-
party anti-virus software unnecessary for most users. As one
expert put it, “Use antivirus, oh yes, and thankfully this is a
default in Windows” (P-CE-18). Link security was another
topic that came up frequently in the interviews. Several ex-
perts noted that links are meant to be interacted with, so it
is important that browsers and email clients provide better
protection. As P-CE-18 explained, ‘“Because links are made
to be clicked overall, so it’s about the infrastructure to help
with that, [...] the browser or the email client”. This is a topic
where experts still saw the need for improvement. Overall,
many of the experts interviewed shared the view that security
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should be built into systems by default, reducing the need
for user awareness and manual intervention. However, there
was also an emphasis on maintaining transparency and giving
users a degree of control to avoid frustration.

4.3.2 Risks and Potential of AI

When speaking of Al our expert interviewees largely dis-
cussed it in terms of risks. These risks referred to privacy,
with user data being used to train models, when users inter-
act with Al and Al-powered services. One interviewee also
worried about Al-driven possibilities for deepfakes. These
concerns lead the experts to advise strongly that users avoid
sharing personal information, specifically with Al, but also
more generally online, given that training data can also stem
from social media and the broader internet [9]. These ex-
pert views are in line with non-experts’ views from a recent
multi-country survey study [34]. However, P-BH-4 also sees
chances in the use of Al: “Threat actors are using Al, but
defenders need to actually get better at using AL”

4.3.3 Focused and Specific Advice

Some interviewees pointed out gaps in the advice presented
from prior and current results based on non-expert data, for
example in the way that advice seemed overly geared towards
computers: “This is a time, where in many countries almost
nobody has a computer anymore but they are working with
tablets, they are working with smartphones. And adding to
that all the verbal devices [...]” (P-CE-6) The interviewees
saw the need for device and situation-specific advice, e.g., ad-
vice focused on mobile or internet of things devices. This rise
in different types of devices may provide chances to aid se-
cure behavior online, for example, using encrypted messaging
apps was perceived as a low-barrier method to communicate
securely on mobile devices. But interviewees also pointed out
risks, e.g., an increased risk of shoulder surfing when using
mobile devices in public spaces, or lack of transparency for
data transmission processes on internet of things devices.

Interviewees also mentioned the need for advice being fo-
cused on specific user groups. The interviewees saw some
technological solutions improving security, like password
managers or 2FA, as complex for non-experts, but more ac-
cessible for experts: “Use of firewall is irrelevant for most
people. They have a router in the back, then they don’t need
anything else” (P-C3-4).

5 Discussion

5.1 Changing Patterns of Security Practices

Over the ten years since the original “No one can hack my
mind” study was published, we observe development in non-
expert and expert security practices. In this series of studies,

new advice appeared in both replications, e.g., using script
and ad blockers or VPNs in 2018 and using security settings
or fake profiles in 2024. Non-experts have adopted and value
security practices that were previously mainly used by ex-
perts. In 2024, the most extreme change was in using 2FA.
While this was among the pieces of advice that were rated
as effective by experts in 2018, now it is the second most
frequently named behavior that is seen as important by non-
experts, with 97% of non-experts reporting using it for at
least one account. Adoption of security technology, like 2FA,
can be driven by usability improvements [97] but mandating
the technology use may also be an influencing factor [1,23].
Mandates are however a double-edged sword and may lead to
security fatigue [1,23, 62], and difficulties in deviating from
in-grained practices, should advice change over the course
of time, as was the case for recommendations on regularly
changing passwords [39].

On the other hand, some security practices decreased in im-
portance, such as the use of anti-virus software in the percep-
tion of non-experts, and updates in the perception of experts.
In our expert interviews, automation was seen as a reason
that these practices may have become less visible. Since they
are often activated by default, their users may not be aware
of them and thus their importance is sidelined. This aligns
with a long-standing debate in the USP community about the
trade-off between automation and user control [21,26, 55, 88].
Automating security responsibility away from users also car-
ries the risk of lack of transparency and feelings of loss of
control and trust, leading to users circumventing automated
security [29, 53, 88, 93]. Also, automation requires prede-
fined rules for decisions: Their accuracy can be limited within
flexible social situations and changing contexts, resulting in
failures of the automation and, thus, involvement of users [26].
In turn, security design should balance automation with clear
communication, minimizing responsibility for non-technical
users by implementing secure defaults [62] while retaining
control for those willing to exert it and keeping users in the
loop [21,26]. We propose to continue to monitor the state of
advice perception among non-experts and experts to identify
challenges and further fields of action.

5.2 Divergences Between Experts and Non-
Experts

While for some advice, expert and non-expert behavior be-
came more similar, there were still many differences between
the two groups. One of the most striking was the attitude
towards using password managers, which was the single most
frequently reported behavior within experts’ top 3, and re-
ceived the fourth best rating. However, this advice was rated
as unrealistic by non-experts with the sixth lowest mean rat-
ing. This can be considered a remaining challenge for the
UPS community. On the other hand, some advice like not
clicking on links from unknown sources was perceived as
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realistic by non-experts, but not good advice by experts. Ad-
ditionally, even experts are not consistent in their perception
of advice. Two of the top 3 pieces of advice about updates
received high ratings from experts, but were not perceived
as realistic by non-experts and experts did not really follow
the advice themselves. A prior study from 2018 similarly
found that self-declared experts reported fewer security be-
haviors [18]. However, this likely stems from experts’ more
nuanced view on advice, which they explained in free text
answers. They have the confidence or knowledge to deviate
from advice when they see it as not necessary, but neverthe-
less experts themselves also diverge in their behavior and
recommendations, as shown in related work [69].

5.3 Advice Should Be Context-Specific

While the primary question in this study asks about “staying
safe online”, the meaning of online has changed in the past
ten years. The internet is now more than ever used through
and by multiple devices and in different contexts, from inter-
net cafés in Kenya [57] to smart home environments encom-
passing interactions between multiple devices and multiple
people [59, 77], and connected cars [14]. Similar to these
fragmented online use patterns, the status quo of security ad-
vice is also confusing for users, with a wide variety of advice
available and experts not able to agree on prioritization of
advice, leaving non-experts confused and without clear ac-
tionable advice [69]. Perhaps the way forward is not to try
and find one set of the universal best pieces of advice, but
rather identify the advice most salient for individual users
or user groups. UPS research has already embarked on this
endeavor by investigating advice for older adults [56], ac-
tivists [15], LGBTQ+ folks [37] or software developers [2],
and how, where and why it is circulated and implemented or
dismissed. For other user groups, such as users with visual im-
pairments, their difficulties in achieving security and privacy
online have been documented [42, 58], but there has been no
specific investigation of advice directed at these users.
Another way to focus advice is by providing advice for
specific devices. Two examples mentioned in our expert inter-
views were mobile devices and internet of things devices.
Research on mobile security focuses on specific security
or privacy related functionality, such as permission manage-
ment [4, 66, 81] or authentication [19, 41], but there is no
evaluation of mobile-focused advice. Much of the available
security advice for internet-of-things devices was not action-
able, and not understandable for non-expert users [10, 86].

6 Reflections on Participant Recruitment

Recruiting security experts for empirical research remains a
persistent methodological challenge. These individuals repre-
sent a hard-to-reach population, particularly for large-scale,
survey-based studies [48]. In our study, we used various

recruitment strategies to target experts. Personal networks
proved to be the most reliable channel, similar to findings that
software developer participants preferred personal contact for
being recruited [74], though this approach is likely to intro-
duce sample selection biases. Verifying participants’ expertise
poses an additional challenge, as non-experts are financially
incentivised to pose as experts. This problem is compounded
by the growing sophistication of LLMs, which lower the bar-
rier to deception. This may explain the low success rate of
our recruitment efforts on Freelancer.com. Though ChatGPT-
resistant screening instruments exists for participants with
programming expertise [75], there are varied forms of security
expertise, making it hard to pinpoint and verify. As screening
becomes a cat-and-mouse game, future studies may need to
rely more heavily on settings where participants’ identity and
expertise can be verified through direct interaction.

7 Conclusion

Ten years after Ion et al.’s study comparing experts’ and non-
experts’ security-related behavior and advice, we conducted
a second replication study to monitor the development of se-
curity practices over time. In addition to the replication, we
investigated how newer advice, such as more recent advances
in passwordless authentication, are perceived by experts and
non-experts. We found that experts and non-experts are begin-
ning to adopt new security practices, but overall experts’ and
non-experts’ security practices continue to differ. Ten years
are a period that yields relevant change in security behavior
both for experts and non-experts and we call for longitudinal
studies monitoring such developments in UPS.
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Appendix

The appendix contains the full demographic information from
our re-replication study in Table 3. We also provide additional
descriptive statistics on experts’ and non-experts’ advice rat-
ings in Table 4.

To facilitate comparison between the current re-replication
and the earlier studies from 2014 and 2018, we also provide
statistical test results in Tables 5 and 6. Since we did not have
hypotheses regarding comparisons of specific behaviors or
pieces of advice, we used corrections for multiple testing on
the reported p-values, specifically the Holm correction. We
deviated somewhat from prior work in our choice of tests
but provide effect sizes to enable comparison across publica-
tions. Since the assumptions for the y? test were not met in
eight cases, we chose to consistently use the Fisher’s Exact
test. Instead of using the Wilcoxon ranksum test which is in-
tended for independent samples, we use the Wilcoxon signed
rank test for dependent samples, as effectiveness and real-
ism ratings came from the same participants and these data
points cannot be considered independent. We report effect
sizes (Cramer’s V for Fisher’s Exact tests and rankbiserial
1 (1)) for Wilcoxon signed rank tests to enable comparison
with prior work beyond statistical significance.

NE E
Gender Women 50.10% 1333 %
Men 48.38 %  84.00 %
Non-binary 1.01 % 0.00 %
Self-described 0.10 % 0.00 %
No answer 0.40 % 2.67 %
Age 18-24 1131% 22.67 %
25-34 1727 %  54.67 %
35-44 1747 %  16.00 %
45 -54 16.06 %  04.00 %
55 - 64 25.96 % 1.33 %
65 or older 11.82 % 1.33 %
No answer 0.10 % 0.00 %
Education Profession. Doctorate 1.62 % 1.33 %
Doctoral Degree 1.72 % 533 %
Master 1525 %  56.00 %
Bachelor 3838 % 22.67 %
Associates Degree 9.70% 10.67 %
Some college, no degree 18.08 % 0.00 %
Tech./Trade School 333 % 4.00 %
Other 11.41 % 0.00 %
No answer 0.51 % 0.00 %
Occupation Employed full-time 47.07 %
Employed part-time 13.94 %
Self-employed 11.01 %
Care-provider 0.30 %
Homemaker 4.75 %
Retired 1141 %
Student 232 %
Looking for work 6.67 %
Other 1.92 %
No answer 0.61 %
Work place Industry 37.33 %
University 42.67 %
Corp. research lab 533 %
Government 8.00 %
Self-employed 533 %
Other 1.33 %
Security 1 -4.5 years 28.00 %
experience 5 -9.5 years 4533 %
10 - 14.5 years 13.33 %
15+ years 13.33 %
Location [N 100.00 % 533 %
Europe 0.00 92.00 %
Africa 0.00 2.67 %

Table 3: Full Demographic information for expert (E; N =75)
and non-expert (NE; N = 994) survey from 2024 sample
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Advice questions

Expert — Goodness

Non-Expert — Effectiveness

Non-Expert — Realism

123 45IDK 1 2 3 4 SIDK 1 2 3 4 S5IDK
Use anti-virus 1715202523 0 2 4 1528 50 1 2 5 9 20 63 1
Install latest OS updates 0 4122757 0 1 4 13 30 51 1 1 3 9 23 63 O
Automatic updates 0 3 8286l 0 3 6 1829 42 2 3 5 10 25 56 1
Update applications 0 8233535 0 1 5 16 33 45 1 1 3 9 27 58 1
Clear cookies 253719 811 0 3 11 22 26 34 3 3 6 15 23 52 O
Check app permissions 925312312 0 1 S5 17 28 48 2 1 4 12 26 56 1
Use unique pws 1 8132355 0 2 3 820 67 0 4 5 12 19 60 O
Use hard to guess pws 4 5162055 0 1 2 4 16 78 0 2 2 6 19 72 0
Don’t write down pws on paper 1220241328 3 14 12 16 15 41 3 19 10 12 13 44 2
Save pws locally 453211 9 1 1 33 19 17 11 11 3 35 14 16 13 20 3
Use pw manager 1 1132856 0 7 8 202 35 3 11 9 17 19 41 3
Write down pws on paper 28173113 5 5 36 15 17 13 16 4 37 11 15 13 21 4
Check if HTTPS 59163237 0 2 4 11 2755 2 2 3 11 20 64 1
Be careful in general 111272339 0 0 310 21 66 0 1 9 19 68 0
Be careful with links in e-mails 0 7 82759 0 1 2 4 13 81 0 1 2 5 13 81 O
Visit only known websites 16272426 7 0 2 5 20 28 45 1 6 8 1925 41 O
Use 2FA 3 8162944 0 1 2 5 17 74 1 2 3 9 2166 O
Don’t share private info 317242332 1 1 1 5 1677 0 1 1 5 1578 0
Use hardware token 1125271717 3 5 4 19 23 33 16 11 11 23 21 23 10
Use authenticator app 0 8204029 3 2 3 11 25 50 8 5 6 1522 47 4
Use passkeys 313172724 16 5 516 27 37 11 9 8 19 22 36 6
Use biometrics 4 8202935 4 4 3 1125 5 4 8 6 11 18 55 3
Don’t click on links from unknown 016232833 0 1 2 16 76 0 1 2 5 13 79 0
Don’t enter pws on links from e-mail 0 7162552 0 1 2 3 1479 1 1 1 4 14 80 O
Check URL 1 8153739 0 1 2 518 74 0 1 2 815 73 O
Don’t open e-mail attachments from unknown 0 4162753 0 0 1 5 13 81 0O 1 2 5 13 79 0
Use Al security advice 20292320 5 3 21 17 28 15 12 7 25 13 24 15 16 6

Table 4: Expert and non-expert ratings of advice. Differences of expert “goodness” ratings from non-expert realism and
effectiveness ratings are marked in green , if the difference is less than 5 percent points and in orange , if the difference is more
than 10 percent points per individual response category. We abbreviate “password” as pw.
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Behavior NExperts  NNon—Experrs ~ Cramer’s V. 95% CI raw p adj. p

Do OS update 63 939 0.12  [0.01,1] 0.003 0.023
Use anti-virus 61 882 0.22  [0.17,1] <0.001  <0.001
Remember passwords 75 990 0.17 [0.108,1] <0.001 <0.001
Write down passwords on paper 75 990 0.14  [0.073,1] <0.001 <0.001
Save passwords locally 75 990 0.14 [0.073,1] <0.001 <0.001
Use password manager 75 990 0.21  [0.154,1] <0.001  <0.001
Re-use passwords 75 990 0.13  [0.059,1] <0.001 <0.001
Use 2FA 74 974 0.06 [0,1] 0.028 0.181
Use hardware token 70 924 0.20 [0.143,1] <0.001 <0.001
Use authenticator app 72 930 0.20 [0.142,1] <0.001  <0.001
Use passkeys 71 933 0.00 [0,1] 0.802 1

Use biometric auth 68 985 0.00 [0,1] 0.425 1
Check app permissions 68 968 0.03 [0,1] 0.226 0.903
Check URL bar 69 989 0.07 [0,1] 0.036 0.181
Check Https 54 973 0.22  [0.159,1] <0.001 <0.001
Visit unknown websites 75 985 0.22 [0.161,11 <0.001 <0.001
Enter password on link from e-mail 59 956 0.00 [0,1] 0.668 1
Open e-mail from unknown 71 986 0.30 [0.246,1] <0.001 <0.001
Click on link from unknown 72 988 0.07 [0,1] 0.026 0.181
Share unnecessary personal info 73 986 0.21 [0.148,1] <0.001  <0.001

Table 5: Fisher’s Exact tests comparing expert and non-expert security behavior from the 2024 sample. We used the Holm
correction to adjust p-values for multiple testing.

Advice effectiveness realism \'% b 95% CI raw p adj. p
M SD M SD

Use anti-virus 424 095 440 097 18054 -0.39 [-0.448,-0.325] <0.001 <0.001
OS updates 427 090 445 0.86 16566 -0.43 [-0.489,-0.371] <0.001 <0.001
Automatic updates 402 108 427 1.04 18984 -049 [-0.542,-0.432] <0.001 <0.001
Update applications 416 095 440 0.86 17799 -0.52 [-0.567,-0.461] <0.001 <0.001
Clear cookies 379 115 415 1.08 24534 -0.54 [-0.585,-0.481] <0.001 <0.001
Check app permissions 419 095 433 092 24802 -0.28 [-0.343,-0.209] <0.001  <0.001
Use unique pws 449 088 427 1.10 41798 0.42 [0.356,0.475] <0.001  <0.001
Use strong pws 468 070 458 0.80 19986 0.29 [0.227,0.359] <0.001  <0.001
Don’t write down pws on paper 358 148 354 158 46832 0.04 [-0.029,0.117] 0.419 1
Save pws locally 2.37 140 268 1.55 35896 -0.35 [-0.409,-0.279] <0.001 <0.001
Use pw manager 378 123 373 139 44956 0.08 [0.009,0.155] 0.13 1
Write down pws on paper 2.59 1.50 2.69 1.60 26445 -0.17 [-0.239,-0.095] 0.005 0.056
Check if https 432 094 443 090 16520 -0.31 [-0.37,-0.238] <0.001  <0.001
Be careful in general 4.49 081 452 0.3 12146  -0.11 [-0.179,-0.037] 0.118 1
Be careful with links in e-mails 4.71 0.70 471 0.67 6330 0.00 [-0.077,0.067] 0.956 1
Visit only known websites 4.08 1.02 389 120 50616 0.35 [0.283,0.41] <0.001  <0.001
Use 2FA 462 076 447 0.88 22838 0.46 [0.397,0.511] <0.001  <0.001
Don’t share private info 469 067 468 072 8094 0.04 [-0.033,0.111] 0.633 1
Use hardware token 389 1.16 343 132 60442 0.55 [0.496,0.606] <0.001  <0.001
Use authenticator app 429 096 4.10 1.14 34700 0.38 [0.311,0.439] <0.001 <0.001
Use passkeys 3.98 1.11 3.81 1.27 38542 0.28 [0.212,0.353] <0.001 <0.001
Use biometrics 4.28 1.03  4.13 1.24 26838 0.31 [0.24,0.373] <0.001  <0.001
Don’t click on links from unknown 4.66 0.72 468 0.73 8733  -0.10 [-0.166,-0.024] 0.218 1
Don’t enter pws on links from e-mail ~ 4.71 0.69 471 0.66 5548  -0.05 [-0.117,0.026] 0.602 1
Check URL bar 463 072 458 0.81 14439 0.20 [0.129,0.267] 0.006 0.061
Don’t open email 473 064 467 074 8390 024  [0.171,0307]  0.005  0.056
attachments from unknown

Use Al advice 279 130 283 142 23319 -0.07 [-0.149,0] 0.222 1

Table 6: Wilcoxon signed rank tests comparing non-expert effectiveness and realism ratings of security advice from the 2024
sample. We abbreviate “password” as pw. We used the Holm correction to adjust p-values for multiple testing.
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