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From TOTPs to Security Keys: Studying the Reality of Passwordless FIDO2
Authentication With PIN and Biometrics in a Corporate Environment

Leona Lassak
Ruhr University Bochum

Abstract

Phishing remains a major threat to companies. Many organi-
zations use multi-factor authentication (MFA) methods like
SMS or TOTPs which unfortunately still leave them vulnera-
ble to attacks and even add cognitive, physical, and time strain
for employees. Passwordless authentication with FIDO2 se-
curity keys could offer a promising alternative with strong
phishing resistance and better usability, yet real-world adop-
tion in corporate settings is underexplored. In a five-week
field study at a mid-sized IT company, we compared security
keys (PIN and biometrics) to passwords with TOTPs using
authentication logs, surveys, and interviews with 34 employ-
ees. While biometric security keys reduced login times by
nearly five seconds, PIN-based keys were not significantly
faster. Despite this, and despite usability challenges such as
hardware compatibility, employees were significantly more
satisfied with both on-device authentication methods. Secu-
rity perception remained unchanged, as employees already
considered existing authentication secure. Critically, overall
inconsistencies and complexities of authentication workflows
were frequently criticized, suggesting that the authentication
method itself may not always be the core issue and high-
lighting the need for organizations to analyze root causes
of problems before adopting new authentication methods as
quick fixes for fundamentally flawed infrastructures.

1 Introduction

Companies are a primary target of cyberattacks and their fre-
quency steadily rises over the years [16]. Social engineering-
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based attacks, particularly phishing, pose one of the greatest
threats to organizations [6, 14], often serving as an entry point
for more severe attacks like ransomware [14]. While these
attacks affect organizations of all sizes, small and medium-
sized enterprises (SMEs) are especially vulnerable due to
limited resources for implementing and maintaining robust
IT infrastructures [4, 16, 19,40].

Authentication forms a cornerstone of securing companies’
infrastructures, assets, and valuable information. Yet, despite
continuous efforts to strengthen the authentication landscape,
current measures still fail to adequately defend against phish-
ing attacks. Even modern two- or multi-factor authentication
(2FA/MFA) methods, such as (time-based) one-time pass-
words (TOTPs), explicitly developed to counter phishing, have
repeatedly been circumvented [7,29,42]. Additionally, these
measures put strain on employees by increasing the com-
plexity of the authentication process, negatively impacting
employee satisfaction, and often leading to circumvention
strategies that ultimately undermine the security benefits [38].

The FIDO Alliance’s FIDO2 authentication standard (also
known as passkeys) marks a significant advancement in
the fight against phishing. FIDO2 enables public key-based
phishing-resistant web authentication entirely without pass-
words (“passwordless”), using different authenticators, such
as security keys and device-internal biometrics. Though re-
cently synced multi-device credentials were introduced (stor-
ing private keys in the cloud), traditionally FIDO2 credentials
are “device bound” (stored only on the creation device, e.g., a
security key). Early studies with end users in controlled envi-
ronments show an overall positive impression of both security
keys [26] and biometrics-based FIDO2 [23]. However, the
challenges and requirements companies face differ substan-
tially from those of individual users, emphasizing the need to
study FIDO2 adoption in organizational contexts explicitly.
Farke et al. [13] conducted one of the first studies on security
key usage in a small business with eight employees. However,
their study was limited in size and only covered technical em-
ployees. Their findings highlighted issues such as increased
authentication times due to necessary PIN entries, and overall
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infrequent usage of the security keys altogether. Building on
this work, we aimed to investigate FIDO2 security key deploy-
ment in a larger and more diverse organizational setting. Our
study was conducted in a real-world corporate environment
at a medium-sized IT service provider, with an infrastruc-
ture reflecting modern multi-factor authentication practices.
We systematically compare employees’ experiences with and
opinions about authentication using the standard password
and TOTP to FIDO2 security keys using both PIN and bio-
metrics for on-device authentication. More specifically, we
explore the following research questions:
RQ1: How satisfied are employees with the different meth-
ods and what are major usability drawbacks?
RQ2: How secure do employees feel with different methods
and are they aware of the security implications?
RQ3: What overall problems could companies encounter
when introducing security keys?

Our findings showed that security keys significantly in-
crease employee satisfaction, despite PIN-based keys offering
little speed improvement compared to PWD+OTP. Biometric
keys reduced login times by about five seconds. Despite tech-
nical issues like hardware compatibility, employees mostly
preferred the new methods. Perceived security, however, re-
mained relatively unchanged, as employees already consid-
ered the existing system secure. Critically, many challenges
stemmed from inconsistent authentication workflows rather
than the authentication method itself, highlighting the need to
address structural issues before introducing new solutions.

2 Background & Related Work

Next, we provide background on multi-factor logins (MFA),
Time-based One Time Passwords (TOTPs), and FIDO2.

2.1 Multi-Factor Authentication

Multi-factor authentication (MFA) is designed to strengthen
security, particularly against phishing attacks, mitigating the
risks associated with traditional single-factor authentication
(1FA), where security depends solely on the confidentiality
of a password. In organizations, regulations often mandate
two- or multi-factor authentication to protect valuable infras-
tructures [11, 18]. Additional authentication factors come in
various forms, including hardware tokens like smartcards,
short-lived PINs sent via email or SMS, and cryptographic
time-based one-time passwords (TOTPs).

Time-Based One-Time Passwords (TOTPs) TOTPs are
cryptographically generated, time-bound credentials [28]
which dynamically change at fixed intervals (usually every 30
seconds), thereby invalidating previously generated TOTPs.
To generate TOTPs, the user’s device and the authentication
server exchange a secret key during enrollment. To compute

the TOTP, the shared secret is then combined with a time-
based counter, derived from the current time and the prede-
fined time interval. The authentication server independently
calculates the expected TOTP and verifies whether the submit-
ted code matches its own generated value. In practice, TOTPs
are typically generated in authenticator apps (e.g., Google or
Microsoft Authenticator [27]) on personal devices like smart-
phones but can also be generated via other means such as
dedicated hardware tokens, or password managers.

Although TOTPs as second factors harden the resilience
against common phishing attacks, they are not entirely
phishing-resistant [7,29,42]. The mechanism is still vulnera-
ble to social engineering techniques such as spear-phishing,
tricking employees into disclosing both their password and
a valid TOTP [41]. Additionally, attackers can deploy au-
tomated Adversary-in-the-Middle (AitM) attacks [43]. By
intercepting and relaying a compromised password and its
corresponding TOTP within the valid time window attackers
can establish a legitimate session for targeted accounts.

2.2 FIDO2

Developed by the FIDO Alliance, FIDO2 (Fast IDentity On-
line) is a W3C standard for passwordless web authentication,
consisting of the Client-to-Authenticator-Protocol (CTAP2)
and the Web Authentication Protocol (WebAuthn). CTAP2
defines the communication between the client platform (i.e.,
the web browser) and an authenticator (i.e., hardware security
key). WebAuthn standardizes the communication between the
client platform and a relying party (i.e., a website). FIDO2
is based on public key cryptography. On registration, authen-
ticator and relying party exchange public keys, which the
authenticator uses to sign challenges to authenticate the user.
The signature is verified using the previously exchanged keys.
Critically, contrary to passwords, FIDO2 does not rely on a
shared secret, replacing the factor knowledge with the factor
possession. The credentials are uniquely tied to the relying
party, making them resistant to phishing, replay attacks, and
server-side credential breaches.

To the authenticator, users authenticate using a PIN or bio-
metric factors. There are two types of authenticators: Platform
authenticators are integrated into devices and can be used
with, e.g., Apple Face ID, Windows Hello, and Android. In
this case, cryptographic keys are stored in the devices’ trusted
platform modules (TPM) or trusted execution environments
(TEE). Roaming authenticators are platform-independent
and can therefore be used across devices. The most com-
mon roaming authenticators are USB hardware tokens, or
“security keys,” such as Yubico’s Yubikey [46] or Google’s
Titan Key [17]. Originally, FIDO2 credentials were “device-
bound,” meaning they were bound to the device they were
created on and could not be extracted from it. With Passkeys,
so-called “multi-device” or “synced” credentials were intro-
duced, which are synchronized across devices via the cloud.
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They primarily address concerns about fallback and usability
issues with device-bound credentials [15]. As of now, FIDO2
is supported by all major browsers and operating systems
including Apple, Microsoft, and Google [10].

2.3 Related Work

Next, we outline research on passwordless FIDO2 logins,
especially in companies and user studies about security keys.

2.3.1 Passwordless FIDO2 in Companies

Farke et al. conducted one of the first employee-focused field
studies on FIDO?2 security keys in a small company, examin-
ing their potential to replace traditional passwords [13]. Over
four weeks, eight employees could optionally sign in using
their existing passwords or newly introduced security keys.
Many participants abandoned the security keys during the
study, as logging in with password managers proved signifi-
cantly faster. The study also highlighted usability challenges,
a lack of user awareness regarding security benefits, and tech-
nical limitations within the company’s infrastructure.
Another five-week study by Farke et al. replaced password-
based device logins with biometric Windows Hello in a small
business with 13 employees [12]. Participants preferred Win-
dows Hello for usability and speed. However, many opted for
PINs instead of biometrics, mostly due their workplace setup
(e.g., biometric hardware on the table was out of reach).
Kepkowski et al. assessed FIDO2 in workplaces with 118
professionals, revealing challenges with integrating FIDO2
in businesses due to complex authentication landscapes [21].
Key issues included a lack of know-how and tool sets, no
standardized account recovery processes, high costs, and the
absence of native integration for credential delegation.
Through interviews with CISOs, authentication managers,
and FIDO2 experts, Lassak et al. [24] identified complexity
and friction when integrating FIDO in existing deployments,
technical issues like browser incompatibility and supporting
legacy software, as well as poor security culture and regulatory
requirements as additional hurdles to widespread deployment.

2.3.2 Passwordless FIDO2 with End Users

About 100 participants favored security keys in a lab study
by Lyastani et al., who examined their potential to replace
passwords for end users [26]. Still, users expressed concerns
about losing account access if the key was lost and missed the
option to use it on devices without USB ports. Authors con-
cluded that concerns may hinder widespread adoption despite
overall higher usability and acceptance than passwords.
Using smartphones as roaming authenticators, Owens et
al. compared a prototype implementation to passwords with
97 participants [33]. The overall setup suffered from usabil-
ity shortcomings beyond FIDO itself, yielding poor usability

ratings. Nonetheless, participants recognized the security ben-
efits but raised concerns about recovery and availability.
Early on, Oogami et al. investigated biometrics-based pass-
wordless FIDO2 on ten participants’ personal Yahoo! Japan
accounts, finding issues with the user interface such as a fin-
gerprint icon being mistaken for the fingerprint reader [31].
Lassak et al. studied misconceptions about biometric
FIDO2 [23]. 42 online participants revealed their understand-
ing of data storage, data protection, and mental models, gen-
erally perceiving it as more secure than password logins. Yet,
67% mistakenly believed their fingerprint was sent to the rely-
ing party. Educational notifications co-designed in subsequent
focus groups, partially mitigated those misconceptions.

2.3.3 Security & Usability of Security Keys

The following summarizes the main findings from studies
investigating security keys. The majority studied security keys
for two-factor authentication [5, 8,22,34,35], two for primary
authentication [13, 26]. The studies compared the keys to
passwords [13,26,34], SMS-based (T)OTPs [5,22,34], TOTPs
on smartphones [22,34], and other security keys [5,22]. Five
studies tested them in a lab environment [5,9, 26, 34, 35], and
another five did long-term field assessments between two and
four weeks, mostly accompanied by manual diaries [5, 13,22,
34,35]. Four specifically studied the setup process [5,9,34,35].
The remainder focused on everyday usage.

The initial impression of the keys was often positive, de-
scribed by words like “easy,” “usable,” and “intuitive” [13,26].
However, other studies, especially concerning the setup pro-
cess, reported negative impressions as well [5,9,35]. Users
often needed guidance during the setup phase. A common
concern was the lack of easily accessible, specific setup in-
structions [5,9], particularly for real-world applications where
2FA had to be activated before being able to use the keys [5].

Once users successfully completed the setup, they consis-
tently highlighted the (D reduced cognitive workload com-
pared to password-based logins as a key advantage [13,26].
Additionally, they praised the @ faster login time compared
to regular passwords [26], and other 2FA methods like SMS-
based OTPs, and smartphone generated TOTPs [5, 34].

However, the keys also introduced new concerns, primarily
related to the @ physical effort required, as the key must
always be available and thus carried by the user. Participants
criticized its @ small size [5, 35], which contributes to the
risk of (® loss or (§) breakage, raising fears of being locked
out of an account when relying on security keys [5,9, 12,34,
35]. Additionally, users had problems due to (7 the limited
number of or ® hard-to-reach USB ports, and ) the hardware
incompatibility with mobile devices [9,26,35].

Throughout the studies participants, typically understood
that the keys increase security somehow but rarely were able
to explain why [5, 13,35]. In the context of 2FA, participants
typically attributed the security gain simply to the additional
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factor not the key in particular (i.e., saying “extra layer of pro-
tection”). Barely anyone knew about their phishing-resistance.

Participants were split about using the keys in their per-
sonal lives. Many simply perceived no need for “extra secu-
rity” [9,22,35]. Others argued with the fear of losing account
access or were afraid someone else could access their ac-
count if the security key would not be protected further [26].
Some considered them well-suited for sensitive or high-value
accounts (like banking or at work) [5, 13, 34, 35].

3 Methodology

In this section, we describe our surveys and interviews, de-
mographic and recruitment information, and ethical consid-
erations. The main goal of this work was to measure users’
experiences with security keys in a real-world corporate en-
vironment compared to the previously used authentication
with passwords and TOTPs (PWD+OTP). The study was con-
ducted in a medium-sized IT service company in Germany
with 34 employees between April and May 2024.

3.1 Study Concept

We introduced two main phases: 1) testing the traditional
authentication (PWD+OTP) for one week, and 2) testing
the security key-based authentication both with a PIN and
biometrics-enabled security keys for two weeks respectively
(four weeks in total). Figure | shows a high-level overview of
the study procedure. Concretely, the following steps:
Recruitment & Kick-off. We recruited from multiple de-
partments and interested employees were invited to a
virtual kick-off meeting (cf. details in Section 3.5).
Phase 1. For one week, everyone continued using their regu-
lar login method, a combination of password and TOTP.
At the end of the week, we sent a questionnaire instruct-
ing participants to answer within a few days and conse-
quently scheduled individual interviews. This data forms
the baseline for comparison with Phase 2 results.
Phase 2. After concluding Phase 1, all participants were
asked to switch their login method to security keys.
Note: Everyone had already received the key directly
after consenting to participate which allowed a seam-
less and quick transition. To assist participants with the
setup, we provided a written and illustrated step-by-step
guide. In case of issues, participants were free to contact
the researchers at any time for further assistance. For
four weeks, participants then used the key for their reg-
ular authentication. We tested both PIN and fingerprint
for on-device authentication. After two weeks, partici-
pants switched from PIN to biometrics, or vice versa,
depending on the method they had started with (which
was randomly assigned at the beginning of the study).
Again, participants received short questionnaires, both
after week two and four, to capture both authentication

methods and were invited to a second interview. To re-
spect participants’ time and effort, we refrained from
conducting two interviews for the security keys.

Conclusion. At the end of the last interview, we thanked
everyone for their participation. Employees were free to
choose whether or not to switch back to the password or
continue using the security key. We also offered partici-
pants help with performing the rollback.

3.2 Testing Environment

The study was conducted in the company’s production en-
vironment. All employees used notebooks provided by the
company (MacOS or Windows 11) with their chosen browser.
Employees were registered through the MFA software, which
provides Single-Sign On (SSO) for integrated services. How-
ever, some services (e.g., customer-specific services) were
not integrated with the software and thus had individual au-
thentication processes. Per the company policy, all integrated
services required multi-factor, except for the Intranet which
only required a password. Remotely, employees connected to
the network via VPN which could not be integrated with the
MFA solution either and required its own login.

Original Setup All employee accounts were protected by
two authentication factors: Password and TOTP. The one-time
passwords were typically generated on the employee’s smart-
phone (private or company phones). Very few used explicit
hardware tokens to generate TOTPs (one participant in the
study). While specific smartphone apps for TOTP generation
were encouraged by the company, some employees opted for
other means of token generation like KeePassXC [20], which
adds the TOTP seed directly into the password manager and
auto-fills the TOTP during logins. Employees could use pass-
word managers provided via the company software platform
on their own terms, but they were not actively promoted. Sav-
ing passwords in the browser was explicitly prohibited.

Security Key Setup For the study, the company bought
Yubico’s Yubikey Bio Series [48], which allows both PIN and
fingerprint authentication. With biometrics enabled, the key
combines the presence check and authentication by requir-
ing the user to tap the fingerprint sensor. The PIN is still
in use as a fallback if the fingerprint is not recognized after
three attempts. The key supports either USB-A or USB-C
connectivity. The keys replaced PWD+OTP for the time of
the study. Once participants had finished the local security
key setup, administrators automatically switched them via
the IAM (Identity and Access Management) solution at the
beginning of Phase 2. Unfortunately, services that were not
integrated with the MFA software did not support FIDO2 au-
thentication yet so participants continued using password and
TOTP even during Phase 2. However, most did not use any
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Password + OTP Security Key (PIN & Bio)
Phase 1 Survey 1 Interview 1 Phase 2 Survey 2 Phase 2 Survey 3 Interview 2
Data collection for Perception, Individual Data collection Perception, Data collection Perception, Individual
Password & OTP Satisfaction, interviews for Security Keys Satisfaction for Security Keys Satisfaction, interviews
SUS (continued) SuUs
[ 1 week ] [ ~2 weeks ] [ 4 weeks ] [ ~2 weeks ]

Figure 1: Overview of study timeline. Interviews were scheduled over two weeks to accommodate participants’ availability.

of these services, as they were primarily department- or role-
specific (e.g., Jira for developers, personnel file management
for HR).

3.3 Questionnaires

To ensure comparability between ratings for PWD+OTP and
security keys, we asked the same set of questions in all three
surveys, only adjusting the wording slightly to match the
respective login method. To minimize participants’ time com-
mitment, and because we gained deeper, qualitative insights
through the interviews later on, most survey questions were
closed-ended 5-point Likert scales. The full surveys are pro-
vided in Appendix A and covered the following topics:

Usability. We first asked participants about their overall sat-
isfaction with the login process, login duration, and fre-
quency of logins per day, as well as their estimates of
login duration. Using an open-ended question, we in-
quired about potential problems participants may have
encountered. To facilitate comparison across different
authentication systems, we also incorporated the System
Usability Scale (SUS) [3], a validated scale for measur-
ing the perceived usability of technical systems.

Security. We first generally asked how secure participants
felt using each mechanism and explicitly inquired about
their perceptions of phishing resistance, as this is one of
the main security advantages of security keys.

Demographics. Lastly, we collected participants’ age, job
title, and name, to link survey responses with interviews.
The author who conducted the surveys and interviews
worked at the company, so by nature these parts were
not anonymous. However, all results were anonymized
before being shared with team members outside the com-
pany which is further detailed in our Ethics section 3.6.

3.4 Interviews

We conducted interviews to substantiate survey answers and
collect further qualitative insights. Hence, the interviews over-
all followed the same structure and covered similar topics as
the survey but were semi-structured in nature depending on
the topics participants primarily talked about. Interviews were
limited to 30 minutes. Due to this time restriction we did not
talk about every survey question with every participant. We

began each interview by asking about the general experience
with the respective login method, independent of what par-
ticipants had answered in the survey to ensure an unbiased
impression. All interviews were conducted in German and the
conversations took place via Microsoft Teams. If participants
agreed, the interviews were audio-recorded, and transcribed
using Whisper, an Al language model running locally on the
researchers’ device [32]. These transcriptions were then man-
ually corrected and subsequently coded. Quotes have been
translated into English to the best of our ability. The full
interview guides can be found in Appendix B.

3.5 Recruitment, Demographics, & Analysis

Recruitment Initially, participants were recruited via the
company-wide IT-Board. The head of the IT department ad-
vertised the study during a meeting with other department
and team leads, asking them to identify employees from their
teams who may be interested in participating. This allowed
us to easily reach especially non-technical departments, as
we aimed to include a diverse range of backgrounds like eco-
nomics, management, and human resources. For departments
and teams where this recruitment strategy was unsuccessful,
we approached the respective managers directly. We then
invited interested employees to a virtual meeting where we
provided information about the study (i.e., the study’s purpose,
duration, and procedure) and answered questions. The con-
sent form was attached to the invitation, and participants were
asked to sign it to confirm their participation. Subsequently,
we sent out security keys to participants’ work addresses.

Demographics 34 participants joined the study. About
% were male (26; 76%), roughly % were female (8; 24%). No
one identified as non-binary. Few participants were young
adults 18 —25 (3; 9%), the majority was 26 —35 (11; 32%) or
36-45 (10; 29%) years old. Some were 46— 55 (6; 18%) and
older than 55 (4; 12%). The majority worked in engineering
(20; 59%), eight in HR (24%), three in management (9%), and
three in marketing (9%). The vast majority used macOS (29;
85%), while five participants used Windows 11 (15%). The
surveys were completed by 34 (PWD+OTP), 26 (Security Key
- PIN), and 31 (Security Key - Bio) participants respectively.
25 participants agreed to have their interviews recorded in
Phase 1 (PWD+OTP) and 24 in Phase 2. The remainder was
not documented and therefore is not part of the results.
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Analysis Authentication logs were extracted from the com-
pany’s MFA software and included user names, as well as
timestamps and used methods of login events. These logs al-
lowed us to derive login durations, frequencies, and (partially)
failure rates. For FIDO, however, authentication failures are
handled by the operating system and therefore do not appear
in the MFA software. Each authentication event in the logs be-
gan when the participant entered their username and pressed
enter, and ended when the authentication was successful.

For the open answers and interview results, we followed an
open-coding process, adding codes to the codebook as they
emerged. One researcher created the initial codebook, which
was subsequently applied by two researchers independently.

3.6 Ethics

As our department did not have an institutional review board,
we could not obtain official ethics approval. Instead, we
strictly followed best practices of human subjects research
such as defined in the Menlo Report as well as data protec-
tion guidelines including the EU’s General Data Protection
Regulation (GDPR). Before the study, we obtained partici-
pants’ informed consent, informing them about the types and
purposes of data collection, how the data is processed, and
who gets access to it. Results were pseudonymized before
being shared with company-external research team members.
In agreement with their respective supervisors, the study was
conducted during participants’ working hours without addi-
tional compensation, which was clearly communicated before
the study. Participants were free to withdraw from the study
at any time without reason or penalty.

3.7 Limitations

Due to the complex authentication infrastructure in the com-
pany, testing the security keys only covered parts of employ-
ees’ daily logins. We communicated this fact to participants
in surveys and interviews and tried separating the feedback
accordingly, but we acknowledge that it likely affected their
opinion about security keys overall.

Any human subjects research including surveys and inter-
views can be affected by social desirability biases which can
be amplified in the work context as participants might feel
pressured to answer in the interest of their employer. To mini-
mize this, we explained that participants’ answers will not be
shared with colleagues or supervisors, and that all data will
be pseudonymized before analysis.

Interviews were scheduled for approximately 20 to 30 min-
utes to respect participants’ time commitment. However, this
time was not always sufficient to discuss all questions which
may have caused us to miss some valuable insights. Not all
participants were available for the entire four-week period due
to vacations and sick days. Two participants mistakenly used
security keys with biometrics the entire four weeks. Their

PWD+OTP

Security Key (PIN) i.-—
0 5 10 15 20 25 30 35 40 45
Authentication time (s)

Security Key (Bio)

Figure 2: Login times without outliers by method.

data was consequently only used for the biometrics evalua-
tions. Despite efforts, our sample skewed engineering-heavy
so opinions of a broader sample may differ slightly.

Usability ratings, especially SUS scores, depend on many
factors beyond the login method itself (e.g., study setup and
environment). Therefore, ratings may differ substantially be-
tween studies and should only be interpreted within the study
context. Lastly, the limited study duration likely did not
cover challenging scenarios with possession-based creden-
tials which only emerge after longer usage periods.

4 Results

The following presents our findings from authentication logs,
surveys, and interviews. We first report login frequencies and
durations for each mechanism, substantiating them with par-
ticipants’ ratings and open answers. Subsequently, we present
participants’ perceptions of security and phishing resistance.

4.1 Login Duration & Frequency

The authentication logs provide an objective view of login
frequencies and durations. During Phase 1, we collected login
events from 33 participants. For Phase 2, we analyzed login
events from 32 participants (one participant dropped out after
Phase 1). Table | provides an overview of the login events
for all three authentication methods. In Phase 1 (PWD+OTP),
which lasted only one week, we recorded a total of 255 suc-
cessful login events. For Phase 2, the 4-week period where
participants used security keys, we collected a total of 355
login events, 284 of which used security keys. 128 of those
used the PIN, and 156 used biometrics. The remainder used
PWD+OTP (i.e., due to late switches).

The average login with PWD+OTP took about M = 21.6s.
Logins using security keys with PIN took on average
M = 19.65 and logins with biometrics took M = 16.5s. This
is also shown in Figure 2. The measured differences were not
statistically significant (F(2,185) =2.59, p = .078).

Perception of Login Duration & Frequency In the sur-
veys, we also asked participants to estimate the average lo-
gin duration (cf. Figure 3). This is interesting because the
perceived time reflects employees’ satisfaction and sense of
strain. A task may take the same amount of time objectively
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Table 1: Login count and mean login duration by method.

Method Count ‘ Time
Password only 139 7.54s

— OTP only 57 17.63 s
PWD+OTP 59 21.59s

Security Key (PIN) 128 19.63 s
Security Key (Bio) 156 16.54 s

but feel more demanding, gradually depleting the limited
compliance budget everyone has [1]. Participants estimated
logins with PWD+OTP to take M,y = 26.3s on average,
which is about five seconds longer than the actual time au-
thentications took (M,.,; = 21.65). For logins using security
keys with PINSs, participants estimated M,y = 14.6s and only
M,y = 11.6s with biometrics. This corresponds to almost
half (PIN) and more than half (Bio) of the estimated time for
PWD+OTP logins. Additionally, in both cases, the perceived
duration was about five seconds shorter than the actual login
time (PIN: M,.q; = 19.65; Bio: M,eq; = 16.55).

4.2 Satisfaction

In this section, we report participants’ overall satisfaction
with the authentication mechanisms, including SUS scores.

Overall Satisfaction Figure 4 shows that participants’ over-
all satisfaction was lowest for PWD+OTP. The average rating
was M = 2.74. For security keys overall, the average rating
was M = 3.63, although biometrics-enabled keys were rated
slightly higher (M = 3.70) than PIN-enabled keys (M = 3.56).
Critically, the number of extremely dissatisfied and dissatis-
fied users reduced from 44% with PWD+OTP to about 20%
with security keys. The few dissatisfied participants either
experienced major technical issues with the security key itself
or were unsatisfied with the overall authentication infrastruc-
ture, which we report more about in Section 4.3. The number
of extremely satisfied or satisfied users increased from 21%
(PWD+OTP) to 59% with security keys (PIN) and even up to
70% with security keys (Bio). According to Friedman rank
sum’s (x2(2) = 11.595, p = .003) post-hoc analysis, the dif-
ference between biometrics and PWD+OTP (p = .007) is sig-
nificant, while the differences between PIN and PWD+OTP
(p = .248) and PIN and biometrics (p = .566) are not.

We also compared usability ratings by job type. There were
no differences between technical and non-technical employ-
ees for PWD+OTP (Tech: M = 2.75, Non-Tech: M = 2.71)
and security keys with PINs (Tech: M = 3.59, Non-Tech:
M = 3.50), but ratings for security keys with biometrics were
slightly higher among technical participants (Tech: M = 3.80,
Non-Tech: M = 3.50).
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Figure 3: Estimated login times by method (“Est.”). Real
login times for reference (“Real”).

SUS Scores The System Usability Scale (SUS) allows for
a standardized comparison of usability ratings. In our study,
ratings for PWD+OTP ranged from 30 to 95 with a mean
value of 60 (SD = 15.70). This rates PWD+OTP with the
grade D (poor) [25]. Security keys were rated between a
score of 43 and 100, with a mean score of 84 (SD = 15.06),
corresponding to the grade A (excellent). This difference
is statistically significant (z(30) = —7.161, p < .001). SUS
scores were slightly lower for non-technical employees both
with PWD+OTP (Tech: M = 61.50, Non-Tech: M = 56.78)
and security keys (Tech: M = 85.13, Non-Tech: M = 82.95).

Satisfaction with Login Duration Looking only at par-
ticipants’ satisfaction with the login duration (cf. Figure 5),
the difference between methods is even more pronounced.
More than 60% of participants were dissatisfied or extremely
dissatisfied with the duration of the login using PWD+OTP,
with an average rating of M = 2.47. Contrary to that, with
security keys, over 50% of the participants were satisfied or
extremely satisfied with the login duration. Only 11% re-
ported being dissatisfied with biometrics-enabled security
keys (M = 4.07) and 18% with PIN-enabled keys (M = 3.57).
These differences were also significant (Friedman rank sum:
x%(2) = 27.071,p < .001). Both PIN and Biometrics were
ranked significantly higher than PWD+OTP (PIN: p = .007,
Bio: p < .001) but were not significantly different from each
other (p = .483). While job roles uniformly rated PWD+OTP
(Tech: M = 2.50, Non-Tech: M = 2.42) and security keys
with biometrics (Tech: M = 3.68, Non-Tech: M = 3.55), this
time non-technical participants rated security keys with PINs
noticeably lower (Tech: M = 4.18; Non-Tech: M = 3.67).

Future Use 15 participants intended to continue using secu-
rity keys, especially with biometrics “I’ll definitely continue
using it. And I'll use it with biometrics.” (P1). Two partici-
pants expressed this intention conditional on broader support
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Figure 4: Overall satisfaction by method.

across all applications to avoid having to use multiple differ-
ent login methods simultaneously “if the security key would
be universal for all applications, I could imagine [to use it]”
(P11), “I would like to keep it if it completely replaces this
password + OTP” (P7).

4.3 Usability Drawbacks

Next, we report problems participants encountered and how
they thought the login process could be improved. The code-
books are shown in Appendix C.1.

4.3.1 Password + TOTP

We identified four main usability drawbacks with PWD+OTP.
Smartphone Handling. The TOTP generation on the
smartphone most frequently impacted the usability negatively
(n = 7). Having to “get out the authenticator every time”
(P5) especially when the smartphone is “lying somewhere
else” (P5), was repeatedly mentioned as an annoyance. P18
summarized their dissatisfaction with PWD+OTP as “It’s
about finding your cell phone, having your cell phone at the
workplace, unlocking it — that’s what it’s all about.”

App Handling. Multiple participants (n = 5) also reported
that they have stored many TOTPs in their authenticator app,
which required them to scroll through a long list to find the
correct token. P18 said they have to “look up the OTP from a
long list [...] This means that for my 30 logins, I first have to
search for the [correct account]. That’s what annoys me.”

Password Quantity & Complexity. Unsurprisingly, some
participants (n = 3) criticized the need to remember multiple
distinct passwords with high complexity requirements’ that
need to be used daily (“So basically four or five passwords
that aren’t exactly short, which I somehow have to have ready
at the same time.” (P25)). While some participants use local
password managers to save their passwords, one reported
that it helped them with password management but when

I'The company policy required a minimum of twelve characters, using at
least three of the four character types (capital and lower case letters, numbers,
symbols). Using parts of names or the company name was prohibited.
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Figure 5: Satisfaction with login duration by method.

“the password is in KeePass’, then I'm out of luck because
I have no way of accessing the passwords from my mobile
devices” (P55). Therefore, password managers that do not
have a synchronization feature do not seem to remedy the
password management problems sufficiently.

TOTP Setup Complicated. While not part of the study
itself, multiple participants (n = 3) reported various problems
with the process of adding a TOTP to their accounts. The setup
was rated not intuitive (“And yes, I also found the setup some-
how not so intuitive” (P81)) and complex (“I found setting it
up quite extensive” (P97)). Some also reported problems with
switching their TOTP generation to another smartphone.

4.3.2 Security Keys

Despite the overall higher satisfaction with security keys,
participants encountered several usability issues.

Security Key Transportation. A total of n = 10 partici-
pants were concerned about the transportation of the security
key between different work locations (i.e., home office and
workplace). While smartphones were seen as devices that are
rarely forgotten, security keys were considered more easily
forgotten as they only serve the purpose of authentication at
work. P7 reported that they “forgot it once and then [they
were] stuck and could no longer access the intranet.” P19 did
not forget the key but noticed “you always have to make sure
that you carry it with you and don’t forget it,” and mentioned
that they were “looking for it for five minutes already before
[they] found it.” Some participants attached the security key
to their key ring at the expense of having the bulky key ring
hanging from the USB port. Leaving the security key in
the USB port was not considered a viable option due to the
risk of breaking it during transportation. A few participants
considered the security key poorly suited for when they have
to move between different workplaces during the day.

Operating System Popups. FIDO2 authentication popups
on the device are dictated by the operating system and cannot

2KeePass is an open source password manager which stores passwords in
an encrypted database locally on the user device. Synchronizing with other
devices is not supported (natively). [20].
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be influenced by the company. The popups ask the user
which FIDO?2 sign-in option to use. However, the interface
does not offer setting a default, so users have to explicitly
select the security key from the list each time they log in.
Many (n = 10) did not understand why and were annoyed
that multiple options were even offered (“I just found it
annoying that Windows |[...] asks every time, do you want to
use smartcard or FIDO, [...] every time, even though I don’t
have anything else in there.” (P17)). They also criticized that
there was no default option (“I don’t know why Windows
doesn’t save the default method” (P21)) and were annoyed by
the popups making them select the same options repeatedly.

USB Slot Availability. Multiple users (n = 6) reported a
shortage of suitable USB ports on their notebooks. Without
using a docking station, only the device’s built-in USB ports
are available, typically used for headset, mouse, keyboard,
or smartphone charging (“I had to decide, okay, what do 1
connect to the last slot?” (P7)). One participant argued that
“It’s not that complicated, but you do have to organize it a bit,
I would say,” (P21) indicating this to be a fixable issue, but
still adding a task not required with PWD+OTP.

USB Type of Security Key. The type of the USB connector
was another annoyance (n = 2). While everyone found a way
to handle the issue, many noted potential usability issues
using USB-A security keys. Some changed from a Lenovo
notebook to a MacBook and had no USB-A ports available
without a docking station or USB hub. Some considered using
the security key with their smartphone, which was impossible
with only the USB-A key (“But I couldn’t do that with my
iPhone because I have the A-key, not the C-key.” (P18)). Both
scenarios can be mitigated by providing keys compatible
with the company’s common hardware setup. For instance,
all modern company-issued laptops have at least one USB-C
port or will be upgraded to devices with USB-C ports soon.
However, this must be considered before deploying keys to
larger groups of employees, particularly in a diverse hardware
environment, and requires a proper company-wide strategy.

Desk Setup. Two participants struggled reaching the
security key when plugged into the notebook or docking
station which were positioned behind their displays. One
solved the issue by connecting a USB hub to their notebook,
the other suggested providing a USB extension cable together
with the security key (“So, if you add any kind of extension,
then I'll keep it.” (P18)).

Poor Fingerprint Recognition. Eight participants strug-
gled with the fingerprint recognition. While four reported
sporadic non-recognition, more frequent than they are used
to by their smartphone, one participant’s sensor did not work
most of the time. The majority, however, had no issues.

Fear of Breakage. In the literature, fear of breakage is
often reported as a major concern [5,26]. In our study, sur-
prisingly few participants (n = 3) mentioned this aspect (“/
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Figure 6: Ratings of perceived security across methods. Num-
bers on plots are in percentages.

am always scared to break it” (P62)), potentially because, un-
like in lab studies, participants experienced its robustness in
real-world conditions while using it over an extended period.

4.3.3 Convoluted Authentication Infrastructure

Regardless of the authentication method, participants (n = 12)
frequently criticized the need to log in multiple times a day
due to the lack of single sign-on (SSO) integration across
many services. “I think it would be cool if you didn’t have to
do both, but could just go to the key instead,” as P19 described
the issue. For many services in the organization, integration
would technically be feasible. Frequent login prompts can
reduce users’ attention to phishing cues and increase their
susceptibility to MFA fatigue attacks [39,49]. Therefore, ex-
panding SSO adoption could not only improve usability and
employee satisfaction but also help mitigate security risks.

4.4 Perception of Security

We also investigated participants’ perceived security and how
it differed between methods. Figure 6 shows the distribution
of responses. Participants generally felt very secure with ei-
ther of the methods. Only a single person indicated feeling
insecure with PWD+OTP. Nonetheless, the ratings for secu-
rity keys were still noticeably higher with 58% selecting “very
secure” compared to only 29% for PWD+OTP. Below we
describe participants’ reasoning for their feelings and provide
the codebooks in Appendix C.2.

4.4.1 Password + TOTP

Separate Secure Device. Many participants (n = 10) at-
tributed the perceived security of PWD+OTP to having a
second physical device (the smartphone), which is locked
with a passphrase or pattern known only by the owner (“This
means that no one will probably be able to unlock the cell
phone without your cooperation.” (P10)). Participants imag-
ined a potential attacker would need physical access to the
device to steal a TOTP (“You would also have to have access
to my company cell phone and know the code for it and then
find the right app to retrieve [...] a current code there.” (P28)).
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MFA in General. Seven participants (n = 7) felt secure
due to the mere presence of a second, separate factor. They
emphasized that the addition of a second factor improves secu-
rity, with one noting that even if the password is compromised,
it would “not be useful” (P44) without the second factor.

Trust in Decision Makers. Two participants felt se-
cure because they trusted the IT department’s decisions.
P7 explained: that “[it’s the] trust in other people. I think
[...] something will have been thought up to ensure that this
is safe.” P1 said “If I can’t trust our people, then I no longer
know who to trust” regarding making educated choices for a
secure authentication mechanisms.

TOTPs can be Phished. Two participants admitted fearing
that they might enter the TOTP on a phishing site if they failed
to recognize the website as such. They explained that they
“do not check the URL line every time” (P21) and are also not
aware of “which domains belong to [company name]” (P84).

Missing SSO & UI Inconsistencies. Adding to the usabil-
ity concern surrounding inconsistent authentication infrastruc-
tures, this was also perceived as a security threat. One partic-
ipant argued that “the number of logins should be reduced”
because “this also has something to do with susceptibility to
phishing” (P84). P22 pointed out that Ul inconsistencies like
differing login masks can increase the likelihood that users
enter their credentials on phishing sites.

Software TOTP Location. Two rather tech-savvy partic-
ipants pointed out that the security of the TOTP largely de-
pends on how the seed is stored. P55 argued that “If you
now store the password and the second factor in the same
place, then you only have one factor, so to speak” and there-
fore criticized generating TOTPs in the password manager.
P5 commented that many employees, especially students and
apprentices, use private smartphones to generate TOTPs. They
considered this the “biggest security risk.” but were unable
to explain why they perceived this to be a risk.

4.4.2 Security Keys

Password Threat Removed. Reflecting their main purpose,
three participants noted that security keys eliminate passwords
and thereby one fundamental security threat “the password
complexity is no point of attack anymore” (P22).
Fingerprint Felt More Secure. One participant perceived
that “copying a fingerprint is a bit [...] more complicated
and technically complex” (P1). Another rated the fingerprint
as more secure, a typical misconception with biometric au-
thentication (“because I would think that my PIN, which is
always the same, could somehow theoretically be found out by
someone” (P19)). However, as the PIN is always available as
the fallback, attackers can use it any time. Hence, biometrics
are never “more secure,” but just as secure as their fallback.
Dedicated Cryptographic Device. In contrast to multi-
purpose devices like smartphones, one participant attributed

the security of security keys to them being a “special crypto-
graphic device” (P18).

Positive Media Coverage. Lastly, one participant who was
personally interested in IT news, remembered positive articles
about security keys and therefore felt safe using them (“Now
if you have Heise® articles saying that’s totally great, if there
are many voices saying that security keys are safe and usable,
then I trust them, the mass media [...]” (P20).

PIN is New Weakness. Five participants perceived the PIN
which users choose for the security key as a new possible
weak spot. P22 said that it “only shifts the password problem
of writing it down” and that “[people] can’t remember a four-
digit PIN and write them on pieces of paper and stick them
on their cards or in their wallet.”

Fear of Theft & Loss. Only n = 3 participants feared theft
or loss of the security key, which again is surprisingly few
compared to related literature [5,26]. Participants who had
the concern argued that compared to smartphones, security
keys are smaller and used less frequently and thus an attacker
might “pull the thing out in a thoughtless moment” and the
victim will “only realize the next day that his key is gone’
(P17). Simply losing the security key without any malicious
intent was also mentioned once.

>

4.4.3 Perception of Phishing Resistance

One of FIDO’s core security benefits is phishing resistance,
which we also explored. Nine participants correctly deemed
PWD+OTP as susceptible to phishing. However, five of those
simply did not associate the term phishing with authentication,
believing phishing is just “clicking on a link.” Therefore, they
did not connect PWD+OTP with phishing prevention, think-
ing the topics are unrelated. Ten participants rated PWD+OTP
as somewhat phishing-resistant. Some of those (n = 4) cor-
rectly understood the technical details of TOTPs, explaining
that sophisticated attackers can forward stolen TOTPs via
proxies, exploiting the valid time window, though arguing that
this increases the complexity of attacks compared to only hav-
ing passwords. Five incorrectly rated it as phishing-resistant
due to the two-factor nature and the perceived “complexity”
of exploiting the double authentication.

Six participants rated security keys as phishing-resistant,
correctly understanding the technical details (n = 5) or high-
lighting that the attacker would need physical access to the
key to use it. Eight participants did not believe security keys
were phishing-resistant. Six of them assumed that if they were
on a phishing website and complied with its requests, they
would be just as vulnerable as with PWD+OTP. The remain-
der again did not associate phishing with authentication.

3Popular German technology news website (https://www.heise.de/).
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5 Discussion

In the following sections, we discuss our findings.

5.1 Login Duration & Employee Satisfaction

While in other studies security key logins are typically faster
than logins using other methods [5, 34], our study does not
fully align with these findings. Participants were about five
seconds faster when using security keys with biometrics, but
barely faster when using security keys with PINs. This find-
ing aligns with Farke et al., who found security keys to be
substantially slower than passwords, particularly when they
were auto-filled with password managers [13]. In most stud-
ies, security keys were investigated as second factors, and
were compared to out-of-band 2FA mechanisms like SMS
which may have higher latencies. Additionally, in some stud-
ies, security keys were used with only a “presence check”
without the need to enter a PIN. While this can be considered
sufficiently secure for 2FA, it would be highly undesirable
for primary authentication, as in that case possession of the
security key alone would grant account access [26, 35].

Measured vs. Perceived Usability. Despite the relatively
small measurable time differences, employees were signifi-
cantly more satisfied with security keys. While only one in
five participants was extremely satisfied with PWD+OTP,
60% to 70% expressed the highest level of satisfaction when
using security keys. The increased satisfaction likely corre-
lates with the perception that authentication with security keys
was faster than with passwords. This interpretation is also
supported by the notable shift in satisfaction with the login
duration: Only 15% were satisfied or very satisfied with the
duration of PWD+OTP, compared to 50% with security keys.
Considering that security keys were objectively not much
faster, this highlights the importance of measuring the percep-
tion, even if it may not fully align with the reality. One might
argue that perceived speed matters less than measured speed,
however, research shows that employee satisfaction (which
seems to correlate more with perceived than measured speed)
is strongly linked to motivation and productivity [2,37].

5.2 Addressing Usability Drawbacks

While some usability drawbacks are inherently linked to se-
curity keys, many can be mitigated through proper setup and
planning by the company.

Device Transportation & Loss. Participants were mainly
concerned with transporting and correctly storing the security
keys. Keeping them on a key ring did not fully resolve these
concerns, as it introduced new issues. Interestingly, unlike
previous studies [5, 13, 26], fear of losing the key, which is
closely related to transporting and storing it correctly, was
rarely mentioned. This may be because PWD+OTP techni-
cally remained available throughout the testing period, though

this was not explicitly pointed out to participants. Participants
were however informed that the support hotline could quickly
restore access if needed. From the company’s perspective, fall-
back authentication and account recovery remain challenges.
To fully unfold the security benefits of FIDO2, security keys
need to be adopted completely and PWD+OTP must be dis-
abled entirely. Recently, the FIDO standard rapidly advances
towards broad support for (synced) platform authenticators
(passkeys) [15] which might be able to mitigate risks of los-
ing (device-bound) security keys and thereby accelerate both
account recovery and deployments of new credentials. The
company we studied was open to exploring passkey-based
logins but emphasized the need for a provider that supports
multiple platforms (i.e., MacOS, Windows, Linux, i0S). They
highlighted that thorough testing is required before drawing
conclusions about the suitability of any provider and noted
the complexity of the authentication landscape making it
hard to decide for or against any type of passkey (cf. Sec-
tion 5.3). In any case, companies must establish a process for
securely restoring access and minimizing downtime if a key
is lost. Additionally, providing clear, well-structure guidance
for employees is crucial to minimize uncertainty and promote
secure practices and thereby prevent workarounds and reduce
replacement needs.

Hardware Availability. Participants also struggled with
limited USB slots. While there are security keys with con-
nectors like NFC, universal adoption is unlikely since most
notebooks support USB but not necessarily NFC. Limited
USB slots will likely remain an issue across organizations
and can only be mitigated by providing adequate hardware
setups, such as docking stations or USB extensions. When
introducing security keys, companies must ensure that all de-
vices intended for authentication are compatible. In our case,
USB-C was the most common shared connection type.

PIN Memorization. With biometrics-enabled security
keys, users rarely need their PINs. Some participants quickly
forgot the PIN after setting up biometrics, leading to security
key resets and necessary account recovery assistance. This
creates effort for employers and can cause frustration for
employees. To mitigate this risk, companies should estab-
lish guidelines for proper PIN management, such as using a
company-endorsed password manager.

OS Popups. Another annoyance were the repetitive FIDO2
OS popups. While keyboard shortcuts could technically of-
fer a quick workaround, they are not a practical solution for
most users. The FIDO standard supports disallowing entire
authenticator types (e.g., platform authenticators) which con-
sequently would prevent them from appearing as login op-
tions [44]. However, for this to work in practice, IAM software
that administrators rely on must support this feature. Still,
such system-wide deactivation, though possible in theory, is
not always feasible in practice. For instance, it may conflict
with local platform authentication methods like Windows
Hello if they are enabled. Authentication providers should
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allow administrators to specify whether roaming authentica-
tors, platform authenticators, or both are permitted and ideally
offer the option to set default authenticators.

5.3 Quick Fixes for Flawed Infrastructures?

The most frequent criticism was the lack of single sign-on
(SSO) integration for many company services. While this
problem already existed before the switch to security keys, it
became more pronounced afterward. Previously, employees
used the same authentication method (password and TOTP)
just with different passwords across systems, whereas now
they had to switch between PWD+OTP for non-integrated
services and security keys for integrated services. This led
to a vastly inconsistent user experience, with six participants
explicitly mentioning wanting to switch back to passwords
and TOTP after the study to maintain a consistent login expe-
rience, despite preferring the security keys overall. In some
cases, the lack of FIDO2 support is unavoidable due to legacy
software [21,24]. Replacing such systems is often costly or
infeasible, requiring alternative authentication methods. How-
ever, in the tested company, legacy services accounted for
only a small portion of non-SSO systems. Companies need
to minimize these exceptions and integrate them into risk
assessments to balance security and cost. Proactively address-
ing SSO integration gaps is vital to ensuring a positive user
experience and preventing frustration. Simply rolling out a
new authentication mechanism, such as security keys, without
addressing underlying inconsistencies in the authentication
infrastructure is unlikely to be a sustainable solution.

5.4 Security

Unclear Security Benefits. The security ratings between
the two login methods were relatively similar, primarily be-
cause PWD+OTP was already perceived as secure due to
its two-factor nature. Still, participants felt equally or even
more secure using security keys despite them not being a
clearly separate second factor. The underlying phishing resis-
tance of security keys is not obvious so it is unsurprising that
participants did not realize their security benefits. Therefore,
explicitly communicating these benefits in company-wide
roll-outs is necessary to foster employees’ understanding of
changes to the login procedure and to help them correctly
understand what attacks security keys protect from but also
which attack vectors they still need to be careful about.
Concerns About PIN Complexity. Some participants
raised concerns about short and weak PINs. FIDO shifts the
attacker model from online threats to physical and local attack-
ers, significantly reducing the overall attack surface. However,
in corporate environments, targeted attacks are more likely
than for average users, making concerns about the security
of four-digit PINs valid. While security keys implement mit-
igations like rate limiting (i.e., resetting to factory settings

after eight failed attempts [45]), this may not be sufficient for
every use case. The security keys used in this study only sup-
port four-digit PINs without customizable complexity require-
ments. While employers can define organizational policies,
some employees may still choose weak PINs nonetheless.
Stronger security keys with more stringent PIN requirements
could mitigate this risk but are often more expensive [47] and
introduce additional complexity to the authentication land-
scape if not deployed uniformly to all employees. Ultimately,
organizations must carefully weigh this risk against the secu-
rity benefits of adopting security keys.

5.5 Future Work

Comparing to Ideal Password Setups. Passwords are a
known-to-be-disliked authentication standard, so positive
feedback for a new mechanism was expectable. Despite real-
world constraints of existing environments, studying security
keys compared to best practice-based password setups, e.g.,
using company-wide password managers, and following us-
able password creation rules [30] (complexity, length require-
ments) would be valuable to establish a fair comparison [36].

Synced Passkeys in Companies. With the FIDO standard
evolving towards (synced) platform authenticators, future
work could explore perceptions of security, usability benefits
(e.g., easier transport, no USB-slot dependency), and potential
privacy concerns with centralized syncing and cross-platform
challenged in corporate settings.

Long-term Monitoring. Our study revealed several usabil-
ity issues that can be addressed at the organizational level.
Long-term studies with improved authentication setups could
provide insights into the impact of these changes and surface
issues with security keys that only emerge over time.

6 Conclusion

In this work, we evaluated the usability and perceived se-
curity of passwordless FIDO2 security keys in a corporate
setting. Through surveys, interviews, and authentication logs,
we compared security keys using PIN and biometrics with
traditional passwords and TOTPs. Our findings revealed that
biometric security keys significantly increased user satisfac-
tion, with 70% of participants expressing approval compared
to just 21% for password and TOTP. While FIDO2 keys seem
promising for reducing login times, PIN-based keys were not
notably faster. Usability challenges, including hardware com-
patibility and inconsistent authentication workflows, mostly
seemed solvable through proper planning and preparation. We
also highlighted the critical need for organizations to address
underlying infrastructure problems before adopting new au-
thentication methods. The results underline the potential of
passwordless authentication with FIDO2 to improve security
and user experience, provided that organizations first tackle
root causes of authentication problems.
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A Surveys
A.1 Survey 1 -PWD+OTP

C - Consent

[We only show an excerpt of the consent form due to space constraints. ]
Purpose: This project is being conducted at [company] with the goal
of evaluating the use of an alternative login method (security keys) and
identifying potential barriers to company-wide adoption. During the
evaluation period, all participants will be equipped with a security key, which
will replace the login factors password and OTP. By analyzing log data and
evaluating surveys and interviews, the usability and security of both login
methods will be assessed [... ]

Risks and Benefits: A temporary disruption of the login process at the time
of transitioning to the new authentication method cannot be completely
ruled out. Your participation in this study will help us to understand the
usability and security of security keys in a corporate environment and enable
an evaluation of their use at [company] [...]

G - General Questions

Thank you for participating in this survey. Unless otherwise stated, all
questions refer exclusively to [company]’s MFA solution. Websites, both
inside and outside [company], that do not use this MFA solution are not
included.

Terminology “Password + OTP”: This refers to the entering a password
followed by a one-time password (OTP). This is currently the standard login
method used in the company.

G1 How often do you log in using MFA per day? (Estimate)
Answer:

G2 How satisfied are you with the frequency of login prompts per day?

Extremely dissatisfied (1) (2) (3) (4) (5) Extremely satisfied
O O O OO0

G3 How easy or difficult do you consider the login process?

Extremely difficult (1) (2) (3) (4) (5) Extremely easy
O O O OO0

G4 What changes would improve the login process?
Answer:

G5 Opverall, how satisfied are you with the login process using Password
+ OTP?

Extremely dissatisfied (1) (2) (3) (4) (5) Extremely satisfied
O O O O O

G6 On average, how long does a login process typically take you? (In
seconds, estimate)
Answer:

G7 How satisfied are you with the duration of the login process?

Extremely dissatisfied (1) (2) (3) (4) (5) Extremely satisfied
O O O OO0

G8 Did you encounter any issues with the login during the test period?
oYes oNo

G9 [If G8 yes] What issues did you experience? (Brief bullet points)
Answer:
SUS System Usability Scale (SUS) — 10 Questions
The following questions help compare the use of Password + OTP
with security keys later in the study. In this survey, “system” refers to
the use of Password + OTP. [Fully agree — Fully disagree]

S — Security
S1 How safe do you feel using Password + OTP?

Very unsafe (1) (2) (3) (4) (5) Very safe
O O O 0O O

S2 Do you consider Password + OTP secure enough for the company?
oYes oNo o Neutral:

S3 Are you familiar with the term “phishing?”
o Term unknown o Term known, meaning unk. o Meaning known

S4 How secure do you consider Password + OTP as a combined login
method?

Very insecure (1) (2) (3) (4) (5) Very secure
O OOONG)

D - Demographics

D1 What is your name?
Answer:

D2 What is your gender?
o Female o Male o Non-binary o Prefer not so say

D3 How old are you?
o <l8years o 18-25years o26-35years o 36-45 years
046-55years o >55years o Prefer not so say

D4 What is your job title?
Answer:

A.2 Survey 2 & 3 - Security Keys

G - General Questions
Unless otherwise stated, all questions refer exclusively to the login process
using a security key at [company]. Services and platforms that do not support
security keys are not included.
Terminology “Password + OTP”: This refers to entering a password fol-
lowed by a one-time password (OTP). This is currently the standard login
method used in the company. “Security Key”: A security key, specifically the
YubiKey Bio in this test phase, used for authentication during test phase 2.
[Note: Each questionnaire had a slightly changed wording based on the
security key authentication method used, i.e., “Biometrics” or “PIN”.]
G1 [S2 & S3] Which authentication method of the security key did you
use most recently?
o Biometrics (Fingerprint) o PIN

G2 [S2 & S3] Overall, how satisfied are you with using the security key
with [Biometrics/PIN]?

Extremely dissatisfied (1) (2) (3) (4) (5) Extremely satisfied

O O O OO0

G3 [S2 only] Has your login frequency changed after the transition from
Password + OTP to the security key?
oYes oNo

G4 [S2 only] [If G3 yes] How often do you need to log in per day?
(Estimate)
Answer:

G5 [S3 only] Has the duration of a login differed between the authenti-
cation methods (Biometrics or PIN) of the security key?
oYes oNo

G6 [S2 only] Has the duration of a login changed due to the transition
from Password + OTP to security key?
oYes oNo

G7 [S2only] On average, how long does a login process with the security
key typically take you? (In seconds, estimate)
Answer:

G8 [S3 only] Which authentication method took longer?
o Biometrics (Fingerprint) o PIN
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G9 [S3 only] How large was this difference? (In seconds, estimate)
Answer:

G10 /S2 & S3] How satisfied are you with the duration of the login
process using the security key with [Biometrics/PIN]?

Extremely dissatisfied (1) (2) (3) (4) (5) Extremely satisfied
O O O OO0

G11 [S2 only] How satisfied are you with the frequency of the login
process?

Extremely dissatisfied (1) (2) (3) (4) (5) Extremely satisfied
O O O O O

G12 /S2 & S3] How easy or difficult do you consider the login process
using the security key with [Biometrics/PIN]?

Extremely difficult (1) (2) (3) (4) (5) Extremely easy
O OO OO0

G13 /S3 only] What changes would improve the login process with the
security key?
Answer:

G14 [S2 & S3] Did you encounter any issues while using the security key
with [Biometrics/PIN]?
oYes oNo

G15 [S2 & S3] [If GI14 yes] What issues did you experience? (Brief
bullet points)
Answer: 00000

SUS System Usability Scale (SUS) — 10 Questions /S3 only]

S —Security /53 only]
S1 How safe do you feel using the security key?

Very unsafe (1) (2) (3) (4) (5) Very safe
O O O OO0

S2 Which authentication method of the security key feels more secure?
o Biometrics (Fingerprint) o PIN o Both methods feel the same

S3 Do you consider security keys secure enough for the company?
oYes oNo o Neutral:

S4 How secure do you consider security keys as a login method?

Very insecure (1) (2) (3) (4) (5) Very secure
O O OO0 O

B Interview Guides

B.1 Interview Guide 1 - PWD+OTP

[Note: The first interview was conducted after testing “PWD+OTP”.]
G — General Experiences
G1 How was your overall login experience during the test?

G2 Do you already have any thoughts about the test that you would like
to share?

U - Usability
[Note: The reference for the following interview questions is the data col-
lected from the first questionnaire. ]

Ul Why are you (very) (dis)satisfied with the duration of the login?

U2 Why are you (very) (dis)satisfied with the frequency of logins?

U3 Why was the login process easy/difficult in your experience?

U4 [Optional] You indicated that [... ] should be changed. Why do you
think that?

US [Optional] You encountered [...] as an issue during the test period.
Can you describe this in more detail?

U6 [Optional] Discussion of issues reported by others.
S — Security
S1 Why do you feel (very) (in)secure when using Password and OTP?

S2 Why do you consider password and OTP (not) secure enough for the
company?

S3 Based on your understanding of phishing, do you think the combina-
tion of password and OTP protects against phishing?

S4 Why do you consider using password and OTP (very) (in)secure?
S5 Are there any additional evaluation criteria that you felt were missing

in the survey or interview?

Wrap-Up
After the interview, we provided information about the following test period
for “security key” testing.

B.2 Interview Guide 2 — Security Keys

[Note: The second interview was conducted after testing both security key
authentication methods. |
G - General Experiences

G1 How was your overall login experience during the second test period?

G2 Do you already have any thoughts about the test that you would like
to share?

U - Usability
U1l Why did (or didn’t) the duration of a login process change?

U2 [Optional] Why are you (very) (dis)satisfied with the duration of the
login?

U3 [Optional] Which login prompts were eliminated due to the switch to
security keys?

U4 [Optional] Why are you (very) (dis)satisfied with the frequency of
logins?

US You indicated that you are more satisfied with [Biometrics/PIN]. Why
is that?

U6 Why was the login process easy/difficult in your experience?

U7 [Optional] You encountered [...] as an issue during the test period.
Can you describe this in more detail?

U8 [Optional] Discussion of issues reported by other participants.

S — Security
S1 Why do you feel (very) (in)secure when using the security key?
S2 Why does [Biometrics/PIN] feel more secure to you?

S3 Why do you consider security keys (not) secure enough for the com-
pany?
S4 Do you think security keys protect against phishing?
S5 Why do you consider using security keys (very) (in)secure?
F - Future Use
F1 Would you like to continue using the security key after the test period?
F2 What should be prioritized to improve the use of security keys?
Wrap-Up
After the interview, we thanked participants for their participation and in-

formed them that they are free to continue using the security keys or switch
back to password and OTP with our help.
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C Codebooks
C.1 Codebooks — Usability

Table 2: Usability drawbacks of PWD+OTP.

Code Freq. Description Example
Smartphone 7 Having to use the smartphone for the second factoris  It’s about finding your cell phone, having your cell phone at
handling annoying. the workplace, unlocking it, that’s what it’s all about.
Password han- 4 The complexity and number of passwords is annoying ~ So basically four or five passwords that aren’t exactly short,
dling to remember and handle. which I somehow have to have ready at the same time.
Too many ac- 3 Users need to use multiple accounts on multiple ser-  Yeah, it’s just annoying. It’s annoying because we use different
counts vices. Where to use which account might be unclear.  accounts.
TOTP  setup 3 Setting up the TOTP generation on the smartphone is  But I found the setup quite cumbersome.
complicated complicated.
Table 3: Usability drawbacks of security keys.

Code Freq. Description Example
Incomplete in- 12 Incomplete single sign-on integration leads to incon- I think it would be cool if you didn’t have to do both, but could
tegration sistent authentication procedures and high numbers of  just go to the key instead.

daily logins.
Transportation 10 The security key is another device that must be trans-  [...] you always have to make sure that you carry it with you
and storage in- ported and remembered. and don’t forget it.
convenience
Recurring OS 10 The operating system asks participants to choose be- [...] what stood out to me negatively is the process of first
popups tween FIDO2 sign-in options. Participants cannot having to confirm that you want to use the security key during

choose a default option and have to click through the  each login.

pop-ups in every authentication process.
Inaccurate fin- 8 Participants experienced unexpected behaviour of the My fingerprint isn’t recognized as reliably as I'm used to with
gerprint recog- fingerprint sensor. Fingerprint recognition was rated  other fingerprint sensors.
nition below average.
USB slot 6 To use the security key for authentication, participants [ had to decide, okay, what do I connect to the last slot?
shortage had to unplug other devices to free a USB slot for

the security key or they reduced the number of USB

devices to adapt to the situation.
PIN memo- 5 The security key’s PIN, set by the user, can be or was  The initial problem was that between the first setup and the
rization forgotten by participants. second use, I actually forgot the PIN, [...]
Fear of break- 3 The security key felt fragile and was bent when press- I am always scared to break it.
age ing on the sensor. Participants voiced concerns about

the durability of the key.
USB type in- 2 Participants had to use adapters or USB hubs to use  But I couldn’t do that with my iPhone because I have the
compatibility a USB-A security key on USB-C slots or missed the = A-Key, not the C-Key.

possibility to use the key on other devices due to USB

type incompatibility.
Physical 2 The participants workplace setup does not allow easy In my setup, the docking station is behind the laptop, so it’s
accessibility access to USB peripherals because the notebook or  kind of silly to plug the USB stick into the dock.

docking station is placed behind displays or on the
other side of the desk.
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C.2 Codebooks — Security

Table 4: Perceived security of PWD+OTP. The top part lists reasons for perceiving them as secure, the lower part as insecure.

Code Freq. Description Example

Secure second 10 Participants rate the smartphone as TOTP generators  This means that no one will probably be able to unlock the

device as secure, because the smartphone is locked. cell phone without your cooperation.

MFA security 7 2FA gives participants the feeling of security and is [ think the system with a second factor certainly provides a
rated more secure than passwords only. certain level of security.

Trust in deci- 2 Trust in the colleagues who plan and implement au- [It’s the] trust in other people. I think [...] something will have

sion makers thentication. been thought up to ensure that this is safe.

Strong  pass- 1 Randomly generated passwords from password man-  Uh, my password is also quite secure. It’s stored only in my

words agers not known to the user increase security. password manager. A random password.

Phishing pos- 2 Participants rate PWD+OTP less secure because of  Exactly, that susceptibility to phishing. Because a numeric

sible phishing susceptibility. code can be easily intercepted.

TOTP  loca- 3 The TOTP can be generated on insecure devices or at  If you store the password and the second factor in the same

tion insecurity insecure virtual locations. place, then you basically only have one factor, if you will.

Inconsistent 1 The high number of daily logins and inconsistent SSO  The number of login processes should rather be reduced. That

SSO/number implementation increases the chance of successful also has something to do with susceptibility to phishing.

of logins phishing attacks.

Inconsistent 1 The UI of the authentication form differs due to incon- [ mean, there are a few things I feel are missing from this

Ul sistent SSO. The IAM solution does not display the method, like the standardization of masks and being able to

relying party’s name.

see in the mask which resource I'm accessing.

Hardware to-
ken display

Hardware TOTP generators display TOTPs visible for
everyone.

Yes, that’s maybe less resistant than a software token because
it’s lying on my desk.

Table 5: Perceived security of security keys. The top part lists reasons for perceiving them as secure, the lower part as insecure.

Code Freq. Description Example

Fingerprint 3 Replication of fingerprints seems hard to participants. For me, that means, what I understand by it, is that no one
feels secure Biometric authentication is rated secure. else can log in. So, no one who doesn’t have my finger.
Password 3 With security keys users cannot choose a weak pass-  [...] because password complexity doesn’t serve as an attack
removed as word because it is not part of the authentication pro- vector, so to speak. [...] That aspect is eliminated since you
weakness cess. don’t really have to remember anything anymore.

Positive me- 1 Literature refers to security keys as secure, participants  If you follow relevant specialist literature, security keys are
dia coverage only read positively about security keys. [...] new but still well-rated methods.

Dedicated 1 The security key is built for one task, cryptography, the I just feel better because it’s a special cryptographic device.
crypto device participant expects it performs well in that task.

PIN possible 5 The security key’s PIN can be weak, PIN may be writ-  So if someone just uses a four-digit number, ideally something
weakness ten down. like their birth date, then you really only have the key left.
Key  easily 3 The security key can be lost because it is small. Theft The only security concern I think I would have with both is
lost/stolen may only be noticed late. that you could lose the stick.
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