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Abstract

Smart home technologies offer convenience and security,
but also raise privacy challenges shaped by cultural norms and
household dynamics. We conducted an iterative Grounded
Theory study using semi-structured interviews to examine
how privacy is understood and managed in smart homes. Our
initial data collection included participants from both the
U.S. and Saudi Arabia, which highlighted a range of pri-
vacy tensions influenced by cultural expectations. Based on
these insights, we focused subsequent data collection on Saudi
households to explore how privacy concerns are navigated in
specific religious and social contexts. Our findings show that
privacy in Saudi homes is collectively negotiated and shaped
by factors such as family hierarchies, interpersonal roles, and
cultural obligations. Cameras, in particular, are perceived not
merely as tools, but also as socially present entities, leading
to behavioral adaptations and negotiated device usage. These
insights underscore the importance of designing culturally re-
sponsive smart home technologies that align with local norms
while supporting privacy and usability. By situating privacy
within everyday household practice, this study contributes
to broader discussions on culturally embedded design and
privacy-aware innovation for smart homes.

1 Introduction

The widespread adoption of smart home technologies has
raised critical questions about their impact on privacy and fam-
ily dynamics, particularly in culturally diverse settings [22,58].
Although these technologies promise to improve convenience,
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security, and energy efficiency, their poorly aligned designs
can exacerbate tensions by conflicting with deeply held cul-
tural norms [36,42]. Understanding how these technologies
are perceived and integrated in different cultural contexts is
essential to address fundamental issues such as privacy protec-
tion, responsible innovation, and ethical technology design.

Recent research highlights the complex interactions be-
tween smart home devices and their users, particularly when
cyberspace and physical spaces converge [3,11,32,62,79,81].
Studies have examined privacy tensions between different
entities, such as homeowners and nannies [24], device own-
ers and bystanders [11, 18,32, 62, 89], or Airbnb hosts and
guests [61]. While some studies have explored these con-
flicts within family settings [13,20,26,43,52,56,63], family
structures and values vary significantly across cultures, and
more research is needed to understand diverse cultural per-
spectives. For example, Saudi families [12,34] who use smart
devices commonly need to accommodate the privacy con-
cerns of their female guests [23]. In contrast, such concerns
are much less widespread in Western cultures [11]. While
there is growing work examining privacy in Muslim-majority
and non-Western contexts, such as online visibility and honor
in Muslim-American communities [2], gendered device ac-
cess in Pakistan [54], and domestic surveillance in Jordanian
homes [10], the everyday negotiation of smart home privacy
within culturally conservative households remains underex-
plored. Additionally, survey studies across Middle East and
North Africa (MENA) countries highlight significant variation
in privacy norms tied to religion, gender, and regulation [40],
reinforcing the need for localized research. Despite substan-
tial research into privacy in Western settings, limited attention
has been given to how cultural norms shape privacy practices
in non-Western contexts, such as Saudi Arabia.

To explore this gap, our overarching research question is:
To what extent do cultural perspectives shape device usage,
privacy perceptions, and conflict resolution in smart homes?

To address our research question, we used an iterative Con-
structivist Grounded Theory (GT) study [28,30,31,46,47].
We began with semi-structured interviews [33] with 40 par-
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ticipants from Saudi Arabia and the United States to identify
broad cultural influences on smart home adoption and privacy
practices. Based on early insights, we refined our focus and
conducted additional interviews with 15 Saudi households.
This deeper engagement provided a detailed understanding
of how privacy tensions are experienced and negotiated in
Saudi homes, where family hierarchies, social customs, and
religious expectations intersect with technological use.

Our findings reveal that privacy in Saudi homes is not
treated as an individual boundary but is collectively nego-
tiated with smart devices. For example, cameras are often
perceived as having a social presence similar to that of a non-
mahram (male stranger), profoundly influencing interactions
and privacy dynamics. These perceptions highlight the impor-
tance of culturally sensitive designs that respect religious and
social values while maintaining the benefits of modern tech-
nologies. Saudi families adopt various strategies to balance
privacy protection with technological convenience.

This study presents an iterative investigation that begins
with broad cultural patterns and develops a grounded theory
rooted in Saudi households. We offer a culturally grounded
perspective on privacy tensions by treating culture not as back-
ground, but as the lens through which privacy is understood
and enacted. Our findings highlight how social norms, reli-
gious values, and household dynamics shape not only privacy
perceptions but also how devices are used, shared, or resisted.
The resulting theory—Culturally Negotiated Privacy Man-
agement in Saudi Smart Homes—demonstrates how privacy
emerges from negotiation between cultural values, interper-
sonal roles, and technology design. These insights inform the
design of smart home technologies that are culturally respect-
ful, inclusive, and usable.

2 Background and Related Work

2.1 Definitions

We define several key terms and concepts we use in this paper:

Smart Home. According to the definition by Alam et al. [8]
and Madakam et al. [60], smart homes are cutting-edge living
environments that seamlessly integrate multiple systems to
offer automated services, bolstered security, and an elevated
quality of life for residents. These homes utilize various ad-
vanced technologies for convenient remote management and
oversight of household appliances and systems.

Smart Devices. Smart devices are household appliances that
has the ability to connect to networks [49], commonly de-
scribing components of the Internet of Things (IoT) [77]. The
distinguishing characteristics of these devices are their profi-
ciency in perceiving environment, functioning autonomously,
and establishing connections with other devices.

Sharing Dynamics. According to Alghamdi et al. [15], shar-
ing smart home devices within households or with guests

involves a complex interplay of benefits, privacy concerns,
and user dynamics over the use and control of these devices.

Privacy Perception. This refers to an individual’s subjective
comprehension of privacy within a specific setting, including
sentiments of trust, security, and autonomy about personal
data [78]. In contrast to privacy behavior, which includes
activities aimed at protecting privacy (such as deactivating
devices) [25], privacy perception is shaped by cultural norms,
understanding of technology, and prior experiences.

Privacy Tension. This involves the challenges and compro-
mises that emerge when diverse privacy requirements, cultural
norms, or technology objectives intersect within the same
context [70]. In smart homes, this concept refers to scenarios
when privacy expectations conflict, such as balancing security
benefits with cultural norms of modesty or addressing varying
privacy perspectives among residents and visitors [91].

Mahram and Non-Mahram. In Islamic and Saudi Arabian
culture, the term mahram has a strong foundation in religious
teachings and cultural practices. It describes a male with
whom marriage would be considered permanently unlawful,
such as a father, brother, or son [1]. The idea of mahram and
non-mahram is deeply rooted in Islamic laws and societal
norms related to gender interactions and permissible relation-
ships, such as requiring women’s body parts to be covered in
the presence of non-mahram men [86].

2.2 Privacy Tension in Smart Shared Spaces

A distinctive challenge in smart shared spaces lies in the in-
tersection of cyberspace and physical space. Unlike purely
digital interactions, sharing smart devices within households
creates unique scenarios where privacy tensions can escalate.
These challenges arise not only from technological factors
but also from interpersonal dynamics within shared spaces as
users try to navigate varying perceptions and approaches to
protect personal information. For example, conflicts between
parents and caregivers about the use of smart home cameras
with audio recording capabilities have been reported [24,41].
Similarly, privacy concerns extend to interactions between
Airbnb hosts and guests [61], and between device owners and
incidental users [18,32,48,55, 65]. Moreover, smart technol-
ogy users often lack awareness of their privacy rights [72].
Technological complexity also makes it challenging to man-
age privacy effectively, aligning with Altman’s theory [19],
which suggests that individuals consistently aim to regulate
their privacy, but fail to do so optimally. A recurring theme
in the literature is the trade-off between the benefits of smart
technologies and their potential privacy intrusions. Devices
that capture audio-visuals are frequently perceived as intru-
sive [24]. This tension is particularly pronounced in culturally
conservative societies, where privacy expectations are shaped
by social and religious norms, as noted by Yao et al. [88].
Studies show that users are more willing to share sensitive in-
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Figure 1: Research Process and Methodology.

formation when clear financial or environmental benefits are
evident [38], but this willingness varies significantly based on
the nature and purpose of the data being shared [53]. On the
other hand, Alghamdi et al. [14] showed that users prioritize
privacy when managing IoT devices. Participants expressed
higher satisfaction with devices that provide strong privacy
controls, even if these controls made the devices slightly more
challenging to use. Despite the prevalence of these tensions,
limited research has explored how users navigate and resolve
them in household settings. Addressing this gap requires an
understanding of the social dynamics influencing privacy de-
cisions. By linking privacy tensions to cyber-physical sharing,
we aim to uncover strategies that help designers reduce con-
flicts and improve the usability of smart home technologies.

2.3 Cultural Impact on Smart Home Privacy

Cultural, religious, and social factors influence the adop-
tion and use of smart home technologies, shaping privacy
expectations and how users navigate privacy in shared
spaces [35,87,90]. Our research involves participants from
the U.S. and Saudi Arabia, two regions with distinct cultural
and societal backgrounds. In the U.S., the adoption of smart
home technologies [71] is primarily driven by convenience,
efficiency, and security. Users in Western countries typically
prioritize features that streamline daily tasks, enhance home
automation, and ensure security [84]. This approach reflects
broader societal values, such as individual autonomy and con-
trol, that dominate Western societies [82]. In contrast, Saudi
Arabia’s adoption of smart home technology is profoundly
shaped by Islamic principles and cultural norms, as shown
by Albayaydh et al. [11] and Alkahtani et al. [17]. The Holy
Qur’an [16] and the Shari’ah law [85] serve as guiding frame-
works for daily life and governance, deeply influencing house-
hold dynamics and privacy expectations [75]. Cultural values,
such as gender segregation and family honor, further shape
the adoption and use of smart home technologies [26,64]. For
instance, women traditionally observe practices like wearing
hijab and abaya in the presence of non-mahram men [34].
These differences highlight the importance of culturally tai-
lored solutions to address privacy tensions in diverse contexts.
Cultural differences in security and privacy behaviors are
not unique to Saudi Arabia. Previous studies have shown
that cultural background significantly influences how indi-
viduals perceive and approach privacy and security [76]. Re-

search comparing Western populations with other cultural
groups [6,26,51,57,64], and studies focusing on non-Western
countries [7,37], have highlighted substantial variations in
privacy expectations. Hofstede’s cultural dimensions [50, 59]
have proven to be an effective model for representing key dif-
ferences across cultures. The theory has been used to model
user privacy behavior [59], and addresses different factors
such as power distance, masculinity vs. femininity, and in-
dividualism vs. collectivism. Given these complexities, we
aim to bridge the gap in understanding how culture shapes
smart home privacy practices. By examining the needs and
challenges faced by Saudi and U.S. users, we provide insights
to guide the development of culturally sensitive solutions.

3 Methodology

Overview. We adopted an iterative Constructivist Grounded
Theory (GT) approach [29] to explore how cultural perspec-
tives shape privacy perceptions, device usage, and conflict
resolution in smart homes. Our study was structured as a
single evolving investigation, where each stage of data col-
lection and analysis informed the next. Initial interviews with
participants from culturally diverse backgrounds provided
broad insights into privacy practices, highlighting key ten-
sions shaped by cultural norms. These preliminary findings
underscore the need for a deeper examination of privacy ne-
gotiation within Saudi households, leading to further data
collection focused exclusively on this context. This iterative
process allowed us to refine our research focus, ensuring that
emerging themes and privacy concerns were thoroughly ex-
plored. Ethical approval was obtained from our university’s
ethics committee. An overview of the research process and
the applied methods is shown in Figure 1.

Recruitment and Sampling. We employed purposive sam-
pling to recruit participants [66], providing rich insights into
the dynamics of privacy and sharing practices associated with
smart home technologies. Participants were recruited primar-
ily through WhatsApp groups, social media networks, and
referrals. The study was advertised as exploring the use of
household technology, without explicitly mentioning privacy,
to minimize self-selection bias [9] and encourage a wider
range of participant experiences. Initial data collection in-
cluded 40 participants (20 from Saudi Arabia and 20 from the
U.S.), capturing a wide range of cultural perspectives on smart
home privacy and device adoption. Participants were selected
to represent varying household compositions, technology ex-
perience levels, and demographic backgrounds. Interested
individuals completed a screening questionnaire to confirm
eligibility, which required participants to be over 18, fluent
in English or Arabic, and have experience with smart home
devices. In addition, we expanded our pool with subsequent re-
cruitment focused exclusively on Saudi households, selecting
15 participants from different income levels, educational back-
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Table 1: Participant Demographics

Table 2: Participant Demographics (Expanded Pool)

Category Sub-category SA (n=20) US (n=20) Category Sub-category Percentage (%) Participants (n)
Gender Man 30% 45% Gend. Women 46.7 7
Women 70% 55% ender Men 53.3 8
Age 18-24 10% 25% 21-29 years 333 5
25-34 50% 35% Age 30-49 years 333 5
35-44 10% 15% 50 years or older 333 5
45-54 15% 5% Educati Bachelor’s Degree 53.3 8
55 or older 15% 20% ueation Graduate Degree 46.7 7
Education High school or less 0% 10% Employed 733 11
Some college 20% 30% Employment Retired 13.3 2
Trade/technical/vocational training 0% 0% Student 13.3 2
Bachelor’s degree 50% 30%
Master’s degree 30% 20% : : : :
Professional degree or Doctorate 0% 10% prOVIded mn Appendlx A and Append1x B.
Employment Full-time employment 40% 40% Data Analysis. We followed Constructivist GT [29], an iter-
Part-time employment 10% 20% . . . .
Self-employed 25% 10% ative and data-driven methodology well suited to exploring
ggfmployed 1(5";//0 ;8‘;//0 complex, situated privacy dynamics in smart homes. Inter-
er 0 0 . . . .
Prefer not to answer 0% 0% views were transcribed and analyzed using NVivo 14 Pro,
IT Background Ees 461830 ggzc with data collection and analysis proceeding in parallel. Inter-
[¢] o Jo

grounds, and geographic regions. Given the unique structure
of Saudi households, often with multiple generations living
together, our sampling strategy aimed to capture variations in
privacy practices based on household composition provided
in Appendix C and decision-making hierarchies. Theoretical
sampling guided our analysis, with interviews continuing until
no new themes emerged, ensuring data saturation was reached.
A detailed overview of the demographics of the participants
is presented in Table | and Table 2.

Interviews Procedure. Interviews were conducted remotely
through Microsoft Teams in private settings in either English
or Arabic, depending on participant preference. The lead au-
thor, a bilingual Arabic-English speaker trained in qualitative
methods, conducted all interviews. Ten Arabic interviews
were conducted in Arabic, transcribed and translated into En-
glish, and reviewed by a professional translator to ensure cul-
tural and emotional nuance was preserved. To promote partic-
ipant comfort and minimize social or family pressure, no two
individuals from the same household were interviewed. Partic-
ipants were encouraged to speak openly, and interviews were
scheduled at times of their choosing to ensure privacy. We
used a semi-structured interview approach. Semi-structured
interviews explored (i) Household Sharing Practices, (ii) Per-
ceptions of Smart Devices, and (iii) Privacy Concerns. Initial
interviews provided broad insights into cultural influences on
smart home privacy. Consistent with Constructivist GT, in-
terview questions evolved iteratively alongside data analysis.
Early interviews offered broad insights into cultural influ-
ences on smart home privacy. As analysis progressed and
theoretical insights deepened, later interviews focused more
explicitly on (i) Family privacy dynamics, (ii) Religious and
cultural norms shaping device usage, and (iii) Conflict resolu-
tion strategies within smart homes. Interviews ranged from
30 to 70 minutes, generating over 1340 minutes of audio and
420 pages of transcripts. Our iterative approach refined the
interview guide based on ongoing analysis, ensuring compre-
hensive exploration of key themes. Final interview guides are

views were conducted in batches of 5-7, allowing us to refine
the interview guide and sampling strategy based on ongoing
analysis and theoretical sensitivity.

We began with open coding, applying line-by-line analysis
to surface key actions, concerns, and interpretations related to
privacy, technology adoption, and cultural expectations. This
stage produced over 200 initial codes across both cultural
contexts. These were grouped into focused codes represent-
ing recurring behavioral and perceptual patterns, forming the
foundation for deeper conceptual analysis. We then engaged
in axial coding, examining relationships between these fo-
cused codes to develop broader thematic categories. This
phase illuminated how social norms, family structures, and
religious values influenced privacy negotiations, especially in
Saudi households. We used memo-writing throughout to doc-
ument evolving insights, tensions, and conceptual linkages.
To support our analysis, affinity diagramming was employed
to organize emerging themes and visualize relationships be-
tween cultural, interpersonal, and technological factors. These
visual models enabled us to map how privacy tensions were
collectively negotiated and managed in context-specific ways.
In the final stage of selective coding, we identified a unifying
theoretical concept—Culturally Negotiated Privacy Manage-
ment in Saudi Smart Homes—that integrated the most salient
themes. This core category reflects the dynamic process by
which privacy is shaped and reshaped through the interac-
tion of cultural values, household relationships, and device
features. To ensure credibility, we conducted member check-
ing with four participants (two men and two women), who
affirmed that our interpretations accurately represented their
lived experiences. Finally, we compared our emerging theory
with existing literature to contextualize our findings and high-
light points of alignment and divergence. The final codebooks
are provided in Appendix D and Appendix E.

Ethical Considerations. This study was reviewed and ap-
proved by our university’s ethics committee, ensuring com-
pliance with established research ethics guidelines. Before
each interview, participants were provided with a detailed
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study information sheet explaining the research objectives,
procedures, data handling, and their rights, including volun-
tary participation and the option to withdraw at any stage.
Participants provided written informed consent before partici-
pation, explicitly agreeing to the video recording of interviews
while being assured that all identifying information would
remain confidential and never be disclosed. To enhance partic-
ipant comfort and privacy, they were given the option to turn
off their cameras during the interview sessions. Following
transcription and analysis, data were securely stored, and the
transcripts were fully anonymized.

Limitations. This study aimed to explore how cultural fac-
tors shape smart home adoption and privacy dynamics, but
we acknowledge certain limitations. First, our sampling was
based on country-level differences (Saudi vs. U.S.) rather than
direct cultural measurement. While our findings highlight
broader cultural influences, they do not provide quantifiable
cross-cultural comparisons. Future studies could incorporate
quantitative approaches to measure these influences more
systematically. Additionally, we did not explicitly test cul-
tural constructs at the individual level. As previous research
by Ghaiumy Anaraky et al. [44] has noted, culture is com-
plex and varies within populations, and our findings may not
fully capture all intra-cultural differences. Future research
should expand to include additional cultural contexts beyond
the U.S. and Saudi Arabia to develop a more comprehensive
understanding of global smart home privacy dynamics. Fi-
nally, while GT ensures rich, qualitative insights, it does not
claim generalizability beyond the sampled population. Our
findings offer theoretical contributions that can guide further
empirical studies, rather than providing universal conclusions
about cultural privacy practices.

4 Conceptual Foundations: Insights from

Open and Axial Coding

In this section, we present the key patterns and tensions that
emerged through open and axial coding of the initial interview
data. Drawing on Constructivist GT, we began by analyzing
interviews with participants from both U.S. and Saudi house-
holds to identify context-specific interpretations of privacy,
perceptions of smart technologies, and strategies for resolv-
ing emerging conflicts. While cultural differences were par-
ticularly salient in early coding, we found that further data
collection from Saudi participants was needed to deepen our
understanding of culturally embedded privacy negotiation.
The categories outlined here represent conceptual groupings
developed through early coding stages, which later informed
the construction of our theoretical model in Section 5. The
study codes from this stage are included in Appendix D.

4.1 Cultural Perspective in Privacy Perception

Unauthorized public disclosure of private life. Participants
expressed different levels of concern about unauthorized pub-
lic disclosure through physical surveillance. For physical
surveillance in the household, the opinions of U.S. partic-
ipants are divided between having no concerns: "We have no
concerns. It was my parents’ decision. And it was for safety,
Jjust to keep an eye out” (US8) and some concerns: "I feel like
there’s no privacy, as much as [the camera] companies say
that you do” (US3). In contrast, camera surveillance has fre-
quently been raised as a point of contention by Saudi partici-
pants, who fear that personal moments may be unintentionally
exposed. SA4, who has a brother aspiring to become a social
media influencer, stated, "He literally opens his live stream all
the time, and I'm worried that one day I will just walk, or pass,
or talk, and I'd be on his live.” Meanwhile, SA2 had argu-
ments with her husband regarding her desire to use household
security cameras: "He doesn’t want us to use them because
he thinks it is scary if someone else could watch us or publish
our private lives; I believe it is essential.” This conflict is
reinforced by the social stigma associated with the disclosure
of personal or family matters without permission, especially
those involving women, in Saudi culture. Similar tensions
have also been observed in diaspora contexts. For example,
Afnan et al. [2] highlights how Muslim-American women
navigate strict cultural and religious expectations related to
visibility, modesty, and public exposure. Their concerns about
unauthorized image capture or sharing are deeply intertwined
with notions of honor and family reputation, echoing the anx-
ieties raised by Saudi participants in our study.

Privacy leak from browsing histories and recommenda-
tions. Much tension manifested in smart homes comes from
privacy leakage due to browsing history and recommendations
on shared smart devices becoming visible to other sharers.
Participants were concerned that their family could see what
they did or know what they liked, as US1 said: "We share
things that only make things convenient for us both. However,
a lack of privacy between both parties can be inconvenient. I
have to be more careful when searching for things in case my
dad sees.” The appropriateness of the recommendations also
worries some participants. US9 mentioned that these sugges-
tions may not set a good example for their youngster: "I could
be looking up something that wouldn’t be mother-appropriate,
and it might be embarrassing”. For Saudi users, the affected
recommendation system could suggest things that are "ex-
treme for our culture or not moral” (SA17). One observation
is that when it comes to shared browsing histories and rec-
ommendations, US participants tend to complain more about
personal privacy, while Saudi participants approach them with
consideration for cultural and religious appropriateness.

Unauthorized expansion of shared space’s boundaries. In
shared smart home environments, streaming services like Net-
flix or Amazon Prime Video are often accessed via smart TVs
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Table 3: Themes and Codes Summary

Themes Sub-Themes
* Reasons for adoption ]
Sharing Dynamics * Hierarchical control delegation

* Risk and benefit assessment of sharing
* Scenarios of sharing
» Cameras as non-mahram
« Shifting perception
* Impact of camera on family dynamics
* Impact of camera on host-guest dynamics
* Cultural influences on personal, familial, and guest privacy
» Genders factor in privacy concerns and device sharing
« Impact of cultural background on technology
adoption and usage
« Perception of smart home technology’s suitability
to cultural expectations
« Religion impacting culture
« Chances of something bad to happen (attack, leakage)
* Data collection
* Recording
* Adjustments and compromises through camera placement
 Enhance privacy through technological means
* Reduce shared access
* Trade-off between privacy and convenience

Camera Identity

Interpersonal Dynamics

Cultural and
Religious Influences

Privacy Concerns
and Conflicts

Resolving Privacy Issues

using a single household account. However, this convenience
can lead to unintentional boundary violations when login cre-
dentials are shared across family members or devices. SA14
described how account sharing compromised her privacy: "I
never change my password, and I use the same among all
my accounts. My sister was able to access my private ac-
counts.” Although such sharing may begin with trusted users,
access can extend to guests or extended family, raising con-
cerns about privacy and control. US12 shared: "I don’t know
them well. My account information could be changed without
consent. My passwords could be compromised. My card infor-
mation could be taken." These concerns illustrate how smart
TVs, as shared access points, can expose users to unintended
risks, particularly when media accounts are linked to personal
or financial data. Cultural dynamics further shape how such
risks are perceived and tolerated between households.

4.2 Conlflict Resolution Strategies

Coordination through spatial separation. Several spatial
separation schemes were used to resolve privacy conflicts.
Participants decided to remove themselves from the shared
space and not approach certain areas, US6 mentioned: "We
have security cameras facing the front door and backyard that
send a notification to my mom when any person is detected.
It works great for safety purposes, but I would not go near
them, as I always feel like being monitored.” Dividing shared
physical space was also used to mitigate tension. When asked
what action she would take if her roommate started streaming
in their shared home, SA14 stated, "Do not share much of the
inside of the house. Create a separate workspace so I don’t
need to change my daily routine.”

Coordination through temporal separation. Apart from
spatial separation, participants also coordinated their actions
through temporal separation of the shared spaces. US16 stated,
"As my parents work during the day, I usually use those ac-
counts during the afternoon along with my brother. At night

time, I usually have classes and it is when my parents enjoy
the referred accounts.” Several participants preferred know-
ing when privacy-intruding activities would happen ahead of
time, as SA15 mentioned, "Let me know the specific time and
how long it will be used.” This way, they can plan ahead and
protect their privacy by steering clear of the situation.

Shifting responsibility onto oneself. More proactive meth-
ods may be chosen as tension builds up. Oftentimes, one
sharer would become a dominating user governing the other
sharers and taking responsibility because they are more expe-
rienced: "I take charge of these devices since I'm more tech-
savvy.” (USS) or "I make the decisions. They have no back-
ground in protecting themselves” (SAT). This tendency, when
combined with the existing power dynamics in the household,
may further exacerbate the power difference between family
members, particularly in the case of Saudi Arabian culture,
which is more masculine-oriented.

5 Theoretical Integration: Culturally Negoti-
ated Privacy Management in Saudi Smart
Homes

Building on the conceptual categories developed through open
and axial coding (Section 4), this section presents the results
of our selective coding stage, where we synthesized the most
significant and interrelated concepts to develop a grounded
theory. This theory centers on the core category: Culturally
Negotiated Privacy Management in Saudi Smart Homes, cap-
turing how privacy is continuously reshaped through everyday
negotiation across technological, cultural, and interpersonal
dimensions. Our analysis focused on the experiences of Saudi
households, revealed how families use smart home technolo-
gies not only for convenience and safety, but also as instru-
ments for regulating domestic visibility and social boundaries.
Table 3 summarizes the six key themes that support the core
category. These themes were refined through selective coding
and are explored in greater detail below. We describe how the
themes relate to one another and to the core category in our
grounded theory model (Figure 2). The model shows how,
for example, Camera Identity reshapes privacy norms within
the context of Cultural and Religious Influence, giving rise to
specific privacy concerns and prompting resolution strategies.
Cultural and religious values pervade each theme, shaping ac-
ceptable sharing practices, modifying interpersonal dynamics,
and ultimately structuring how privacy is managed in smart
Saudi homes.

5.1 Sharing Dynamics

Adoption for monitoring & quality-of-life improvement.
Participants emphasized the benefits of smart home devices
for monitoring purposes, such as helping law enforcement,
child supervision, or simply as a reassurance measure. SA26
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illustrated: "I keep checking that camera every single time to
see my baby in a safe place; I open the app from my phone
and try to observe my little child because one day she fell
from the chair, so I worry about her.” We also found that
participants prefer digital access for convenience or luxurious
experiences. SA29 shared: "It is a big comparison between
digital and traditional access, I used to have lots of problems
forgetting my keys, the digital one is easy to get in, you do not
need to carry the key with you even mentally.”

Seniority-based control delegation. It is not uncommon for
a typical Saudi family to have multiple generations living
under one roof. Family hierarchies and relationships often
influence control delegation regarding smart home technolo-
gies. Our interviews show that the eldest family members
frequently control access to smart home devices, while chil-
dren or teenagers often have less influence. For example,
SA22 illustrated: "If it’s specific to our villa, then my par-
ents would discuss it and decide. Otherwise, the most senior
family member, which is my grandfather, has the biggest say.”
This has resulted in a blend of generational and technological
seniority-based control delegation in Saudi households, as
SA23 mentioned: "Me and my husband and my older son
have access to the camera since he knows more about it.”

Perceived benefits & risks of sharing. Our findings show
that sharing access can increase peace of mind and facili-
tate household management, as SA25 illustrated: "I feel more
comfortable when I share my camera or sometimes door lock
while I am not home or traveling and I do not have time or
internet to check my home.” However, despite the benefits,
sharing access has its challenges. These are often associated
with negative experiences with shared access, such as uninten-
tional privacy intrusion or misusing the shared device, SA26
shared: "My sister was traveling and permitted me to access
the camera in her house. At one point, I opened the camera
to check on her children and see if I could go to their house. 1
opened the camera and observed a private matter.”

Conditional sharing based on necessity & device sensi-
tivity. Participants showed flexibility in sharing access to
their devices when necessary or beneficial to themselves, par-
ticularly when they were away from home or when family
members needed specific access. For example, SA28 illus-
trated: "Regarding safety and security or mutual advantage,
it’s OK to share, but I exclude certain functionalities using a
secret code.” Participants were also more comfortable sharing
access to non-sensitive devices, especially those that do not
contain or control sensitive information. As SA27 mentioned:
"[I share] the speaker and the light, even with my family mem-
ber, since it has no access to my personal information or my
daily habits, there is no harm in that regard.”

Generate privacy tensions
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Figure 2: Grounded Theory Model — Culturally Negotiated
Privacy Management in Saudi Smart Homes.

5.2 Camera Identity

Our findings show that while participants recognize the value
of smart cameras for security, they often perceive these de-
vices as more than just tools. They are frequently treated as
if they are non-mahram (stranger men not related by blood).
This perception, influenced by personal beliefs and social
norms, changes as time progresses.

5.2.1 Cameras as Non-Mahram

Considering camera as stranger man. We found that partic-
ipants perceived the cameras as unfamiliar individuals. SA21
expressed discomfort without being fully dressed when a cam-
era was present: "The places with cameras make me afraid to
go without dressing, because whatever is in the cloud, I don’t
know who has access, it’s scary.” The presence of a camera
makes people more self-conscious, even in places that are
usually private. This concern also affects how people interact
with their homes and surrounding areas. For instance, SA24
sacrificed his security by removing the outdoor camera for his
neighbors’ comfort: "I removed the outside cameras because
I don’t want to film the neighbor’s mother or daughters, and
their father will not agree. I don’t want my neighbors to see
my family and girls coming and going.” The way cameras are
seen as similar to the eye of a non-mahram is indicated in
SA25 observation: "My husband doesn’t want anyone to see
me without my hijab and abaya. I must dress when we go out,
and the same goes for my pictures in the camera.” This direct
application of public dress codes within private spaces shows
how the presence of cameras significantly alters notions of
privacy and modesty in Saudi homes.

Someone else is watching me. We found that participants’
feeling of being watched challenges the idea of considering
their home a safe place. SA31 mentioned: "Cameras are not
in the bedrooms, but you still do not feel comfortable in the
house.” We found that the discomfort is related to individual
concerns and affects family dynamics and decisions. As SA29
shared: "We wanted to install a CCTV camera in the house,
but we decided not to tell our parents because we did not want
them to watch us.” This shows how fear of being watched
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can create tension and lead to opacity, even within families.
The psychological impact of constant surveillance is further
emphasized by SA26: "I don’t like to feel being watched, even
though no one is doing anything wrong, but the feeling you
know!” This sentiment underscores how the mere presence of
cameras can cause discomfort. This tension between security
benefits and privacy costs reflects the broader challenges of
integrating smart home technologies in culturally conservative
societies, as also noted by Yao et al. [88].

5.2.2 Shifting Perception

Are cameras that important? Participants reflected on the
importance of cameras, with the reasons for their adoption
varying but congregating on similar outcomes. Cameras have
become increasingly significant in many households, as illus-
trated by SA34: "Having a camera in my house is a must, and
I always vote for that.” This sentiment resonates throughout
our interviews, showing a growing agreement on the need for
home surveillance systems. A significant factor driving cam-
era adoption is the common presence of domestic workers
in Saudi homes. As SA27 mentioned: "[We need cameras]
to observe the nanny because the last one we had harmed
my baby, hitting her and screaming at her.” Beyond security
concerns, cameras are increasingly valued for their practical
benefits in daily life. SA24 highlighted how cameras help
locate missing items: "We often lose our stuff. We go back
to the camera storage on the application and follow until
we find our stuff.” This practical aspect of camera systems
demonstrates their evolving role from pure security devices to
household management and convenience tools. Interestingly,
cameras are also emerging as tools for maintaining family
trust or uncovering untruthfulness. SA31 shared a notable
example that exposed a husband’s attempt to defraud his wife:
"Without the CCTV cameras, she couldn’t know that he was
playing games on her to get her money.”

Forgetting the existence of cameras. We found that as time
passes, members tend to forget the existence of cameras in
their homes. The shift in perception reflects a growing sense
of comfort and trust in the presence of cameras. However, it
also introduces the risk of oversight, which could lead to pri-
vacy concerns. SA25 shared: "The wife forgot that the camera
was in the house since she was used to it, her husband listened
to her conversation with someone else.” These incidents re-
veal how the constant presence of cameras can unexpectedly
invade privacy, leading to uncomfortable experiences. How-
ever, getting used to cameras’ presence isn’t always a bad
thing. SA28 said: "When my guests or family see themselves
looking good in my cameras, they get comfortable with it by
the time they even forget I have one.” The shift in how cam-
eras are perceived and used emphasizes the need to remain
vigilant about privacy and consistently review boundaries,
even as technology seamlessly integrates into homes.

5.3 Cultural and Religious Influences

Cultural influences on personal, familial, and guest pri-
vacy. Balancing cultural expectations with modern technology
requires careful consideration, especially regarding maintain-
ing privacy. We found that privacy is a complex issue among
Saudi family members, influenced by cultural norms that often
prioritize communal living and shared spaces over individual
privacy. SA24 reflected: "In our culture, we do not have as
much privacy as we would like. We invite our families to our
private spaces and tend to share so much with each other.”
This communal living approach can lead to complexities in
managing privacy, particularly within the Saudi home struc-
ture where multiple adults commonly live together. As SA27
mentioned: "We have more than two adults living under the
same roof, like 5 or 6, compared to Western society, where
they have mostly two adults.” The presence of many adults in
a household can complicate decisions about privacy and the
use of smart home technology, as each individual may have
different expectations and needs.

Gender factors in privacy concerns and device sharing.
Our findings highlight how Saudi societal and Islamic reli-
gious expectations place less scrutiny on men in situations
regarding visibility and behavior. SA35 illustrated: "When it
comes to guests and cameras inside of the house, I think that
for men, it will be different because there’s not much concern
in our society.” SA24 mentioned a more casual attitude to-
wards being filmed: "Because I am a guy, it doesn’t matter.
Who cares if someone sees me?” This reflects the different
levels of concern between genders, where men typically feel
less impacted by being on camera. The presence of cameras
also creates specific challenges for women, particularly if it
involves controversial behaviors. SA31 mentioned: "When my
male friends gather, they do not care if I have the camera on
while they smoke here. On the other hand, some of my wife’s
female friends smoke, but even though they trust her, they do
not want to be on camera while smoking because of society’s
Jjudgment regarding women’s behavior."

Impact of cultural background on technology adoption
and usage. We found that cultural background profoundly
influences how smart home technologies are embraced and
managed in Saudi Arabia. SA28 mentioned: "Usually, Saudis
are a private-oriented people, so they do not like people out-
side their domain to know about their life, their homes, their
family, and their problems." This critical value of privacy
guides many Saudis’ cautious approach toward integrating
new technology into their lives. Moreover, SA34 observed
that economic factors play a significant role in the adoption of
smart home devices, suggesting that financial resources can
determine how broadly these technologies are integrated into
daily lives: "Adoption of technology in Saudi Arabia depends
on how economically wealthy you are, some other poor peo-
ple know they won’t use it.” Social influence is another key
driver, as SA31 mentioned: "When I see one of my best friends
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using these kinds of tech daily, I realize I need to get these
devices.” Cultural traditions and customs add another layer of
complexity as SA23 highlighted concerns about data security
and the cultural fit of new technologies: "Customs and tradi-
tions may play a role, considering our information is being
recorded in the cloud. Our things are recorded in a place, or
someone can access them, which doesn’t suit us and is still
a concern for our society.” SA22 summarized this cautious
approach by stating: "It’s for the individual to use technology
based on their cultural expectations, such as certain devices,
ideas, or concepts that we just wouldn’t do because they’re
not part of our tradition or affect our beliefs.”

Perception of smart home technology’s suitability to cul-
tural expectations. We looked at how participants perceived
the suitability between smart home technologies and the cul-
tural expectations in Saudi Arabia. SA24 mentioned: "Some
devices are not well suited in our community because they are
designed, built, and manufactured for other cultures.” This
highlights a discrepancy between the technology available and
the unique requirements of Saudi users. SA27 supported this
concern by mentioning: "There is no clarity or transparency
in the applications that are used since the policies imposed on
them in their countries are different from those in our coun-
tries.” These views express worry about whether current smart
home technologies align with local cultural expectations and
the country’s policies. However, SA22 provided a different
perspective: "Sometimes, certain things might not suit our
culture based on how we view privacy and all these modesty.
But the way people place technology within the household
is not necessarily suited.” This points out that while cultural
mismatches exist, how people adapt these technologies into
their homes is essential in deciding their suitability.

Religion impacting culture. We found that religion shapes
the use and perception of smart home technologies in Saudi
Arabia, particularly regarding privacy and adopting new tech-
nology. As SA28 mentioned: "Our religion goes with justice,
as we always know. If this sharing brings us justice and
comfort to others, it’s OK, but I did not think it would be an
excellent decision if there were no justice.” Similarly, SA26
mentioned: "In some of my strictly religious friends’ homes,
they do not like to give up their privacy because of Islam”,
illustrating the strong link between religious values and every-
day practices. SA22 added: "We’ve been raised as Muslims
in a certain way where right and wrong are clear, and we
always want what’s best for each other. I think religion and
society are always hand in hand, and in Saudi Arabia at least,
they always play a role in how people socialize, view modesty,
and accept smart devices.” These reflections demonstrate the
belief that religion strongly influences the integration of smart
home technologies, emphasizing the importance of aligning
with cultural and religious expectations.

5.4 Interpersonal Dynamics
5.4.1 Impact of Camera on Family Dynamics

We explored how cameras can influence family dynamics.
Our findings show that cameras can create contention, leading
to family members’ conflicts over their use and control.

Conflicts and disagreements about camera with household.
We found that cameras in common areas of the house often
cause concern, as family members may feel uncomfortable be-
ing watched. SA24 mentioned: "Some of my family members
are uncomfortable when I monitor certain places, especially
when the camera speaker is on.” Furthermore, the presence
of cameras can lead to conflicts among siblings. SA33 ex-
pressed frustrations over unequal access: "I always discuss
with my parents why they gave my sister access to the camera
since I am fine with my parents seeing me but not anyone else.’
SA33 also mentioned: "I was against the cameras, but in the
end, it’s my parent’s house, so I must agree with their rules.’
Reflecting how the household hierarchy plays a role in forc-
ing the acceptance of these technologies. SA22 emphasized
the importance of family discussions when introducing such
technology: "It will affect everyone because you're talking
about a camera in places we access every day. Of course, it
will affect our lives, and we will discuss it together.”

>

>

Family trust with regards to sharing. We found that trust
is essential in sharing devices within the family. SA22 em-
phasized the inherent trust within the family: "We always
want what’s best for each other, this trust is always built in-
side us, we always take into account our opinions and how
these things affect us before the sharing decision is made.”
However, sharing with extended family or those outside the
immediate household can be more complex. SA26 mentioned:
"I negotiated with my husband to share the device with my
mom, who doesn’t live with us, but we are one family in the
end, and we agree that sharing will benefit us.” Participants
show that this trust is not always unconditional. As SA24
illustrated: "If they tell me something and do another, [ would
be worried and stop the sharing.” This highlights the impor-
tance of maintaining trust by respecting agreed boundaries.
SA35 summed up the view of many participants: "I think
knowing that my family, my parents, and my siblings always
want what’s best for each other, we would never put ourselves
in any compromising situation.” This deep trust within the
Saudi family supports sharing smart home devices, with the
understanding that everyone is looking out for each other’s
best interests. However, this notion of trust was challenged
in a previous case, where a participant shared how a camera
uncovered her husband’s attempt at financial deception. This
introduces complexity to the otherwise solid belief in familial
loyalty, highlighting the double role that smart technologies
play in strengthening and challenging family trust dynamics.

Limited shared access with family members while main-
taining control. We found that sharing was often limited and
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conditional, even within families. SA28 mentioned: "It’s OK
if I am still in control as long as it is one of my family members,
but my wife always has control.” This highlights that while
sharing with family members is common, many participants
emphasized the importance of maintaining control over their
devices. SA30 shared a similar perspective: "I only share it
with my mother for a limited time when I am not home.” This
slight approach suggests a growing awareness of the need for
personal privacy, even within close family circles.

5.4.2 Impact of Camera on Host-Guest Dynamics

Cameras also change how hosts and guests interact, as guests
may feel uncomfortable being watched. The trust guests place
in their hosts, particularly regarding who controls the cameras,
plays a big part in how comfortable they feel. We explored
how hosts try to balance addressing their guests’ concerns
and keeping the security and benefits cameras provide.

Conflicts and disagreements about cameras with guests.
Many participants shared the same concerns that cameras can
make their guests uncomfortable. SA26 mentioned: "Some
visitors talk about the camera in the living room, and when
they saw it, they asked if the recording could be deleted, and |
confirmed I would delete it.” SA22 also highlighted this issue:
"Some of my guests feel uncomfortable when they’re being
recorded, and more than once, we had a long discussion about
it. Some of them stopped coming to my home.”

Trustworthiness of host. We found that trust plays a crucial
role in how guests perceive cameras in the home. SA30 ex-
pressed: "I am concerned, and the next time I visited them 1
tried not to be seen in the camera. Even though she said she
is not sharing it with others, for sure, her husband has access,
and even if I trust her, I won’t trust him”. This highlights
the complex trust dynamics that come into play when guests
know others might have access to the footage.

Limited sharing of access with guests while maintaining
control. Participants were careful about sharing access with
anyone outside their immediate family, preferring to limit or
avoid it altogether. SA28 captured this: "Other than family
members, I don’t think it’s a good idea.” However, there were
conflicting views on guest access. SA31 believed that guests
should have some level of access to the place they stay in: "/
would like people in the guest room to have full access to ev-
erything in that room.” He added that this access is temporary
and removed once the guest leaves.

Guest comfort. Participants discussed the steps they take to
help their guests feel comfortable in the presence of cameras.
SA34 shared: "When my brother comes, I turn off the camera
because he’s a diplomat and afraid of his privacy.” That leads
to the importance of guest background and acceptance of the
cameras. SA25 also took steps to reduce discomfort: "When
visitors come, I have cameras on the ceiling I can’t take
away, so I flip them to the corner of the wall.” SA23 followed

the steps by emphasizing the importance of placing cameras
thoughtfully: "I carefully choose where I put the cameras. For
example, the guest area has no camera.”

5.5 Privacy Concerns and Conflicts

Participants expressed anxiety over the possibility of some-
thing going wrong, such as a security breach or a data leak.
There are also notable discomfort and trust issues related to
these devices. Participants are worried about the potential for
these devices to record private conversations.

Chances of something bad happening. Participants ex-
pressed their fears about the possibility of their privacy being
compromised, as SA28 mentioned: "If they have access, they
could probably easily hack my Wi-Fi and invade my privacy.
Even within family settings, sharing devices raised concerns,
as SA25 explained: "My husband’s privacy that he is on a
call that he does not want anyone to hear.”

>

Data collection. We found that data collection was another
primary concern. SA27 shared his ongoing struggle with
voice assistants: "I stuck with Alexa, even though it is ter-
rible, and I think it collects my data. I use it because it’s
the only device that understands Arabic.” On the other hand,
SA24 provided a more resigned view: "Yes, I know that the
data is going somewhere, but they're recording thousands of
hours of millions of other humans, who cares? I am not an
important person who works on the political side or in the
government.” Despite these varied perspectives, SA27 empha-
sized the lack of privacy assurances: "There are no promises
regarding privacy. No one will stop them if they want to steal
all the information. And they are not claiming that they are
not. All I want is for them to claim it is private.” SA22 also
expressed a need for transparency: "I always want to know
where the data is going.”

5.6 Resolving Privacy Issues

Our analysis shows that participants actively try to take steps
to manage privacy issues caused by using smart home devices.
Participants adjust the cameras’ location and turn them off
when needed. Others focus on improving security settings
and being careful about who can access these devices. Partici-
pants aim to find a balance between privacy and convenience,
looking to maintain control of their homes.

Adjustments and compromises through camera place-
ment. The most common method participants mentioned was
adjusting the placement of cameras within their homes. SA26
shared: "I only have a camera in main rooms, like the living
room, dining room, and kitchen, and no camera in bedrooms,”
illustrating how selective placement can help protect more
intimate spaces. SA21 also emphasized a thoughtful approach
to camera placement: "When I place the camera, I only make
it cover the area needed.” This careful consideration extends
to SA22’s decision to avoid placing cameras in particular
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areas where his grandmother stays: "It wouldn’t be where my
grandma stays. Because she doesn’t like it.” These methods
underline a conscious effort to balance security with the need
for privacy within the home.

Enhance privacy through technological means. In addition
to physical adjustments, participants also focused on enhanc-
ing the security settings of their devices to avoid unnecessary
data exposure. SA24 mentioned: "I am not linking it to any
of my accounts.” Similarly, SA31 noted the importance of
keeping software updated: "Every time I have this notification
about a security update, I update it immediately.”

Reduce shared access. In addition to adjustments and en-
hancements, participants further described proactive measures
to protect their privacy. For instance, SA26 mentioned: "My
father did not want to share the door’s secret code with his
young grandchildren, fearing the child might pass it on to
other people.” This illustrates a cautious approach to sharing
access information within the family. SA25 added: "I put
boundaries, to whom I give access, and not all cameras are
shared.” Both examples demonstrate a conscious effort to
control how and where data is stored and who can access it.

Trade-off between privacy and daily convenience. We
found that efforts to maintain privacy often involve a trade-off
with smart home devices’ convenience. This opinion is re-
flected by SA29, who remarked: "The ease of dealing with life
overshadows privacy a bit, I can give up privacy,” and SA21,
who openly said: "We sell our privacy for them because they
are convenient.” These statements highlight a common theme:
while privacy is highly valued, the convenience of smart home
technology can sometimes justify compromising that privacy.

6 Discussion and Recommendations

Our study shows how cultural perspectives play a critical role
in shaping privacy practices and the adoption of smart home
technologies. We discuss how the interplay between user
expectations, social norms, and technological affordances,
can offer insights into culturally aware smart home design.

6.1 Summary of Findings

Privacy in Saudi households is not merely an individual con-
cern but a collectively negotiated practice, shaped by family
hierarchies, gender norms, and religious values. Our findings
extend prior work in smart home privacy [4, 5,67, 69], em-
phasizing the limited awareness of the privacy implications
of smart technology in non-Western contexts. In contrast to
studies such as Zheng et al. [92], which emphasize trade-offs
between convenience and data privacy in Western homes,
our participants framed smart technologies, particularly cam-
eras, as entities whose presence must align with social and
religious values. Although Western users might weigh pri-
vacy against convenience or corporate trust, Saudi participants

framed privacy as a communal responsibility, negotiated be-
tween household hierarchies, and often linked to moral and
spiritual obligations. Similarly, while Ur et al. [83] highlight
power struggles between teens and parents around surveil-
lance, we found that gender and religious boundaries often
dictated who could control or access devices, adding layers
of complexity to the governance of smart homes. Moreover,
our work builds on Sun et al. [80], who point to evolving
privacy awareness among parents using smart technologies,
by highlighting how such awareness is not only reactive but
embedded in pre-existing cultural anxieties around digital
exposure. Our participants described using physical means
(e.g., unplugging devices, turning cameras to the wall) to mit-
igate privacy threats—echoing findings in Afnan et al. [2]
about how Muslim women navigate online visibility under
conditions of reputational risk and religious scrutiny. How-
ever, our study extends that work to the domain of domestic
technologies, uncovering how the camera, analogous to the
"stranger gaze" or non-mahram male, is perceived as an agent
that can violate cultural norms simply by being present. One
of our key contributions is the framing of smart cameras not
merely as passive surveillance tools but as culturally conse-
quential presences. Participants often described the camera
as having a "social role" within the family, affecting behavior
and prompting negotiation. This resonates with broader HCI
discourse on the agency of technology [27], but our findings
localize this in a Saudi context, adding a novel dimension to
the conversation on privacy design. In summary, our findings
offer three key insights that extend prior research:

Relational Privacy. Privacy is not solely individual but
shaped through household negotiation, social expectations,
and shared responsibility.

Moral Dimensions. Religious and cultural ethics guide visi-
bility and access, adding moral and spiritual weight beyond
usability or risk.

Device as Social Actor. Devices are seen as socially signifi-
cant entities that can reinforce or violate cultural boundaries,
not just tools to be trusted or controlled.

6.2 Understanding the Complexity of Culture

Designing technologies that integrate well into diverse cul-
tural contexts is complicated. As noted by Anarky et al. [44],
cultural expectations evolve and vary across geographical re-
gions, within households, and according to individuals. This
presents significant challenges in accurately measuring pri-
vacy, and makes it difficult to develop universal privacy so-
lutions. Our research supports this view and highlights how
deeply embedded cultural values shape technology use, often
in ways that technology designers may not anticipate.
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6.2.1 The Dilemma of Conflicting Values

One of the key challenges we observed is the conflict between
household hierarchies and privacy controls. In many Saudi
homes, the decision-making authority over smart home de-
vices is concentrated in senior family members—typically
male figures—who determine access, usage, and privacy set-
tings. When smart home technologies reinforce these hierar-
chies through default control settings or technical complexity,
they risk exacerbating existing power imbalances. Further-
more, technological affordances do not always align with
household privacy expectations. For instance, some partic-
ipants noted that the lack of granular control over camera
permissions led to unintended visibility for household mem-
bers, guests, or domestic workers. In such cases, participants
resorted to non-digital solutions, such as placing fabric over
cameras or positioning devices away from private spaces. This
highlights the critical gap between design assumptions and
lived experiences, reinforcing the need for technologies that
allow adaptive, culturally aware privacy configurations.

6.2.2 Culturally Aligned Design and Affordances

To develop culturally respectful smart home technologies,
especially those using cameras, we contend that affor-
dances [45] must be thoughtfully designed to mitigate three
acknowledged usability gaps from HCI [73,74]: the Gulf of
Execution [68], Gulf of Evaluation [68], and Gulf of Expec-
tation [39]. Our research indicates that culturally significant
affordances [45], those that align with users’ social values
and religious practices, can mitigate the cognitive and social
obstacles to the utilization of privacy-compliant technologies.

We propose three illustrative affordances grounded in the
lived experiences of our Saudi participants:

Guest Mode. In the presence of guests, cameras automati-
cally deactivate or transition to a privacy-preserving mode.
This mode may be activated manually, through a voice as-
sistant, prompted by doorbell activation, or set up to start
from proximity detection of known guests’ devices. It tackles
the Gulf of Execution by providing an intuitive mechanism
that embodies modesty rules and the Gulf of Expectation by
conforming device behavior to cultural privacy standards.

Prayer Mode. Cameras and voice assistants suspend data
collection during prayer periods, either according to a prede-
termined schedule or recognized signals. This ensures clarity
regarding what is documented and the timing, reducing the
Gulf of Evaluation and strengthening cultural practices.

Visitor Notification. Smart home systems alert users and
guests when approaching areas equipped with operational
cameras, especially in private residences, enabling visitors to
make informed decisions (e.g., adjusting attire or behavior).
This connects the Gulf of Evaluation and the Gulf of Expec-
tation by revealing underlying risks and fostering trust via
respectful transparency.

These examples show that affordances can be designed to
suit not only individual preferences but also collective cul-
tural values [21]. Rather than framing privacy solely as a
user configuration issue, culturally aligned features enable
shared negotiation and improve usability in communal set-
tings. They offer a foundation for integrating religious and
societal expectations directly into smart device functionality.

6.3 Cultural Insights as Drivers of Innovation

Rather than framing these findings as design recommenda-
tions, we argue that understanding cultural perspectives can
provide novel insights and spur innovation for privacy design.
Designers of smart devices need to strike a fine balance: on
the one hand, they need to design technologies that are intu-
itive, usable, and safe for home users. On the other hand, they
need to design innovative and desirable features and quali-
ties. Unfortunately, privacy protection is not often seen as a
candidate for innovation, and is more commonly addressed
through regulation and compliance. This approach has the
advantage of being familiar to designers and home users, and
is often framed as following “best practice”. However, such
practices are very strongly tied to the norms and expecta-
tions of Western societies, which are typically more regulated
and historically have driven the development of smart home
technology. We argue that a design approach for smart home
devices that draws deeply upon cultural perspectives can pro-
vide significant inspiration for future innovations in privacy.
Initially, such innovations will provide more appropriate pri-
vacy solutions for these specific cultures. However, it is also
likely that in doing so, they will provide greater insights into
privacy interaction across different cultures, advancing the
state of the art of privacy preference and protection.

7 Conclusion

Our study examines how culture shapes privacy practices in
smart homes through an iterative constructivist GT approach.
Focusing on Saudi households, we find that privacy is not indi-
vidually defined but collectively negotiated, shaped by family
hierarchies, religious values, and social norms. Smart cam-
eras are often perceived as socially present entities, prompting
users to create physical workarounds when cultural expecta-
tions are not met. These findings call for culturally responsive
design approaches that support family-driven privacy strate-
gies. Rather than viewing cultural values as constraints, we
highlight their potential to inspire privacy-aware innovation.
Our grounded theory of Culturally Negotiated Privacy Man-
agement in Saudi Smart Homes contributes to ongoing dis-
cussions in usable privacy and security by emphasizing the
need for smart home systems that are not only technologically
robust, but also socially inclusive and culturally grounded.
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Initial Interview Questions

Characteristics of Device and Service Sharing

How many people are there in your house?

What is each person’s relationship with you? How about their age and
gender?

What kind of digital service do you own or use in your house?

Were you ever asked to share your information with others in your
home? What was it for?

Conflicting Privacy Practices

What factors do you consider or care about when using digital services
in your home?

Which digital service do you have the most concern with? Why is this
the case?

In your own words, please tell me your interpretation of digital privacy.
Are there any particular privacy issues in the household you are worried
about?

Are there any particular privacy issues in the household you are aware
of, but are not worried about?

Have your housemates unexpectedly breached your privacy due to
privacy leakage from digital services?

Have you ever unexpectedly learned something about your housemate
due to privacy leakage from digital services?

« Is there any specific piece of information you try your hardest to avoid
giving up to the people you live with? Why?

* Are there times when you wished you could interact with those digital
services without your housemate knowing? What are they? Why?

Resolving Privacy Conflicts

¢ How much control do you feel you have over the privacy settings of
the digital services in your house?

‘Who usually makes the last call in the matter? Why? Does everyone in
the house agree? Please describe an incident to illustrate this.

« Is there any specific digital service that you seized using due to privacy
concerns, but your housemate continues to use it? Why?

« Is there any specific digital service for which your housemate has
privacy concerns, but you continue using it? Why?

¢ What measures do you take, if any, to work around privacy conflicts?

B Expanded Pool Interview Questions

Device and Service Sharing Dynamics

¢ Can you describe a typical situation in your daily life where you
interact with smart home technology? What device do you use?

* How is access to or control over smart home devices managed in your
household? Who typically has control, and how is this decided?

¢ Can you describe the different ways you share access to smart home
devices? For example, do you share control differently with family
members versus guests?

* Are there specific devices or services you are more comfortable sharing
access to? Which ones, and why?

* How do you feel about the effects of sharing smart home technologies
on aspects like privacy and daily convenience?

¢ Could you describe different scenarios where you might share access
to your smart devices?

* Can you discuss some concerns or benefits of sharing smart home
technologies?

« Can you describe specific practices or traditions that come into play
when deciding/managing who gets access to these technologies?

* How do you compare managing physical access through traditional
means, like keys, with managing digital access, such as through app
permissions, for your smart home? What are some differences in how
you handle these types of access?

¢ Have any personal or historical experiences shaped your approach
to sharing devices and services in your smart home? Could you de-
scribe how these experiences have influenced your digital and physical
sharing preferences?

Identifying Problems with Sharing Practices

* In your experience, what are the main benefits and drawbacks of shar-
ing data or access within smart home environments?

¢ Can you tell me about any times when sharing control or access to
your smart home devices made you or someone else in your household
feel uncomfortable or uneasy? What happened?

¢ Have there been any disagreements or issues in your household about
how smart home devices should be used or who should access them?
Can you share an example of such a situation?

¢ How has sharing access to your smart home devices changed how you
think about your safety or privacy at home? Do you feel more or less
secure? and why?

¢ Do you find keeping things private or safe at home more challenging
when others can use your smart devices? Can you describe a situation
where this was the case?

« In what ways do you think sharing smart home controls could impact
relationships within the household or with visitors?

Resolving Conflicts Arising from Sharing

* What steps have you taken to resolve conflicts or issues that arise from
sharing access to your smart home devices? If not? What happened?
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Can you describe any methods or rules you’ve implemented to feel
more comfortable when others use your smart home devices? What do
you do to make sure everything stays safe and private?

Have there been times when you decided to change or stop letting
others use your smart home devices? Can you explain what led to that
decision?

How do your family traditions or cultural background affect how you
handle disagreements or issues related to smart home device usage?
In your experience, how is trust built and upheld when you share
smart home devices with others, especially considering the cultural
expectations in your community?

Can you walk me through how you discuss and decide on technology
usage and sharing rules with your family or guests in your home? What
does that negotiation look like?

Can you describe any adjustments you’ve made to how you use smart
home devices to keep everyone comfortable and still maintain some
control? What kind of compromises have you made?

Do you think the smart home technologies available today are well-
suited to the privacy and safety expectations of people in your commu-
nity? Why or why not?

How do you manage the trade-offs between making things easier and
keeping things private or safe when using smart home devices with
others?

Household Composition

Table 6: Subsequent Data Collection - Saudi Participants

ID Household Composition Size  Role
SA21 Mother, brother, sister, housekeeper 5 Daughter
SA22  Mother, 3 brothers, 4 sisters, grandparents, house- 12 Son
keeper
SA23 Husband, 5 sons, 4 daughters, 2 housekeepers, 15 Wife
grandparents
SA24 wife, 2 daughters, son, housekeeper 6 Husband
SA25 Husband, housekeeper, daughter, son 5 Wife
SA26 Husband, son, housekeeper 4 Wife
SA27  Wife, 3 daughters, housekeeper 6 Husband
SA28  Wife, son, daughter, housekeeper 5 Husband
SA29  Parents, 3 brothers, grandparents, housekeeper 9 Son
SA30 Husband, son, daughter ,housekeeper 5 Wife
SA31 Wife, 2 daughters, housekeeper 5 Husband
SA32 Parents, 2 sisters, 3 brothers 8 Daughter
SA33 Parents, brother, sister, housekeeper 5 Daughter
SA34  Wife, 2 sons, 3 daughters, housekeeper 8 Husband
SA35 Mother, 2 brothers, 3 sisters, housekeeper 8 Son

D Study Codes from Conceptual Foundations

Table 7: Tension Manifestation Categories

Category

Subcategory

Misalignment

* Account usage
* Privacy habits

Untrusting sharer

* Due to unfamiliarity
* Believing sharer is dependent

« Accidental Togin

Table 4: Initial Data Collection - Saudi Participants Mistakes « Accidental usage/modification
ID Household Composition Size  Role Unauthorized expansion : gggﬁ;
SAl Parents, 2 brothers, 2 sisters, grandmother, house- 9 Daughter Service feature . ﬁg{?gggfggon
keeper - -
SA2 Husband, 3 daughters, 2 housekeepers, son, driver 9 Wife Leak from histor . f,‘gg;ggg s
SA3 Mother, brother, sister, housekeeper 5 Daughter story « Buying eifts
SA4 Parents, 2 brothers, 2 sisters, grandparents, house- 10 Daughter - - < Mlzun%eg}standm
keeper Untailored recommendation « Appropriacy g
SAS Wife, son, housekeeper 4 Husband
SA6 Husband, daughter, housekeeper 4 Wife
SA7 Wife, son, daughter, housekeeper 5 Husband
SAS8 Husband, housekeeper 3 Wife
SA9 Husband, 4 sons, 4 daughters, 2 housekeepers, 2 14 Wife
mothers . : P : :
SA10 Parents, 2 brothers, 3 sisters 8 Daughter Table 8: Tension Mltlgatlon CathOI'lCS
SA11  Mother, 2 brothers, sister, housekeeper 6 Daughter Category Subcategory
SAI2 Husband, son, daughter, housekeeper 5 Wife * Nothing to do
SA13  Parents, 3 brothers, sister, grandmother, house- 9 Daughter . « Power difference
keeper Inaction « Trust
SA14  Parents, 3 sisters, 3 brothers, grandparents, 2 house- 13 Daughter « Expect to resume normal usage
keepers - PR
SA15  Wife, son, daughter, housekeeper 5 Husband Adoptlng new habits
SA16  Mother, 2 brothers, 2 sisters, housekeeper 7 Daughter Alter trail of usage
SA17  Wife, 2 sons, 3 daughters, housekeeper 8 Husband * Spatial separation
gﬁ}g II—)Iusba;ndt,’ 3 S]auggters, ]l(xousekeeper g ;Vlfe Coordination * Temporal separation
arents, brother, housekeeper on . AT nooreoaf:
SA20  Wife, housckeeper 3 Husband Temporal aggregation

Table 5: Initial Data Collection - U.S. Participants

ID Household Composition Size  Role
US1 Parents 3 Son

Us2 Mother, father, 2 brothers 5 Daughter
Us3 Partner 2 Partner
Us4 Wife, 2 daughters 4 Husband
US5 Mother, brother 3 Son

usS6 Parents, sister 4 Daughter
us7 Parents, 2 brothers 5 Daughter
Us8 Parents 3 Daughter
US9 Husband, daughter, son 4 Wife
US10 Parents 3 Son
US11 Husband 2 Wife
US12 Wife, daughter, son 4 Husband
US13 Mother 2 Daughter
USl14 Father, mother, sister 4 Daughter
US15 Wife, son 3 Husband
US16  Father, mother, 2 brothers 5 Daughter
US17  Husband 2 Wife
US18 2 sisters 3 Son
US19  Husband, daughter 3 Wife
US20 Girlfriend 2 Partner

Shifting responsibility onto oneself

Revoke access
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E Refined Study Codes from Subsequent Data Collection

Table 9: Sharing Dynamics

Table 11: Cultural and Religious Influences

Sub-Theme Category List of Codes Sub-Theme Category List of Codes
* Remote monitoring of home « Heightened privacy concerns when host-
. Chllq supervision and safety Cultural and ing guests ) )
* Monitoring household staff . « Explain privacy measures to international
* Smart cameras for surveillance personal privacy visitors
For monitoring expectations with . . .
« Smart locks for access control ot * Adjust camera use during guest visits
* Outdoor cameras at main entrances g * Balance hospitality with privacy preser-
* Cameras in children’s areas Cultral Influence vation
X . on Personal, — .
* Assistance in law enforcement . » Acceptance of shared living spaces in
Reasons . . - Familial, and X
- . « Convenience in daily tasks . Saudi culture
for Adoption . PR Guest Privacy L . T .
« Cost-effectiveness and accessibility Cultural norms « Limited expectation of individual privacy
* Luxury and modern living experience limiting personal within family
For quality-of-life * Emotional comfort for parents privacy within » Communal approach to family living and
im fovem};:n is * Smart lights for efficiency family settings technology use
P ’ « Voice-controlled devices for ease of use * Negotiate privacy in multi-generational
« Smart TVs for entertainment households
* Devices in communal areas for shared « Stricter control over recordings of women
benefits Gender-specific « Different levels of concern between gen-
* Parental control over device access privacy ders about being on camera
 Grandparents given priority access considerations * Impact of gender on comfort with smart
. X . Genders Factor .
Generational ¢ Adult children with secondary access in Privac home devices
seniority-based rights Y « Gender differences in device control/ac-
. e . Concerns and
* Young children with limited/supervised . . . cess
Device Sharing Gender roles in L.
. . access . * Influence of traditional gender roles on
Hierarchical * Tech family members managing device device technology adoption
Control Y eging management £y adoption . .
Delegation setups * Gender-based restrictions in device shar-
 Younger generations teaching older mem- ing
Technological bers « Privacy-oriented approach in Saudi cul-
seniority-based * Access rights based on technical profi- . ture
cienc, Cultural influence * Influence of wealth on technology adop-
. Tec)lll»conﬁdenl members as family IT Impact of on adoption tion e
support Cultural patterns * Role of social influence in smart home
* Enhanced home security Background on acceptance
« Improved communication & coordination Technology « Adapt smart home use to fit Saudi cus-
. i i ing househol A i s
Benefits of sharing ;as(l:((;nvemence in managing houschold Ug;) P:O“ nd Cultural fO(rlr:ncerns about data security in relation
« Shared responsibility for home manage- y adaptation of to cultural norms !
. ment " Y ¢ technology * Balance modernization with traditional
ilsssi:srﬁeﬁter:;ﬁ[ * Privacy concerns within family members values
Sharin « Potential for misuse of access privileges « Evaluate technology alignment with
&  Challenges in maintaining individual pri- Perception of Saudi values
. ac . . _
Problems of sharing vacy ] ‘ o Smart Hom? Cultural fit of . 'Concer'ns about cultural mismatch in de
« Unauthorized access to sensitive informa- Technology’s vice design
. oo smart home
tion Suitability to * Adapt technology to meet cultural expec-
» Disagreements over device settings and Cultural technology tations
usage Expectations * Balance innovation with cultural preser-
» Temporary access given during emergen- vation
- ) cies_ ] « Align smart home use with Islamic prin-
Conditional sharing | ¢ Limited access for household staff or Relici ciples
based on necessity caregivers chgrous « Consider religious views on privacy and
. « Time access for visiting family members principles in modesty
Scenarios . . . technology use AT .
. . * Shared access during family gatherings . « Impact of religious beliefs on technology
of Sharing Religion
* Sharing of non-security-related devices I g0 acceptance
Conditional sharing | ¢ Restricted access to security cameras and Cmidcrtmg » Consult religious guidance for technol-
based on device locks ulture Relici ogy decisions
sensitivity « Full family access to entertainment sys- in?iLiI:::on « Balance religious values with technologi-
tems - . 1 fits
decision-making cal benefits . .
* Influence of religious norms on sharing
. ractices
Table 10: Camera Identity P
Sub-Theme Category List of Codes
Considering camera | © Perception of cameras as non-family
Cameras as as stranger man members
Non-Mahram « Discomfort with camera in private spaces
Someone else is * Feeling of constant surveillance
watching me + Challenges "home as a safe space"
Are cameras « Balance between security and privacy
that important? ﬂl\(eassessing the role of cameras in daily
Shifting life
Perception ¢ Incremental normalization of camera
Forgetting the presence

existence of Camera

« Unintentional effects of camera habitua-
tion
» Evolving comfort levels with surveillance
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Table 12: Interpersonal Dynamics

Table 13: Privacy Concerns and Conflicts

Sub-Theme Category List of Codes Sub-Theme Category List of Codes
* Family members’ discomfort with being * Fears of hacking into smart home systems
. monitored « Concerns about unauthorized access to cam-
Conflicts and . . .
disagreements  Disagreements over camera placement in Security era feeds
y ) shared spaces Chances of vulnerabilities * Worries about data breaches in cloud stor-
about camera . .. X
. « Tensions arising from unequal access to Something Bad to age
with household —
camera footage Happen « Concerns about blackmail using recorded
« Debates over the necessity of indoor cam- (Attack, Leakage) footage
Impact of eras Potential misuse | ¢ Fears of identity theft through stolen smart
Camera on * Concerns about potential misuse of of data home data

Family Dynamics

Family trust in
regard to sharing

footage by family
« Balancing trust and privacy within family
units

« Worries about location data being used for
burglary

Limited sharing
of access with
family members
while maintaining
control

« Selective access to camera footage for
different family members

« Parental controls on camera access
 Negotiating camera control among adult
family members

« Strategies for maintaining privacy while
sharing access

Impact of
Camera on
Host-Guest
Dynamics

Conflicts and

* Discomfort with visible cameras
« Discussions on camera presence during
visits

Data Collection

Types of data
collected

» Awareness of audio data collection by voice
assistants

« Concerns for video data from smart cameras
« Tracking of daily routines and habits

Data usage and
storage

« Uncertainty about how collected data is
used
« Concerns for long-term storage of personal
data
« Lack of transparency in data handling policy

disagreements L .
g  Guests requesting footage deletion after
about camera ..
with guest visits
’ * Reduced visitation due to camera pres-
ence
« Concerns about who can access guest
. f
Trustworthiness ootage s . . .
. » Guests’ anxiety about potential misuse of
of Host
footage

« Impact of trust on guest comfort levels
* Host’s standing regarding privacy respect

Recording

Continuous
surveillance

 Discomfort with constant video recording
« Concerns about audio recording of private
conversations

* Feeling of being constantly watched in one’s
own home

Control over
recording

* Desire for more control over when devices
record

« Concerns about inability to truly ’turn off’
smart devices

« Difficulties in managing recording settings

Limited shared
access with guests
while maintaining
control

« Restricting guest access to certain camera
feeds

 Time-limited access for guests

« Protocols for managing guest access

Table 14: Resolving Privacy Issues

Sub-Theme

Category

List of Codes

Guest Camera
Comfort

« Informing guests about camera presence
beforehand

« Offering to turn off cameras in guest ar-
eas

« Explaining camera usage and access poli-
cies to guests

* Adjusting camera angles to respect guest
privacy

« Providing options for guests to control
cameras in their space

Adjustments and
Compromises
Through Camera
Placement

Physical
adjustments

* Reposition cameras to cover only necessary
areas

« Turn cameras to face walls when not in use
« Install privacy screens or covers for cameras

Usage
adjustments

* Limit camera operation to specific times of
day

 Turn off cameras during private family mo-
ments

* Adjust camera settings to blur or mask cer-
tain areas

Enhance Privacy
Through
Technological
Means

Technical
solutions

* Regularly updating device firmware and se-
curity settings

« Use strong, unique passwords for each de-
vice

« Enable 2-factor authentication where avail-
able

Behavioral
changes

¢ Being mindful of conversations around
voice-activated devices

* Regularly reviewing and deleting stored
data

¢ Educating family members about privacy
best practices

Reduce Shared
Access

Ongoing
management

* Regularly audit device access and permis-
sions

« Create separate networks for smart home
devices

* Implement parental controls for children’s
device usage

Trade-off
Between Privacy
and Convenience

Balancing act
strategies

* Selectively enabling features based on
privacy-convenience trade-offs

« Using privacy-enhancing modes during sen-
sitive times

* Accepting some privacy risks for significant
convenience gains

Decision-making
process

» Weighing privacy concerns against practical
benefits

« Involving family in decisions about device
usage and settings

¢ Periodically reassessing the balance be-
tween privacy and convenience

224 Twenty-First Symposium on Usable Privacy and Security

USENIX Association




	Introduction
	Background and Related Work
	Definitions
	Privacy Tension in Smart Shared Spaces
	Cultural Impact on Smart Home Privacy

	Methodology
	Conceptual Foundations: Insights from Open and Axial Coding
	Cultural Perspective in Privacy Perception
	Conflict Resolution Strategies

	Theoretical Integration: Culturally Negotiated Privacy Management in Saudi Smart Homes
	Sharing Dynamics
	Camera Identity
	Cameras as Non-Mahram
	Shifting Perception

	Cultural and Religious Influences
	Interpersonal Dynamics
	Impact of Camera on Family Dynamics
	Impact of Camera on Host-Guest Dynamics

	Privacy Concerns and Conflicts
	Resolving Privacy Issues

	Discussion and Recommendations
	Summary of Findings
	Understanding the Complexity of Culture
	The Dilemma of Conflicting Values
	Culturally Aligned Design and Affordances

	Cultural Insights as Drivers of Innovation

	Conclusion
	Initial Interview Questions
	Expanded Pool Interview Questions
	Household Composition
	Study Codes from Conceptual Foundations
	Refined Study Codes from Subsequent Data Collection

