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Playing in the Sandbox: A Study on the Usability of Seccomp

Maysara Alhindi
University of Bristol

Abstract

Sandboxing restricts what applications do, and prevents ex-
ploited processes being abused; yet relatively few applications
get sandboxed: why? We report a usability trial with 7 experi-
enced Seccomp developers exploring how they approached
sandboxing an application and the difficulties they faced. The
developers each approached sandboxing the application dif-
ferently and each came to different solutions. We highlight
many challenges of using Seccomp, the sandboxing designs
by the participants, and what developers think would make it
easier for them to sandbox applications effectively.

1 Introduction

A backdoor was discovered in one of the most popular com-
pression libraries, xz [18]. Whilst several security techniques
(like sandboxing) could have mitigated the attack and pre-
vented exploitation, these techniques were not always used.
In the case of the xz backdoor, sandboxing would limit the
attack surface as the library would be able access the func-
tionality it needs, and nothing more.

Despite the security benefits of sandboxing, it is not always
incorporated into applications, with different OSs sandboxing
different things. OpenBSD sandboxes the xz application by
default using its Pledge sandboxing mechanism, and whilst
the xz exploit did not target OpenBSD, the same techniques
would not have made the backdoor useful in the same way
as it was with Linux. Despite Linux having a more capable
sandboxing mechanisms than OpenBSD (specifically, Sec-
comp), xz is not as restricted on Linux by default. One study
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on the number of sandboxed packages available in different
OSs found that only 802 packages for the popular Debian and
Fedora Linux OSs directly used sandboxing in their code out
of the tens of thousands of packages available [2].

One reason for the relatively low sandbox adoption is that
Seccomp (the Linux sandboxing framework) is foo powerful—
it provides a general programming language for sandboxing
with an assembly-esque syntax that can be used by developers
in many different ways and can be difficult to understand
and employ correctly—even for developers who have used
Seccomp before. Developers have to make design decisions
when using Seccomp: they must decide what they want to
sandbox in a program, with what permissions, and why. By
examining how existing developers use Seccomp, we can
better understand how they sandbox their code and help make
it easier for others to add sandboxes to their own code.

This paper reports a usability study with 7 developers who
had used Seccomp before, that were tasked with sandboxing
a program. We observed them working and asked questions
as they worked, alongside an interview and design exercise.

With developers with prior exposure to Seccomp, we ask the
following research questions:

* Do existing developers understand sandboxing and em-
ploy Seccomp effectively?

* What aspects of Seccomp do developers struggle with
when sandboxing their applications?

* What do developers want from a sandbox?

We find that the developers took different approaches to
sandboxing their programs, both in terms of the implementa-
tions and the way they arrived at them. Developers struggled
with aspects of Seccomp, such as working out what syscalls
were being used where. To the best of our knowledge, this
represents the first usability study of the Seccomp sandbox
and the only usability study examining how developers utilize
sandboxing mechanisms to secure their code.

USENIX Association

Twenty-First Symposium on Usable Privacy and Security 225



(SR

N

o

N o

2 Background and Related Work

2.1 Developer-centric sandboxing

There are many sandboxing and access control solutions that
help in achieving the principle of the least privilege [29].
Some, such as SELinux and AppArmor, are configured with
a security policy and restrict the resources applications can
access [31]. These solutions are mainly designed to be used
by system administrators as they require configuring external
security policies without altering an application’s code.
Other solutions are designed for developers. They offer
developers APIs that can be integrated into an application’s
codebase, allowing for the limitation of its access to specific
system resources such as syscalls and the filesystem. These
mechanisms let developers sandbox specific code segments
and drop privileges programmatically. Unlike app-oriented
sandboxes, such as AppArmor, the sandboxing policy exists
within the code. Different operating systems have different
sandboxing APIs, Linux has Seccomp [21], OpenBSD has
Pledge [22], while FreeBSD provides Capsicum [39].

Listing 1: Seccomp example

scmp_filter_ctx ctx;

// initializing the seccomp filter to use a deny-
list (deny all system calls by default)

ctx = seccomp_init (SCMP_ACT_KILL);

// Add a filter for the write system call and only
allow it if its first argument is stdout

seccomp_rule_add(ctx, SCMP_ACT_ALLOW, SCMP_SYS(write), 1,
SCMP_AQ (SCMP_CMP_EQ, STDOUT_FILENO));

// load the filter to the kernel

seccomp_load (ctx);

Seccomp (short for Secure Computing) is a Linux sandbox-
ing mechanism used by many applications (including Chrome,
Firefox and OpenSSH [2]) that lets developers restrict what
syscalls their programs can make. Developers can use Sec-
comp to allow, deny, or trap selected syscalls and check syscall
arguments. For example, developers can allow their programs
to write to only the standard output by restricting the argu-
ments of the write syscall (Listing 1). Developers can either
write raw BPF filters or use wrappers like 1ibseccomp to
implement their sandbox.

2.2 Prior work on sandboxing

Sandboxing research is broad, and reviews generally cover
broader techniques rather than specific sandboxing implemen-
tations. Maass et al. conducted an interdisciplinary system-
atic literature review of general sandboxing techniques, high-
lighting numerous research gaps, particularly in validation
techniques and the usability aspects [20]. Schreuders et al.
categorized sandboxes into rule-based and isolation-based
types, comparing their functionalities and limitations [31].
These reviews highlighted the importance of the usability of
sandboxing and stressed that it is under-researched [19].

Research into the APIs that sandboxes provide is less varied.
Research by Anderson compares Seccomp, Pledge, and Cap-
sicum, focusing on their technical differences and implementa-
tion [3]. Alhindi et al. investigated the adoption of sandboxing
mechanisms in different OSs, comparing how these sandboxes
worked across different operating systems [2]. They found
that fewer than 1% of packages directly use these mecha-
nisms and that fine-grained mechanisms like Seccomp are
sometimes used to mimic simpler models like Pledge, and
highlighted a gap in understanding developers’ needs and the
usability of these mechanisms.

2.3 Usability of Security APIs

We found minimal research looking at the usability of sand-
boxing APIs—the closest research to this was done by
Schreuders et al. where they examined the usability of access
control mechanisms such as AppArmor and SELinux [30].
Their research highlighted negative themes that affect the
usability of these systems such as the complexity of the sand-
boxing policy, and proposed suggestions to improve them,
including better descriptions and documentation, and better in-
tegration with automation tools and the overall operating sys-
tem. Other research investigated how sandboxed apps could
interfere with the needs of desktop users by conducting in-
terviews with 13 expert Linux users [8]. The research shows
that users could abandon apps if developers removed features
for security reasons; such as implementing sandboxing. They
argue that sandboxes sometimes require developers to remove
some features that are important for the functionality of appli-
cations in order to sandbox them (such as plugins) and that
this could be why developers do not adopt sandboxes, as the
ones who choose to do so, might have to drop features, and
thus lose users.

Neglecting usability has consequences [1,40]. Many secu-
rity APIs suffer from usability issues, making them difficult
for developers to use effectively [1] with prior work primar-
ily focusing on cryptography APIs [11]. Green and Smith
developed principles for usable cryptography APIs [11]. Pat-
naik et al. examined over 2,400 StackOverFlow questions
related to cryptography APIs to understand the issues devel-
opers face when using these APIs and how Green and Smith’s
usability principles relate to these issues [24]. Research by
Acar et al. assessed the usability of different cryptographic
libraries by conducting a controlled study with 256 Python
developers aiming to understand how the usability of these
libraries affects the security of the implemented code. Their
results found that many participants believed their solutions
were secure while it was not, and that participants struggled
with simple tasks. They highlighted the importance of having
good documentation and code examples [1].

While this research touches on many aspects of sandboxes
and usability, there is no research that examines the usability
of sandboxing APIs and attempts to understand developers’
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Table 1: Participants’ experience with Seccomp.

P1 To exploit programs that are poorly sandboxed

P2  Teach Seccomp in a university lab

P3  Sandbox an open-source networking package

P4  Sandbox client-server software

P5  Sandbox automotive embedded-systems software
P6  Experimental usage of Seccomp and for blogging
P7  Create an open-source container software

rationale when using them. Other studies have examined the
usability of other security tools including firewalls [38], the
Certbot certificate tool [34], and HTTPS [15] and fuzzers [26].
This paper adds to a growing body of work examining how
developers interact with security focussed code, and trying to
improve usability for developers.

3 Methodology

To examine Seccomp’s usability, we recruited 7 developers,
all with prior experience of Seccomp (Table 1). We recruited
participants through kernel security mailing lists and mailing
lists of software using Seccomp. We also posted the study
details on freelancing platforms such as Upwork and Free-
lancer. Additionally, we approached developers on related
Linux security forums, contacted developers from our profes-
sional network, and reached out to researchers who have done
research on Seccomp. We compensated participants with ap-
proximately $250 in their local currency for 1.5 hours of their
time to ensure that it is above the average hourly rate, a rea-
sonable salary for a job, and attractive for skilled developers.
Our rejection criteria included any developers who reported
not having written code with Seccomp before: we asked de-
velopers to tell us about their Seccomp and C programming
experience, and we excluded 4 developers who did not have
experience with sandboxing programs using Seccomp but
were willing to participate. Table | lists our participants’ ex-
perience with Seccomp. All 7 participants were male, and
were based all over the world. Further demographics were not
collected as it was discouraged by our ethics agreement.
The sessions were conducted online via Zoom and took
1.5 hours. Prior to the sessions, participants were given ac-
cess to a remote Linux virtual machine either using SSH or
VNC. We asked participants if they would like any particu-
lar software or code editors installed on the machine so they
could feel comfortable and focus on solving the task. The
VM had all the needed libraries and compilers to compile C
programs with Seccomp. Audio of the participants from the
study was recorded and transcribed. We asked participants to
think aloud [16] and express any thoughts or struggles, we
also took note of any interesting behavior and references to
documentation or resources. We asked participants to share
their screens with us while they were solving the task, but the
screen was not recorded. We gave participants the space to

implement their sandbox, only giving when they were stuck
for a while: which P4 and P5 needed. Our full study protocol
is in Appendix B

3.1 Study sessions and tasks

We used semi-structured interviews because they offer flexi-
bility and enable us to gather detailed data. While we followed
a standard protocol for all interviews, we also asked additional
clarifying questions when a participant exhibited interesting
behavior to better understand their perspectives and reasoning.
To refine our study procedure, we conducted 3 pilot sessions
and modified the interview script based on feedback from
these trial interviews. The data from these sessions is not
included in our analysis. The study was comprised of 3 tasks.

3.1.1 Sandboxing a watchdog script

In the first task, we asked developers to act as an adminis-
trator and sandbox a part of their critical infrastructure using
Seccomp, focusing on security and stability. The program
provided is 115 lines of C and simulates a watchdog service,
it handles signals, checks if a port is open on a remote server,
stores the results in a log file, and rotates the log file every
few seconds by checking its size and renaming it at regular
intervals. The code of the watchdog script is included in Ap-
pendix A. Developers could modify the C code and implement
the sandbox however they liked. They were given 1 hour for
the task and could access any resources and documentation
they liked.

We noted the developers’ approaches to the task, any errors
they made, and the documentation referenced. We noted signs
of frustration, motives, and their train of thought. During this
phase, we asked developers about their decisions regarding:

1. The use of a deny-list or allow-list approach to Seccomp
2. Examining syscall’s arguments and limiting them
3. Restructuring the code to implement a stricter sandbox

4. Where in the program they decided to install Seccomp
filters

3.1.2 Filling a System-Usability-Scale form

The second task involved filling a System-Usability-Scale
(SUS) form [17]. The form questions were modified to be
about Seccomp. We asked developers to briefly expand on
their answers to each question. SUS has been used in many
usability studies before, and used in security related usability
studies [7]. It features 10 questions rated on a Likert scale
touching on aspects of the studied system (such as its com-
plexity and consistency, and the overall users’ experience
when using the system). We used SUS because it covers many
usability aspects of the studied system and it is short and easy
to fill, which avoid fatigue or frustration leading to inaccuracy.
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3.1.3 Participatory Design

In the final task, we shared a whiteboard with participants
and asked them to tell us about their ideal sandboxing model.
We asked participants to design a sandbox that can be used
within a codebase, and to focus more on the overall design
and interface of it rather than its implementation. Participants
could describe their thoughts verbally or by drawing on the
shared whiteboard. Participatory design [32] is a tool to in-
volve participants in the design process and get their ideas
and suggestions and has been used to design static analysis
tools [13]. As our participants have sandboxing experience
we believe they are best placed to identify the designs that
would work for them.

3.2 Analysis

Sessions were transcribed and anonymized manually to help
the researcher familiarize themselves with them, before be-
ing qualitatively coded to extract themes. We used open
coding [33] on the transcripts, assigning codes to key con-
cepts and patterns that emerged from the data. As new codes
emerged, we iterated through the previous sessions to ensure
consistency and that all relevant patterns were captured, al-
lowing themes to evolve throughout the analysis process.

We based our analysis on ISO-9241 which defines usability
as: “The extent to which a system, product or service can
be used by specified users to achieve specified goals with
effectiveness, efficiency, and satisfaction in a specified context
of use” [4], and used these as apriori axial codes to structure
our findings (Section 4).

3.3 Threats to Validity

There are several limitations to our study. Our sample size is
tiny and does not generalize. Recruiting developers for usabil-
ity studies is known to be hard [25] and recruiting developers
with specialist experience is particularly challenging. The
recruitment process took several months, we reached out to
tens of developers, published the details of the study on many
platforms and websites, and ensured that developers would
be compensated well for their time, but very few developers
matched our criteria of having experience with Seccomp.
While we did not reach full theoretical saturation, the find-
ings remain valuable—if not generalizable. We tried to extract
as much data from each session as possible using methods
that work well with small sample sizes [16]. The study ses-
sions incorporate multiple data sources (Triangulation) [36],
such as the coding task, think-aloud protocol, and the partici-
patory design exercise. Our analysis offers in-depth insights
into the developers’ thought processes [28], as we assess the
effectiveness of the implemented sandbox and describe the
reasoning behind developers’ decisions, the struggles they
faced while implementing it, and record developers’ sugges-
tions and designs. Despite the small sample size, we still

obtained useful information about how developers approach
sandboxing. While it may not generalize (and we do not claim
that it does) qualitative approaches can still lead to new in-
sights even with small sample sizes [23, 37].

When designing the coding task, we tried to make it as
close to a real-life situation as possible by tasking partici-
pants with a code that simulates a watchdog service, a type
of service that is common. We also placed the participants in
a security-critical scenario to motivate them to sandbox the
program to their best capabilities, but even with that, partic-
ipants’ performance could still be somewhat different from
what it could be in real life. Participants’ performance could
have been affected by the Hawthorne Effect, which occurs
when participants realize that they are being watched [14], or
by the Social Desirability Bias [12], as participants could feel
inclined to perform better to match researchers’ expectations
or desires. We told participants that the audio recording would
be destroyed and that their sessions would be anonymized,
which could help in reducing these effects.

4 Results

4.1 Effectiveness

Do developers understand sandboxing and employ Seccomp
effectively? We observed the developers attempts to sandbox
the watchdog service and recorded their design decisions. For
a simple program like the watchdog script, we assumed that
developers’ implementations would not vary, as the program
is short and simple, and does not contain any dynamic code
or hidden logic. It was surprising to us that developers’ imple-
mentations of Seccomp sandbox were completely different.
All bar one (P4), of our participants had a working solution.
Table 2 summarises how each implementation differed.

4.1.1 Security awareness

All of our participants showed an interest in securing the
program and tried to have a solution that would limit what
attackers can do, and improve the security of the program. All
of them showed motives toward achieving the principle of the
least privilege [29] by stating that they wanted the program to
have only the syscalls it needs and nothing more. Despite all
of them sharing the same motive and interest, their solutions
and approaches were different. They all wanted the watchdog
script to have only the necessary permissions, but the idea of
what is necessary was different across each participant.

“I’m trying to restrict the process to only so that it
can only use the syscalls that it needs.”—P1

“I want to prevent as much as possible.”—P2
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Table 2: Seccomp sandbox implementation details and approaches for each participant, including whether they applied their
sandbox to the program’s main loop, or the server’s main function.

Criteria P1 P2 P3 P4 P5 P6 P7
Functional Sandbox? v v v X v v v
Allow/Deny (O/m) approach m] O [m} [ ] O [m} m]
Syscalls filtered 9 11 22 1 26 11 27
Sandbox applied to Loop Loop Loop Function Loop Function Function
Syscall arguments checked? X v X X X X X
Manually created BPF filter? X X v v X X X

Lines of code added 19 43 298 25 57 58 45
Times documentation referredto 12 2 18 8 8 4 10
Attempts running the code 9 8 19 - 20 14 30

4.1.2 What is necessary?

Seccomp is, ultimately, about choosing what syscalls to al-
low or deny. A simple program like the watchdog script will
make use of many syscalls: some for setting up the program’s
memory and resources and some needed for the actual func-
tionality of the program. The watchdog script functionality
did not change dynamically, was not technically complicated,
and did not use non-standard libraries or syscalls. Despite this,
the set of syscalls the participants decided to operate on was
different in all of the sessions. All of our participants who had
a working solution, took an allow-listing approach', blocking
everything by default and allowing only explicit syscalls, their
motives behind this choice were that it is more secure, easier,
and better for maintainability.

... the disallow list doesn’t work, It could work
today but it won’t work tomorrow.”—P3

“It’s a lot easier to write a list of everything that is
allowed than the entire universe of things that aren’t
allowed.”—P6

All of our participants with a working solution allowed
essential syscalls for the main loop of the program to
function, openat, write, close, connect, socket, rename,
clock_nanosleep, newfstatat, and lseek. P1 and P5
missed the exit_group and did not allow it. The program
needs this syscall in its exit path, when things go wrong, the
program exits with an error message, however, these partici-
pants did not pay attention to the exit paths and only focused
on the main program functionality. P3’s main focus was on
making the program portable by considering variations of
syscalls across different architectures. For instance, besides
allowing newfstatat, the participant also decided to allow
fstat and fstat64 syscalls, as different implementations
of 1ibc might use these syscalls when the stat function
is triggered. The participant attempted to cover all existing
syscalls variations by checking the operating system source
code files and the man pages search. They allowed variations
of open, rename and write, and also decided to account for

'Sometimes called a whitelisting approach.

systems that might use the time and gettimeofday syscalls
instead of clock_nanosleep and allowed them just in case
they were needed.

“It’s a good thing to also allow time here, just to
make sure.”—P3

PS5 and P7’s sandboxes were over-privileged, as they al-
lowed all syscalls that the program runs in its setup phase to
allocate memory and setup the binary resources. PS5 simply
ran the program under strace—a syscall tracer for Linux that
allows developers to inspect the syscalls a program makes—
copied strace’s output, and asked ChatGPT to write a Seccomp
filter for it. P7 also allowed every syscall produced by strace
but wrote the Seccomp filters by hand. These participants
trusted strace’s output and considered the outputted syscalls
to be essential for the program. Their sandboxes allowed 15
syscalls that were not needed by the watchdog program, such
as ioctl, mmap, access, and even execv. If an attacker man-
aged to exploit their program, they would be able to run new
processes, communicate over the network, read files, write
files, and allocate memory, which makes their sandbox some-
what ineffective.

4.1.3 Where to install the sandbox?

Three of our participants decided to sandbox the whole pro-
gram by installing Seccomp filters at the beginning of the
main function, while four participants installed the Seccomp
filters at a later stage to only sandbox the main loop. The only
difference is that before the main loop, the program registers
signal handlers using the signal libc function, which re-
sults in the rt_sigaction syscall being triggered. When we
asked participants about their decision of where they installed
the sandbox, their answers varied.

“It can be shifted to the start of the program to make
it more secure, but I’'m just concerned about this
continuous tasks that are being performed. Signals
aren’t really hijackable. They’re just registering a
single event.”—P1
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“In this simple case, we’re using signal here, but
we’re not dealing with signals in the main. The the
spot right before the the the main loop is usually
the best place to turn down things”—pP3

“I guess my thought was that I kind of wanted to do
it before the program does anything else.”—P6

4.1.4 Good enough security

The sandboxes implemented by the participants did not just
vary in terms of which syscalls they allowed, but also in
whether they decided to examine syscall arguments. P1, P2,
P3 and P6 were aware that Seccomp can examine syscall
arguments. P5 said they knew about it but do not have enough
experience with it.

P2 was the only participant who decided to further restrict
the sandbox and examine syscall arguments for the write and
the socket syscall. The participant allowed the write syscall
to operate on 3 file descriptors, the stdout, and the descrip-
tors for the two log files. They also restricted the length of the
buffer used by write syscall to only 32 bits or less. Their rea-
soning was that usually, buffer overflow vulnerabilities need
to write long buffers, and the watchdog script only writes
very short buffers, so limiting the length of the buffers adds a
layer of security. They also restricted the connect syscall to
only operate with AF_INET, SOCK_STREAM, and IPPROTO_IP
arguments, which means that the connect syscall cannot be
used to connect to local unix sockets or use other protocols.
When we asked why they limited the arguments for these spe-
cific syscalls, P2 responded that they were more dangerous
than others. Other participants considered some syscalls to
be dangerous but did not agree on which. Some participants
thought rename was dangerous as attackers could corrupt the
file system with it. Other participants thought that openat
syscall would be one they would like to limit and only allow
it to operate on certain paths of the file system.

“Maybe I want to compare the argument for the
signal but it doesn’t feel like something that
necessarily is very important from a security
perspective.”—P6

“As long the program can’t execute something, this
shouldn’t be a concern.”—P1

When we asked other participants why they did not limit the
syscalls arguments their reasons, again, varied. Some thought
it unnecessary, as many of these syscalls were harmless under
the current settings. Others stated that it was not worth the
effort, as the program functionality is obvious, and maybe in
a more critical scenario, they would consider it. P1 said that
their sandbox provides adequate security and that as long as
the program cannot execute, then it is secure. After finishing
the task, P7 said that the current sandbox is good enough, but
they did not feel confident.

“You can’t do much with open itself, I guess I can
restrict it, but I think the allow filter is enough.”—P1

“We have a lot of things that are already blocked by
default, and in this case restricting socket only to
AF_INET, is not doing very much.”—P3

“I personally don’t feel confident about this imple-
mentation, but I think its good enough.”—P7

Many of the participants considered the readability and
maintainability of the program over security and having a
restrictive sandbox. When asked why they did not restrict
syscall arguments, they said that they would do this if they
were sure the program would not change at all in the future, as
any changes could lead to breaking syscall arguments filters,
and that they wanted their sandbox to adapt less.

“If I only allow certain system calls, regardless of
arguments, I would have to adapt, much less.”—P2

“I probably wouldn’t do it, because if we moved the
server, and now it connects over IPV6, we have to
keep changing the thing. We could do, but it’s trade
off, it doesn’t buy us much.”—P3

When we asked participants whether they considered re-
structuring the program so it opens resources (files and sock-
ets) before the main loop, as this would enable installing a
more restrictive sandbox, P1 said that the code was fine and
there was no need to change anything, P2 said they did not
do that because the time was tight, however, they had around
30 minutes remaining and they opted to tidy the code over
restructuring the program as it would be complicated. P3 said
that this is a good idea, however they did not consider it during
the task, while P2 said that they would not want to change the
program for Seccomp.

“I don’t want to modify my entire program, just
to be able to use Seccomp properly. If I want to
use maximum security for a program, I will try to
program it with that in mind.”—P2

4.2 Efficiency

Just as the developers implementations varied technically, the
way they arrived at these implementations also differed, with
different approaches, trains of thought and different resources.

4.2.1 A progressive approach

All bar P4 adopted a progressive approach to the task. They
all started by reading the program, running it under strace,
and then progressively adding Seccomp filters, checking if it
worked, and repeating the process until they reached a state
where they were happy with their solution, for some this pro-
cess included frequently referencing documentation.
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Figure 1: Timeline of participants steps when implementing the sandbox

When adding Seccomp filters, some participants blindly
trusted strace output and added all outputted syscalls, some
even added syscalls that are needed only in the setup phase of
the program and not needed afterward, for example, both P5
and P7 added a filter for execv and mmap syscalls, as strace
outputted them, and they considered them to be needed. P7
tried to map strace output to the program functionality but
they considered all the syscalls to be necessary.

“All of these seems necessary to me...all these
libc wrappers make underlying system calls I
don’t even know about sometimes”—P7

P2 adopted a different approach: they started by adding
Seccomp filters based on a read of the source code, then
they refined their list based on strace output and added other
syscalls. P1, P3, and P6 did not add syscalls blindly and all
mapped strace output to the program functionality before
adding the filter. Sometimes they were not quite sure about
where the syscall is used, and made guesses as to why it would
be needed. For example, when P1 added a filter that allows
1seek syscall, we asked them if they knew where is it being
used in the application, they said they were unsure and ran the
program in GDB just to check where is it being used, while
P6 made a guess that it is used by print £. Later, both P1 and
P6 figured out that it is used by openat because it opens the
file in append mode.

“I’'m guessing that they are part of fprintf, but I
am not sure.”—P6

“I don’t have an obvious clue.”—P1

Figure | shows the timeline of the steps each participant
took to implement the sandbox. Some participants, like P2,
had a confident and smooth approach: they ran the program
under strace once, added the needed syscalls, and then ran it
again to check. Others, like P3 and P6, were more cautious
adding some syscalls, running the program until it gave a bad
syscall error, and then repeat the process. P3 decided to search

for variations of syscalls so they made frequent documentation
lookups. P1 frequently looked up the man pages of libc
functions and syscalls just to double-check their functionality.
P7 trusted strace output and added all its syscall, and then later
figured out that there are other syscalls missing and added
them manually. P5 repeatedly asked ChatGPT to generate the
filters and to add more syscalls to it.

4.2.2 Assuming mistakes

While solving the tasks, participants assumed that their sand-
box implementation had mistakes from edge cases. P3 said
that they would like to run their code on different architec-
tures to make sure they covered all syscall variants, while
P7 stressed the point that their sandbox needed checking as
they might be exploited in a way that they do not know about.
While writing the code, P2 grouped syscalls under categories
such as networking and file-system-related syscalls, when
asked why, they said that they assumed their sandbox would
contain mistakes and this will make it easier for them to debug
it later. When implementing the sandbox, P1 and P6 would
anticipate that their sandbox would not work before running it,
though were not able to guess which syscall would be denied.

The developers seemed to prefer to work in a progressive
way and add a few rules at a time, run their program, and refine
it later. They expected that their sandbox would not work until
it actually worked. Whether this approach would work for a
larger program is uncertain. P3 decided to keep the program
running while doing the other phases of the interview, since,
despite the simplicity of the program, and accounting for all
the variations of syscalls, they still were not sure if all syscalls
were covered.

“I think it’s gonna give me a bad system call.”—P1

“I assume that I will make mistakes when imple-
menting my Seccomp filter, so I want to make it
easy for me to also fix it later and debug it.”—P2

“My assumption was that this would not work, but
its working”—P7
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P1, P2, and P7 decided to double-check if their sandbox
was working by making the program do things that should not
be allowed under the sandbox. P1 decided to issue an execv
syscall, while P2 tested the argument filter for the write
syscall by making it write a large buffer; P2’s test initially
failed as they forgot to call the sandbox in the main function,
but they subsequently found the bug and fixed it.

“Let’s make sure it actually does crash, because if it
does not, then maybe something went wrong.”—P2

“Just to check the sanity of it, lets do something
beyond these system calls.”—P7

4.2.3 Driving by example

Developers referenced man pages, blogs, and GitHub projects
when working on the code. P3 came to the task prepared with
a ~200-line code wrapper for Seccomp; including macros and
functions to use and debug Seccomp—as they wanted to re-
duce the number of dependencies their code needed. The
participant’s focus was on implementing a portable solu-
tion for multiple architectures and made heavy references
to man pages and OS documentation to figure out variations
of syscalls. P2, P6, and P7 started their implementations by
copying code from blogs, modifying that code to fit their sand-
box. P1 made references to the man pages to check what each
library and syscall is doing before adding the filter.

P4 could not complete the task successfully. They started
implementing their sandbox based on a previous implemen-
tation, copying an initial filter, and spent the rest of the time
trying to figure out what exactly this filter was doing. As it
used raw BPF filters, the participant was confused about some
of its instructions. When becoming confused and frustrated,
the participant just kept looking at different resources online,
ranging from man pages, blogs, and GitHub source code, but
could not satisfy their curiosity. After a while, they said that
they did not think they could make any progress with the task,
and that usually they like to take their time.

“I suppose the way that I normally do things, I work
example based, So I'll be looking up some of the
Seccomp examples.”—P4

“So I'm gonna keep looking through some different
maybe some easier Seccomp examples that show
how Seccomp is being used”—pP4

P5 decided to rely on ChatGPT to implement his sand-
box, he simply copied strace output and asked ChatGPT to
create a Seccomp filter for him. The first time, ChatGPT
produced a Seccomp filter that uses SMPT_ACT_ALLOW and
also allows system calls from strace, which does not make
any sense, since SMPT_ACT_ALLOW allows everything by de-
fault. The participant quickly noticed this and changed it to
SMPT_ACT_KILL. But even with this, the program was not

functioning correctly, and it would break after a few iterations
because it issues a rename system call to rotate the log after it
reaches a specific size, and as the first strace run does not cap-
ture this, ChatGPT solution does not allow it. After a while,
we gave the participant a hint that the program could be doing
things differently from the initial stage, and the participant
caught the rename case immediately.

When we asked the participant why he decided to use Chat-
GPT, he said it would make things way faster. Ironically
enough, P5 took the longest time of all the participants with a
working solution.

4.3 Satisfaction

The participants expressed their struggles and frustration
about various aspects of Seccomp. We captured these frus-
trations and used participants’ answers to the SUS to reveal
insights into how the developers feel about Seccomp’s usabil-
ity in general.

4.3.1 A lot of stuff to track

P3 came prepared with a library of macro definitions and
helper functions that they used whenever working with Sec-
comp, as they felt that Seccomp could be quite verbose and
some library code would save time. P1 and P2 both expressed
that the Seccomp rules they had to add are long and hard to
keep track of.

“I prepared something because otherwise I would
waste most of the time, just typing this stuff.”—P3

“These are a lot of Seccomp rules.”—P1

“There’s a lot of different calls and possible config-
urations that I have to keep track of.”—pP2

4.3.2 Syscalls confusion

One of the biggest issues participants faced was confusion
about what syscalls the application uses and where. While
strace outputs the list of syscalls that are triggered by the
application, the participants were confused sometimes as they
could not map where these syscalls are used in the application.
P1 decided to launch the program in GDB to figure out if the
1seek syscall is needed. P3 was debugging the program in
GDB and noticed that it issues a time syscall. Later they
figured out that this is a VDSO syscall and there was no need
to filter it.

“Where is the 1seek used?’—P1

“I don’t see where we allow the the system call
time, because clock_nanosleep is to sleep.”—P3
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Sometimes developers were confused about the existence
of syscalls; either because they had not seen them before, or
because they could not figure out if they were library calls or
syscalls. They checked the man pages and operating systems
lists to make sure that these syscalls exist.

“I don’t think I have seen rename before.”—P1

“I just want to confirm that the connect system call
actually exists.”—P1

“I have never heard of rename before, I guess its
new to me.”—P7

“It’s not usually that hard, but when you mix all
the libraries, external libraries, and all libadmin,
or some fancy old libraries could get more more
difficult.”"—P3

“newfstatat, that’s one I didn’t expect.”—P6

After implementing the sandbox, P7 carried out additional
tests and noticed that the program was terminated by Seccomp
as it tried to run restart_syscall syscall. This is confusing
as the core functionally of the program does not use this
syscall and it is internally used by the kernel to restart certain
syscalls to adjust their time-related operations (in this case,
clock_nanosleep). The participant was very confused as
they could not figure out where this syscall is used and could
not replicate the issue.

“I am not hitting the restart_syscall condition
again, I don’t know why that happened. ..”—P7

4.3.3 Setup syscalls

Participants expressed that sometimes it is difficult to distin-
guish between the setup syscalls and the ones the application
needs. As discussed before, P5 and P7 implemented a sandbox
that allows for all the syscalls strace outputs, resulting in an
over-privileged sandbox that allows for all the setup syscalls.
P1 decided to compile the program statically, to eliminate
these setup syscalls and reduce the noise printed by strace.

“It’s going to give me these useless library loading
systems, and I have to search strace logs.”—P1

“There might be some system calls that are only
used during setup. I have to make sure I don’t dis-
allow the normal function.”—P2

4.3.4 There should be a better way to do this

Many of the participants felt there should be a better way of
doing this, even though they were not doing anything wrong
at the time. P2 felt that manually examining syscall arguments
is not optimal and should be automated when done with larger
programs. Whilst copying and pasting filters for syscall vari-
ants, P3 said that there must be a better way of doing this.

P6 said that there had to be another way to attach different
Seccomp filters to each application component.

“Of course, with larger programs doing this man-
ually is something that I wouldn’t want to do, be-
cause that’s a lot of effort. I think this will already
be quite difficult to protect this relatively small
program.”—pP2

“Maybe there are other ways to do this.”—P3

4.4 SUS results

The participants’ responses to the SUS are shown in Figure 2.
We asked the participants to expand on their answers verbally.
The participants had different opinions on whether they would
use Seccomp frequently or no, some said that they would, and
some said that their work does not require it.

“I think I would like to use Seccomp frequently, it
can be very easy to use.”—P1

“Itis a bit of a pain to use and to debug, and there are
all sorts of differences in architectures and existing
causes.”—P3

When asked if Seccomp is unnecessarily complex, and if it
is easy to use or not, participants also had different thoughts.
Some said that once you understand Seccomp, it is easy to
use, but it would be hard to approach without prior knowl-
edge. Others said that they understand why Seccomp has its
complex interface, and that it is not unnecessarily complex.
All bar P3 said that they did not need the support of another
developer while using Seccomp, P3 instead thought that the
support of another developer would definitely help in figuring
out the needed syscalls across architectures and also remind
them of steps like checking arguments.

“Once you understand it, it’s fine, but approaching
it without free knowledge, it’s not easy.”—P2

“I don’t believe was easy to use. It requires the
knowledge of the underlying implementation of the
C library.”—P3

Participants agreed that the various features of Seccomp
are well integrated and that Seccomp is consistent. P6 thought
that the API made sense, as all you have to do is initialize the
filter and add rules. P2 and P3 said that Seccomp does not
have many functions to begin with and the ones they used in
the task are well integrated.

“It is hard to use. It is overly complicated, I believe,
but it isn’t inconsistent.”—P3

In their answers to Question 7 and Question 10, most of
the participants thought that developers need to learn a lot
of things to use Seccomp, as they also themselves needed to
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mmm Strongly disagree Disagree

Q1: | think | would like _
to use Seccomp frequently

Q2: | Found Seccomp _
unnecessarily complex

Q3: | think Seccomp was _
easy to use

Q4: | think | would need
the support of a -
developer to use Seccomp

Q5: | found the various
functions of Seccomp were -
well integrated

Q6: | thought there was

so much inconsistency in -III——
Seccomp
Q7: | imagine that most
developers would learn to -
use Seccomp very quickly

Q8: | found Seccomp to be _
very awkward to use

Q9: | felt very confident _
using Seccomp

Q10: | needed to learn a
lot of things before | _
could get going with

Seccomp

Neither agree nor disagree Agree

B Strongly agree

90 80 70 60 50 40 30 20
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Figure 2: Answers to SUS questions.

learn a lot of things before using Seccomp, mainly because
it needs an understanding of the concept of syscalls, and of
system internals.

“If we really just talk about developers and various
backgrounds. I would imagine that it’s very, very
difficult.”—p2

“You have to learn the byte code. You have to learn
how this library works underneath.”—pP3

“I was able to sort of get going with it fairly easily
but as far as like integrating into a real program, I
imagine it would be more complicated.”—P6

When asked if they felt confident while using Seccomp, the
answer varied: several expressed a lack of confidence.

“I don’t feel confident in terms of understanding
what it does or how it does it.”"—P4

“I do feel like I understand how Seccomp works in
general. I don’t think I know all of the edge cases
and all of the features it has to offer.”—P2

“It depends on what you mean with confident, if we
mean that the program won’t do anything except
what I told it to do. It’s a strong 5. Let’s say a 3
only because there are very interesting differences
between the architectures”—P3

4.5 Design

In the last stage of the interview, we asked participants to
describe a sandboxing model they would use always, one that
fits their needs, we asked them to design the perfect sandbox.

4.5.1 Abstraction layer

Some participants thought that the Seccomp model of sand-
boxing is a good one and that they would stick to a model
that is based on the syscall interface, but others designed a
sandbox that would have an abstraction layer that hides the
complexity of syscalls.

“System calls are a very convenient way of interact-
ing with the kernel.”—P1

“It’s simpler to think about in in some slightly
more high level groups. it’s difficult for a devel-
oper to think in terms of code using newfstatat,
fstat64...etc.”—P3

P4 was motivated by the need for a sandboxing mechanism
that helps in their embedded-systems work where sometimes
they need to execute untrusted user scripts. Their proposal is
shown in Listing 2. They opted for an abstraction layer where
developers can assign permissions such as socket communi-
cation and file access to certain scripts before they run.

Listing 2: P4 design

sysblocker.configure (fileopen =
websocket_communication =

False,

True, kill_process = True)

4.5.2 Automation

P2 thought that automation was needed for Seccomp to be
usable by the average developer. When we asked the partici-
pant if they were aware of any tools that automate Seccomp
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filtering, they said they were not, but in fact, there is a lot of
research around this area and many tools have been devel-
oped in both the academic research and by the open source
community to automate Seccomp filtering [5, 6, 10]. With that
being said, there is no data regarding evaluating the adoption
and accuracy of such tools.

“I mean, if we want to implement something that
can be used by average developer, then there has to
be some level of automation or as some tools that
can assist here.”"—P2

“If the developer has some way of some semi au-
tomated way of acquiring, of getting all of the
[syscalls] that are involved in the no-program exe-
cution...”—p2

4.5.3 Block dangerous code

Many participants suggested a sandboxing mechanism that
is focused on containing dangerous areas, and many ended
up designing a container model where they would contain
dangerous code. The container model came up many times
and it seems to be appealing to the developers.

“You can’t run execv. You can’t run the dangerous
system calls.”—P1

“I would definitely focus on dangerous calls.”—P2

4.5.4 Sandboxing logic closer to the code

While solving the task, after getting a working solution with
Seccomp, P6 started refining their code, and wrote the func-
tion allow_write_log to contain the Seccomp rules for the
write_log function. The idea was that instead of having a
long function that contains all the Seccomp rules for the whole
application, instead, P6 attempted to split the Seccomp rules
list into different functions, each function would contain the
filters for a specific function in the code. They annotated the
write_log function with the syscalls it needed (Listing 3).

In the design phase, the participant expanded on their ap-
proach by stressing the point that they would like to have more
locality between the code being sandboxed and the sandbox
policy and wondered if there is a way to have different filters,
one for each component of the application.

Listing 3: P6 design

#allow (openat, lseek)
void write_log(const char *message) { /* ...
void allow_write_log(scmp_filter_ctx *ctx) {
if ((rc=seccomp_rule_add(ctx, SCMP_ACT_ALLOW, SCMP_SY (
openat), 0)) !=0)
goto quit;

*/ )

“It would be nice to be able to put some of the the
like sandboxing logic closer to the code.”—P6

“I’'m not really sure how to draw this, but more
locality between the the filtering and the code be-
ing filtered versus having all of the filtering in one
location.”—P6

Similar points were made by P4 since they suggested a
wrapper approach, where selected code can be wrapped with
sys_blocker, the sandbox designed by the participant is
shown in Listing 2. When asked about which components
would be wrapped inside sys_blocker, they said that it
would be attached to functions.

“I think if I was to implement something like this, I
would probably implement something that would
act more as a wrapper.”—P4

“I would imagine it wrapping functions. I think
maybe at the end of the day functions are the things
that are doing these actions, opening or closing, or
forking.”—P4

5 Discussion

Security and usability is a trade-off. A hard to use sandboxing
mechanism would not be adopted by developers; but Sec-
comp seems flexible to a fault. You can implement allow or
deny lists, configure it with the syscalls you think are needed,
add variations for other architectures, and examine arguments.
Custom BPF filters can create a fine-grained sandbox for an
application, but this power leads to many implementation
choices the sandbox and the possibility that things can go
wrong. It places more responsibility on the shoulders of de-
velopers to make these decisions.

Does that make Seccomp a bad sandboxing mechanism?
It depends on who Seccomp is intended to be used by, and
why it was created in the first place. In the kernel mailing
list, Chromium developers discussed Seccomp’s filter modes
to benefit Chrome sandbox. Their idea was opposed as a
maintenance nightmare [35].

“Security is a morass. People come up with cool
ideas every day, and nobody actually uses them—or
if they use them, they are just a maintenance night-
mare. .. And per-system-call permissions are very
dubious. .. What system calls don’t you want to suc-
ceed? That 1oct1? You just made it impossible to
do a modern graphical application.”—Linus Torvalds

Seccomp relies on the system call interface, which is inher-
ently complex, varies across systems, and requires developers
to reason about low-level details. However, some usability
issues also stem from Seccomp’s current implementation, for
example, a lack of helper tools or automation to guide devel-
opers through common use cases and best practices. While
Seccomp provides rich functionality to implement sandboxes,
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the complexity of the syscall interface and the many decisions
involved in using it can result in many usability issues. Pledge
from OpenBSD takes a completely different approach to sand-
boxing, as it has an abstraction layer and can be integrated
into applications with one line of code. While Pledge offers
less fine granularity than Seccomp, it could result in a much
better user experience.

5.1 Sandboxing functions

Some developers had a function-driven mindset—they would
focus on the sandbox and security of each individual function
in the application. P1 started by reading the program function
by function, and sometimes they would state that some func-
tions are safe. The idea of sandboxing specific functions has
not been discussed much, but such a model might fit devel-
opers’ mental-models better. It would allow them to sandbox
specific modules and focus on figuring out the needed permis-
sions for each function, rather than the whole application at
once. Combining this with an abstraction layer that hides the
low-level details of the sandbox may also improve usability
and make sandboxing programs less burdensome.

5.2 The system call interface

Is the problem that Seccomp uses the system call interface to
impose the sandbox policy? The participants did not agree on
the same set of system calls to restrict, some allowed unnec-
essary system calls, and others accounted for many that could
be used under different systems. The usability challenges also
seem to mainly stem from the variety and complexity of the
system call interface, as many of the developers could not map
the functionality of these system calls to the program being
sandboxed leading them to be confused and less confident
about their implementations.

In his research, Garfinkel et al. highlighted many techni-
cal challenges that arise when interposing on the system call
interface and questioned whether it is a good place to imple-
ment the sandbox policy [9]. Other solutions like Pledge from
OpenBSD provides a different approach to sandboxing, as
it has an abstraction layer that is easy to use and does not
require inspecting every system call an application makes.

5.3 Sandboxing design patterns

In software engineering design patterns and standards (such
as the SOLID principles) can guide developers into imple-
menting robust code and provide a framework that can be
used to determine good implementations from bad ones [27].
‘ The same cannot be said of sandboxing: it is not always clear
how you should implement them.

Whilst Seccomp focuses on filtering system calls, Pledge
simplifies restrictions through a high-level interface, while

Capsicum (from FreeBSD) emphasizes capability-based se-
curity. The lack of a unified approach means that developers
must navigate a fragmented landscape, re-implementing simi-
lar functionality with different tools. Even when considering
just Seccomp, there is more than one way to build a sandbox
and the design trade-offs are not obvious (even to experienced
developers).

The lack of standard design patterns leads to practical chal-
lenges. It can lead to inconsistent security practices, where
the effectiveness of sandboxing implementation is highly de-
pendent on the specific API and the developer’s familiarity
with it harming the overall reliability of sandboxing as a se-
curity strategy. The integration of sandboxing into existing
systems can become cumbersome and error-prone, with each
API requiring different integration techniques and consider-
ations. Could there be a framework or design principles for
sandboxing that promotes consistency, ease of use, and robust
security? How can we develop a more unified approach to
sandboxing that leverages the strengths of existing mecha-
nisms while addressing their individual shortcomings?

Even when sandboxing simple programs, developers end
up with different sandboxes. Our study establishes a starting
point for building design patterns for sandboxing: the progres-
sive approach taken by several developers could be abstracted
into a pattern, allowing for modular sandboxing.

5.4 Artificial intelligence

When ChatGPT was released some its users were able to
get it to generate malicious code and exploits. Later it was
tweaked to not generate such code. P5 used ChatGPT to gen-
erate Seccomp policies to sandbox the application: ChatGPT
generated a policy that allowed the execv syscall, the devel-
oper trusted the generated policy, although it was flawed and
over-privileged.

For security code: is giving users flawed security policies
as bad as generating an exploit? Writing flawed code that
is perceived to be secure has catastrophic effects. Seccomp
policies are not easy to verify, and can be long, contain low-
level and system-specific details. These can be difficult to
check for correctness. The overwhelming task of reading
strace output and writing long lists of rules could be why P5
used ChatGPT instead of configuring the sandbox themselves.

6 Conclusion

Seccomp is a powerful tool for sandboxing, but we lack stan-
dard ways to apply it. Developers flounder around trying to
sandbox their applications, and become confused by syscalls.
By providing standard methods to building sandboxes and fit-
ting the abstractions to developers mental models about how
their programs should work we can move from playing in the
sandbox to having sandboxes being a standard mechanism
incorporated into all programs.
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A Watchdog script code

Listing 4: Interview task code

<stdio.h>
<stdlib.h>
<unistd.h>
<signal.h>
<sys/types.h>
<sys/socket.h>
<string.h>
<sys/stat.h>
<fcntl.h>
<arpa/inet.h>
<time.h>
<seccomp.h>

#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include
#include

#define WATCHDOG_LOG_FILE "/tmp/watchdog.log"
#define PORT_LOG_FILE "/tmp/port.log"

// remote server details
#define REMOTE_SERVER "45.32.177.192"
#define REMOTE_PORT 22

// write data to the log file

void write_log(const char *message) {
FILE *log_file = fopen (WATCHDOG_LOG_FILE,
if (log_file NULL) exit (EXIT_FAILURE);

LEL

fprintf(log_file, "$%$s\n", message);
fclose(log_file);

/%
If the port log file size is greater than 200
bytes,
then rotate the logs by renaming the original
log file,
adding .1 to its original name.
*/
void rotate_logs() {
struct stat st;
if (stat (PORT_LOG_FILE,
char rotated_log[256];
snprintf (rotated_log, sizeof (rotated_log),
PORT_LOG_FILE);
rename (PORT_LOG_FILE, rotated_log);
write_log("Rotated port.log");

&st) == 0 && st.st_size > 200) {

"gs.1",

// handle signals by writing to the watchdog log
file
void handle_signals(const int signal) {
puts ("Received a signal");
switch (signal) {
// user defined signal
case SIGUSRL:
write_log("Watchdog heard a user signal");
break;
// Ctrl+C
case SIGINT:
write_log("Watchdog terminated");
exit (0);
break;

85

86
87

106
107
108
109
110
111
112
113
114
115

J*
* check if a port is open on a remote server
* and write results to port log file with
timestamps
*/
void check_port () {
// opening socket
int sockfd = socket (AF_INET, SOCK_STREAM,
if (sockfd < 0) exit (EXIT_FAILURE);

0);

// Define the server address structure

struct sockaddr_in server_addr;

server_addr.sin_family = AF_INET;

server_addr.sin_port = htons (REMOTE_PORT) ;
server_addr.sin_addr.s_addr inet_addr (REMOTE_SERVER) ;

// openning the log file
FILE *port_log = fopen(PORT_LOG_FILE, "a");
if (port_log NULL) {

close (sockfd);

exit (EXIT_FAILURE);

// Attempt to connect to port

if (connect (sockfd, (struct sockaddr *)s&server_addr
sizeof (server_addr)) == 0)
fprintf (port_log, "%d: Port %d is open\n",
NULL), REMOTE_PORT);

else
fprintf (port_log, "%d: Port %d is closed\n",
(NULL), REMOTE_PORT);

(int)time (

(int)time

// cleaning up
fclose (port_log);
close (sockfd);

void install_seccomp () {
// TODO create seccomp filters and call this
function to sandbox the code.

int main() {
write_log("Watchdog started");

// handle signals
signal (SIGUSR1, handle_signals);
signal (SIGINT, handle_signals);
// every 2 seconds, check if port is open, and
then rotate the logs
while (1) {
sleep(2);
puts ("Checking port");
check_port ();
puts ("Rotating logs");
rotate_logs();

return 0;
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B Study Protocol

B.1 Beginning of interview

¢ Make sure that the participants signed the PIS and Consent forms.

* Make sure that the participants can access the VM and have no issues.

“Hello, thank you for participating in this study. I will start by describ-
ing the task and interview”.

“In this interview, you will be tasked with sandboxing a C program that
simulates a watchdog service using Seccomp. You will have 1-hour
to complete the task, and then we will ask you to fill out a form and
participate in a design exercise. We will ask you to share your screen
while doing so, and the audio of the interview will be recorded. You
will have SSH access to a remote virtual machine for completing the
task. Do you have any questions?” “Voucher will be sent to you in the
next 24-hours after the interview is completed.”

“Let’s now make sure you have a connection to the virtual machine,
and let me know if you would like any editors to be installed or any
programs. I believe I sent you a document with connection details,
have you had the chance to check it out?”

Ask participants to share their screen and show access to VM.

Ask participants to think out loud while they are solving the task. “T am
interested in your thought and decision making process, and I would
love to hear it. Please think out loud and speak your mind.”

“We can begin the study now”

B.2 Coding task (1h)

. “T will start the audio recording now”.

o =

Read the task scenario

(98]

. Take note of and keep a timeline of:

« Every time participants refer to the documentation.

¢ Every time participants modify the Seccomp sandbox (initialize
the sandbox, change rules/examine arguments).

¢ Every time participants run the code and how they run it.

B.2.1 Scenario

“You are the system administrator of a server infrastructure, and one of your
responsibilities is to ensure the security and stability of various background
processes running on the server. One such process is the Watchdog script,
a critical maintenance tool that performs tasks such as log rotation and
recording data. The Watchdog script is written in C and runs as a background
process. It performs tasks at specific intervals, such as checking if a port is
open in a remote server, rotating logs, and handling signals. It runs indefinitely
and performs its tasks at regular intervals.

As the system administrator, you are increasingly concerned about the
security of the server, especially given the potential risks associated with that
background process, since it communicates with an external server, and that
it is written in C, where the program can have memory vulnerabilities that
can lead to exploitation. Given these security concerns, you recognize the
need to implement additional security measures. Your task is to enhance the
security of the Watchdog script and sandbox it using Seccomp, addressing
the identified security concerns and implementing a more robust security
posture for this critical background process.

As you can see, the watchdog script is in your home directory, and there
is also a Makefile to compile it, feel free to modify this code in any way
you would like to to implement the sandbox. I am interested in hearing your
thought process and suggestions or struggles. Please think out loud.

Unless you have any questions, You can begin the task now.”

B.2.2 When to prompt/ask participants

1. When the participants reach a solution they are happy with, or at the

end of the task time ask about:

* Decision on allow/deny list approach. “Why did you choose
the allow/deny listing approach in your solution? What is your

reasoning behind this decision?”

* Decision on examining syscall arguments. “Why did/did not

you use Seccomp to restrict syscalls” arguments?”

* Decision on where they placed Seccomp filters. “Can you ex-
pand more on the reasoning behind where you installed the

Seccomp filters in the code?”

¢ Decision on restructuring the program to make the sandbox
more restrictive. “Did you consider restructuring the program

code to enable a more restrictive sandbox?”

2. When seems to be stuck for a while

3. When the participant exhibits an interesting behaviour, ask about the
reasoning behind this behaviour and try to note their train of thoughts.

4. When the participant refers to a documentation, ask about what they are
looking for exactly and why? “Can you tell me what are you looking

for and why”?

B.3 Filling in the SUS form (~15 minutes)

1. “The next stage of the interview will be filling a form. I will send you
the form link in the meeting chat. Please let me know if you can access
the form. The form has 10 statements, you can rank each statement
with a number from 0-5, 0 means that you strongly disagree, while 5
means that you strongly agree with the statement. While you are filling

the form, please explain your answer and expand on it more.”

2. Let the participants describe their answers fully and ask follow up
questions if any interesting point came up or if answers seemed vague.

B.4 Design exercise (~15 min)

1. “The last stage of the interview is a design exercise. I will share a white
board with you now. Can you check if you can draw on the white board

and access it without any problems?”

2. “I am going to ask you to design a sandboxing model that can be
used within a codebase (API), a sandboxing model that you would use
frequently, the perfect sandbox. The sandbox should be able to restrict
what your code can do. It is up to you how to design the sandbox,
you can describe it verbally or by drawing on the board. I am more
interested in the general design and of the sandbox rather than its

technical implementation.”

3. After the participants reach an initial design, ask about why they chose
this model? “Can you tell me why you chose this model of sandbox-

ing?”

4. Ask participants clarifying questions if their design seems unclear.

“Can you expand more on ... please?” “What do you mean by...?

B.5 End of the interview

¢ Thank the participant and start the process of issuing the voucher.
¢ Make sure the audio recording is saved.

¢ Make sure the written notes are dated and clear.

« Save a copy of the participant code solution.

¢ Make sure the SUS form is submitted.

* Save the content of the whiteboard.

¢ Terminate the SSH account on the VM.
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C Recruitment Material You will be given SSH access to a virtual machine where you

will be solving the task, we will ask you to share the screen and

The following message was used to recruit developers to the study through a the audio of the session will be recorded and later anonymised

variety of channels including forum posts and developer mailing lists. by removing individual names, and identifying information. The

study will take 2 hours maximum, and the job will be completed
once the session is over.

To apply for this study, please answer the following ques-

Title: C Developer with Seccomp experience
We are looking for C developers who have experience with
Seccomp for a 2 hours study where you will be asked to use

tions:
Seccomp to sandbox a simple C program. This is a fixed-price
project (200£). 1. Tell us more about your C programming experience, what
To be able to participate in this study, you have to: kind of projects have you worked on before that required

C programming?
« Have C programming experience. . . .
2. Have you used Seccomp before? What kind of projects

* Have experience with Seccomp. and why you used Seccomp there?
* Be able to use command-line editors or setup your own This study aims to evaluate the usability of Seccomp and is part
editor via SSH. of a PhD project
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