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Abstract

To address the issue of participant recruitment for security
developer studies, researchers proposed using freelance on-
line platforms or recruiting computer science (CS) students
as proxies. However, recent studies showed that company
developers performed better than freelancers or CS students
in security developer studies. Additionally, studies on fac-
tors influencing usable security and privacy in companies
make recruiting professionals indispensable. Therefore, we
investigated influential factors on the motivation of software
developers regularly employed in companies to participate in
security studies. We conducted 30 semi-structured interviews
on their perceptions of study factors concerning study de-
sign, recruitment methods, and data collection. We found that
the study duration, topic, monetary compensation, and trust
are influential factors for participation in developer studies.
However, participants were concerned about high effort and
weak performance in security tasks. Based on our findings,
we provide recruitment and study design recommendations
for future security research with company developers.

1 Introduction

Recruiting professional software developers for usable se-
curity studies is an ongoing challenge. Due to the small
population size, lack of time, spread out geographical loca-
tions, and high cost [2–4, 30, 32, 33, 53, 66], researchers are
often struggling to recruit participants, especially for quan-
titative studies or studies involving software development
tools [1,20,32,44,60]. Therefore, Kaur et al. [29] and Tahaei et
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al. [60] compared different online recruitment platforms and
samples (freelancers vs. CS students) for security developer
studies concerning participants’ programming skills and se-
curity knowledge. They proposed to either recruit freelancers,
CS students or to use specific crowdsourcing platforms along
with pre-screening surveys.

However, while the recruitment of CS students or free-
lancers might be useful for the investigation of different
study design parameters (e.g., security prompting) or spe-
cific research questions (e.g., "Does a new system design
improves the state of the art?") [42], past research also no-
ticed significant differences in the preferences and perfor-
mance of students and professionals in security developer
studies [17,42,66]. In a password-storage study, Naiakshina et
al. [42] found that professional software developers employed
in companies submitted significantly more secure solutions
and chose better security mechanisms than CS students or
freelancers.

Research on factors influencing usable security and privacy
in companies, such as the company context, organizational
processes, security culture, or the communication between
security and privacy experts and software developers, makes
recruiting professional software developers from the indus-
try indispensable [7, 8, 24, 34]. Further, understanding the
challenges software developers face after the introduction of
new regulations for security and privacy affecting companies
(e.g., California Consumer Privacy Act (CCPA) or the General
Data Protection Regulation (GDPR)) makes the recruitment
of company developers necessary [5, 34, 58].

While different approaches exist to recruit professional
software developers employed in companies [24, 42, 55], it is
unclear yet how and where developers prefer to be contacted
and recruited for security developer studies. Do they prefer
to be contacted by researchers or sign up for a mailing list to
receive study invitations? Does it matter whether researchers
come from academia or industry? Which type of study would
they be willing to participate in (online, lab, or field study)? Is
the length and type of study (interview, survey, programming
task) relevant? While in some security studies, developers
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participated for free [3, 14], in others, they received monetary
compensation [31, 42]. No consensus among researchers ex-
ists on the type and the amount of compensation to receive
higher participation rates yet.

To provide first insights into the study perceptions of com-
pany developers, we conducted 30 semi-structured interviews
with professional software developers employed in companies
and investigated the following research questions:

- RQ1: How do study factors affect the motivation of
company developers to participate in security studies?

- RQ2: How and where do company developers prefer to
be contacted for participant recruitment?

- RQ3: Which concerns do company developers have with
study data collection?

To the best of our knowledge, this is the first qualitative
study investigating influential factors on the motivation of
professional software developers employed in companies to
participate in empirical research studies. We recruited com-
pany developers from former studies and participants who
indicated not having previously participated in studies. With
this sample, we explored the motivations of company devel-
opers to participate in studies instead of deterrent reasons for
refraining from study participation at all. Our study findings
suggested that company developers prefer to be actively re-
cruited for academic research studies with flexible time slots
and receive monetary compensation linear to the study dura-
tion. However, security tasks were perceived as specifically
challenging. Company developers were concerned that secu-
rity tasks might be more complex than general programming
tasks and thus less predictable in the effort. Additionally, if
studies are conducted in accordance with their company, de-
velopers might feel the pressure of performance tests. Based
on our findings, we provide recommendations for future secu-
rity studies with company developers.

2 Related Work

In this section, we discuss existing guidelines and recommen-
dations for participant recruitment in software engineering
studies and work on factors affecting participant motivation.

2.1 Guidelines on Participant Recruitment

Existing work on conducting software engineering studies
assists researchers by providing them with guidelines and
case studies on how to set up specific study tasks, such as
surveys [41], interviews [26], or experiments [57, 63]. The
recruitment advice found in the literature often focuses on
recruiting a reliable and representative sample [48] or pro-
viding testimonials on specific issues and pitfalls during par-
ticipant recruitment [19]. While guidelines exist on how to
recruit professionals for software engineering studies, they

focus on how to conduct studies methodologically [11], how
to recruit the right participants [49], or how to establish co-
operation between researchers and companies [52]. There
exist also recruitment guidelines from different fields, such as
health sciences [36], that discuss barriers to study participa-
tion. However, these are tied to a clinical context and might
not be generalized to a software engineering context. While
these recommendations are helpful for reliably collecting data
from recruited participants, they provide little insight into how
to motivate suitable individual software developers more effi-
ciently and in significant numbers.

Thus, to conduct empirical studies with developers, re-
searchers often relied on their industrial and personal con-
tacts [24, 29, 42] or convenience samples such as CS stu-
dents [9, 32, 44, 59, 60], crowdsourcing (e.g., Appen, Click-
worker, MTurk or Prolific) and freelancer platforms (e.g., Up-
work, Freelancer) for participant recruitment [16, 17, 23, 25,
29, 43]. These platforms come with challenges such as unre-
liable data [17, 47, 56], weak built-in tools [51], or contract
limitations (e.g., participants can be compensated only via Up-
work for the first two years) [23]. Therefore, Kaur et al. [29]
and Tahaei et al. [60] compared different recruitment plat-
forms and samples and provided recommendations on specific
crowdsourcing and freelancer platforms for participant recruit-
ment. However, it is unclear yet, how professional software
developers employed in companies can be recruited sustain-
ably. We investigated factors affecting company developers’
willingness to participate in research studies specifically with
a security focus and provide insights into viable recruitment
strategies.

2.2 Studies on Participant Motivation

In [54], Smith et al. studied factors associated with recruit-
ing professional developers for software engineering surveys.
These factors were based on research of study design, persua-
sion, and the researchers’ experience in conducting previous
surveys. A post-hoc analysis of surveys from past research
showed that scarcity cues (e.g., time limits or a maximum
number of participants) and similarity cues (e.g., being part
of the same company) increased the chance of a high survey
response rate. Interestingly, besides monetary compensation,
complimenting participants or using humor in the study invi-
tation made survey invitations even more successful.

Based on their lessons learned from qualitative research
with developers, Brandt et al. [13] provided recommendations
on improving the recruitment process for security developer
studies. First, they suggested motivating participants by con-
vincing them that there is value beyond monetary compensa-
tion for participating in a study, such as learning about a new
tool or security technique. Second, they proposed stating why
an individual participant is valuable for the particular research
study, e.g., competence in a specific domain. Third, they rec-
ommended reducing the effort for participants, e.g., by using a
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calendar service for meetings or providing an online develop-
ment environment instead of setting up an environment them-
selves. In addition, it might be beneficial to appeal to different
types of motivation, such as fun, drive to produce knowledge,
social connection, and self-improvement to increase study
participation rates [6]. In the context of an end-user study,
Hsieh et al. [27] investigated the influence of incentives on
participation bias in surveys. They found that different incen-
tives influenced the task outcome, i.e., different incentives
attracted participants with different motivations. For example,
charity rewards attracted participants who valued universal-
ism and benevolence. Using diverse stimuli might increase
the response rate and draw a more varied sample, as compen-
sation is quite individual. Offering monetary compensation,
however, was the most effective way to increase response
rates. Compared to the previous studies, we conducted semi-
structured interviews with professional software developers
from companies. We explored their attitudes, expectations,
and perceptions concerning recruitment strategies, challenges,
and study factors such as the study type, security, and com-
pensation.

3 Methodology

To investigate influential factors on company developers’ will-
ingness to participate in security studies, we conducted 30
semi-structured interviews with regularly employed profes-
sional software developers. All 30 interviews were conducted
online by the same researcher using Zoom Video Commu-
nications [67]. While participants did not have to turn on
their cameras mandatory, the audio was recorded using OBS
Studio [46] and transcribed. At the end of the interviews,
participants were asked to fill out a short survey on their de-
mographics (Appendix B). In total, we collected 23.25 hours
of interviews with a mean interview length of 46.5 minutes
(min: 31, max: 64, median: 46).

3.1 Study Factors

We developed a list of relevant study factors based on related
work and several meetings and discussions with one highly
experienced (5 years of experience in conducting studies with
end users and developers) and one senior researcher from the
human-centric security research field (more than 20 years of
experience). First, we were interested in developers’ percep-
tions of different study design parameters. We asked partici-
pants whether the study topic might affect their decision to
participate in a scientific study, especially focusing on security
or involving security tasks. Additionally, we asked for reasons
for their preferred study types: Online, Lab, and Field Studies,
and study tasks: Survey, Interview, and Practical Task. Prac-
tical tasks might require writing programming code, a code
review, or a protocol. We also asked participants how the study
duration and compensation might influence their willingness

to participate in a study. For example, whether they would be
interested in participating in a workshop or receiving licenses
for software products they might use for their job or free-time.
Second, we investigated how and where participants prefer
to be recruited by researchers. We asked for different recruit-
ment channels such as email, company research cooperation,
conferences, workshops, social networking platforms (e.g.,
Xing [65], LinkedIn [35], Facebook/Meta [38], Twitter [62])
and whether participants would prefer to be recruited by an ac-
tive or passive recruitment strategy. Participants might receive
personal study invitations from researchers or mailing lists
if being actively recruited. With passive recruitment, partici-
pants would be required to search for study invitations, e.g.,
on the Web. We also wondered whether researchers’ back-
grounds, such as computer scientists or psychologists, might
affect participants’ willingness to participate in a study. Third,
we explored their trust in researchers’ organizations, such as
academia or the industry. Since different data can be collected
from participants in a study, we also explored their privacy
concerns with data collection, storage, and usage.

After participants reported their experience with previous
research studies, they were presented with the different study
factors relevant to the context of study design, recruitment
process, and trust in research:

- Study design: Study topic, study type, study task, study
length, compensation

- Recruitment: Active/passive recruitment, recruitment
channels, researcher background

- Data collection: Trust in researchers’ organization, data
collection, storage and usage

To test our study setting and interview guideline, we con-
ducted a pilot study with two CS students and one professional
software developer. Both CS students worked halftime in a
company and provided valuable feedback on the interview
guideline. We adapted the guideline by adding additional
follow-up questions based on the participants’ feedback. The
final interview guideline can be found in Appendix C.

3.2 Participants

For participant recruitment, we used our personal contacts
and a database of professional software developers who have
already participated in past empirical research studies and
agreed to be contacted for future studies. Thus, we ensured a
broad spectrum of experience with different recruitment chan-
nels, study parameters, and study tasks with a security focus.
Nineteen interested participants signed up for the study. Ad-
ditionally, participants shared our study invitation with their
friends and colleagues. Thus, 64 additional interested partic-
ipants signed up for the study. To ensure only professional
software developers regularly employed in companies would
participate in our study, we asked all participants to fill out
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Table 1: Demographics of the 30 participants
Gender Male: 26, Female: 4
Age min = 22, max = 53, sd = 9.13, median = 33, mean = 35
General Development Experience [years] min = 4, max = 30, sd = 8.22, median = 12, mean = 14.2
Working in Company [years] min = 2, max = 30, sd = 7.02, median = 7 , mean = 10
Weekly Work Hours min = 20, max = 50, sd = 9.87, median = 40, mean = 37.3
No. of Employees in Company 1000+: 10, 500-999: 5, 250-499: 2, 10-249: 10, 1-9: 3
Company Type Web Development: 12, Frameworks/Libraries: 4

Consulting: 4, Industry: 6, Other: 4
Company Security Focus Yes: 18, No: 12
Experience with Security Tasks Yes: 22, No: 8
Participated in Studies Before Non-Security: 9, Security: 15, None: 5, NA: 1
No. of Studies Participated Before min = 0, max = 10, sd = 2.34, median = 2, mean = 2.35, NA: 3

a pre-screening questionnaire (Appendix A). We excluded
participants who indicated working less than part-time at a
company or if software development was not part of their
job. Out of 40 invited company developers, 30 participated
in our study. We did not receive a response from the remain-
ing ten participants concerning an interview appointment.
Twenty-eight interviews were conducted in German and two
in English. Participants received 100C as compensation.

An overview of our participants’ demographics can be
found in Table 1. All participants were regularly employed
as software developers in German companies. On average,
participants were 35 years old. Twenty-six were male, and
four were female. On average, participants worked for ten
years in a software development company, with a mean of 37
hours per week. Our participants had an average of 14 years
of experience with software development. Most participants
worked in companies with 10-249 or at least 1000 employees.
Twelve participants reported working in a company specialed
in web development, while others were employed in consult-
ing or industrial companies, as well as in companies specialed
in the development of libraries, frameworks, or middleware.
Eighteen participants indicated working for companies with a
security focus. Twenty-two of the 30 participants were experi-
enced with working on security-related tasks in their company.
Twenty-four participants stated to have already participated
in a scientific study in the past, of whom 15 have already
participated in a study with a security focus.

3.3 Evaluation

We analyzed the transcribed interviews with the software
MAXQDA [64] by using thematic analysis [12]. After two
researchers (R1 and R2) coded the first three interviews in-
dividually, they agreed on one codebook through discussion.
Based on this codebook, all the remaining interviews were
analyzed by the first two researchers, R1 and R2, and a third
researcher, R3. Researcher R1 coded all 30 interviews. R2
coded a random set of 15 and R3 the remaining 15 inter-
views. As suggested by McDonald et al. [37], we calculated

an inter-coder agreement to ensure the consistency of the
code application. It was calculated using Cohen’s kappa coef-
ficient (κ) [15]. The inter-coder agreement between R1 and
R2 measured 0.77, and R1 and R3 0.78. A value above 0.75
is considered to be a high level of coding agreement [21]. The
codebook can be found in Appendix D. Reported quotes were
translated using DeepL [18] and adapted by the researchers
in necessary cases to convey the quotes’ meaning properly.

3.4 Limitations

This study has several limitations that need to be considered
when interpreting the results. First, we cannot claim the com-
pleteness of the presented list of different study factors rele-
vant in the context of study design and participant recruitment.
There may be other factors influencing the motivation of com-
pany developers to participate in empirical research studies
that are not covered in this study. However, we provide pre-
liminary findings on factors that might be worth to be further
explored in future research. Second, since we asked about
factors influencing developers’ decision to participate in a re-
search study, results may suffer from a social-desirability bias.
In addition, since our participants were willing to participate
in research studies, they might be favorable to research and
thus might have other views than those who abstained from
this or study participation at all. As such, we can only make
claims of motivations and preferences of participants willing
to participate in research studies. Third, we recruited profes-
sional software developers regularly employed in German
companies. Our study findings might not apply to developers
from other parts of the world. Further work is needed to make
any generalizable statements.

3.5 Ethics

Our institution does not have a formal Institutional Review
Board (IRB) process for computer science studies, but the
study protocol was cleared with the institutional data protec-
tion officer. Our participants were provided with a consent
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form complying with the General Data Protection Regula-
tions (GDPR). They were informed about the practices used
to process and store their data and that they could withdraw
their data during or after the study without any consequences.
The audio recordings were deleted after transcription. We as-
sured all participants they would be informed about the study
results, and only anonymized data would be published.

4 Results

In this section, we present the motivational factors and barri-
ers concerning study design, participant recruitment, and data
collection we identified in the interviews. An overview of
the factors can be found in Table 2. To report statements, we
labeled participants P1-P30. While we note how many partic-
ipants stated specific themes to indicate their frequency and
distribution, we do not aim to generate quantitative results.

4.1 Study Design

In the following, we present relevant insights into the study de-
sign of security studies with software developers concerning
the study topic, study type, task, length, and compensation.

4.1.1 Study Topic

Our participants frequently noted an interest in the study topic
as motivation for their participation. They often perceived the
topic as an opportunity to learn something useful or to work
on something in line with their interest:“Sure, the topic has to

interest me somehow” — [P19]. Six participants (e.g., P4, P7,
P10, P12, P24) were willing to receive less compensation if
they could work on a study topic that is in line with their mo-
tivation to participate:“If it is a topic that interests me [. . . ] I

would also participate in studies, but that is not where I earn

my money” — [P4]. However, the opposite was also true. Par-
ticipants claimed they would need a higher compensation to
compensate for their disinterest in the study:“So, if the topic

does not interest me at all, then you could lure someone or

me with money” — [P2]. In addition, participants often men-
tioned they were less likely to participate if they were unsure
about fulfilling the requirements for study participation. They
worried they could negatively influence the study results and
thus told to be hesitant to participate:“The study topic, yes,

I think it is essential that I [. . . ] have to know, if I can say

something about it or not” — [P4].
We did not observe differences in the statements of par-

ticipants who have already participated in security studies
(15/30) and those who participated in software engineering
studies (9/30) or did not participate in studies at all (5/30).
However, participants often explicitly referred to IT secu-
rity as a topic they would consider when participating in a
scientific study:“This is a topic that also interests me in a

professional context” — [P16]. One participant stated that,

especially in the context of IT security, they can “[. . . ] learn

(something themselves)” — [P10]. Participants felt that de-
veloper studies with a focus on security might be a good
opportunity to update their knowledge concerning state-of-
the-art security:“If you’re programming something, anything

security-related, and you realize that I haven’t updated my

knowledge in the last ten years, that kind of added value” —
[P18]. Two participants also stated that they liked to be chal-
lenged:“It has a playful component. You challenge yourself. I

can see that I’m doing a good job” — [P29]. The motivation
to learn something new is also reflected in the non-monetary
compensation our participants suggested. For instance, at-
tending a workshop:“[Offer] an information event on the IT

security topic there, that would [. . . ] make that more inter-

esting again” — [P16] or receiving a security certificate:“So

something like a security certification that you could maybe

then obtain” — [P10]. However, P11 stated that it is hard to
estimate the difficulty of security-related tasks. Therefore,
they would like to be informed about the extent of effort the
task might need:“Especially in the area of security, it is al-

ways good to know in advance at what level such a study

will ultimately be conducted, how deep the whole thing goes

technically. In the field of software development, it is always

assumed that things will become technical very quickly” —
[P11].

4.1.2 Study Type

All but one participant stated online studies to be their pre-
ferred study type. As advantages, participants mentioned the
flexibility and duration of an online study:“Because the time

required is less than for another study” — [P1], comfort:“You

are at home in your comfort zone” — [P28] and that they do
not have to travel in the COVID-19 pandemic:“I do not have

to leave the house. [. . . ] Right now also with all that Corona

time. This is just more pleasant [. . . ]” — [P26]. Eighteen par-
ticipants (e.g., P1, P5, P11, P17, P30) mentioned that they
expected less compensation in an online study compared to a
field or laboratory study.

All participants stated that participating in a lab study might
be more challenging since they would need to travel. Twenty-
one participants (e.g., P2, P5, P14, P21, P26) noted that they
would expect additional compensation for traveling:“If that

is now somehow locally at the university, where I had to drive

there, then the travel costs would have to be somehow consid-

ered, plus the time expenditure [. . . ]” — [P2]. P3 described
that they would have taken a day off from work to participate
in a laboratory setting:“The planning, that simply my life gets

affected more, that I have to organize more, maybe take a

day off or something like that” — [P3]. Our participants had
different opinions on field studies. Twelve participants (e.g.,
P3, P6, P9, P22, P27) were open-minded toward field studies,
provided their employer would previously approve the study
participation. Others (e.g., P3, P11, P12, P26, P28) explained

USENIX Association Nineteenth Symposium on Usable Privacy and Security    325



Table 2: Motivational factors and barriers concerning study design, recruitment, and data collection
Study Factor Factor Level Motivation Barrier

Study Topic Software In line with developer hobby or job Unexciting topic
Engineering Self-improvement Uncertainty about requirements

Learning effect Uncertainty about effort
Security Update knowledge Security performance test

Security certificate
Study Type Flexibility

Online Working from home/while traveling
Anonymity

Traveling time and expenses
Laboratory Social interaction Issues due to Covid-19

Requirement to take a day off work
Concerns about data privacy of clients

Field Combining work with study Conflict when working with clients
Conflict when working from home
Company reputation in case of weak security performance

Study Task Short
Easy to do

Survey Flexibility Length
Anonymity
Variety to job
Social interaction

Interview Variety to job Length
Flexibility
Learning effect Uncertainty about task requirements

Practical Personal challenge Uncertainty about task effort
Length

Study Length Control of time scheduling Length
Time flexibility Rigid date scheduling and loss of flexibility
Continuous compensation in long-term studies Long-term commitment

Compensation Monetary compensation Skepticism toward too high compensation
Recruitment Strategy Active recruitment Passive recruitment

Forwarded by friends and colleagues Spam
Company Trust in approved study Lack of time

Performance test
Asynchronous nature of email Headhunting on networking platforms

Channels Unsolicited emailing with verifiable identity Unsolicited emailing without verifiable identity
Study advertisement at workshop or conference

Data Collection Trust in academia Distrust in industry
GDPR compliance Sharing sensitive data

that they have been in home office for a long time and thus
did not believe conducting a field study would be a good
idea:“But when it comes to seeing myself in my natural envi-

ronment, for example, I don’t know if the field study isn’t the

best way to go, in quotes, because this home office situation

isn’t necessarily what you prefer” — [P6]. P11 would also
like to avoid involving customers:“[. . . ] I am also visiting

customers as a software developer, and I do not need someone

there who conducts a study, who stands behind me, and who

looks over my shoulder” — [P11].

4.1.3 Study Task

We asked participants about taking part in a study involving a
practical task. Some indicated they would appreciate taking
part in practical experiments and would prefer it over an inter-

view or survey:“Yeah, because in practical tasks, [. . . ] you

will have the opportunity to learn something” — [P21]. Oth-
ers (11 participants, e.g., P4, P16, P18, P22, P25) mentioned
uncertainty about practical tasks, as they do not know what to
expect, how long they will need, and whether they might fit the
task requirements:“[. . . ] but then the framework conditions

would have to be a bit clearer in advance, and basically I

would also have to know what kind of tasks I would be facing.

So the uncertainty would then rather strengthen the aver-

sion” — [P16]. Further, P6 described that in programming
tasks, they had to engage deeper with the topic:“I associate a

practical task with the fact that I have to get involved with the

subject. That means that in my mind, it’s always associated

with more effort” — [P6]. Almost all participants perceived a
practical task as more difficult in general. When asked if the
study task influences the compensation they expect, half of
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the participants wanted to receive higher compensation for a
practical task compared to a survey or an interview:“I would

[. . . ] expect a higher compensation for the practical work,

definitely” — [P24]. Further, P16 compared the work on a
practical task with an “examination situation” — [P16].

Participants often preferred surveys and interviews over
practical tasks, as they perceived them as a variety of their
working tasks:“I am coding, doing it the entire day. And then

an interview is a welcome diversion” — [P2]. Social interac-
tions were frequently referred to as a positive factor associated
with interviews:“Because then I would rather interact, instead

of standing alone, in front of some piece of paper, or sitting

and having the feeling, oh, I still have to fill out this piece of

paper” — [P6]. Further, participants valued the flexibility sur-
veys offer besides lower attention required:“And because I do

not have to expend so much effort and because I don’t have

to think much, you can do that on the side” — [P7]. Thus,
participants accepted less compensation for surveys:“So, with

such a click survey, I would not necessarily expect such an

amount as a reward for the interview here. Because you can

do it in between, while you are doing something else, or you

can interrupt it” — [P16]. However, participants disliked long
surveys due to boredom and mental fatigue:“But whenever

I am filling out a survey, especially if it is longer, I get to

the point where I drift in thought and simply start clicking

through, to finish” — [P8].

4.1.4 Study Length

Many participants considered a long duration as a barrier
to taking part in a scientific study, which can not be broken
through other forms of motivation:“One can then simply not

participate.[. . . ] But I think that [this] is not a factor now for

better hourly payment” — [P17]. Fifteen participants stated
that their time is limited, e.g., because of family responsi-
bilities:“I have a job and a family, so it is always difficult

to find the time slot [. . . ]” — [P16], or the need for recre-
ation:“Although I am employed full time, [. . . ] I should also

relieve my head a bit sometimes” — [P17]. Participants were
also asked about their willingness to participate in long-term
studies spanning months or even years.

Some participants stated that while they might be interested
in participating, they would not like to agree on fixed dates,
weeks, or even months ahead:“I couldn’t say, okay, I can set

this exact block for myself every two weeks or every month” —
[P18]. P19 stated that it would be beneficial if you can“[. . . ]

determine the time frame accordingly, [so] that you can also

do something [. . . ] on the weekend or [. . . ] in the evening

after work” — [P19]. Another participant liked the idea of
a long-term study:“It would be super cool if such a study is

a long-term study and you get money again and again” —
[P5]. However, 15 participants (e.g., P4, P7, P17, P22, P29)
preferred a study length of one to four hours.

Ten participants (e.g., P4, P17, P19, P25, P28) equated time

to money and compared the study compensation with their
salary:“[. . . ] Either I sit for two hours or more in a study

or I just work longer, then I think most people start to won-

der whether it’s worth it” — [P18]. However, 18 participants
(e.g., P2, P8, P11, P16, P28) did not expect a higher hourly
wage for more extended studies. Instead, they expected linear
payment:“So basically that you have some kind of hourly rate

that you have for an interview, if you say one hour one hun-

dred euros, if it’s two hours it’s two hundred euros” — [P16].
If taking a vacation day for a study with a long time frame
would be necessary, six participants (e.g., P5, P11, P19, P24,
P25) expected to be compensated for the loss of a working
day:“So then it would have to be much better paid than the

day off costs me [. . . ]” — [P24]. In a multi-day time frame,
15 participants (e.g., P5, P9, P11, P19, P27) stated to “[. . . ]

rather not participate if [it would require a] day or something,

then the will is not so high” — [P16]. Overall, many partici-
pants stated that flexibility is essential. Having control over
the time frame might increase the willingness to participate
even in a long-time framed study:“So the more flexible you

are in choosing the time slot, the longer you can manage the

hours for a study” — [P2].

4.1.5 Compensation

Almost all participants (28/30) preferred receiving monetary
compensation:“Are there serious compensation suggestions

other than money?” — [P15]. Nine Participants perceived
compensation methods such as Amazon vouchers as appro-
priate as well:“Amazon is like cash to me actually” — [P2].
Fourteen (e.g., P5, P10, P16, P21, P26) opted for participation
in a workshop as compensation. Still, restrictions were men-
tioned for workshops:“[. . . ] especially for such an on-site

study, if it is somehow integrated into a workshop, where I

then take something away for myself, it would be interesting

for me” — [P16]. As a further barrier to workshop participa-
tion, participants stated that “with training offers [. . . ] it’s

[. . . ] again associated with having to sort of balance out

when, how, where” — [P6]. They would need to coordinate
with their employer first to get some time off:“So if, for exam-

ple, some conference is to take place now, [then] I would have

to ask my employer[. . . ] and they would have to spend the

money accordingly. And that’s exactly what you could save at

that point” — [P26]. Further, participants mentioned that they
were concerned a workshop might force them to take part at
a specific date, which might limit their flexibility:“[. . . ] Then

I probably lack the time flexibility again” — [P5].
Eighteen participants were willing to accept a software

license as compensation for study participation if it fitted
their requirements:“ [. . . ] only [. . . ] if it is something I am

working on right now” — [P5]. One participant explained
that even if they would be interested in getting a license, they
would still compare this to the actual monetary value of the
product:“[. . . ] nevertheless, I would weigh afterward again
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[. . . ], what is the financially equivalent value of it [. . . ]” —
[P1].

Most participants (24/30) stated that a higher compensa-
tion would increase their willingness to participate in a study,
and thus they might ignore the challenges they perceive. P3
specifically said that they would also do “[. . . ] unpleasant

things” — [P3] if the amount of compensation would be ap-
propriate. Many participants reported that there exists a hard
limit for study participation. For example, some stated they
must fulfill their family and work responsibilities. Therefore,
taking part in studies that last more than some hours might not
be possible - regardless of the compensation amount:“[. . . ]

because I have a family and two children. So I have to find a

place to fit it all in. That’s why the time factor is also impor-

tant in any case” — [P6]. Five participants also mentioned
that they might be skeptical if the compensation would be
too high:“I would be more concerned if a private company

paid me too much” — [P3]. Interestingly, 100 euros for an
interview study with software developers was perceived as
too high by P14:“So I definitely think it’s way too much in

this study” — [P14].

4.1.6 Other Factors

Beyond monetary compensation, other factors were men-
tioned developers perceived as a motivation to participate
in scientific research. Some participants wanted to contribute
to society and maintain “[. . . ] the dialogue, between the gen-

erations, between old and young, experienced and inexperi-

enced” — [P4] because it might be valuable for “the commu-

nity” — [P13]. Thirteen participants (e.g., P3, P8, P10, P19,
P26) stated that they were motivated to help since they were
curious “what will happen afterward (with the results)” —
[P4]. Others were motivated by recognizing their own mis-
takes and receiving feedback on their work:“if they will give

me some feedback” — [P23]. Some liked the idea of receiving
“an appreciation letter or basically certificate” — [P21] as
recognition for their efforts, and others felt appreciated “[. . . ]

to be asked as an expert about something” — [P5]. Twenty
participants (e.g., P6, P9, P12, P19, P26) also reported that
their work activity is in line with their preferences in their free-
time, and thus they might consider participating in a scientific
study:“My profession is also my hobby” — [P7].

4.2 Recruitment

When asked what should be included in the study invitation,
23 participants (e.g., P1, P9, P10, P16, P24) stated that “the

theme must fit me in any case [. . . ]” — [P26]. Another partic-
ipant stated that they would want to be personally addressed
because “it’s just much more personal, and then you also have

a good feeling that you’re helping (with) something” — [P5].
For short studies, some participants preferred to start with
the task after receiving the study invitation immediately:“If

one [. . . ] would have to sign the consent form or make an

appointment or something similar, then rather not” — [P2].

4.2.1 Active & Passive Recruitment

Twenty-five participants (e.g., P2, P4, P12, P17, P25) favored
active over passive recruitment. One of the disadvantages of
passive recruitment most participants faced was “not knowing

where to find it” — [P28]. Seventeen participants (e.g., P1, P3,
P12, P22, P29) considered not having to look for a study them-
selves as an advantage of active recruitment, as summarized
by one of the participants:“For me, this is just right. I am a

lazy person” — [P25]. Overall, many participants considered
being personally addressed in active recruitment as benefi-
cial since “that just comes much more personal” — [P5] and
they knew “that I was not simply addressed randomly” —
[P4], but rather for the skill they possess. Not all attitudes
towards active recruitment were positive. Seven participants
(e.g., P9, P15, P22, P27, P29) worried that active recruitment
could result in spam:“If twenty emails per week are coming

in now, I guess it’s time for me to activate the spam folder” —
[P29]. Most participants (21/30) favored asynchronous com-
munication, especially for first contact, which applies to both
types of recruitment:“I like all forms of first contact where I

don’t have to react spontaneously, whether it’s an email or

an ad” — [P3]. Nine participants also had positive attitudes
towards study invitations being forwarded by friends or col-
leagues since they have “[. . . ] a few bonus points of trust on

top” — [P9], especially if they already received their study
compensation.

4.2.2 Researcher Background

Researchers’ background was often linked to the study topic.
For instance, 14 participants (e.g., P2, P8, P10, P12, P30)
stated their decision to participate in a study would not be
affected by involving researchers from fields other than com-
puter science:“This would not be so important to me” —
[P19]. However, P2 noted that they would be more willing to
help researchers if they shared the same background:“When

I see that is also a computer scientist, then I still tend to

be more helpful” — [P2]. Three participants (P15, P16, P17)
considered a researcher’s background as essential for their
decision to participate in a research study:“I think you have

to have a background there” — [P16]. Nine participants (e.g.,
P1, P3, P13, P14, P21) stated that “it really depends on the

topic, if it is supposed to be more interactive, the IT person

will probably have more understanding of the terms” — [P9].
P3 stated that“Experience would be more critical” — [P3].

4.2.3 Company

Ten participants (e.g., P3, P12, P25, P26, P29) believed their
employer would be willing to share a study invitation among
their employees. However, “when there is a lack of time in

328    Nineteenth Symposium on Usable Privacy and Security USENIX Association



the company, [the employer would] say: "Ah, we’d better not

pass that on"” — [P1] even though they promised researchers
otherwise. Other concerns had been that “in the worst case,

the employer is in cahoots with the researcher and uses the

situation to test my performance somehow” — [P29] or that
they might be forced to participate by their employer:“That

would be fine, too, if the employer didn’t push me to do it” —
[P17]. Four participants (P2, P9, P11, P25) complained about
disguised headhunters:“You wouldn’t get through to me at

all, very quickly put a stop to it and say, yes, that’s actually

just a hidden inquiry. In reality, you are a recruiter” — [P11].
Still, study invitations approved by an employer were trusted
more:“I mean, if the employer has already run this, certain

checks have already been run in advance, which means that I

can really assume that it is a serious study” — [P20].

4.2.4 Recruitment Channels

Almost all participants preferred email as their primary re-
cruitment channel:“So as a computer scientist, I have to be

honest, I’m most comfortable with the email form” — [P17],
due to its asynchronous nature:“Because of the asynchronous

and because it is then just a bit personal” — [P6]. Unsolicited
emailing, participants accepted under certain conditions:“I

would like to know where they got my email address from” —
[P30] and who the sender is, since “if it was in my inbox from

someone I didn’t know, I would be skeptical. That’s when the

alarm bells go on” — [P29]. Most participants indicated us-
ing social networking sites such as LinkedIn or Xing for their
professional contacts. Some participants agreed on receiving
invitations through these channels:“I think, so something like

Xing or LinkedIn or something like that, I think you would

expect it anyway” — [P18]. Others (eight participants, e.g.,
P6, P14, P26, P28, P30) refused to be contacted through such
channels:“[. . . ] because I personally perceive it less as a

place for news” — [P6]. Some participants (P9, P10, P24,
P28) stated that they were exhausted by the mass of recruiters
contacting them. Thus, they might end up skipping legitimate
study invitations:“I usually blindly reject all requests with

this automatic no-thank-you answer. A request like that could

certainly be overseen” — [P24].
Participants had mixed feelings about being recruited at a

conference or a workshop. One participant stated that since
they are already at the venue, they might participate in the
study:“I was at a conference where this was asked, where I

participated in a small survey, especially if you are on site

anyway, the hurdle is of course very low if you can just do it

spontaneously” — [P3]. Some might be more willing to par-
ticipate if a speaker shares a study invitation with the audience
while keeping it asynchronous. One participant stated:“I’m

generally not the one who likes to be addressed by booths or

something, but if it’s a conference and the speaker says, well,

pass on the information, or it’s also advertised somewhere,

whatever” — [P10].

Most participants indicated rarely using social network-
ing platforms such as Facebook or Twitter. One participant
questioned how serious study invitations, shared via these
channels, are:“I don’t really think it’s serious either. Hon-

estly, I wouldn’t believe it’s anything real either” — [P18].
Still, one participant stated that the channel is not essential,
but rather who is recruiting and how participants were ad-
dressed:“So basically, I wouldn’t say if you brought it to my

attention [. . . ] via Twitter, I wouldn’t do that because that

came via Twitter” — [P6].

4.3 Data Collection

Participants preferred data collection to be fast and easy:“So,

if you work with modern tools, for example, GitHub, where

you can upload and download the code, that would have been

more comfortable. In that case, I have, I think, sent it via email.

I am not entirely sure, but it was a bit of back and forth” —
[P2]. Some participants were irritated by the collection of the
same data multiple times:“But questions which were already

asked, then discussed afterward again, I found a bit odd” —
[P11].

4.3.1 Researcher Organization

Participants had different attitudes toward the type of orga-
nization conducting the study. Many participants mentioned
they had a high level of trust toward public institutions like
universities. They thus were more comfortable with data shar-
ing compared to private corporations:“Because I am more

prepared to participate in public studies and use my personal

resources, and my data is part of that, compared to private

studies” — [P12]. In addition, some participants believed that
universities had a lower budget compared to corporate enti-
ties and thus expected a lower compensation from studies
done by universities:“To be honest, I thought that the univer-

sity pays worse. [. . . ] I think [companies] also have more

money” — [P18]. Further, some participants raised concerns
regarding illegal data collection by companies during studies,
something they assumed was less likely to occur with public
institutions:“So, there are some things, like market research

institutes, where you can install some kind of client, [. . . ]

which then collects all kind of data in the depth of windows

and sends to them, where you have no control in the first

place” — [P10]. Some participants assumed German compa-
nies were more likely to collect their data in compliance with
GDPR.

4.3.2 Privacy Concerns

Some participants felt that a high compensation for their data
would raise suspicion about the usage of their data:“If the

compensation for things like that is higher, I (would) have con-

cerns about whether [. . . ] (it is) too high and why” — [P3].
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In many cases, participants preferred to share as little data as
possible. However, 16 participants (e.g., P6, P11, P15, P21,
P30) argued they would be willing to share their data if the
usage was in line with the research topic:“Eye movement,

well, I really do not know, [. . . ] I would have to be sure how

it is processed” — [P15]. Questions concerning sensitive data
raised the issue of anonymity for many participants:“Well, to

be honest, there really was [that] moment in a survey after a

study. [. . . ] I would say that not everyone honestly answers

such sensitive questions because, in the end, you are still

not sure how anonymous everything is. So there is a certain

amount of trust, but still” — [P17]. This was linked to the
study type, as participants frequently mentioned the increased
anonymity of online studies as a positive factor:“This is the

most significant advantage for me. Maybe also that it is a lit-

tle anonymous” — [P7]. By contrast, many participants were
skeptical about field studies, as data collected at their work-
place might be critical:“And then this person asked me about

security-relevant features, about knowledge, that you have

to have for it and finds out, I do not know, how to solve this

problem best. And you could use that against the company

where I work” — [P5].

5 Discussion

In this section, we discuss our research questions. We provide
insights into recruitment obstacles specifically related to the
company context. Past research with students showed that they
were often available for laboratory studies [10, 32, 61], flexi-
ble in time [40], and did not worry about the consequences
of their study performance [43]. Besides logistical issues, our
participants reported being less flexible in time and worried
about their and their company’s reputation, unpredictable ef-
fort, and potentially bad performance communicated to their
company. Since most of our participants were already expe-
rienced in study participation, preferences on the indicated
factors for specific types of studies we identified might only
apply to participants willing to participate in research studies.
While we cannot make any claims about those who opted not
to participate in this study or studies in general, our results in-
dicated preferences for different types of studies on recurring
participants. As such, our results can help researchers retain
interested participants for various types of studies.

RQ1: Influence of study factors on study participation.

Our participants indicated monetary compensation as the most
influential factor motivating them to participate in research
studies. Participants felt that high rewards could compensate
for working on research topics they might not be highly in-
terested in or participating in long-time framed studies. They
also expected higher rewards if working on practical security
tasks or required to take a day off from their regular work
(e.g., traveling for a lab study). However, they were willing

to work on study tasks in their free time as long as they did
not conflict with their family responsibilities. Thus, flexibility
and schedule control was essential for accepting study invita-
tions, which were not considered to be compensated by higher
monetary compensation.

Our participants generally did not expect a higher payment
for long-time framed studies but rather a linear hourly rate.
Still, they were skeptical about high payment if they could
not relate it to the expected effort. Thus, participants expected
less payment for online studies, short surveys, or studies con-
ducted by academic researchers in a university context. While
participants perceived vouchers (e.g., Amazon) as another
form of monetary compensation, workshop participation or
software licenses might be less promising forms of compensa-
tion due to highly individual demands. Besides compensation,
participants were often motivated by idealism to contribute to
society, self-improvement, or receive feedback on their work.

With the continuous threat of security vulnerabilities at-
tackers might exploit, it seems participants felt that developer
studies focusing on security might be an excellent opportu-
nity to evolve and update their security skills and knowledge
concerning recent security topics. They indicated that security
tasks would have a positive learning effect. Participants would
also appreciate receiving a security certificate after study par-
ticipation. Especially, practical tasks might be an excellent
way to improve their security skills, and thus participants
would be willing to participate in security developer stud-
ies. However, participants were concerned that security tasks
might require more effort than expected. They were also of-
ten unsure whether they fulfilled the requirements. Therefore,
they would like to have clear information on the task require-
ments. Additionally, they worried about weak performance in
security tasks, which might be linked to their company (e.g.,
in a field study).

RQ2: Recruitment. With active recruitment by researchers,
developers were not required to search for study invitations,
which might save time and effort. Additionally, participants
indicated being unsure where to look for study advertise-
ments. They favored email as a recruitment channel since it
allows asynchronous communication. Further, they appreci-
ated the personal contact and assurance they were recruited
based on their competence in the studied field. However, par-
ticipants were concerned about unsolicited emailing or the
uncertainty about where their contact information was gath-
ered from. Therefore, study invitations forwarded by friends
and colleagues - especially if they had already received their
study compensation - were trusted the most and thus might
increase the likelihood of positive responses. Participants
trusted study invitations distributed over their company since
they felt their employer had already approved them. However,
they worried about performance tests and the pressure of be-
ing forced to participate in the study. While social networking
platforms were considered suitable for participant recruit-
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ment in a professional context (e.g., LinkedIn, Xing), some
participants were unsure how serious invitations were from
social networking platforms in a more personal context (e.g.,
Facebook/Meta, Twitter). However, study advertisements at
workshops or conferences were perceived as a suitable way
to recruit participants.

RQ3: Data collection. Compared to the industry, research
institutions like universities enjoy great trust among company
developers, which is why most developers indicated being
more willing to share their data. Participants preferred to
share as little data as possible unless they were informed
about data usage. They also indicated that the data collected
should be in line with the research topic and comprehensible.
However, security studies involving very high compensation
raised concerns about data usage. Surveys and online studies
were considered more anonymous than other study types and
tasks. Thus, participants may be more willing to share per-
sonal data. Still, participants had no concerns about sharing
source code as long as they were assured that it would not
be used for commercial purposes. Data collection becomes
even more vital when conducting field studies in a company
because developers are worried about client information leak-
age or weak performance in security studies damaging their
company’s reputation. Overall, concerns about data collec-
tion might be mitigated by adequately informing participants
about the data collection process and measures taken to ensure
anonymity.

6 Recommendations

In this section, we provide recommendations for future usable
security and privacy research studies based on our findings.

6.1 Study Design

In the following, we present our recommendations concerning
study design.

Study Topic. For security studies with company develop-
ers, specific requirements and the expected effort should be
made clear since uncertainty about tasks or topics might dis-
courage developers from participating. Our participants were
often unsure about the target group of study invitations or
assumed other participants might be more suitable for the
study topic. This is especially true for IT security since tasks
in this domain are expected to be more challenging. If a study
includes researcher-participant interaction, it might be benefi-
cial to state a researcher’s experience with the study topic.

Study Type. Online studies might be the preferred form
for study participation for all study types (interview, survey,
practical task) if high numbers of participants are required.
If a laboratory setting has to be chosen, a virtual study envi-
ronment, as proposed by Huaman et al. [28], might be a good

option. Otherwise, explicitly compensating participants’ time
and travel expenses might be required.

Study Task. Many developers felt pressure on the per-
formance of their practical tasks. High dropout rates due to
potential task difficulty were also observed in past research,
such as 42% in a study conducted by Acar et al. [1]. Thus, in
usable security developer studies, participants might be made
aware that the usability of a system but not their performance
is tested. Concerns regarding task difficulty can also be alle-
viated by clearly stating the study requirements. Including an
example task, as done in previous studies, can provide reas-
surance to participants [50, 51]. For surveys, developers pre-
ferred to start immediately after receiving the study invitation.
Thus, including the survey link in the study invitation might
be beneficial. This could be combined with checking for in-
clusion criteria and screening questions to ensure data quality.
Due to the COVID-19 pandemic, participants reported having
fewer social interactions. An interview can be a welcomed
variety to company developers’ daily jobs. For interviews,
developers preferred minimal organizational effort. Using an
easy scheduling service can reduce developers’ effort and
increase flexibility.

Study Length. Time flexibility is an essential factor for
developers. Naiakshina et al. [42] reported that "developers
dropped out because of a lack of time and [not managing] to
solve the task in a functional way." Thus, long-time framed
studies need also to be flexible in terms of time schedule,
which might include offering dates on the weekends or out-
side office hours. It might also be beneficial to highlight the
compensation, if available, associated with long-time framed
studies.

Compensation. Monetary compensation is the most influ-
ential factor in increasing participant rates. However, partici-
pants also appreciated security certificates when participating
in security developer studies. Thus, offering workshops after
study participation, where participants can receive security
certificates, might be a promising approach. In long-time
framed studies, we suggest considering the hourly wages of
company developers since they tend to compare the time in-
vested in a study with their working time. Letting participants
choose between different types of compensation besides in-
trinsic motivation (e.g., learning something new, updating
knowledge) might improve response rates as well as sample
quality as proposed by Hsieh et al. [27] in an end-user context.
Interestingly, our participants considered the compensation of
100C for a one-hour interview study rather high. While this
can be the first indication for interview study payment, more
research is needed on the payment levels for different study
types, tasks, and lengths.

6.2 Recruitment

In the following, we present our recommendations concerning
participant recruitment.
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Recruitment Strategy. The study invitation should reflect
and appreciate participants’ competencies. It might be es-
sential to explicitly state why their participation is vital for
the study by acknowledging their skills and study topic re-
quirements. In addition, participants might be informed how
their participation can benefit themselves, the community, or
society. For example, the conducted research might be help-
ful for the following generation, personal improvement, or
specifically in the IT-security context, resolving security mis-
conceptions and reducing security vulnerabilities. Previous
work indicated that similarity cues improved response rates
in surveys [54]. Thus, highlighting a shared professional or
academic background might make a study invitation more
appealing. Interestingly, all participants provided their con-
sent to be contacted for future studies. They preferred this
recruitment strategy due to the low effort. Therefore, we rec-
ommend asking participants for their consent to receive future
study invitations after study participation. However, it would
be helpful to avoid sending unsuitable study invitations and
instead address the required target group of the study. For
future work, it might be beneficial if a central database of
interested software developers might be available to the re-
search community. Alternatively, a central web page collect-
ing advertisements for different research studies comparable
to job openings might be a good form of informing interested
participants.

Recruitment Channel. Email is the most preferred chan-
nel of communication as well as first contact because of its
asynchronous nature and having everything in one place. De-
spite the common usage of social media and online forums
for participant recruitment in security studies [7, 39, 45], most
of our participants were unwilling to be recruited through
these channels. Thus, we recommend using additional chan-
nels, as done in other security studies [29], alongside email.
Research conducted by institutions like a university, research
cooperation with companies, and study recommendations by
friends and colleagues might increase trust in the study and
thus participation rates. For unsolicited emailing, researchers
might include where and how they extracted the contact infor-
mation and explain how to remove the participant’s contact
information from this source. In addition, researchers might
provide a verifiable way to check their identity or institution.

6.3 Data Collection

In the following, we present our recommendations concerning
study data collection.

Data Collection, Storage and Usage. Explaining the pur-
pose of re-iterating questions in surveys and interviews for
data validity reasons might avoid irritating participants when
the same information is gathered multiple times. In addition,
data collection should be easy and relate to the study domain.
Using internet hosting services such as GitHub for program-
ming code submissions might be beneficial since developers

indicated familiarity with them. If it is necessary to collect
sensitive data from participants, it might be explained why this
information is required. Participants mentioned fear of reper-
cussions from the deanonymization of study data, a concern
which was raised in past research as well [22]. Addressing
and explaining the precautions taken may alleviate concerns.

Consent Form. Some participants were concerned with
data collection, storage, and usage. Thus, we recommend
presenting the consent form separately from the study in-
vitation text to avoid overwhelming participants. Since our
participants often referred to GDPR, researchers might inform
participants whether data collection is in line with GDPR or
CCPA, including third-party services used for data collection,
storage, and analysis, e.g., transcription and hosting surveys.

7 Conclusion

Researchers often struggled to recruit developers for security
studies. While using online freelancer platforms or inviting
students can often be a good choice for participant recruit-
ment, past research showed that the behavior of developers,
freelancers, and CS students might differ in security stud-
ies. Additionally, usable security and privacy research in the
company context requires recruiting professional software
developers from the industry. Therefore, we conducted 30
semi-structured interviews with company developers to inves-
tigate influential factors on their willingness to participate in
security developer studies. We found that participants mostly
preferred to participate in short studies conducted online and
in line with their interests. Developer studies with a security
focus were perceived as specifically attractive since partic-
ipants felt they might update their security knowledge and
test their skills by receiving feedback on their performance.
However, participants were concerned by the effort and weak
performance effects security tasks might entail. Still, most
barriers concerning study design, participant recruitment, and
data collection might be countered by monetary compensa-
tion. Overall, company developers preferred to participate in
studies with low effort but were willing to accept long-time
frames if flexibility was ensured.

While offering first insights into influential factors on com-
pany developers’ motivation to participate in security studies,
further research is required with company developers from
other parts of the world. Further, our findings suggested a
strong influence of monetary compensation. Since no consen-
sus between researchers exists, more research is needed in the
context of different payment levels. Future studies might mit-
igate potential selection bias by conducting, e.g., large-scale
and anonymous surveys to solicit participants without prior
study experience. Since most of our participants stated, they
are rarely invited to studies, utilizing different recruitment
strategies might reach more first-time participants. However,
more research is required to investigate barriers to study par-
ticipation.
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A Pre-Survey

A.1 Consent

I agree to take part in this survey
# I agree / I do not agree

A.2 Questions

Q1: How old are you?

Q2: What best describes your current primary occupa-
tion?
# Employee / Freelancer / Researcher / Apprentice / Bachelor
student / Master student / Other (please specify:)

Q3: Are you employed by a company and work more
than 19 hours a week? (Yes / No)

Q4: In which area do you currently work?
# Consulting / Software Development / Testing / Other
(please specify:)

Q5: Is software development part of your job?
# Yes / No / Other (please specify:)
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Q5: Which email address may we use to contact you
regarding your participation in our study?

B Post-Survey

B.1 Consent

I agree to take part in this survey
# I agree / I do not agree

B.2 Questions

Q1: Please enter your pseudonym:

Q2: How old are you?

Q3: What is your gender?
# Male / Female / Diverse / I prefer not to answer / I prefer
to describe myself:

Q4: What is your nationality?

Q5: How long in total have you been employed as a
software developer in a German company or organization?
(In years)

Q6: How many hours per week do you spent develop-
ing software?

Q7: What is your job title?

Q8: What kind of software are you developing? (Mul-
tiple selections possible)
# Web applications / Mobile applications / Desktop
applications / Embedded software development / Enterprise
applications / Other (please specify:)

Q9: How many years of experience with software de-
velopment do you have in general?

Q10: How many employees has your company in to-
tal?
# 1-9 / 10-249 / 250-499 / 500-999 / 1000 or more

Q11: Which business sector does your company be-
long to?
# Game development / Building network and communication
/ Web development / Development of middleware, system
components, libraries and frameworks / Other (please
specify:)

Q12: Has your company a focus on security? (Yes /
No)

Q13: Are you taking on security-related tasks in your
field of work? (Yes / No)

Q14: Do you want to be contacted by our research
group to be informed about the study results? (Yes / No)

Q15: Do you want to be invited by our research group for
further studies? (Yes / No)

Q16: If you would like to be contacted by our research group,
please provide a valid e-mail address. This e-mail address
will be stored separately from the study data.

C Interview Guideline

Introduction

• Have you participated in a scientific study in the past?

– If yes: Was this a developer study?

• In how many studies have you taken part in the past?

• In what kind of studies have you taken part in the past?

– Researcher note: Explicitly ask for programming

tasks

• Have you ever had a negative experience?

Influence - Study Topic

• Is the study topic something you take into account when
deciding whether to participate in a study? Is the topic
of the study important to you?

– If yes: What topics are you interested in?

– Computer Science/Software Development/IT Secu-

rity/private interests as a study topic

• Would you also participate in studies on topics that are
not interesting to you?

– If No: Could you be convinced to participate in
a study on a topic not interesting to you? If Yes:

How?

– If job-related studies are not attractive: How could
you be motivated for this kind of study?

Influence - Trust

• During a study, information about your person is col-
lected. The researchers conducting the study must adhere
to rules (e.g., the anonymity of participants). Participants
are informed about this in a consent form.
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• To what extent do you trust a university to comply with
informed consent?

– Researcher note, Address the following aspects and

ask how important they are: Respect for privacy
and data protection, fair compensation, competence

• Does your opinion change if the conducting organization
is from a private sector? (Researcher note: Address the

factors mentioned above again)

• What do you think about organizations such as the
Fraunhofer-Gesellschaft?

– Researcher note, alternatives to Fraunhofer: Max

Planck Gesellschaft, German Research Foundation

(DFG)

• Does the type of organization impact the compensation
you expect?

– If yes: To what extent does the type of organization
influence your expectation?

Influence - Researcher Background

• What influence does the background of the conducting
researchers have on your willingness to participate in a
study?

– Researcher note, examples: Computer scientist,

psychologist, social scientist

• Does the background have to match the topic?

• Would you prefer/avoid one of the mentioned back-
grounds?

– If yes: Why?

Influence - Lab, Field and Online Studies

• (Researcher note: Shortly explain the difference between

lab, field, and online studies.) Do you understand what I
mean by this?

• What do you (not) like about online studies?

• What do you (not) like about lab studies?

• What do you (not) like about field studies

• Would this form of study be conceivable in your com-
pany?

• Which type of study do you prefer?

– Why do you prefer this type of study?

– What are the arguments against the other types of
studies?

• Does the type of study influence the compensation you
expect?

– Researcher note: Type of study in terms of the dif-

ference between lab, field, and online studies

– If yes: To what extent does the type of study influ-
ence your expectation?

Influence - Study Task

• During a developer study, there are usually three possible
types of tasks. A survey, an interview, and practical tasks
such as coding, writing a code review, or a protocol. Does
the type of task in a study influence your willingness to
participate in a study?

• Which tasks do you like to work on the most? Why?

• Are there tasks you avoid? Why?

• If not already addressed: How do you perceive the diffi-
culty of these types of tasks?

– What makes a task difficult for you?

– What makes a task easy for you?

• Does the type of study task influence the compensation
you expect for the same duration? If yes: To what extent
does the type of study task influence your expectation,
given the same duration?

Influence - Duration

• The duration of a study can vary depending on the re-
search question. Some studies consist of a short ques-
tionnaire, and other studies can take several days.

• Does the duration of a study influence your willingness
to participate? Here we assume you receive the same
hourly compensation regardless of the study duration.

– Is duration a criterion by which you exclude a
study?

– Researcher note: If not mentioned, address the fol-

lowing aspects: Conflict with working time, con-
flict with free-time, fatigue

• Is there a maximum duration beyond which you would
no longer be willing to participate in a study?

– Do other study factors influence this maximum
duration? Why?

• Under what conditions would you be more likely to
participate in long studies?
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– Researcher note, for example: better compensation,
less organizational effort, provision of catering,
payment for travel.

• Would you be willing to participate in studies lasting
several days, provided that your maximum duration is
not exceeded on a individual days?

– If no: Why?

• Is there a maximum number of days or a maximum time
period?

• Does the duration of a study influence the compensation
you expect?

– If yes: To what extent does the duration of a study
influence your expectation? Why?

Influence - Data Collection

• During a study, information about you is collected, such
as your voice or image. Depending on the study, written
code or biometric characteristics may also be recorded.

• Are you concerned about the data mentioned if it is col-
lected from you?

– If yes: Which specific data are you concerned
about?

• Does the way it is recorded have an impact on your
willingness to participate?

– If yes: Is there any data, if recorded, that would
stop you from participating in a study?

• Would you avoid studies that record data you are con-
cerned about?

• Do you expect better compensation if the study records
data you are concerned about?

Influence - Compensation

• How would you like to be compensated for the partici-
pation in developer studies?

– Researcher Note, for example: Workshop partici-
pation, software license, conference tickets

• How do you feel about non-monetary compensation?

• Would you accept less compensation if the study would
meet your preferences for study factors?

• Would you also be prepared to forego compensation
completely?

– If yes: Which study factors are particularly impor-
tant to you in this regard?

Recruitment

• There are two methods for recruiting study participants.
In active recruitment, potential participants are contacted
directly by the researcher. In passive recruitment, the
study is advertised in various ways, and a potential par-
ticipant contacts the researcher independently.

– What advantages (disadvantages) do you expect
from active recruitment?

– What advantages (disadvantages) do you expect
from passive recruitment?

– In which way would you prefer to be recruited?

• Where would you prefer to be recruited? Why?

– Researcher note, for example: At work, on-site
events, online events, by email, online communi-
ties such as Facebook group/Reddit/Xing/LinkedIn,
flyers (by post/by hand), posters, employer

– How should the first contact be made?

– Scenario: An unknown university sends an email
to you. How do you feel about that? How do you
react?

– Would an explanation on how the contact informa-
tion was collected defuse the situation?

• Would you be willing to register to a website for future
study invitations?

• Who should manage this platform?

Motivation

• What is the main reason that motivates you to participate
in a developer study?

– Researcher note: Ask for other reasons besides the

main reason

– Researcher note: Address this and previous stud-

ies: What were the reasons for participating in
these/this studies?

• Are there any study factors that influence your willing-
ness to participate that have not been mentioned yet?
Researcher note: If the participant has already partici-

pated in several studies, ask what researchers could do

better
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D Codebook

Table 3: Codebook used during the analysis of the transcribed interviews using thematic analysis
Theme Code Definition

Recruitment Channel Channel: All statements made regarding recruitment channel (where
participants want to be recruited) and their influence on a participant’s
willingness to participate

Active Active: All statements made about active recruitment and its influence
on a participant’s willingness to participate

Passive Passive: All statements made about passive recruitment and its influence
on a participant’s willingness to participate

Compensation Compensation All statements about compensation as the reward for participation, which
is promised before participation. Includes non-monetary compensation
such as software, hardware, vouchers, vacation trips or education offers

Length Length Direct and indirect statements about the influence of the study duration
on a participant’s willingness to participate and the compensation they
expect. This includes statements about time flexibility

Study Task Study Task All statements about the study task (survey, interview, practical tasks)
and their influence on a participant’s willingness to participate and the
compensation they expect

Study Type Study Type All statements about the study type (online, lab, field) and their influence
on a participant’s willingness to participate and the compensation they
expect

Trust in Organization Trust in Organization Trust in Organization: All statements about the conducting organiza-
tion (university, company, hybrid institutions) and their influence on a
participant’s willingness to participate and the compensation they expect.
This includes trust in the intention of the conducting organization as well
as trust in the competence of the conducting organization

Data Collection Data Collection: Opinions, fears, apprehensions, problems and wishes
in the context of data collection. All statements on the influence of data
collection on a participant’s willingness to participate and the compensa-
tion they expect

Motivation for Participation Motivation for Participation All statements made explicitly about the influence on a participant’s
willingness to participate in a study that uses the keywords participate

or participation

Influence Study Topic Influence Study Topic Influence Study Topic: All statements made about specific study topics,
such as computer science, IT-security or subtopics of these and their in-
fluence on a participant’s willingness to participate and the compensation
they expect

Researcher Background Researcher Background: All statements about a researcher’s back-
ground and their influence on a participant’s willingness to participate
and the compensation they expect. This includes trust in the competence
of the individual researcher background
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