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Abstract
Websites that are not well maintained can be vulnerable to
hackings. One type of hacking that might occur is embedding
redirects to fake shops into legitimate websites. We created an
awareness video to address these hacking. We first conducted
a content analysis to collect relevant information. We then
created a video based on this information and evaluated the
video with four focus group interviews with overall 13 par-
ticipants from different areas of expertise. The constructive
feedback from the experts allowed us to improve the video.

1 Introduction

Hacker gaining unauthorized access to websites is a huge
problem [6]. Such unauthorized access can incur various
kinds of hackings, like comment spamming, defacement of
websites or redirects [3]. While most attacks are immediately
noticeable (e.g. defacement, or spread of malware), some
rather unknown attacks are not easy to recognize. We identi-
fied domains that are used by hackers to redirect to malicious
websites, e.g. fake online pharmacies, fake online casinos,
or porn websites. Sucuri1 describes this kind of hacking as
search engine Spam or SEO Spam [7]. To place the redirect
on a website, a hacker need write access to the website.

In previous work [5] we found that notifying website own-
ers about this type of hacking is difficult. The redirect is only
apparent when opening the link from a search engine, and
most website owners are not aware of the hacking. Thus, rais-
ing awareness for the severity and possible consequences of

1https://sucuri.net/
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the hacking is important. We decided to design an awareness
video because previous research found videos to be by far the
most preferred delivery method for ISA (e.g. [1, 2]).

The aim of our research was to identify relevant information
on this type of hacking from existing sources of information
in a first step and then develop two awareness videos on the
basis of these information. The video we present in this work,
focuses on the identification and explanation of the hacking,
whereas video B will focus on measures and prevention2. We
then evaluated the video through expert feedback.

2 Content Analysis, Video Development, and
Evaluation

Methodology Content Analysis As first step, we con-
ducted a content analysis of videos on YouTube and of news
articles as well as scientific papers, which we identified based
on a structured literature review. Six keywords were extracted
from a blog post [7] that we found was related to the hacking
we wanted to describe: SEO Spam, Pharma Hack, Redirect
Hack, Wordpress Hack, Spam Injection, Spamdexing.

We used these keywords to search for English and German
videos/articles in the YouTube video search, the academic
databases Science Direct, IEEEExplore, SpringerLink, ACM,
and Emerald, as well as the Wiso database for news articles.
We found 84 videos, 184 papers and 39 news articles which
were then again filtered for duplicates, relevance and lan-
guage3. In the end, 45 videos, 39 news articles and 1 paper
were completely analyzed4. We used inductive coding for the
analysis of the materials, and the codebook was developed
with four coders and two independent testers.

2Video B is not produced yet, and will, therefore, not be part of the
following evaluation.

3E.g. papers that described new methods to improve search engine al-
gorithms or videos that had an English title but were recorded in another
language were excluded

4All other papers were excluded due to duplicates or because they only
used the keyword(s) as example of how search engine algorithms are tricked
without giving definitions or explanations.
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Results Content Analysis The type of hacking we are in-
vestigating is sparsely described in the academic literature.
Only one paper [8] was relevant for the analysis, but other
than a description possible hacking attacks on websites, no
advice was given how to identify and remediate this specific
type of hacking or how to protect from future hackings. We
could also not deduce any relevant content from the news
articles. The majority of the Youtube videos were screen-
casts5 (40.0%), followed by tutorials6 (20.0%), and recorded
talks or webinars7 (13.3%). Only two videos were coded as
explanatory videos, but no animations were used in either.

The type of hacking is described with a number of different
terms. Furthermore, some videos use different terms syn-
onymously (e.g. "SEO Spam" and "Spamdexing"), or the
same term is used to explain different hackings across videos
(e.g. "redirect hack"). Repercussions for website owners are
rarely mentioned (26.7%), and even fewer videos mention
repercussions for users (8.9%). Two third of the videos do not
explain the motivation of hackers, and only about half of the
videos (55.6%) describe indicators of compromise. Nearly
a third of the videos were identified as commercial videos
(31.1%), advertising a product (esp. malware scanner) or web-
site services. More than 60% of the videos were identified as
non-commercial, but – again – for more than 40% of these
produced videos self-promotion was identified.

Awareness Video We used the results of the content anal-
ysis to develop a three-minute explanatory video using 2D
animation. We decided to only refer to the attack as "hacking",
since we found that to describe the hacking inconsistent terms
and definitions are used. We also decided against introducing
a new term or definition for the hacking to not confuse users
further. See Appendix A for the final story board.

Methodology Focus Group Interviews To evaluate the
video, we recruited 13 domain experts for focus group in-
terviews. The participants had different backgrounds8 and
we conducted four online focus group interviews between
January 30 and March 3, 2023. The focus groups followed a
semi-structured interview guideline to answer the following
questions: (A) Are the information given in the video correct
and complete? (B) Is the design and the presentation of the
information appropriate? (C) Is there any general feedback?
As described by Dell et al. [4], participants might be biased
towards an artifact the interviewer created. To meet this bias,
we explicitly asked for missing and/or incorrect information

5One person demonstrating a problem by recording their screen.
6Unlike screencasts, a speaker is present in a tutorial, and screenrecord-

ings are - if at all - only used for demonstration purposes.
7Talks or webinars are usually longer with a speaker holding a lecture-like

talk. Interaction with the audience in the form of, e.g., Q&A is possible.
8industry, German Federal Office for Information Security (BSI), Cham-

ber of Commerce and Industry (IHK), Chamber of Crafts, State Office of
Criminal Investigations (LKA), stakeholder groups for industry and small
businesses in Germany

and gave the participants plenty of time to also express con-
cerns or reservations. We used verbatim transcription and
analyzed the interviews with a codebook that was developed
by three coders.

Results Focus Group Interviews In general, participants
liked the style and the way we presented the information.
They did not find any critical errors and mainly agreed that
the most important information was presented.

We also received suggestions for improvements. In three
of four groups, it was discussed that the identification of the
hacking via the site search operator "site:" is not prominent
enough or will not be understood by the users. It was sug-
gested to emphasize that the operator is needed to identify the
hacking9. In one group the length of the video was criticized
and it was suggested to create a shorter version of the video
for a quick overview to meet the needs of different target
groups. Also, in three of the four groups it was criticized
that information on the remediation of the hacking as well as
preventive measures are missing. It was considered important
that this information is provided. The groups further agreed
that the second video is needed to provide a comprehensive
description of the hacking.

3 Future Work

We found two recommendations most crucial: Firstly, we
need to make sure that the identification of the hack via the
site search operator "site:" is made more prominent. It is
currently not decided whether these changes will already be
made in the first video or further addressed in the second
video. Secondly, concerns were raised that the video cannot
stand on its own. Thus, the video will not be made public
before the second video is also produced. We also share
the concern that adjustments are needed to meet the needs
of different target groups. Future work will investigate how
these adjustments can be implemented and to what extent it is
necessary for different target groups. We also got suggestions
on what to include in the second video: All groups discussed
if information on other forms of website hacks should be
mentioned. For this, it might be necessary to conduct an
extended content analysis with different keywords to better
understand which kind of website hacks are relevant to include
in the second video.
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