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4 Key Behavioral Domains in Social Cybersecurity Arranged by 4 Social Distances

Negotiating Access to Shared Resources Shared and Social Authentication

Managing Self-PresentationInfluencing Others’ S&P Behaviors

Methodology & Scoping

Many end-user cybersecurity and privacy (S&P) behaviors are inherently 
social: we share personal info in our social networks, ask friends and 

family for S&P advice, and negotiate with others to protect our privacy. 

We analyze prior work in social cybersecurity and present a structuring of 
this literature based on its pertinence to four S&P-relevant social behaviors.
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Outlined behaviors in above diagrams answer “Yes” to 
these three questions and successfully navigate this gap


