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PRIVACY RARELY CONSIDERED: EXPLORING CONSIDERATIONS IN 
THE ADOPTION OF THIRD-PARTY SERVICES BY WEBSITES

MOST WEBSITES INCLUDE THIRD-PARTY 
SERVICES THAT TRACK YOU… INVESTIGATING MOTIVATIONS

• Online survey in Nov-Dec 2020
• 395 participants with technical responsibility for a website 

(web developers, admins, social media managers, …)
• Asked about 10 types of website functionality on a 

website they recently worked on, e.g.:

… EVEN THOUGH THERE ARE ALTER-
NATIVES!

Websites could…
• Select a different way to integrate 

the desired functionality                                
(e.g., self-hosting, 3P that collects less visitor data)

• Configure the 3P service to collect 
less data                                                               
(e.g., privacy-enhanced embed mode on 
YouTube)
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PRIVACY-FRIENDLY CONFIGURATION AWARENESS OF 3P DATA COLLECTION

• Awareness of a 3P collecting certain data points is higher 
if they are closely tied to the service’s main functionality
(e.g., financial data for payment, online activity for analytics)

• Limited awareness of collection of IP addresses or 
technical parameters
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• Later visits to other websites that embed the same 3P 
allow the 3P to learn the visitor’s browsing habits

• Especially worrisome for websites about sensitive topics

• Analysis of participant-provided websites shows some 
efforts at privacy-friendly configuration.

• Top privacy protection measures: data minimization efforts, 
security mechanisms, 3P settings

• Top reasons not to make adjustments: reportedly no data 
collection by the website, no requirement in the 
development process, trust in 3P
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• Integration decision typically between 1P integration or 
3P solution, rarely between different 3P offerings

• Top reasons for …
• … selecting the given solution: ease of integration, 

features, cost
• … considering alternatives: ease of integration, resources
• … not considering alternatives: familiarity with solution


