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Abstract

Smishing, a phishing attack through SMS, has become a sig-
nificant security concern. Attackers send fraudulent messages,
including malicious URLSs leading to personal information
theft or malware infection. Current security mechanisms on
mobile devices, such as anti-virus apps, are limited in detect-
ing and preventing smishing attacks. This poster proposes
a novel approach for detecting malicious URLs using im-
ages captured by a separate device. The proposed method
enables cross-device smishing detection for various types of
URLs, including those displayed on smartphones, laptop dis-
plays, televisions, or walls. We also implement a prototype
system using AR glasses and conduct a user study to evaluate
the effectiveness of our approach. Our experimental results
demonstrate the potential of image analysis for smishing de-
tection and prevention and the added benefit of AR glasses
for a more immersive and efficient user experience.

1 Introduction

Smishing, a phishing attack in which an SMS message is sent
to an actual organization and leads to a URL, has become a
severe problem in recent years.

Several approaches have been considered for smishing
countermeasures [1-3], but most are based on absolute access
control within the terminal or operating system. While these
approaches are effective, they are challenging to implement
because they require support for applications and operating
systems, and they are not a means by which users can protect
themselves.
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This study approaches the issue from a different perspec-
tive. This study approaches the issue from a different per-
spective. Instead of responding to the device that received the
smishing message, another device inspects the message dis-
played to evaluate its malignancy. Another device can inspect
the URLS to check whether they are listed in the database of
malicious URLs or actually access the URLs in the sandbox
and dynamically analyze their risk. These checks and analyses
can be performed without risk to the user’s device.

At first glance, this approach may seem impractical or inef-
ficient, requiring devices other than smartphones. However,
this concern may be dispelled in a few years. Currently, many
glass-type AR devices (AR glass) are being developed. They
are beginning to be used in various fields for entertainment,
and enterprise applications in training, education, and work
support. If AR glasses become commonplace, security solu-
tions across multiple devices will become natural, and the
mechanism proposed in this study will be welcomed with
realism.

This poster presents an overview of the proposed system
and outlines the prototype implementation and user experi-
ments using it and the results.

2  Cross-Device Smishing Detection

2.1 System Structure

An overview of the proposed system is shown in Fig.1. The
proposed system will have an independent device to evaluate
the malignancy of the smishing message. The device has a
camera and an interface to display the results. The camera
first takes a picture of the device’s screen to be evaluated for
maliciousness, detects whether or not a URL is included in
the image, and then evaluates the maliciousness of the URL.
After the evaluation, the results are displayed on the screen.
In the case of AR glasses, the camera mounted on the AR
glasses acquires the scenery that the user is looking at, the
image is captured, and the URL is evaluated. If the URL is
considered high-risk, an indication of the risk to the user is
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Figure 1: Overview of Cross-Device Smishing Detection
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Figure 2: Example of maliciousness evaluation results dis-
played on AR glasses

displayed on the AR glasses, and the user is encouraged not
to access high-risk URLs.

String extraction from images and URL detection are areas
that have already been well-researched and can be extracted
with high accuracy. The accuracy of URL maliciousness eval-
uation can be expected because the evaluation API is publicly
available, and academic research has already been conducted.
The risk display method in the AR glasses display has not yet
been fully discussed, and the discussion on the risk display
in the AR glasses display, or more broadly, "usable security
for alert UI in HMDs," has not yet started. Alerts must be
discussed from a different perspective for HMDs, which of-
fer a much more immersive experience than PC displays or
smartphones.

2.2 Prototype System and User Study

We implemented a prototype using AR glass EPSON Move-
rio BT-30ES (Fig.3). The application was implemented as
an Android application, the string extraction was performed
using Google’s ML Kit API, and the URL evaluation was
self-made. The risk evaluation was a simple list match, and
the list of malicious URLSs was locally stored in the AR Glass
device.

A user study was conducted using the prototype. In the
study, we conducted a task in which users were asked to eval-
uate whether each message was real or smudged in a situation
where they received 36 messages and did not know whether
the message was real or smudged. The first 18 messages
were evaluated without AR glasses, and the second 18 were
evaluated with AR glasses using that information as material

Figure 3: Prototype system using AR glasses

Figure 4: User study with prototype implementations

(Fig.4). There were nine participants in the user study. After
the task was conducted, a survey of the SUS of the prototype
and a semi-structured interview were conducted. The results
showed that using AR glasses facilitated appropriate evalua-
tion, with the percentage of correct decisions being 85.19%
when using the prototype compared to 46.3% when not using
the prototype. These results support the findings of existing
studies [4,5]. The SUS score was 74.4, indicating high us-
ability. In the NVivo coding analysis of the semi-structured
interview results, the codes "myself" and "decision" were
extracted, indicating users’ difficulty making decisions by
themselves, the significance of the support by the prototype,
and the difficulty of smishing evaluation. On the other hand,
some users did not trust SMS messages from the beginning.
There were also opinions that wearing AR glasses is fine until
they get used to the decision-making process, but once they
get used to it, it may become a hindrance.

The results also indicate that users tend to trust the proto-
type app more than other devices due to the immersive nature
of AR glasses and that there are other problems with using
HMDs, such as inaccuracies caused by the camera position
of AR glasses.

The results of this study are very encouraging, as they are
the gateway to the advancement of this research.
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