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• The studies we analyzed focused primarily on hospitals and other significant medical 
settings, even though those represent a narrow view of all healthcare workplace 
settings

• Among the user studies we analyzed, the majority have focused on understanding the 
risk perceptions of patients and the security behaviors of healthcare workers. 
However, privacy awareness and confidentiality uptake were largely disregarded.

• Most studies analyzed reported the need for more tailored security and privacy 
awareness education for medical providers and staff

• More research is needed to understand the challenges to healthcare security and 
privacy fully.

Implications

Figure 1: A snapshot of the card-sorting exercise used to analyze the paper repository

Takeaways

Table1: Key information about the card sorting papers including the number of participants, location of study, population, type of study, and labels

Motivation
• Security and privacy integration in healthcare: essential to protect patients' data 
• Healthcare data: notoriously difficult to monitor after a breach.
• Healthcare data: lucrative on the black market avg: of $40-50 per record
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Overview
Systematic literature review including 129 papers published up 
to December 10, 2021 of user studies with a focus on privacy 
and security of healthcare patients' data
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