é} usenix
4 THE ADVANCED

COMPUTING SYSTEMS
ASSOCIATION

Prospects for Improving Password Selection

Joram Amador, Yiran Ma, Summer Hasama, Eshaan Lumba,
Gloria Lee, and Eleanor Birrell, Pomona College

https://www.usenix.org/conference/soups2023/presentation/amador

This paper is included in the Proceedings of the
Nineteenth Symposium on Usable Privacy and Security.

August 7-8, 2023 « Anaheim, CA, USA
978-1-939133-36-6

Open access to the Proceedings
of the Nineteenth Symposium

on Usable Privacy and Security
is sponsored by USENIX.

-
I

|||1||¢|'1ij’,’|
PELEDTT

I
. JEEGES ” v
I e ]



Prospects for Improving Password Selection

Yiran Ma
Pomona College

Joram Amador
Pomona College

Summer Hasama
Pomona College

Gloria Lee
Pomona College

Eshaan Lumba
Pomona College

Eleanor Birrell
Pomona College

Abstract

User-chosen passwords remain essential to online security,
and yet users continue to choose weak, insecure passwords.
In this work, we investigate whether prospect theory, a behav-
ioral model of how people evaluate risk, can provide insights
into how users choose passwords and whether it can moti-
vate new designs for password selection mechanisms that will
nudge users to select stronger passwords. We run a pair of
online user studies, and we find that an intervention guided by
prospect theory—which leverages the reference-dependence
effect by framing a choice of a weak password as a loss rela-
tive to choosing a stronger password—causes approximately
25% of users to improve the strength of their password (sig-
nificantly more than alternative interventions) and improves
the strength of passwords users select. We also evaluate the
relation between feedback provided and password decisions
and between users’ mental models and password decisions.
These results provide guidance for designing and implement-
ing password selection interfaces that will significantly im-
prove the strength of user-chosen passwords, thereby leverag-
ing insights from prospect theory to improve the security of
systems that use password-based authentication.

1 Introduction

User-chosen passwords remain a critical component of secu-
rity. Many efforts have been made to nudge users towards
choosing stronger passwords, including password rules [33]
and password meters [20], but these efforts have met with
only partial success. Password rules are ineffective at enforc-
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ing strong password choices [33,69], many password meters
are ineffective [13] especially for accounts users consider
unimportant [20], and users continue to select and use weak
passwords [45]. In this work, we investigate the extent to
which insights from behavioral economics apply to users’
password selection decisions and how those insights might
be leveraged to enhance security by nudging users to select
stronger passwords.

Prospect theory [32,60-63] is an empirically-grounded be-
havioral model of how people make decisions in the presence
of risk. Prospect theory has been applied to various different
areas of economics; it has proven a successful model both for
explaining observed behaviors [8, 12,16,28,37,38,44,54,55]
and for prescriptively nudging people towards higher-utility
choices [24,29,39,59].

Interactions between humans and systems that affect secu-
rity and privacy can be framed as decisions in the presence of
risk. For example, password selection requires users to evalu-
ate the risk associated with each possible password they con-
sider (how likely is it that their account will be compromised if
they select that password and how bad will the consequences
be if that occurs) and balance that risk against other compet-
ing factors (e.g., memorability and easy of typing, including
on mobile devices) in order to decide which password to use.
However, prior work has thus far explored the intersection
between prospect theory and security and privacy only in lim-
ited specific domains, such as investment in security [53, 66],
adoption of two-factor authentication [48], disclosure of per-
sonal information [3,4,27], cookie consent [42], and tracking
authorization [18]. In this work, we explore the connection
between prospect theory and password selection through a
pair of online user studies.

Our first study explores the connection between two effects
identified in the prospect theory literature—the reference-
dependence effect and the source-dependence effect—and
password selection. We ran an online user study on Amazon
Mechanical Turk with 762 participants in which we asked
people to create an account on an experimental website. Users
who initially selected weak passwords or moderate passwords
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were presented with an interactive prompt asking whether
they wanted to go back and choose a stronger password; there
were six different versions of the interactive prompt corre-
sponding to three different framings (positive, neutral, and
negative) and two different prompt phrasings (specific and
vague). Participants also completed a follow-up survey about
their beliefs regarding passwords and password-related risks.
We found that the reference-dependence effect applies to pass-
word selection decisions—i.e., an interaction with negative
framing resulted in significantly higher rates of improvement
compared to neutral framing (p < .001) or positive framing
(p = .027). However, the source-dependence effect did not
appear to apply; the phrasing of the prompt (specific of vague)
did not have a significant impact on whether user went back
and selected a stronger password.

To validate the reference-dependence effect and to further
understand how it influences password selection, we con-
ducted a second user study through Prolific (n = 607) in
which we recorded fine-grained measurements about pass-
word strength—as measured by the zxcvbn password meter’s
estimate of the number of guesses it would take to crack each
password—along with information about how people modi-
fied their passwords. We also explored the impact of feedback
and suggestions by including a condition with no meter and
conditions in which the interactive prompt included sugges-
tions for improving the password. Our results validated the
reference-dependence effect for password selection decisions
and provided insight into how people change their passwords
in response to such interventions. We did not observe any
significant differences due to feedback or suggestions.

Finally, we investigated whether mental models of security
affected how users responded to our interactions. We found
that perceptions about likely targets are correlated with pass-
word selection decisions but that decisions were consistent
across different models of risks.

Our results suggest that some prospect theory effects can
provide a model for understanding users’ password selection
decisions. In particular, we found that an intervention that
leverages negative framing can significantly strengthen pass-
words. We believe that this insight from prospect theory can
form the foundation for designing and implementing pass-
word selection mechanisms that enhance security by nudging
users to select stronger passwords.

2 Background: Prospect Theory

Prospect theory [32,60—-63]—first introduced in the 1970s as a
critique of the then-dominant expected utility theory [23,67]—
is a descriptive model of decision making in the presence of
risk. Expected utility theory—which asserts that a principal
faced with a choice between two options will evaluate the
expected utility of each outcome and then select the option
with the higher expected utility—does not accurately predict
human behavior observed in many experimental settings.

00 02 04 06 08 10 -30

(a) Decision weight function w (b) Subjective value function v

Figure 1: Example functions matching empirically-observed
behavior proposed by prior work [7,63].

Prospect theory instead posits that decisions are comprised
of two phases: an editing phase and an evaluation phase. In
the editing phase, humans apply a set of simplifying heuris-
tics to reduce the complexity of the decision problem. In the
evaluation phase, probabilities and utilities are weighted by
a decision weight w and a subjective value v, respectively;
example functions capturing empirically-observed behavior
are shown in Figure |. Humans are then presumed to ratio-
nally evaluate the options based on the weighted expected
subjective value of the edited prospects.

The interactions between the editing phase and the weight-
ing functions w and v result in several effects that have been
empirically validated through a series of experimental studies:

1. Isolation Effect: People simplify decision problems by
disregarding components shared between alternatives
and focusing exclusively on components that distinguish
the options.

2. Pseudocertainty Effect: People simplify decision prob-
lems by treating extremely likely (but uncertain) out-
comes as though they were certain.

3. Reference-dependence Effect: People simplify decision
problems by defining outcomes relative to a neutral base-
line. The framing of a problem can effect which baseline
is used.

4. Certainty Effect: People overweight the probability of
outcomes that are certain relative to outcomes that are
merely probable.

5. Source-dependence Effect: People have different deci-
sion weights depending on the type of risk. For example,
people have higher decision weights for contingent risks
than for equivalent probabilistic risks (e.g., they prefer
an insurance policy that provides certain coverage of spe-
cific types of damages to one that provides probabilistic
coverage of all types of damages). Similarly, people are
ambiguity averse—they prefer to bet based on precisely
defined odds rather than on unknown odds.
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6. Loss Aversion Effect: People subjectively dislike losses
more than they value gains. That is, the value function
is steeper for negative values (losses) than for positive
values (gains).

More than 40 years later, prospect theory is still widely
viewed as the best available model for how people make
decisions in the presence of risk. It has been applied as a
descriptive model to explain observed behavior in various
different areas of economics including finance [6, 19,44, 54],
insurance [8,30,37,56], savings [38], price setting [28], labor
supply [12, 16], and betting markets [55]. Within the domain
of computer science, prospect theory has been applied to ex-
plain decisions relating to investment in security [53, 66],
adoption of two-factor authentication [48], disclosure of per-
sonal information [3,4,27], cookie consent [42], and tracking
authorization [18].

Prospect theory has also been applied prescriptively in cer-
tain domains to nudge people towards certain “desirable” be-
haviors, including nudging employees to increase their retire-
ment contributions [59], encouraging teachers to improve stu-
dent outcomes [24], and incentivizing teams in high-tech fac-
tories to increase their productivity [39]. However, prospect-
driven interventions have not been uniformly successful: a
2012 study did not see any increase in effort when financial
or non-financial incentives for students were framed as losses
compared to equivalent incentives framed as gains [29], and a
2021 study found that framing did not significant effect user
decisions about whether to authorize tracking by iOS apps.

3 Related Work

Improving Password Selections. Given the prevalence of
password-based authentication and the ongoing dependence
on user-chosen passwords, a large body of work has been
dedicated to improving the strength of passwords that users
select.

Early work on estimating password strength generally fo-
cused on entropy-based metrics [36]. However, entropy has
since been criticized as been a poor measure of password
guessability [33,69,70]. More recent efforts use dictionaries
of words, lists of leaked passwords, and variants of words in
those dictionaries and lists (e.g., L33t-style substitutions or
addition of common suffixes) to define classes of weak or
prohibited passwords [25,43,70].

Studies have found that users exhibit misconceptions about
password strength [65], which has resulted in increasing adop-
tion of password meters across the most popular websites [20].
In general, having a password meter improves password
strength, especially for accounts that users consider impor-
tant [20]. However, some websites continue to use metrics
that rely on entropy-based metrics and are thus inconsistent
at effecting strong password selections [69]; one study found
that most password meters deployed on actual websites are

ineffective [13]. Careful calibration is also required to ensure
that usability considerations do not undermine the benefits
of a password meter: meters that are too strict can annoy
users, while meters that are too lenient can result in weaker
password selections [64].

Applications of Prospect Theory to Security. Despite the
success of prospect theory in economics, there has been lim-
ited work applying prospect theory to security decisions, and
only in limited domains. Verendel [66] developed a prospect
theory model for decisions about buying versus skipping secu-
rity protections (e.g., anti-virus software), although that work
did not include any experimental validation. Schroeder [53]
conducted a lab-based survey of IT officers in the U.S. mil-
itary and found that prospect theory predicted hypothetical
decisions about investment in information security. Sawicka
and Gonzalez [51] explored the extent to which prospect the-
ory can explain behavioral dynamics in IT-based work envi-
ronments; they found the model matched choices observed in
a short experimental run, but that it was not likely to account
accurately for behavior over longer time periods. Sanjab et
al. [50] explored how the decision weight function and value
function impact principals’ decisions in adversarial games in
the context of attacks on Unmanned Aerial Vehicles (UAVs);
they found that these subjective functions led to the adoption
of riskier strategies, which cause delays in delivery. Most re-
cently, Qu et al. [48] investigated the reference-dependence
effect and the pseudocertainty effect in the context of two-
factor authentication; they found that both effects explained
whether or not users choose to enable two-factor authentica-
tion for a game in a laboratory setting. However, other security
decisions—notably including password selection—have not
been previously studied.

Applications of Prospect Theory to Privacy. In 2007,
Acquisti et al. posited that several prospect theory effects
notably ambiguity aversion—might significantly impact pri-
vacy decision making [2]. Follow-up work found that people
were more willing to sell personal information than to buy
back previously-disclosed information [3,27], and that the
framing of notices affected whether or not users disclosed per-
sonal information in a survey [4]. Chloe et al. [14] also found
that visual signals of an app’s trustworthiness were affected by
framing, but found that positively framed signals were more
effective at nudging users away from low-privacy apps. More
recent work has looked at developing and validating a theory
for how context and personality affect decisions about disclos-
ing personal information [5] and at the mechanism-design
problem of how to calibrate noise in privacy-preserving mech-
anisms [40,41].
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Create Account

123456@email proliic.co

Register

Already have an account? Login!

(a) Account creation page

You selected a Weak password. This password can be guessed by attackers in less than a second.
Would you like to choose a stronger password?

Choose a stronger password

Ignore potential risks of financial los

(b) Example interactive prompt

Breitbart News.
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Al Jazeera English Reuters

‘The Washington Times
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The Huffington Post
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Elon Musk warns of tough econ
says [
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(c) Website home page

Figure 2: Screenshots of the account creation process on the example site

4 Methodology

To investigate how well prospect theory effects apply as a de-
scriptive model of password selection, we conducted a pair of
online user studies to evaluate the impact of two prospect the-
ory effects—the source-dependence effect and the reference-
dependence effect—on password selection decisions. These
studies also explored the impact of feedback and mental mod-
els on password selection.

4.1 Experimental Setup

We developed an experimental aggregated news site that is
accessible only to authenticated users. When visiting for the
first time, each user is pseudorandomly assigned to a condi-
tion based on a hash of their current IP address. The user is
then redirected to a condition-specific version of the account
creation page (Figure 2a).

The initial account creation page had two different versions:

1. Password Meter: In these conditions, the password
strength is classified in real time using the zxcvbn pass-
word strength estimator [70], and this information is
displayed to the user by a password meter. Each pass-
word is classified as weak if it has a zxcvbn total score
of 0 or 1 and moderate if the password has a total score
of 2. Passwords with a total score of 3 or 4 are consid-
ered strong. Screenshots showing examples of how this
meter looks with weak, moderate, and strong passwords
are shown in Figures 3a, 3b, and 3c.

2. No Meter: In this condition, no information is displayed
to the user about the strength of their password. This
condition is shown in Figure 3d.

All participants in User Study 1 and most participants in User
Study 2 saw an account creation page with a password meter.
To provide a baseline for exploring the impact of feedback on
password selection decisions, User Study 2 also included a
condition with no meter.
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Log In Register

Create Account

abc123

o] [

Register

Already have an account? Login!

Log In Register

Create Account

abc123
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Register

Already have an account? Login!

Log In Register Log In Register

Create Account Create Account

abc123 abc123

............ [N (M

Register

Regist .
“ied Already have an account? Login!

Already have an account? Login!

(a) Meter (weak password) (b) Meter (moderate password)

(c) Meter (strong password) (d) No Meter

Figure 3: Screenshots depicting the initial account creation page in different conditions with different strength passwords.

After initially selecting a password, users who select a
strong password are redirected to the home page of the ag-
gregated news site (Figure 2¢). Users who select a weak or
moderate password are instead presented with an interactive
prompt that states that weak (resp., moderate) passwords put
their account at risk and asks whether they would like to
choose a stronger password (Figure 2b).

This prompt was presented using one of four possible word-
ings:

1. Vague Prompt: The password you selected is (strengthy).
Would you like to choose a stronger password?

2. Specific Prompt: (strength) passwords can be guessed
or learned by attackers in (fime), which may lead to the
loss of personal information, including credit card info,
and identity theft. Would you like to choose a stronger
password?

3. Moderate Prompt: The password you selected is
(strength). This password can be guessed by attackers in
(time). Would you like to choose a stronger password?

4. Moderate Prompt + Suggestions: The password you
selected is (strength). This password can be guessed
by attackers in (time). Would you like to choose a
stronger password? Suggestions to improve password:
(suggestions)

Here (strength) is the classification based on the zxcvbn total
score of the password the user submitted: “Weak” or “Moder-
ate”. (Recall that users who submit a strong password are au-
thenticated immediately and are not presented with a prompt.)
For the moderate and specific prompts, (time) is the zxcvbn
estimate for how long it would take to crack the password
with an offline guessing attack if passwords are hashed and
salted using a slow hashing algorithm with a moderate work

factor (e.g., berypt, scrypt, or PBKDF2). We used the human-
readable text generated by zxcvbn, for example, “less than a
second”, “20 seconds”, or “5 minutes”. (suggestions) used the
the natural-language text suggestions generated by zxcvbn,
which provided password-specific suggestions such as “Avoid
repeated words and characters”, “Add another word or two.
Uncommon words are better”, and ‘“Predictable substitutions
like ‘@’ instead of ‘a’ don’t help very much”. Participants in
User Study 1 were shown either a vague prompt or a specific
prompt. All participants in User Study 2 were shown a moder-
ate prompt, with some conditions including suggestions and
some not.

As shown in Figure 2b, the prompt has two buttons: one to
go back (and choose a different password) and one to continue
creating the account with the current password. This pair of
buttons is labeled with one of three possible framings:

1. Positive Framing:
Go Back: Choose a stronger password to reduce the
risks of financial loss and identity theft
Continue: Create account with current password

2. Neutral Framing:
Go Back: Yes
Continue: No

3. Negative Framing:
Go Back: Choose a stronger password
Continue: Ignore potential risks of financial loss and
identity theft and create account with current password

The identified threats—financial loss and identity theft—were
selected to maximize the appearance of risk within the pass-
word selection decision. However, we believe these risks are
appropriate to this context. Prior work has established that
password reuse attacks—in which attackers use leaked cre-
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Study Meter? Prompt Framing
1 Yes Vague Positive
1 Yes Vague Neutral
1 Yes Vague Negative
1 Yes Specific Positive
1 Yes Specific Neutral
1 Yes Specific Negative
2 No Moderate Neutral
2 Yes Moderate Positive
2 Yes Moderate Neutral
2 Yes Moderate Negative
2 Yes Moderate+Suggestions | Positive
2 Yes Moderate+Suggestions | Neutral
2 Yes Moderate+Suggestions | Negative

Table 1: Conditions included in the two user studies.

dentials from low-value accounts such as news websites to at-
tempt to access high-value accounts such as back accounts and
emails—commonly occur online [9]. These attacks, which
take advantage of the common practice of reusing creden-
tials across multiple websites—are suspected behind several
high-profile account compromises [31].

Each condition is defined by its meter setting (no meter vs.
password meter), the wording of its interactive prompt (vague,
specific, moderate, or moderate + suggestions), and its fram-
ing (postive, neutral, or negative). The conditions included in
each of our two user studies are summarized in Table 1.

Users who elect to continue are redirected to the site home-
page. Users who choose to go back stay on the account cre-
ation page until they select and submit a second password;
they are then redirected to the site home page (no matter how
strong their second selected password is). After spending a
short time on the site, study participants returned to Qualtrics
and completed a follow-up survey. Participants in the second
user study were also asked to re-authenticate on the web-
site after completing the survey. The full sets of questions
for the follow-up surveys are provided in Appendix A and
Appendix B.

The precise information recorded varied between the two
studies. In the first user study, the experimental site logged
the coarse-grained strength of each user’s initial password
choice (weak, moderate, or strong), how they interacted with
the interactive prompt (if applicable), and the coarse-grained
strength of their second password choice (if applicable). In
the second user study, the site additionally logged the number
of guesses it would take to crack each password (as estimated
by zxcvbn), the length of each password, and (for users who
selected a second password) the edit distance between the two
passwords. In the second study, the site also stored the salted
hash of the final password selected; this information was
deleted after data collection was complete. Due to ethical and
security concerns, we did not record any plaintext passwords.

4.2 Participant Recruitment

We recruited participants for both user studies online. All
participants were presented with a consent form that informed
them about what data would be collected and how that data
would be used; only people who consented to these practices
participated in a study. Our user studies, including all consent
forms and survey instruments, were reviewed and approved in
advance by the Pomona College Institutional Review Board.

User Study 1. For our first user study, participants were
recruited through Amazon Mechanical Turk. Participation
was restricted to United States residents who had completed
at least 50 HITs with an approval rate of at least 95%.

The task was advertised as beta-testing an aggregated news
site. Each participant was asked to (1) spend 1-2 minutes
exploring the website as they would normally behave as an
Internet user, (2) enter the unique confirmation code displayed
when they visited the site, and (3) complete the follow-up
survey questions. To avoid the appearance of collecting any
personal information, users were given an email address to
use during account creation.

Participants who did not enter a valid confirmation code,
for whom we had no recorded log data, or who submitted ir-
relevant or incoherent responses to our free-response attention
check question were excluded from the study. The 762 partic-
ipants who completed the full study were compensated $1.20.
Median completion time for this study was 5.15 minutes.

User Study 2. Due to increasing concerns about the ex-
ternal validity of studies conducted on Amazon Mechanical
Turk [57], we elected to recruit participants for our second
user study through Prolific. We recruited a gender-balanced,
U.S. sample; following the methodology of Tang et al. [57],
we did not further restrict participation.

Because Prolific is exclusively a platform for conducting
studies, we advertised our second user study as a study about
how people interact with websites instead of framing it as
beta testing. Participants were given the same instructions as
in User Study 1. However, since Prolific provides all users
with an anonymous email tied to their Prolific ID—through
which messages can be sent to the internal Prolific messaging
system—we asked participants to use that email address to
create their account.

We applied the same exclusion criteria in both studies. The
607 participants who successfully completed User Study 2
were compensated $2.50. The median completion time for
the full task was 7.07 minutes. The higher compensation
compared to User Study 1 was due to a longer estimated
completion time combined an increase in California’s
minimum wage between the two studies.

The demographics of our study populations are summarized
in Table 2.
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Demographic Study 1  Study 2 U.S.

Age 18-24 7.3 19.1 11.9

25-34 33.6 353 17.9

35-44 334 234 16.4

45-59 19.8 16.5 24.4

60-74 5.7 54 20.6

75+ 0.2 0.2 8.8

Race White 76.1 77.8 74.4

Black 104 114 13.9

Asian 12.1 12.2 6.6

Native Am. 3.1 2.4 1.5

Other 2.3 2.3 5.2

Gender Male 53.4 499 48.7

Female 45.6 46.8 51.3
N.B./other 1.0 3.3 -

Table 2: Study population demographics compared to the de-
mographics of the United States, as published in the American
Community Survey (ACS).

4.3 Study Limitations

In this study, our participants selected passwords for an ex-
perimental news site—one that they would likely not access
or use beyond the scope of the study—rather than select pass-
words for a real-world account. This lack of realism might
have affected password selection decisions. While prior work
has shown that people select similar passwords in online stud-
ies compared to passwords selected for real accounts [21,43],
that work was conducted 10 years ago and focused exclusively
on Amazon Mechanical Turk.

Moreover, this work looks specifically at the impact of re-
phrasing and re-framing risks incurred by password selection
decisions. However, participants did not use personal email
addresses in our studies; participants might therefore not have
felt that their password selection decision put them at risk.

Finally, the particular threats emphasized in the experimen-
tal design—threats of financial loss and identity theft—might
not have resonated with all participants, since the experimen-
tal website was an aggregated news site that did not direct
collect and personal or financial information.

We discuss the validity of our results further in Section 6.

4.4 Hypotheses

To explore how prospect-driven interventions impact pass-
word selection, we identified and evaluated six hypotheses.

Source-dependence effect. When presented with the vague
prompt, a user is required to evaluate options in the presence
of multiple different sources of risk: in addition to reason-
ing about how likely it is that an attacker would target this
site or this user, the user must evaluate uncertainties about

how hard it would be for an attacker to guess their password
and about what the potential consequence of password com-
promise might be. When presented with the specific prompt,
some of these uncertainties—in particular how hard it would
be for an attacker to guess their password and what attack-
ers might do after they have learned a user’s password—are
eliminated in favor of more concrete risks.

The source-dependence effect observes that users evaluate
different types of risk differently, and in particular that
ambiguities are evaluated differently than more concrete
risks. We therefore hypothesize that users will evaluate the
the option to continue with their current (weak or moderate)
password more negatively when presented with the specific
prompt than with the vague prompt, resulting in stronger
password selection after interacting with the specific prompt
compared to the vague prompt.

Hypothesis 1: Users’ password selection decisions exhibit
the source-dependence effect, that is users assigned to the
specific prompt conditions are more likely to strengthen their
password and will ultimately select stronger passwords com-
pared to users assigned to the vague prompt conditions.

Reference-dependence effect. In the conditions with pos-
itive framing, the option to go back is labeled as “Choose a
stronger password to reduce the risks of financial loss and
identity theft”. By emphasizing the benefits of going back,
this framing implicitly nudges the user to consider the option
to continue as the neutral reference point and the option to go
back as a choice with higher utility relative to that reference
point. By contrast, the negative framing emphasizes the loss
of utility (“potential risks of financial loss and identity theft”)
associated with continuing with the current password, thereby
implicitly nudging the user to treat the option to go back as
the neutral reference point and to evaluate continuing as a
loss of utility relative to that reference point.

The reference-dependence effect implies that this dif-
ference in framing will cause users assigned to a positive
framing condition to evaluate the difference between going
back (i.e., choosing a stronger password) and continuing (i.e.,
submitting a weak password) as a positive gain in utility,
whereas users assigned to a negative framing condition will
evaluate the difference between continuing (i.e., submitting
a weak password) and going back (i.e., choosing a stronger
password) as a loss of utility. The loss aversion effect
suggests that the subjective value function is steeper for
(relative) losses than for (relative) gains. We therefore
hypothesize that users will evaluate the option to continue
with the current (weak) password more negatively in the
negative framing conditions than the positive framing
conditions—even though the two options have the same
absolute utility in all conditions—resulting in stronger
passwords selected after interacting with the negative framing
prompt compared to the neutral and positive framing prompts.
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Hypothesis 2: Users’ password selection decisions exhibit
the reference-dependence effect, that is users assigned to a
negative framing condition—which frames going back as the
neutral baseline and continuing as a loss relative to that
baseline—are more likely to strengthen their password and
will ultimately select stronger passwords compared to users
assigned to neutral or positive framing conditions.

Feedback and Suggestions. Even after users decide
to improve the strength of their password, the ability to
successfully do so depends on knowing what constitutes a
stronger password. The presence of a real-time, interactive
password meter—which gives users course-grained feedback
about the strength of their password—is one way to enable
users to discover what might constitute a stronger password.
Another approach would be to provide users with concrete
suggestions for how they might strengthen their password.

Hypothesis 3: Users who are shown a real-time password
meter—which rates the current strength of their password—
are more likely to strengthen their password and will
ultimately select a stronger password compared to users who
have no real-time information about their passwords strength.

Hypothesis 4: Users who are given concrete sugges-
tions for how to improve their password are more likely to
strengthen their password and will ultimately select a stronger
password compared to users who are not shown suggestions.

Mental Models of Hacking. Our user study concluded
with a series of questions about participants’ mental models
of hacking and password security. One question we asked was
who participants believe are the primary targets of password
stealing attacks. Drawing on Wash’s taxonomy of hacker
mental models [68], we provided three possible answer:
hackers target everyone equally, hackers primarily target
rich people, and hackers primarily target users with special
privileges (e.g., system administrators). We hypothesized that
users who believe that hackers target everyone equally will
consider themselves to be a more likely target compared to
users with other mental models and will therefore be more
sensitive to risks associated with password compromise.

Hypothesis 5: Users who believe everyone is equally likely
to be targeted by a password stealing attack will be more
likely to strengthen their password and will ultimately select
stronger passwords.

We also asked participants questions designed to under-
stand how they evaluated password-related risks. In particular,
we asked how likely they believed a password attack would
be to compromise their password if they selected a weak
(resp., moderate, strong) password. We hypothesized that
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Figure 4: Percentage of users who improved password
strength after interacting with vague and specific prompts.

users’ beliefs about risks associated with passwords would
correlate with users’ password selection decisions.

Hypothesis 6: Users who believe that weak passwords are
more likely to be guessed by attackers will be more likely
to initially choose a strong password, will be more likely to
strengthen their password after seeing an interactive prompt,
and will be more likely to ultimately choose a strong pass-
word.

5 Results

To evaluate our hypotheses, we focused on users who initially
selected weak or moderate passwords (i.e., users who saw
the interactive prompt), and measured how many of those
users (1) decided to go back and (2) selected a stronger pass-
word. We used y2-contingency tests to test for statistically
significant differences.

5.1 Source-dependence Effect

To evaluate Hypothesis 1, we compared behavior in the condi-
tions with vague wording to conditions with specific wording
using data collected in User Study 1. We did not include
conditions with moderate wording to avoid introducing con-
founding effects due to differences between study populations.
We found that the specificity of the prompt had no significant
effect on password selection. Of the users who saw a vague
prompt, 15.6% opted to go back and ultimately selected a
stronger password, compared to 18.2% of users who saw the
specific prompt. This difference, depicted in Figure 4, was
not statistically significant (x> = .3, p = .573).
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Figure 5: Percentage of users who improved password

strength after seeing prompts with various framings.

This negative result might be an indication that the source-
dependence effect does not apply in the context of password
selection decisions. However, it is also possible that the lan-
guage of our prompts was insufficient to transfer uncertainty-
based risk into probability-based risk in a manner that would
trigger the source-dependence effect. Finally, it is possible
that many of our users simply did not read the prompt, pre-
cluding the possibility of observing statistically significant
effects due to the source-dependence effect.

Regardless of the underlying mechanism, these results sug-
gest that utilizing more specific language about the nature of
risks due to weak passwords—including notifying users of
how long it would take an attacker to crack a password—is not
an effective way to nudge users to select stronger passwords.

5.2 Reference-dependence Effect

To evaluate Hypothesis 2, we measured how many people
strengthened their password after an intervention with nega-
tive framing compared to an intervention with positive fram-
ing (resp. neutral framing) using data collected in User Study
1. We conducted pairwise ? tests to determine whether dif-
ferences were significant. 25.9% of participants who saw a
banner with negative framing went back and improved the
strength of their password. This was significantly higher than
the 14.2% who improved their password after seeing a ban-
ner with positive framing (x> = 4.9, p = .027) and the 9.5%
who improved their password after seeing a banner with neu-
tral framing (x> = 11.5, p < .001). There was no significant
difference between the neutral framing and positive framing
conditions (3% = 1.0, p = .323).

To validate that an interaction with negative framing
improves password strength, we compared fine-grained
strength—as measured by the estimated number of guesses it

100
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—— negative framing
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Figure 6: Strength of final password chosen by users who saw
prompts with positive and negative framings, as measured
by the percentile of final passwords in each condition that
could be cracked with various numbers of guesses. Fewer
passwords cracked corresponds to stronger passwords.

would take to crack that password—of the final password for
our positive and negative framing conditions in User Study
2. We found that participants who saw a prompt with neg-
ative framing ultimately selected stronger passwords—i.e.,
passwords that would take more guesses for an attacker to
crack—relative to participants who saw a prompt with posi-
tive framing (Figure 0).

These results suggest that the reference-dependence ef-
fect occurs in the context of password selection decisions.
While further work will be required to validate this result in
real-world systems, prior work has found that the results of
password studies conducted online generally do extend to real-
world systems [21]. The insight that the reference-dependence
effect models users’ password selection decisions therefore
provides guidance for how authentication mechanisms de-
signers might prescriptively enhance security: by adding a
confirmation page and framing the option to go back and
select a strong password as the “baseline” (and framing the
option to continue with a weak or moderate password as a loss
of utility relative to that baseline), we might be able to nudge
users to enhance the security of their accounts by selecting
significantly stronger passwords.

5.3 Feedback and Suggestions

To evaluate Hypothesis 3 and 4, we analyzed data from User
Study 2 and compared conditions with a password meter
and no suggestions to (1) our condition with no password
meter and (2) our conditions that provided concrete sugges-
tions for how to strengthen the initial password. In all cases,
the fraction of participants who successfully strengthened
their password was 22-26% (shown in Figure 7). There was
no significant difference from removing the password meter
(> < .1, p = .994) or adding suggestions (x> = .3, p = .606).
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Figure 7: Percentage of users who improved passwords based
on information provided about how to improve it.

To further understand this surprising negative result,
we looked at data collected about fine-grained password
strength—as defined by the number of guesses estimated to
crack the password—both for the initial password selected
and for the final password selected by participants in User
Study 2. Like much prior work, we found that providing a
password meter improved the strength of the initial password
selected. Although final passwords selected in the no-meter
condition were ultimately weaker than those selected in the
conditions with a meter or a meter and suggestions, this dis-
tinction seems to be due to those weaker initial passwords
rather than decreased ability to improve passwords without
a password meter. We did not observe any significant differ-
ences between the conditions with and without suggestions,
either in the strength of the initial password or in the strength
of the ultimate password selected. These results are depicted
in Figure 8.

Although we did not record plaintext passwords in either
study, we did record password length and the edit distance
between the two passwords (for people who selected a second
password) for participants in User Study 2. We looked at this
data to better understand the types of changes people made to
their passwords. Overall, we found that 71% of people who
decided to go back were successful at improving password
strength. 8% stuck with their original password despite going
back. 5% made small edits (defined as and edit distance of 3
or less) that did not improve strength. 13% made large edits
that did not yield a stronger password; many of these large
edits constituted selecting a completely new password. These
results suggest that suggestions and feedback might be help-
ful for a minority of users; however, most people appear to
already know how to strengthen their password and simply
have to make the decision to do so. Definitively determin-

100
—— no meter (first password)

------ no meter

—— regular meter (first password)
—————— regular meter

—— suggestion meter (first password)
rrrrrr suggestion meter

percentile

20

guesses

Figure 8: Impact of feedback and suggestions on password
strength, measured by the percentile of passwords that could
be cracked with various numbers of guesses. Fewer passwords
cracked corresponds to stronger passwords.

ing whether suggestions make prospect-driven interventions
more effective will therefore require further work with larger
sample sizes.

5.4 Mental Models

In our follow-up survey, we asked about users’ mental models
of password risks in order to explore whether there was a
correlation between how users thought about password attacks
and how users responded to our interactive prompts.

Hacking Targets. We asked participants in both user stud-
ies to identify who they thought hackers would target: ev-
eryone equally, primarily rich people, or primarily privileged
users (e.g., system administrators). Overall, we found that
69.9% of participants believed that hackers target everyone
equally and anyone is equally likely to have their password
stolen, 10.6% of participants believed that hackers primarily
target rich people, and 15.7% of participants believed that
hackers primarily target privileged accounts (Figure 9).

A small number of participants opted instead to provide a
free-form response. Some of these responses identified alter-
nate groups as primary targets, including “gullible people”,
“weak links”, and “older people”. Other responses provided
more nuanced variants of the options provided, e.g., “It de-
pends on the hacker. Botnets attack everyone while social
engineering attacks focus on special privileges” or identified
all of the above as the best description of who is likely to be
the target of a password attack.

Users who believed that hackers primarily target adminis-
trators during such attacks were significantly less likely to
improve the strength of their password after exposure to the
interactive prompt compared to users who believed that ev-
eryone is targeted equally (x> = 4.9, p = .027). We believe
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Figure 9: Password selection decisions broken down by per-
ceived target of attacks.

this difference occurs because users with this mental model
are less likely to believe they will be the target of an attack.
To our surprise, users who believed that hackers target every-
one equally were no more likely to improve the strength of
their password compared to users who believed that hackers
primarily target rich people (x> = .1, p = .797). This might
be due to the fact that Americans consistently underestimate
income inequality [17,46,47] and the income of top earners
relative to the median worker [34] and thus might consider
themselves to be a high-priority target even if they hold that
mental model. Prior work has also found that participants re-
cruited through Mechanical Turk and Prolific are more highly
educated than the overall population [49,57], a demographic
that correlates with income and wealth.

Risk Evaluation. We also asked survey participants to rate
how likely an attack would be to successfully compromise a
password if a user selected (1) a weak password, (2) a moder-
ate password, or (3) a strong password. We found that 88.1%
of participants considered a weak password to be somewhat
or very likely to be successfully attacked, compared to 53.7%
of participants for a moderate password and 17.8% of par-
ticipants for a strong password. These responses, which are
depicted in Figure 10, were statistically significantly differ-
ent between all the different password strengths (x> > 382.4,
p < .001). These results suggest that most users believe that
stronger passwords are in fact less likely to be vulnerable to
password guessing attacks. However, there was no significant
correlation between whether a user believed stronger pass-
words had less risk of being compromised and whether that
user improved the strength of their password after seeing the
interactive prompt.

Neither
mmm Somewhat unlikely

H Extremely likely
mmm Somewhat likely

EEm Very unlikely

Weak Passwords

Moderate Passwords

Strong Passwords

Figure 10: Perceptions of how likely a password guessing
attack is to succeed based on the strength of a user’s password.

6 Discussion and Limitations

Our results suggest that it might be possible to significantly
improve the strength of user-chosen passwords by leveraging
insights from prospect theory—in particular the reference-
dependence effect—through a negatively-framed interactive
prompt after users select an initial password. However, further
work and careful consideration will be required to determine
whether and how we should leverage these effects.

Ecological Validity. The major limitation of this work
arises from the fact that we recruited participants through
online crowdsourcing platforms to select passwords for an
experimental account. Prior work has found that online study
participants select slightly weaker passwords in experimental
settings compared to real accounts. For example, one study
found that 44.0% of users selected guessable passwords for
their real account compared to 47.5% of Mechanical Turk
users who were asked to select a password for an experimen-
tal study account given identical constraints [43]; in our first
user study (also conducted on Mechanical Turk), we similarly
found that 47.0% of our users initially selected a weak pass-
word (Figure 11). Despite these slight discrepancies, prior
work has found that results from laboratory and online studies
about passwords correspond to patterns in behavior for real
accounts [21].

In addition to general threats to validity common to all
online password studies, our focus on prospect theory—and
the resulting need for participants to feel that their decisions
might incur risk—introduces additional threats to validity.
For ethical reasons, we did not collect any personal infor-
mation (including personal email addresses) and instead had
participants use dummy email addresses (User Study 1) or
anonymous Prolific addresses (User Study 2), so participants
might have realized that there was no actual risk incurred.
This (lack of) realism might have influenced participants’
decisions. Moreover, the choice of language in the warnings
might have influenced how people reacted; some people might
have disbelieved that weak passwords on news websites might
incur financial risk. To explore how such confounding effects
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might have affected our results, we asked participants in User
Study 2 why they made the decision they made. About half of
our participants responded in ways that suggested they were
acting as though there were real risks (e.g., “Because [ don’t
want to be at risk”, “I didn’t want my password to be too easy
to guess”, and “Its better to be safe than sorry”). However,
other participants mentioned lack of realism (e.g., “This was
not a real account and will not be using it again™) or disbe-
lief about the alleged risks (e.g., “Because I don’t have any
banking information on the website”).

These results emphasize the importance of validating these
effects (and their magnitude) in real-world contexts with
actual risks. However, we hypothesize that the observed
reference-dependent effect will extend to real-world password
selection decisions, perhaps even with a larger effect size.

MTurk vs. Prolific. Recent work found that external va-
lidity of security and privacy surveys on Mechanical Turk
has degraded over the last five years and that surveys con-
ducted through Prolific now have higher external validity [57].
However, to our knowledge, this is the first work to conduct
comparable experimental studies on both platforms.

Most results from our studies were consistent. People be-
haved similarly in both studies, e.g., significantly more people
improved their password after seeing an intervention with neg-
ative framing (14.2% in User Study 1, 12.8% in User Study 2)
than after seeing an intervention with negative framing (25.9%
in User Study 1, 33.3% in User Study 2). Survey responses
were also similar; e.g., 70.7% of participants in User Study 1
believed that attackers target everyone equally compared to
68.7% in User Study 2.

However, there was one notable difference between the
studies: the strength of password people initially selected.
Only 30.9% of participants in User Study 2 selected a weak
password when presented with the same account creation
interface used in User Study 1 compared to 47.0% in User
Study 1 (Figure 11). This difference, which is statistically
significant (x> = 40.5, p < .001) might be due to population
differences between the two online platforms. Alternatively,
it might be due to differences in how the study was presented.
Since Prolific is a dedicated research study platform, partic-
ipants in User Study 2 were aware all along that they were
participating in a study rather than beta testing a website,
which might have resulted in users selecting less realistic

passwords. On the other hand, participants recruited through
Prolific used a valid (albeit anonymous) email to create their
account, perhaps resulting in participants selecting more re-
alistic passwords. Differences between the observed rate of
weak passwords in User Study 2 and that observed by prior
work with real-world accounts might be symptomatic of low
validity or might reflect temporal shifts in password selection
behavior. Further research will be required to quantify the
validity of experimental studies conducted on Prolific com-
pared to Mechanical Turk and to validate password selection
behavior in such studies today.

Memorability. The risk of account compromise due to pass-
word cracking and other attacks is not the only risk that users
consider when selecting a password: users also need to weigh
risks associated with other factors such as memorability. For-
getting a password is inconvenient in the best case; in the
worst case, users can lose access to accounts. Future work
will be required to determine the effect of framing on the
memorability of passwords that users select.

Concerns about memorability might motivate users to em-
ploy memory-assistance techniques. This could lead to im-
proved security practices—such as increased adoption of pass-
word managers—or to bad security practices—such as writing
down passwords and leaving them in accessible locations. Fur-
ther work will be required to evaluate the impact of framing
on these other password-related practices.

Ethical Considerations. Leveraging the reference-
dependence effect through negative framing of decisions
has the potential to enhance security by encouraging users
to adopt stronger passwords. However, this effect is an
example of nudging [1]. While nudging is often associated
with manipulative design elements that nudge users to make
decisions that are inimical to their interests [10, 11, 15,26],
nudging can also be used towards making decisions that the
mechanisms designer views as “better”, a form of nudging
sometimes called soft paternalism [22, 35, 52, 58]. Since
nudging inherently leverages subconscious patterns in human
behavior, care and consideration will be required to ensure
that any prescriptive application of nudging and prospect
theory effects with real-world impact—including leveraging
the referenced-dependence effect to improve password
selection—is handled ethically and responsibly.

Recommendations. Based on our results, we recommend
adoption of password selection interfaces that present strong
passwords as the default choice and follow-up prompts that
emphasize risks associated with weak passwords. However,
care will be required to ensure that this is ethically and ef-
fectively done without compromising memorability or other
priorities. We recommend further research to to validate these
results within real-world deployments and to ensure that the
potential benefits to security outweigh any potential harms.
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Follow-up Survey Questions: User Study 1

. Provide a brief description of the website you visited. (A
few words or 1 sentence is sufficient.)

[free response]

. How strong was the password you chose when you cre-
ated your account on the site?

* Strong

* Moderate

* Weak
. How much do you agree with the statement: A hacker
would be likely to try to hack this site.

* Completely agree

* Somewhat agree

* Neither agree nor disagree

* Somewhat disagree

* Completely disagree
. How much do you agree with the statement: A hacker
would be likely to successfully guess the password I
used on this site.

* Completely agree

* Somewhat agree

* Neither agree nor disagree

* Somewhat disagree

* Completely disagree
. Is the password you used on this site a password that
you also use on other sites?

* Yes

* No

. How common are password stealing attacks?

* Extremely common
* Somewhat common
* Neither common nor uncommon
* Somewhat uncommon
* Extremely uncommon
. How could hackers potentially learn your password?
Choose all that apply.
* Itis impossible for a hacker to learn my password.

* If I accidentally download a virus, a malicious app,
or a malicious attachment.

» If I visit a sketchy or malicious website.

8.

10.

11.

e If I accidentally click on a phishing link and enter
my credentials on a fake website.

* If a hacker (or a program run by a hacker) guesses
my password on the website.

« If a hacker steals the files storing all passwords for
the website.

e Other:

How likely would it be for a password stealing attack to
succeed if you use a weak password?

» Extremely likely

* Somewhat likely

* Neither likely nor unlikely

* Somewhat unlikely

» Extremely unlikely

. How likely would it be for a password stealing attack to

succeed if you use a moderate password?

» Extremely likely

* Somewhat likely

* Neither likely nor unlikely

* Somewhat unlikely

* Extremely unlikely
How likely would it be for a password stealing attack to
succeed if you use a strong password?

» Extremely likely

* Somewhat likely

* Neither likely nor unlikely

* Somewhat unlikely

* Extremely unlikely
Do you think upgrading your passwords can prevent
password guessing?

* Yes

* Maybe

* No

12. What could a hacker do if they successfully learn your

password? Choose all that apply.

* They could cause bugs (viruses can cause com-
puters to crash, quit applications, erase important
system files).

* They could steal personal and financial information
from individual computers, and send the informa-
tion to criminal.

* They could resell personal information.
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* They could display annoying visual images on com-
puters (a skull, advertising popups, or pornogra-
phy).

* They could control the computer and use the com-
puter to send information to others.

* They could use the computers to cause problems
for third parties.

¢ Other:

13. Which of the following are likely to try to steal pass-
words? Choose all that apply.

* A young computer geek who wants to show off or
explore the internet

* Criminals

* Organizations and institutions

* Other:

14. Which of the following best describes who is likely to
be the target of a password stealing attack?

» Hackers target everyone equally, and anyone is
equally likely to have their password stolen
» Hackers primarily target rich people

* Hackers primarily target people with special privi-
leges (e.g, system administrators)

¢ Other:

15. What is your current age?

* 18-24
* 25-34
* 35-44
* 45-59
* 60-74
* 75+

16. What is your gender?

* Man

* Woman

* Non-binary person
* Other:

17. Choose one or more races that you consider yourself to
be:
* White
* Black or African American
* American Indian or Alaska Native

e Asian

¢ Pacific Islander or Native Hawaiian
e Other:

18. Do you consider yourself to be Hispanic?

* Yes
e No

B Follow-up Survey Questions: User Study 2

1. Provide a brief description of the website you visited. (A
few words or 1 sentence is sufficient.)

[free response]

2. After you initially entered your Prolific ID and password,
did you see a notice that looked like this (see picture
above)?

* Yes
* No
e I don’t remember

[Questions 3-8 were displayed only if participant an-
swered yes to Question 2.]

3. In your opinion, how high would the risk of account
compromise, financial loss, or identity theft be if you
continued with your initial password?

* Very high risk
 High risk
* Moderate risk
* Low risk
e Very low risk

4. In your opinion, how high would the risk of forgetting
your password or losing access to the account be if you
continued with your initial password?

* Very high risk
 High risk
* Moderate risk
* Low risk
e Very low risk

5. In your opinion, how high would the risk of account
compromise, financial loss, or identity theft be if you
went back and chose a stronger password?

* Very high risk
* High risk

¢ Moderate risk
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e Low risk

* Very low risk

6. In your opinion, how high would the risk of forgetting

10.

11.

your password or losing access to the account be if you
went back and chose a stronger password?

* Very high risk

* High risk

* Moderate risk

* Low risk

* Very low risk
Which choice was presented as the default option?

* [Option to choose a stronger password. Exact word-

ing depended on condition.]

* [Option to continue with current password. Exact
wording depended on condition.]

¢ I don’t remember.
Why did you choose that option?
[free response]

[Questions 9-16 were displayed only if participant an-
swered selected the option to choose a stronger password
for Question 7.]

In your opinion, how strong was the first password you
chose?

e Strong

* Moderate

* Weak
In your opinion, how likely is it that a hacker would be
able to guess the first password you chose?

* Very likely

* Somewhat likely

* Neither likely nor unlikely

* Somewhat unlikely

* Very unlikely
In your opinion, how likely is it that you would forget
the first password you chose?

* Very likely

* Somewhat likely

* Neither likely nor unlikely

* Somewhat unlikely

* Very unlikely

12.

13.

14.

15.

16.

17.

Is the first password you chose one that you use on
another website or account?

* Yes

* No

* No, but I use similar passwords for other websites
or accounts

¢ Prefer not to say
In your opinion, how strong was the second password
you chose?

 Strong

* Moderate

* Weak
In your opinion, how likely is it that a hacker would be
able to guess the second password you chose?

* Very likely

* Somewhat likely

* Neither likely nor unlikely

* Somewhat unlikely

e Very unlikely
In your opinion, how likely is it that you would forget
the second password you chose?

* Very likely

* Somewhat likely

* Neither likely nor unlikely

* Somewhat unlikely

* Very unlikely
Is the second password you chose one that you use on
another website or account?

* Yes

* No

* No, but I use similar passwords for other websites
or accounts

* Prefer not to say
[Questions 17-20 were displayed if participant answered

No to Question 2 or selected the option to choose a
stronger password for Question 7.]

In your opinion, how strong was the password you
chose?

e Strong

e Moderate

* Weak
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18.

19.

20.

21.

22.

23.

In your opinion, how likely is it that a hacker would be
able to guess the password you chose?

* Very likely

* Somewhat likely

* Neither likely nor unlikely

* Somewhat unlikely

* Very unlikely
In your opinion, how likely is it that you would forget
the password you chose?

* Very likely

* Somewhat likely

* Neither likely nor unlikely

* Somewhat unlikely

* Very unlikely
Is the password you chose one that you use on another
website or account?

* Yes

* No

* No, but I use similar passwords for other websites
or accounts

* Prefer not to say
How much do you agree with the statement: Having
strong passwords is important to me.

» Strongly disagree

* Disagree

* Neutral

* Agree

» Strongly agree
How much do you agree with the statement: Having
passwords I will remember is important to me.

» Strongly disagree

* Disagree

* Neutral

* Agree

» Strongly agree
In general, how likely is it that a hacker would be able
to guess a strong password?

* Very likely

* Somewhat likely

* Neither likely nor unlikely

* Somewhat unlikely

* very unlikely

24. In general, how likely is it that a hacker would be able

to guess a moderate password?

* Very likely

* Somewhat likely

* Neither likely nor unlikely
* Somewhat unlikely

* Very unlikely

25. In general, how likely is it that a hacker would be able

to guess a weak password?

e Very likely

* Somewhat likely

* Neither likely nor unlikely
* Somewhat unlikely

* Very unlikely

26. Which of the following best describes whose passwords

a hacker would try to learn?
* Hackers target everyone equally, and anyone is
equally likely to have their password stolen
» Hackers primarily target rich people

» Hackers primarily target people with special privi-
leges (e.g, system administrators)

¢ Other:

27. What could a hacker potentially do if they successfully

learn your password? Choose all that apply.

* They could cause bugs (viruses can cause com-
puters to crash, quit applications, erase important
system files).

* They could steal personal and financial information
from individual computers, and send the informa-
tion to criminal.

* They could resell personal information.

* They could display annoying visual images on com-
puters (a skull, advertising popups, or pornogra-
phy).

* They could control the computer and use the com-
puter to send information to others.

* They could use the computers to cause problems
for third parties.

e Other:

[Participants were then asked to return to the website
and log-in again.]

USENIX Association

Nineteenth Symposium on Usable Privacy and Security 281



28. Were you able to successfully log-in to your account on * Strongly agree

the website? )
32. What is your current age?

* Yes, I remembered my password

* Yes, but it took me multiple tries to remember my - 18-24
password * 25-34
* No, I was unable to log-in to my account * 3544
[Question 29 was only displayed if the participant said > 45-59
they were able to log-in to their account in Question 28.] * 60-74
29. How did you remember your password for this account? * 75+
o [ wrote it down 33. What is your gender?
* T used a password manager e Man
* T have used this password before o Woman
* I just remembered it « Non-binary person
* Other: * Prefer not to say
30. How much do you agree with the statement: I am profi- * Prefer to self-describe:

cient with the Internet and computers?
34. Choose one or more races that you consider yourself to

 Strongly disagree be:

* Disagree . White

¢ Neutral . .
¢ Black or African American
- Agree . . .
e American Indian or Alaska Native
» Strongly agree )
e Asian
31. How much do you agree with the statement: I am knowl-

edgeable about security and privacy?

¢ Pacific Islander or Native Hawaiian
¢ Other:

» Strongly disagree
35. Do you consider yourself to be Hispanic/Latinx/Latine?

* Disagree
* Neutral * Yes
* Agree * No
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