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Abstract
CAPTCHAs are necessary to protect websites from bots and
malicious crawlers, yet are increasingly solvable by automated systems. This has led to more challenging tests that
require greater human effort and cultural knowledge; they
may prevent bots effectively but sacrifice usability and discourage the human users they are meant to admit. We propose
a new class of challenge: a Cryptographic Attestation of Personhood (CAP) as the foundation of a usable, pro-privacy
alternative. Our challenge is constructed using the open Web
Authentication API (WebAuthn) that is supported in most
browsers. We evaluated the CAP challenge through a public
demo, with an accompanying user survey. Our evaluation indicates that CAP has a strong likelihood of adoption by users
who possess the necessary hardware, showing good results for
effectiveness and efficiency as well as a strong expressed preference for using CAP over traditional CAPTCHA solutions.
In addition to demonstrating a mechanism for more usable
challenge tests, we identify some areas for improvement for
the WebAuthn user experience, and reflect on the difficult
usable privacy problems in this domain and how they might
be mitigated.
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Introduction

In a CAPTCHA challenge, a client is presented with a humantargeted puzzle requiring an interaction that no algorithm
should be able to provide. A puzzle solved correctly is understood to be a puzzle solved by a human.
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been broken by advancements in machine learning and artificial intelligence techniques that solve CAPTCHAs with
high degrees of accuracy [39]. In response, new CAPTCHAs
emerge with increasingly specific (or challenging) signals
and characteristics to distinguish human users from bots. The
natural consequence of puzzles that focus on very specific
traits of “humanness” is a set of laborious tests that can be
solved by a decreasing number of humans [22]. This creates
a cycle of increasing user frustration.
How, then, can the burden of proof that a client is not a bot be
reduced for the human user? One approach reduces the number of challenge-response tests by extensive server-side user
behaviour modeling and analysis [26]. This is accomplished
with the use of cookies to track and profile users, alongside automated tests such as canvas rendering [35]. These
tools are used to fingerprint client behaviour at the cost of
privacy.
Alternatively, we can revisit the question: How can a human
prove that they are not a program? The motivation to do so
stems from two observations. First, CAPTCHA challenges are
fundamentally connected to a design [38] born in a decadesold Internet ecosystem, more culturally homogeneous and
with less capable hardware and software. Second, today’s
Internet infrastructure consists of, indeed relies upon, cryptographic constructs and systems. Remote attestation is one
such bedrock of increasing importance to Internet systems and
protocols [31]. In cryptography, remote attestation involves
supplying evidence to an appraiser over a network, in support
of a claim about the properties of a target [10].

In practice, the association between puzzle and person has
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In this paper we explore remote attestation as the foundation
for a new class of challenge-response that can attest to the
presence of a person. Rather than identify tasks that bots
are incapable of completing, our focus shifts to tasks that a
human can complete. Thus we ask the following question:
what is the smallest task that separates a human from a bot?
The answer, we claim, is a physical interaction such as a
touch or a look. We note that support for such interactions
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is increasingly ubiquitous on even lower-end mobile phones
and computers via privacy-preserving biometric sensors, and
is additionally supported by USB and NFC hardware keys.
These are authenticator devices that “attest” to the interaction.
Their functionality is also widely accessible via the World
Wide Web Consortium’s (W3C) Web Authentication API
(WebAuthn) [23].
Motivated by these observations, we architected and implemented a challenge in which the response is a cryptographic
and WebAuthn-compliant attestation. We note that WebAuthn
functionality is increasingly available on the lower-end devices that are the primary means for connecting to the Internet
for most of the world’s population [9, 32, 20]. Our design is
guided by the W3C guidelines and requirements for replacing CAPTCHAs, with privacy-preservation made an explicit
priority [22].
We evaluated the feasibility of our WebAuthn-based challenge, called the “Cryptographic Attestation of Personhood”
(CAP), through a set of user studies. After a pilot study using
USB security keys, we created a demo compatible with a
wider range of hardware and released it for public testing and
feedback. We found that, given the required hardware and
browser environment, users were able to quickly and easily
pass a challenge, and most said they were likely to use CAP
if it were available as an option.
Our results were drawn from an analysis of 1896 sessions in
which users tried our CAP challenge, testing it with their own
hardware; a subset of these users (n=93) provided additional
details via a survey. In our demo evaluation, a large proportion of users were able to complete the CAP challenge, with
approximately half of the attempts being successfully passed.
Task completion was quick, at 10.6 seconds—approximately
half the time needed to solve a picture-selection CAPTCHA.
Our survey results indicated that the majority of respondents
(75%) were likely to use CAP when possible.
Overall, CAP shows great promise as a usable CAPTCHA alternative, although there are some barriers to adoption. These
include privacy concerns (which are a challenge for WebAuthn in general); the difficulty of clear communication; and inconsistencies across different browsing environments.

2

Background: Users vs. CAPTCHAs

CAPTCHAs have been routinely identified as problematic
by both researchers and others in the wider technical community [22]. The first CAPTCHA defined the puzzle as a
challenge-response mechanism that involves a user and a
challenge provider [38] (most often a content server or service). The puzzle has one requirement: a correct solution
should assure the provider of an interaction that only a human could have performed. Interactions that could be completed by bots and algorithms are excluded by definition. The
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definition and intention notwithstanding, automated solvers
have since emerged [34], prompting increasingly complex
CAPTCHAs that place ever-higher demands on people to
solve them.
One major problem is accessibility. CAPTCHA tasks frequently involve visual identification, which makes them unusable by users with visual impairments [22]. Audio recognition
tasks [15] may be an improvement for some user needs but
still demand a heavy task burden. In addition, many task types
rely on language or cultural knowledge that is far from universal. This can create barriers—for example, if taxicabs in
the images look nothing like those in the user’s country [13]
or for users who have never seen a fire hydrant. Mathematics,
seemingly universal, is a far from trivial type of challenge for
many users [18].
Privacy is another area of concern. For example, reCAPTCHAv3 calculates an “adaptive risk analysis” to assess
the likelihood that a site visitor is a human, and may refrain
from presenting a task if there is high enough score [26].
These approaches rely on background data collection— the
specific details of which are rarely made public [33, 19]. In
this context, some loss of privacy may be unavoidable, despite
being undesirable.
The reliability of CAPTCHAs increasingly suffers in response
to AI algorithms that continue to improve. Levels of complexity have been added to tests in response, as well as server-side
tracking and profiling mechanisms to reduce their appearance
to users. Reliability is an important requirement as any test
that insufficiently prevents a bot from solving it has little
utility as a security mechanism in the Internet setting. This
worsens, in turn, accessibility. Among audio CAPTCHAs, for
example, the gap between human and robot performance has
shrunken dramatically, with bots reporting higher scores than
humans [37, 2, 36].
In contrast to the available set of CAPTCHAs, our hardware
challenge establishes proof of personhood with no cognitive
burden and relies instead on a minimal set of possible physical interactions. The criteria, the components, and overall
architecture are presented in the next section.

3

A WebAuthn challenge architecture

In this section, we describe a challenge platform with the
Web Authentication standard’s API for attestation [23]. The
platform is intended to be easily deployable so that smaller
service providers can benefit.

3.1

Design requirements

Our design is guided by work at the W3C [22] and the experience with CAPTCHAs at Cloudflare, a service that provides
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security features, including bot management, for a large proportion of the Internet [1]. Based on these, we believe any
proof of a person attached to a device must meet the following
goals:
1. Ephemerality: Solutions cannot be precomputed.
2. Browser-based: The challenge task must work in the
browser without client modifications.
3. Usability: Internet-using humans should be able to
prove their proximity to the device with minimal burden.
4. Integrity: The task has no solution without a human,
otherwise the task fails to ensure security.
Standard CAPTCHAs clearly adhere to the two criteria of
being ephemeral and browser-based. Each puzzle is randomly
generated, and usually consists of a visual or audio challenge that can be displayed in an Internet browser. However,
CAPTCHAs often fail to adhere to usability and integrity, as
previously discussed.
In response to the diminishing integrity of CAPTCHAs, tools
such as reCAPTCHAv3 [26] use sophisticated server-side
modelling of client behaviour and anomaly detection. In some
cases, this may preserve a degree of usability, but transforms
the independent presentations of a challenge across websites
into a connected web of user tracking, and motivates an additional requirement:
5. Privacy: Tests and challenges should reveal no information about users, nor be substitute identifiers.
We note that privacy is one attribute in which CAPTCHAs
excel if executed in isolation. Absent the extra analytics
pipelines that are, or can be, built on top of them, there is
no information to tie a puzzle solution to an identity. Given
the Internet context that we are operating in, the main privacy
considerations that we examine in this work relate to ensuring
that user identities are never revealed. In addition, we regard
as unacceptable any challenge framework that can track users
across visits. Even in situations where a user’s identity is
never directly revealed, the presence of such tracking potential may be used to identify the user via other means.

3.2

A challenge that trusts cryptographic attestation of human signals

We propose that one simple task that can differentiate a human
from a bot is a physical interaction. Interactions may include
biometric verification of a fingerprint or face, or a registering a
touch on a secure hardware key. In this context an interaction
challenge is deferred to a trusted platform to correctly and
cryptographically attest to some attribute or action. This idea
is the bedrock of trusted computing platforms.
Internet browsers have recently acquired the interfaces needed
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to support cryptographic attestation, which are exposed via
the W3C’s Web Authentication standard (WebAuthn) [23].
The WebAuthn protocol is supported in all major Internet
browsers [12]. It is also supported by many authenticator
devices, including FIDO-supporting touch hardware keys, as
well as biometric sensors increasingly available in Android,
iOS, macOS, and Windows devices.
The WebAuthn protocol consists of two information flows,
one for registration and another for authentication. The authentication flow is used to log in to an account without a
password after an account has been created or registered. For
our purposes, the authentication flow is ignored, thus there is
no account against which to authenticate. Our design relies
solely on the attestation flow. The attestation flow is similar
to the registration flow (see Figure 1), but omits information
that would bind an account to a user, such as an email address or name. Since there is no account-related information,
there is no relationship between an account and a user for the
attestation to expose.
We instead isolate the cryptographic attestations from within
the WebAuthn framework’s standard registration flow, as depicted in Figure 1. The standard flow has three high-level
stages: (i) A server first requests an attestation challenge from
a client in response to a username; (ii) the client then requests
a credential from the WebAuthn-supported device, for which
a person must take an action; (iii) the client receives a credential containing a proof of the action (usually, an attestation
in the form of a digital signature), and sends it to the server,
where the attestation is verified and stored.
Our changes omit the first and last stages of the WebAuthn
standard registration flow. Figure 1 shows the standard flow,
with greyed boxes depicting our omissions. The standard
registration process is initiated by a username. Instead, our
challenge is initiated by the server, which requests an attestation from the client without being prompted by a username.
Note that this invocation is otherwise a standard WebAuthn
registration interaction. During the last stage, the public keys
are discarded once the attestation is verified, in contrast to
their being stored after registration. These omissions preserve
the integrity of the attestation itself.
In our challenge platform, the contents of the challenge string
include a timestamp to limit the validity period of the response, together with information about the browser and user
such as IP address, enabled Javascript APIs, etc. This prevents use of the response from any user agent in subsequent
scripted interactions. Furthermore, successful completion of
this or any other challenge to prove humanity only grants access if other aspects of the request are consistent with human
interaction.
We emphasize that the cryptographic elements of the flow are
untouched, so security aspects are preserved. Conversely, the

Eighteenth Symposium on Usable Privacy and Security

601

Authenticator

Client
user

Table 1: Design requirements comparison between our approach and CAPTCHAs.

Server

u = username

Challenge

Usability

Security

Privacy

7
33

31

32
3

c = challenge

CAPTCHA
Hardware attestation

request(c)
interact()

1

b = verify(C)

C = credential
attest(C)

register(u)
store(u)

2
3

3

Reliant on continual upgrade of CAPTCHA challenges to prevent attacks from bots of ever-increasing capability.
Only for those CAPTCHAs that do not use wider user browsing
analytics to make inferences on the user’s humanness.
Usability is ensured for those that own applicable hardware.

b ∈ {0, 1}

which users had the necessary hardware and web-browsing
environment.
Figure 1: A high-level overview of the WebAuthn registration flow, with the minor omissions that enable our challenge:
Portions encapsulated in grayed boxes are required for registration, and unnecessary for attestation verification. Ignoring
the registration components preserves the privacy of users.
Our challenge flow is otherwise identical to the standard.
omissions from the typical WebAuthn flow pertain only to
user data. The deviations from the exact specification of the
protocol leave the attestation and its verification untouched.
Our hardware challenge is then characterized by the following
properties:
• No user data is stored at the server.
• There are no user identifiers: users never specify a username, display names are replaced with generic text and
unique IDs with random values that go unused.
• Attestations are provided directly by authenticators to
ensure that they can be validated.
The availability of WebAuthn as a web API among Internet browsers enables us to build a human attestation system
with the same ephemerality provided by a CAPTCHA. It
is instructive to revisit the ability of our challenge to fulfill
the remaining design goals, below and summarized in Table 1.
Usability Our WebAuthn challenge supports the same set of
devices as does the W3C standard API, including Apple and
Android biometric sensors and hardware security keys. The
user gesture, such as presenting one’s face or touching a USB
key, was expected to be easier to perform than a CAPTCHA
interaction, and fits the profile of CAPTCHA alternatives
envisioned in the recent W3C technical report highlighting
CAPTCHA inaccessibility [22]. The usability assessment
forms the bulk of this paper, in which we confirmed that this
interaction was quick and easy in the majority of cases for
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The drawback of using this approach as a challenge is somewhat obvious: it is only available to those individuals with
applicable hardware that implements the WebAuthn standard.
As mentioned previously, WebAuthn is currently supported by
a variety of devices including security keys, smartphones, and
personal computing devices. With this in mind, we believe
that it is reasonable to expect that WebAuthn, and Internetbased hardware attestation, will become more prevalent across
the globe in the near future.
Integrity Our challenge should be difficult for bots to bypass.
The integrity of the interaction is tied to the integrity of the
WebAuthn standard, and devices’ ability to maintain keys
securely. The attestation is generated by the device using a
secret key that is embedded in hardware, tamper-resistant, and
can only be extracted manually. Such a task is engineered to
be difficult by design. Notably, the secret key is embedded
in a batch during manufacture across a cohort of devices. In
this manner, a batch key is shared, for example, among the
same device model or devices manufactured in the same year.
The key batching makes it possible for the challenge provider
to only accept attestations from selected classes of devices.
Similarly, attestations for device classes can be revoked if
they fail some set of criteria, or if keys are known to have
leaked. One weakness in touch devices may be that they can
be circumvented by an automated physical device1 , against
which biometric sensors are resilient.
Privacy Any viable challenge solution must reveal no details
about the user identity, nor provide avenues for tracking the
user across multiple websites or challenges. Our challenge
reduces the registration to an attestation that is non-specific
to the user. As a result, the attestation reveals no personally
identifiable information. However, each attestation does reveal a hard-coded certificate associated with the device class.
If the certificate were unique, it could be used to track a user’s
1 See,

for
yubikeys/.

example, https://bert.org/2020/10/01/pressing-
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attestation across multiple challenges and make inferences
about that user’s browsing patterns.

with a post-session questionnaire to measure preference between the two methods during a short, closing debrief.

Fortunately, the expected privacy impact incurred by revealing
this certificate is very small, as described in the standardisation document [23, Section 14.4.1]. The standard recommends
that these certificates (and their associated cryptographic keys)
are batched and shared across multiple manufactured devices.
The result is that each user belongs to a large anonymity set,
as no given hardware device can be identified by the revealing of this certificate alone. For example, the FIDO UAF
standard [4] requires that at least 100000 authenticator devices share the same attestation certificate in order to produce
sufficiently large groups. (When considering mobile device
classes we expect the anonymity set to be orders of magnitude
larger.) The knowledge revealed to a provider is limited to the
type of device and its batch or model.

Results of the usability experiment We instrumented the
testing environment used by our participants to record errors,
measure success rate (task completion), and time-on-task.
Effectiveness was high for both conditions: all participants
successfully completed both the YubiKey and hCaptcha conditions with no errors. Our participants rated the hardware
challenge as easier to use with an SUS score of 77.1, and
hCaptcha with an SUS score of 65.3. For SUS scores, “better
products scor[e] in the high 70s to upper 80s”, and “[p]roducts
with scores of less than 70. . . should be judged to be marginal
at best” [5].

Note that the WebAuthn challenge proposed here is built on
an open standard. This is not a proprietary solution, but can
be deployed by anyone needing to roll out a human challenge
in their systems. They can learn from our evaluation (detailed
below), and adapt and extend this solution in the ways that
are most suitable for their own requirements.

4

Pilot study

We explored the possibilities of our hardware attestation mechanism in the context of Cloudflare, which provided opportunities for real-world evaluation as well as the potential of
large-scale deployment as a challenge solution for a substantial number of websites. As a starting point, we carried out a
pilot study to assess whether our idea had merit, particularly
in terms of its usability.
We evaluated our hardware attestation mechanism with a
usability experiment, assessing effectiveness, efficiency, user
satisfaction and gathering feedback about the overall user
experience. We compared this hardware key method, using
Yubico YubiKey 5 Series security keys, against a standard
CAPTCHA method currently protecting millions of sites:
hCaptcha [21]. hCaptcha presents a 3x3 grid of pictures and
prompts the user to select a subset matching specific criteria
(e.g., “Please click each image containing a boat”).
In the experiment, 17 participants (Cloudflare employees) performed a simple webpage access task, where they visited two
public webpages protected by hCaptcha or hardware attestation. For hCaptcha, participants identified objects from a set;
for hardware attestation, they launched the proof-of-concept
challenge and touched their YubiKey when prompted by their
browser.
Each task was followed by a System Usability Scale (SUS) [7]
satisfaction questionnaire. Participants were also provided
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Measurements and analysis indicated significantly shorter
completion times for the hardware challenge. A Wilcoxon
signed-ranks test indicated a mean task time of 13.5 s for
the hardware challenge, and 25.0 s for hCaptcha: V=115,
p < 0.001. Note that the hardware challenge completion time
is not just the time taken for the physical interaction with the
key, but also includes the time taken to read and respond to
informational pop-up messages spawned in-browser by the
WebAuthn flow.
15/17 participants (88%) preferred the hardware challenge,
with only one participant preferring hCaptcha and another
having no preference. Participants who preferred the YubiKey
expressed frustrations with CAPTCHAs and commented on
the ease and speed of the YubiKeys. The two participants who
did not prefer the YubiKey voiced concern and fear about
security and privacy. Similar concerns were shared by some
participants who favoured the hardware key. Participant feedback also identified wider user-communication challenges
with browser prompts and messaging, where the information
presented was viewed as uninformative or confusing.

5

Evaluation: Public demo study

The results of the preliminary user study indicated that our
proposed solution was promising enough to develop further.
We therefore developed a public demo of our “Cryptographic
Attestation of Personhood” (CAP), which we deployed at
Cloudflare for wider evaluation. Unlike our pilot study, which
was limited to YubiKeys, the challenge on the demo site could
be passed used a wide variety of hardware, such as biometric
readers (e.g., Face ID and Touch ID) and multiple models of
secure hardware keys. The site accepted any USB or NFC key
certified by the FIDO Alliance, as long as it had no known
security issues according to the FIDO Alliance Metadata
service (MDS 3.0) [3]. A summary of supported hardware
can be found in Table 2.
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Figure 2: CAP demo: stages of CAP interaction, including browser WebAuthn prompts

5.1

Experiment details

We created a demo website where users could click on a
button to “Verify with CAP”, which would prompt them to
complete the WebAuthn challenge, whose main stages are
illustrated in Figure 2. The start panel (with the “Verify”
button) was displayed on a web page; this panel included
a “Learn More” link, which brought the user to a separate
“Frequently Asked Questions” page for assistance. The space
below the button, labelled “What is happening” displayed
progress through the verification process, until its conclusion:
success or failure.
Once the user clicked on the button, additional pop-up windows were spawned by their browser as part of the standard
WebAuthn process. Note that the specific text and design of
these pop-ups is determined by the browser, and not by CAP.
The examples in Figure 2 are from Chrome v98 on MacOS
12. The first browser pop-up prompts the user to “verify your
identity” on the Cloudflare demo website, and gives them
a list of WebAuthn authenticator options. In this example,
the user can pick from the built-in Touch ID sensor on their
Macbook, or they could use a portable USB key. The user
selects their preferred option, and performs the user gesture
(e.g., touches the fingerprint sensor). Because an attestation
has been requested for this WebAuthn interaction—as this
is an integral part of CAP—a prompt is displayed that asks
whether the user wishes to disclose the make and model of
their security key to the site. If the user selects “allow”, then
the attestation is sent for verification; if it passes, then the
user successfully passes the challenge (as shown in the final
image in Figure 2). The user might also fail to pass, in which
case an error message is shown in the panel. Technical details
of the error are shown, and the user is informed “It seems
there was an error completing the challenge! You can retry or
share your feedback with us.” After each challenge attempt,
users have the option of clicking “Retry” or “Submit Feedback”. The latter takes them to a user survey (described in 5.3
below).
This demo site was launched in conjunction with a blog post
about CAP published on Cloudflare’s blog, which often dis-
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cusses new features and experiments being run [28]. It was
expected that this post would spark readers’ interest in trying
out CAP, which would provide us with useful information.
The blog post explained how the underlying WebAuthn technology worked, at both a non-expert and a more technical level
for those who might prefer such details. The post included information about privacy considerations, which we anticipated
would be of concern to users (and had been demonstrated in
our preliminary study). The privacy explanation highlighted
the size of the anonymity set (e.g., your key is indistinguishable from a large batch of others) and stressed how WebAuthn
strictly limits what is sent to the server—for example, biometric data never leaves the device. The blog post concluded
with a link to the demo site, and invited people to try out this
experimental feature. In a later expanded version of the demo,
with an associated blog post [14], when a user completed an
attempt at a CAP verification, they had the option of giving
feedback through a survey. This provided richer information
on what they liked and disliked, general concerns, and suggestions for improvementc̃ite. We evaluated the demo version
of CAP through a combination of data logged from online
users and feedback gathered from the online survey. For each
interaction with the CAP demo, timing and error data was
logged.
Note that we adopted a minimal data collection approach
for the data logging of these interactions. Because we were
concerned that users might be uneasy about disclosing information when testing this new feature (despite the protections
being provided), particularly given privacy sensitivities (e.g.,
biometrics), we strongly limited what we stored. This meant
that we did not collect details such as browser user agent
strings and did not store any information about the authenticator (such as make or model); this attestation information
was not logged.
Ethics Institutional review boards (IRBs) are uncommon in
most workplaces, including ours. Nonetheless, care was taken
to follow appropriate experimental procedures throughout
(e.g., obtaining user consent for participation and data collection). No identifying information was logged in the interaction
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phase, only timing and error data related to each stage of the
CAP process. (This also means that duplicates may occur in
our dataset, since repeat visits could not be identified.) For the
survey, respondents provided explicit consent and were not
required to provide any identifying information. They were
permitted to provide an email address if they wanted to be
contacted for further studies; they also were given the separate option of providing details on their environment (such
as their browser’s user agent). They were also asked whether
they consented to having their responses quoted, without attribution, in research publications. No participant compensation
was offered.

5.2

Logged Interaction Data

We analyzed 1896 user sessions, collected over eight days. A
single session was defined as any instance in which a user
clicked on the “Verify with CAP” button at least once, which
ended in a failed or successful verification, and include multiple attempts at verification (if any) within the same session.

5.2.1

5.3

User Feedback: Survey

When a person completed a CAP validation attempt, they
were given the option of completing a survey to provide additional feedback. This survey was deliberately kept brief,
to encourage people to complete it, and focused on the key
elements we wished to measure. We collected 93 survey responses during our evaluation period.
Likert scales The first set of questions asked for responses
to 5-point Likert scales (“strongly agree” to “strongly disagree”):
• I am likely to use this when possible (I have a security
key/biometric sensor)
• Assuming I have what I need, I prefer using this instead
of a CAPTCHA
• It’s frustrating how often I have to prove I’m a human
• I feel confident that this preserves my privacy
The Likert scale responses are shown in Figure 3.

Results

Completion Time For cases in which a person successfully
validated with CAP at any point in a session, the mean completion time—from button click to completed validation—was
10.6 s. In the case of a failed validation, the mean time was
2.8 s. Failure is faster than success because the process terminated earlier without completing further steps; note that this
also includes cases in which there is no further user response
after the button click, which leads to a failure upon timeout
(whose duration is environment-dependent).
For comparison purposes, we analyzed the time taken to complete real-world hCaptcha interactions (which could be from
bots or humans), based on a sample of 8262 interactions
recorded in Cloudflare’s logs. (hCaptcha uses an object identification challenge involving a 3x3 picture grid [21].) The
mean hCaptcha solving time was 24.5 s, over twice the time
of a successful CAP challenge; this timing difference is statistically significant (Wilcoxon rank-sum test: W = 1476154,
p < 0.001).

Success Rate Out of 1896 sessions, 919 (48.5%) included
a successful validation, with the majority of these (818, 43%)
having no errors. (Recall that a person could retry multiple
times per session.) In most cases, people tried only once: in the
1078 sessions with at least one failed attempt, only 24% had
more than one failed attempt. (Note that we do not have any
details about users’ environments in this dataset, owing to our
minimal data collection in this part of the experiment.)
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Figure 3: Results from 5-point Likert questions in CAP survey
The majority of respondents indicated they were likely to
use CAP when their hardware allowed this option: 70 (75%)
agreed or strongly agreed. Similarly, 70 respondents (75%)
said they preferred CAP to a CAPTCHA (agreeing or strongly
agreeing). Respondents indicated a high level of annoyance
with having to complete human challenges, with 71 respondents (76%) agreeing or strongly agreeing that it was frustrating to do this task often. On the question of privacy,
responses were more mixed. Respondents had some confidence in CAP’s privacy protections, although this was not as
high as for the other items: 56 respondents (60%) agreed or
strongly agreed with the statement “I feel confident that this
preserves my privacy”; a further 20 (22%) neither agreed nor
disagreed.
Free-form responses Respondents could provide freeform responses to four further questions: (i) What do you like

Eighteenth Symposium on Usable Privacy and Security

605

the most about this? (ii) What one thing would you change
about how this works? (iii) If you have any accessibility needs,
please let us know how well or poorly this caters to those
needs, and (iv) If there’s anything else you’d like us to know,
please tell us here.
If desired, the respondent could send information about their
environment: browser user agent; hardware device issuer;
attestation format and type. Additionally, we collected the
time taken for their most recent verification attempt and the
number of errors encountered during their session. The freeform responses provided us with greater detail on what users
liked and disliked about CAP. These were manually coded,
which involved three researchers collectively identifying a
set of initial themes, then coding independently and finally
comparing results to achieve consensus.
The most commonly cited strengths (“What do you like the
most about this?”) were ease of use; speed; and improvement over other types of challenges (e.g., traditional pictureselection CAPTCHAs):

won’t know what a Yubikey is or understand that ‘unlock with screen lock’ means finger print sensor.” [P37]
Some users had problems completing the CAP challenge because they did not have a compatible setup, so they wanted
better support for their devices (e.g., “Make it work with Windows Hello PIN” [P3]).
Although we did not specifically evaluate the accessibility
aspects of CAP in this phase of study, we did wish to solicit
feedback from anyone with these user requirements. Three
suggestions were provided: two for larger UI elements and
one for improved contrast.
Finally, respondents could provide us with any additional
comments. Again, there was a call for extended support (on
more devices and browsers), particularly to avoid failed attempts; recommendations for clearer communication to users;
and requests for removing inefficiencies (such as pop-ups)
where possible.

• “Honestly, it’s quite fast. Works great, while proving the
same thing that regular captchas do” [P6]

• “Chrome Android requires few more steps to actually
choose which authentication system to use (NFC, security key or fingerprint). It doesn’t automatically save my
preferences so that I don’t have to choose again” [P43]

• “this is much much quicker than selecting all the
buses....and trucks. . . ” [P15]

Some other people wanted to simply express satisfaction with
our approach:

• “Passed the challenge with just my fingerprint. Very
convenient.” [P43]

• “I hope every website on the internet adopts this method”
[P22]

• “Easy as ABC. Love it!” [P54]

• “I do wonder how well this will work to prevent farms
of Captcha solving bots [...] if you can truly prevent that
or stop it, this will be an amazing alternative.” [P6]

There were a number of suggestions that people had about
how to improve CAP, primarily around clarifying the communication; preventing errors and failures; and reducing UI
pop-ups. On the theme of communication, respondents recommended improvements in explaining some aspects of CAP,
primarily the privacy protections:
• “Maybe making it clearer that the model of your key
doesn’t go out to the internet?” [P6]
• “Maybe add some explanation of how this works,
what information do you guys collect during this process”[P21]
• “will Cloudflare store my 2FA key?” [P39]
• “how is this not a unique identifier? and how are you
gonna explain that this is not surveillance to ‘the normie
folks’?” [P91]
Others suggested a need for better explaining some of the
WebAuthn process and components, which may be hard to
understand:
• “The options that are available on Android can be overwhelming for a non-technical audience. Most people
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Environment and Completion Time Of the 93 survey
respondents, 82 provided details about their environment
(browser, security hardware) along with the number of errors encountered during their entire CAP session and the time
taken for their most recent verification attempt. Based on User
Agent String, 39 were on mobile devices and 43 on desktop;
the most commonly-reported browser was Chrome (41), followed by Safari (17), Firefox (10), and Edge (9). In terms
of errors and timing, 50% of these respondents (41) had no
errors at all in their session; 27 (33%) had one error in their
session, and the remaining 14 (17%) had two or three errors.
This is similar to the distribution found in the larger set of
logs described previously, although there is a slightly higher
success rate in the survey respondents.
Task completion timing was recorded, but note this measured
duration from the initial JavaScript load event until the verification attempt ended, while the task time in the log dataset
previously discussed was measured only from when the user
clicked the button, which is a much shorter set of events. We
analyzed the log data to give the same baseline for comparison: for a successful attempt, the survey participants took
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15.1 s (vs 15.7 s) and 8.9 s for a failed attempt (vs. 7.0 s);
again, this is similar to the larger dataset.

6

Discussion

6.1

Availability and Ease of Use

For successful validation cases, the completion time is quick
(half that of hCaptcha), with few errors, and has high perceived efficiency. However, this is not the situation for all
users: as noted, about half of them were unable to validate.
The main difference of note comes down to environment: the
biggest obstacle was having (or using) the correct combination of security hardware, OS, and browser. A summary of
supported hardware and browser combinations is shown in
Table 2. Survey respondents reported problems with validation when using MacOS with non-Safari browsers, and on
Android mobile outside of Chrome, along with a few users
having Windows compatibility issues.
Table 2: Overview of hardware support (based on testing
in this study)
Hardware
macOS
wards)

(11

Browser support
on-

iOS 15 devices
Windows Hello

Android mobile
Hardware keys in
FIDO MDS (e.g.,
YubiKeys)
1

Safari

WebAuthn
support

Secure attestation1

3

3

Major browsers

3

7

Major browsers

3

3

Microsoft Edge

3

3

Other browsers

3

7

Chrome

3

3

Other browsers

7

7

Major browsers

3

3

Secure attestation refers to attestation formats [23] that allow validation with a global issuing certificate.

For example, a person with a MacBook equipped with Touch
ID would need to use Safari with CAP in order for the attestation to work properly; if they tried with Chrome, it would
fail, as the Apple attestation sent with the Touch ID platform authenticator for WebAuthn is only compatible with
Apple’s browser (Safari). In some cases, the user might lack
the necessary hardware, although this is becoming less of an
issue given the deployment of built-in WebAuthn-compatible
devices in mobile devices (e.g., Face ID), and the growing
adoption of hardware security keys for multi-factor authentication [6].
As noted in the survey responses, the majority of respondents
(75%) were likely to use CAP if they had the necessary hardware. These results suggest that CAP is a good solution in the
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right circumstances: given the appropriate environment, users
prefer it to traditional CAPTCHAs. However, CAP is best positioned as an alternative challenge method for those equipped
to take advantage of it, rather than it being presented as the
sole option, given the number of users for whom it would not
be possible or practical to use for a human challenge.

6.2

Communication Challenges

Explaining functionality Although the majority of our survey participants stated that they were likely to use CAP when
possible, and many commented on how easy it was to use,
it is important to consider that CAP involves a number of
elements that are likely to be unfamiliar to many users. This
is an entirely new human challenge method, which does not
resemble the more familiar puzzle-based tasks. WebAuthn
is itself a fairly new technology as well, and even those who
may be comfortable with WebAuthn may be confused by its
application in this unusual way. Those trying the CAP demo
had the opportunity to review a substantial blog post with
explanations of the technology before they tried it out; this
would not be the most common scenario in a real-world deployment. Users need to know what this new feature does, and
whether or not they are equipped to use it, as well as any additional considerations (such as privacy, discussed below). This
is a lot to convey in a limited user interface. We have used
the results of the study to refine our design and to augment
customer support materials to assist users; these additions
will be evaluated and refined iteratively as we continue to test
CAP in deployment, as discussed in Section 7.
CAP as novel WebAuthn application CAP leverages the
capabilities of WebAuthn and extends its functionality into
the human challenge space; this is a benefit, and could provide additional incentives for people to obtain and use hardware security keys in order to mitigate their frustrations with
CAPTCHAs. However, there are always challenges with
novel technology, and in the CAP scenario, WebAuthn is being used for quite a distinct purpose from its usual application.
Most people using WebAuthn are doing so for authentication purposes, and elements such as browser messages are
designed with that in mind. As one example, consider the
pop-up example shown when describing the public demo, in
Figure 2. Note the text used when prompting the user: “Verify your identity with [example.com]”. Often, this is what
users are doing: verifying their identity as part of an authentication process, such as logging into their account. Because
CAP does not include this component (as it never registers
a user and does not handle credentials), this message does
not properly describe what is about to happen. It is understandable that the WebAuthn browser designs prioritize the
majority use case, but it would be helpful to accommodate
other applications.
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WebAuthn: inconsistent experiences Additionally, the design choices of CAP are only one part of the entire WebAuthn
user experience; many of the messages displayed during user
interaction are under the control of the browser, not CAP. If
there is a confusing message displayed, or excessive popups,
this also has an effect on the overall user experience. At best,
one can anticipate and explain some of the confusing elements of the WebAuthn ecosystem. This is compounded by
the number of different configurations that a person may be
using: WebAuthn via Face ID on an iPhone using Safari is
not identical to WebAuthn via Yubikey on a Windows laptop
using Chrome. These are similar, but not identical, and the
inconsistencies in these experiences can lead to a sub-optimal
user experience: some may lead to a failed verification, while
others might simply provide unclear information.

6.3

Privacy Considerations

The survey results indicated that not all users were confident
in the privacy protections provided by CAP. While the overall
sentiment was positive (with 60% of respondents expressing
confidence), this shows an area where improvement is needed.
Very few respondents (only four) who had low confidence
in privacy provided any comments about this topic at all, so
the source of their concerns is not clear. Two of these discussed privacy in the content of how communication might
be improved, whereas the other two were more concerned
about the actual data collection risks (i.e., what is the website collecting?). In one case, the participant was confused
by the specific Firefox messaging that appears when attestation is requested: “Firefox displays a warning that the site
‘is requesting extended information about your security key,
which may affect your privacy’. I wouldn’t necessarily trust
this if I didn’t know for sure that the request was coming from
Cloudflare (which, in general, as a user, one doesn’t).” [P72].
In other browsers, the message is different, despite it being for
the same type of request: for example, as shown in Figure 2,
Chrome v98 says that the site “wants to see the make and
model of your security key”. This example shows the importance of communication, and also the stark differences that
users can experience between different environments.

7

Enhancements and Future Work

The findings from our user studies have highlighted areas
where CAP could be improved, along with some promising
new directions. We have also identified some research questions that we will continue to explore.

7.1

Improving Communication

When we conducted our usability evaluations, we provided
explanatory material (such as blog posts) that assisted users
in learning about this new human challenge approach that
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is enabled by secure hardware; this also explained the underlying technology and its privacy and security capabilities.
This was workable for experiments, but is not realistic outside
of this situation. In the more usual scenario, a user would
be browsing the web and then encounter a human challenge,
such as an interstitial page containing a CAP prompt. A firsttime user would have no previous experience with this type
of attestation challenge, and perhaps would have no previous
experience with WebAuthn at all. They would need to know
how they might pass this challenge, including whether or not
they had the right hardware and environment to do so successfully. They might also wonder about the security and privacy
risks associated with using secure hardware to pass this challenge. Note also that those with WebAuthn experience in its
more common authentication situation might have specific
expectations about CAP that are not true: for example, they
may expect they need the same hardware device to pass a
challenge on repeat visits to a particular website.
This situation presents many significant challenges for user
communication, and we are continuing to work on solutions.
We began by revising the visual elements of the CAP prompt
panel, so that it gives a suggestion that this is a task you perform with secure hardware; the first version of our new design
displays a graphic with a fingerprint (to suggest a biometric
reader) plus a USB key. We are also developing new customer
support materials, which might involve videos to demonstrate
the technology and how to use it; this would be readily accessible from the challenge page, in context with the CAP prompt.
Providing explanations for WebAuthn through richer interactions, such as video, is consistent with recommendations
provided in recent research on WebAuthn adoption; this was
shown to be beneficial for mitigating misconceptions (such
as where biometrics are stored) [25]. We expect to iterate on
our designs as we have begun to run small-scale tests in a
production environment and can evaluate the results.

7.2

Privacy: Zero-Knowledge Proofs

We have continued to explore how we might improve the
privacy story for CAP and WebAuthn. In an extension of this
work, we investigated how one might disclose the minimum
possible amount of information: not the make and model of
the security key, but simply the proof that the key being used
is trustworthy. We developed an in-browser zero-knowledge
proof to provide this functionality [17]. In brief: instead of
sending the signature, the client sends a proof that the signature was generated by a key on a server-provided list. Because
only the proof is sent, the server learns only that the attestation exists, and not which hardware security key generated
it. An efficient proving and verification system was developed for this scenario, which is currently being evaluated.
Results to date demonstrate that a zero-knowledge proof can
be generated in approximately 10 seconds, which is extremely
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promising as an efficient, privacy-preserving solution.
Ideally, this solution could be integrated into the WebAuthn standard, as an attestation type, so that it could signal to
browsers that sending this particular attestation type would not
disclose the make and model of hardware key (given the underlying zero-knowledge proof). In that case, there would be
no need for the consent pop-up that users must click through,
as there is no disclosure in this case. Not only would this
be a more robust privacy solution, but it would also make
WebAuthn interactions more efficient and less confusing for
users, for any instance in which attestations were used (which
is not restricted to CAP).

7.3

Exploring Privacy Concerns

While one path of our ongoing privacy improvements involves
zero-knowledge proofs, we would also like to explore what
some of the underlying privacy concerns are that could impede
the adoption of CAP. Our survey touched on this question, as
we anticipated its importance, but as noted above, this was
designed to be a short questionnaire that did not delve deeply
into any one specific area—including privacy. However, given
the complexity and persistence of privacy considerations of
WebAuthn in general, we feel it would be valuable to deepen
our understanding of this problem. There are many potential
sources of unease, some of which may be unrelated to the
human challenge itself. For example, a person might choose
not to use CAP because they do not want to use a biometric
reader, and their underlying discomfort may be due to the
biometric component in itself, which would be the case in any
online context (not just for CAP). A better understanding of
these factors would help us determine how to improve designs
for this specific application, as well as how to contribute to
WebAuthn adoption more broadly. This would be informed by,
and build on, ongoing user research in this domain (e.g., [25,
29, 27]).

7.4

Security Considerations

In designing new methods for attesting to personhood, we
must be mindful of security issues that arise when malicious
clients attempt to provide false proofs of humanity. In the following, we attempt to build an overview of the threat model
and potential methods for calculating adversarial costs of providing false proofs. Valuable future work would establish a
thorough security analysis of using such attestations widely
before establishing a large-scale deployment of these technologies.
Threat model We can split the attack surface into the following two types of attacks:
• Human-assisted: These type of attacks involve an adversary proxying attestation requests to a real human being,
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who provides the proof based on their own inherent characteristics and returns the proof to the adversary to be
returned to the requester.
• Automated: These attacks involve constructing mechanisms (either physically or in software) that allow generating valid attestation proofs from hardware authenticators, without a real person interacting with them.
All challenges that attempt to provide attestation of
humanity—including all CAPTCHAs and related
technologies—are vulnerable to human-assisted attacks. This
assumes, however, that a challenge that an adversary receives
can always be forwarded to a different real person that can
solve the challenge instead. Currently, it is an open problem
whether forwarding of hardware attestations is possible,
and to what extent that compares to existing challenge
systems.
In addition, software-based challenges are vulnerable to automated attacks that involve no human participation. As mentioned previously, CAP authenticators that rely solely on touch
(rather than biometric identification, such as Yubico Yubikeys)
may be vulnerable to automated attacks that involve constructing physical devices that generate valid interactions with the
device. It is more difficult to circumvent biometric authenticators; such biometrics have not yet been mimicked in a similar
manner (again, assuming it is possible to forward hardware
attestations).
Adversarial costs A common way of establishing the security of a human-based challenge system is identifying the cost
of buying a single valid attestation. These attestations can
be provided either by real humans (who are paid for solving
each challenge), or by an adversary that controls a resource
that is able to provide automated proofs. Generally speaking,
vulnerability of a challenge mechanism to automated attacks
is quite damaging, since it is likely that such proofs can be
provided much more cheaply than those that require human
assistance.
In the case of CAPTCHAs, various services are known to
price a single solution of a standard Google reCAPTCHA at
$0.0032 . Therefore, even human-assisted challenges are very
cheap to acquire solutions for. Hardware-based authenticators
such as Yubico Yubikeys require an initial up-front cost of
between $45 and $85.3 Assessing the cost of launching an
automated attack on top of these authenticators would be a
valuable task for future work, but is likely to involve another
one-time cost of setting up the tools that are required for automation, plus the much lower cost of continued usage. CAP
authenticators that rely on biometrics are likely to involve
much higher costs. Firstly, devices such as smartphones and
2 According to https://www.f5.com/labs/articles/cisotociso/iwas-a-human-captcha-solver.
3 See https://www.yubico.com/us/store/ (accessed 23 May 2022).
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laptops that provide valid signals incur very significant onetime costs. Moreover, they will also require paying for human
subjects to provide valid proofs of personhood, which will
further incur per-usage costs.
A rough analysis using the above figures could suggest that
it might be economically advantageous to launch automated
physical attacks on touch-based authenticators via commodity hardware. However, servers can tip the economic balance
against attackers, by leveraging the asymmetry of information
about the types of authenticators being used. While leveraging
this asymmetry remains an open research topic, our system
provides visibility into the global breakdown of device types,
which attackers do not have. As mentioned previously, authenticators are typically associated with coarse-level batches of a
specific model by their attestation certificates (Section 3.2).
Thus, a server has the ability to collect and maintain a view of
different device types. An attacker may invest in a particular
model of security key that could be removed from the list of
allowed devices (e.g., if it was uncommon and mainly used
for attacks). This adds an additional risk for the attacker, who
may find their investment wiped out with one configuration
change. The attack cost is higher to maintain for a diverse
profile of security keys that matches up with the global distribution. The server could remove support for specific device
keys if a farm of them was discovered; it is worth noting that
this would affect legitimate users that share devices within
the same batch as the attacker, but the diversity of keys used
in practice means CAP would still be effective for most of
the other users. Note also that unlike human-assisted farms,
where the cost is per-CAPTCHA, security key farms have
an upfront cost that is amortized over time. The ability for
the server to selectively support the feature for specific devices or regions introduces a significant downside risk for any
capital investment by attackers. In summary, valuable future
work would establish whether using such mechanisms as a
viable mitigation is possible, without introducing significant
overheads to legitimate users.

8

Related Work

CAPTCHA-related research that has motivated and guided
our explorations is described throughout this work and includes studies of usability [15, 18, 24] and security [34, 35].
Recent and related streams of study on security key usability
identify many strengths along with some weaknesses [16, 8].
Their results are highly encouraging and report that users
are readily able to physically interact with YubiKeys. Minor
and occasional problems included key touches that fail to
be recognized [16], or the key being inserted incorrectly [8].
Users are also concerned about being able to locate or losing
such small devices [30]. These occurrences will be familiar
to any user of touch and biometric devices (e.g., mobile device fingerprint sensors). We anticipate their reductions with

610

Eighteenth Symposium on Usable Privacy and Security

practiced use, improvements in hardware sensors, and further
hardware integration.
Many security key usability challenges emerge as part of a
two-factor authentication (2FA) [11, 16]. Our hardware challenge task has lower barriers to entry since (i) there are no
passwords or user accounts involved, and (ii) a failed challenge can fall back to a CAPTCHA. However, the same works
identified inconsistencies and inadequacies in messaging and
best practice for WebAuthn among Internet browsers [16].
This observation is in keeping with our own and deserves
further attention.
There have also been some recent studies about FIDO and
WebAuthn usability more broadly, which are helping highlight specific challenges and potential solutions. A study of
mobile phones as roaming authenticators [29] suggested that
users wanted to take advantage of the user presence features
(such as facial recognition) available on their smartphones for
authentication; the convenience of these features could also
be leveraged for the attestation-only variant of WebAuthn (as
in CAP).
An exploration of user misconceptions about WebAuthn biometrics [25] provides useful insights into some of the persistent points of confusion and gives recommendations for
mitigating these (e.g., by providing more explicit guidance
about where biometric data is stored, and providing users with
more than just simple notification messages when explaining
the technology). We have identified similar issues and are
experimenting with ways of improving the user experience,
particularly in terms of communication.

9

Concluding Remarks

The balancing act between security and usability places undue hardship on users to complete frustrating, impenetrable
CAPTCHAs that have a number of serious shortcomings.
Based on our user study we believe that a cryptographic attestation to a physical interaction provides a better solution for
users without degrading bot detection.
We hope that others will be able to apply this solution in their
own environments, leveraging the open WebAuthn standard
to benefit from cryptographic attestations for human challenges. Our evaluation provides us with confidence that this is
a fruitful approach for those users poised to take advantage of
it; the necessary hardware is already widely available and is
being rolled out even further. We have identified a number of
barriers to adoption, however, primarily in the areas of privacy,
clarity of communication, and consistency of user experience
with WebAuthn. We will continue to pursue research into
these areas, in hopes that cryptographic attestations will be
more widely adopted and provide users with better ways of
completing human challenges.
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