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● Help users comprehend complex 
app privacy practices

● Improve privacy labels' salience
● Promote privacy labels' role in app 

privacy management
● Reduce user burden in app privacy 

management

Recommendations

Method
● Semi-structured remote interviews with 24 

iPhone users
● Participants shared their iPhone screens as 

they reviewed two iOS app privacy labels 
and answered our questions

Perceptions
● Most unaware of labels
● Most found labels useful    
● Most stated intention to use labels   
● Many would not trust the labels
● Some mistakenly assumed Apple is 

responsible for the labels
● The majority believed (wrongly) that Apple 

had reviewed or verified the labels
● About half mistakenly assumed label 

included all usage
● About half confused about linear label 

structure

Misunderstandings
Confusing Terminology
● “Tracking” is overloaded
● Confusion around “data (not) linked to you”
● Entangled and overlapping definitions
● Unfamiliar terms for frequently used data 

types

Vague Language
● Scope of “browsing history” and “search 

history” is unclear
● “Other” category is not conducive to trust
● Scope of “User content”: emails, texts, 

photos, or videos
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Easy access to definitions and 
contextualized examples of data 

collected
Such as form of payment, payment
card number, or bank account
number. If an app uses a payment
service and the payment information
is entered outside the app, the
information will not appear in this
section.

Suggested Improvements

Add corresponding controls

Better structure for data and purposes

Tracking

Access to additional information
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Data retention

Contact us

Data recipients

Privacy implications
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Tracking means sharing with 
advertisers?
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