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Abstract:

In December, 2020, Apple began requiring developers to disclose their data collection
and use practices to generate a “privacy label” for their application. The use of mobile
application Software Development Kits (SDKs) and third-party libraries, coupled with a
typical lack of expertise in privacy, makes it challenging for developers to accurately
report their data collection and use practices. In this work we discuss the design and
evaluation of a tool to help iOS developers generate privacy labels. The tool combines
static code analysis to identify likely data collection and use practices with interactive
functionality designed to prompt developers to elucidate analysis results and carefully
reflect on their applications' data practices. We conducted semi-structured interviews
with iOS developers as they used an initial version of the tool. We discuss how these
results motivated us to develop an enhanced software tool, Privacy Label Wiz, that
more closely resembles interactions developers reported to be most useful in our semi-
structured interviews. We present findings from our interviews and the enhanced tool
motivated by our study. We also outline future directions for software tools to better
assist developers communicating their mobile app's data practices to different
audiences.
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