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Abstract
Many user experience (UX) guidelines provide design rules
for friendly error message design. User authentication sys-
tems display a password registration error message (PREM)
when a user inputs a password that breaches the password
composition policy. From this, a research question arises:
“Do authentication websites adopt friendly error message de-
sign based on the design rules?” In response, we defined
two friendly PREM design requirements with reference to
the guidelines. Consequent to a fact-finding survey involving
231 websites, we confirmed that only approximately 35% of
websites satisfy the friendly design requirements, i.e., most
authentication websites do not follow the design rules in the
guidelines. Based on the result, we provide a new research
direction in the field of password registration error messag-
ing.

1 Introduction

Improving user experience (UX) 1 is an essential consid-
eration for systems design that also holds for security sys-
tems [11]. Many guidelines (e.g., [2, 5, 7, 8]) have been pub-
lished to improve the UX and provide system developers
with rules for friendly design. These give rise to a research
question: “Does the design of security systems follow the
rules in the guidelines”? Unfortunately, to our knowledge,
no study has yet answered this question clearly, i.e., no study
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1User’s perceptions and responses that result from the use and/or antici-
pated use of a system, product, or service [1]

has surveyed whether the design of security systems follows
the guidelines.

As the first step in answering the question, we focus on the
design of password registration error messages. Most au-
thentication systems adopt a password composition policy,
such as “at least 12 alphanumeric characters”, to eliminate
weak passwords. When a user inputs an invalid password
that breaches the password registration form’s policy, an er-
ror message is displayed, such as “Please input at least 12
characters.” We term this the “password registration error
message (PREM)” and survey the design of such messages.
Based on the result of the survey, we answer the follow-
ing research question: “Do authentication websites adopt
friendly PREM designs based on the design rules?” We
also provide a new research direction in the field of PREM
design based on the result.

2 Methodology

The PREM design was surveyed by following these three
steps: (1) Definition of design requirements, (2) Collection
of authentication websites, and (3) Checking websites.

2.1 Definition of design requirements
We extracted the design rules that are strongly related to
PREM design from the guidelines, and then defined two
friendly PREM design requirements based on the rules. This
step was conducted based on discussions with some of the
experts on usable security.

Following this step, we defined the following two require-
ments.

Requirement 1 (Friendly-timing). The guidelines [5,8] rec-
ommend that an error message should be displayed automat-
ically after the user inputs a password and be placed closer
to the area with which it is associated. It is difficult to check
if a message is “placed closer to an area form”. This is be-
cause “closer” depends on the user environment, such as the
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Figure 1: Examples of websites that satisfy the friendly-timing and friendly-explanation requirements.

display size or browser screen size. Therefore, we focused
only on “displayed automatically.” From the aforementioned
analysis, we defined the first requirement:

A PREM should be displayed automatically after a user
has input an invalid password.

Requirement 2 (Friendly-explanation). The guidelines [2,
8] recommend that an error message should have a solution
to escape the erroneous situation. To exit a password regis-
tration error dialog, the user should input a valid password
that follows the password composition policy. Therefore, we
defined the message that enables the user to exit the situation
as equal to a message containing the password composition
policy. From the aforementioned analysis, we defined the
second requirement:

A PREM should contain the password composition policy.

Figure 1 shows examples of websites that satisfy the
friendly-timing and friendly-explanation requirements.

2.2 Obtaining authentication websites
We used a crowdsourcing service to obtain the URLs of au-
thentication websites, being those that contain an authentica-
tion page. They were obtained as follows.

• We used a Japanese crowdsourcing service, Lancers [6].

• We conducted the task on November 9th, 2019.

• We requested each worker to report up to five URLs of
authentication websites.

• We paid each worker 100 Japanese yen per valid URL.
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Table 1: Result of survey
Friendly-
timing

Not friendly-
timing

Total

Friendly-
explanation

80 54 134

Not friendly-
explanation

33 64 97

Total 113 118 231

Table 2: Types of websites not satisfying requirement 2
Type Total
No policy 33
Unreachable 34
Check mistake 17
Message inconsistency 10
No error message 3

2.3 Checking websites
One of the authors of this paper checked each authentication
website. The checking procedure for an authentication web-
site was as follows:

1. Access the user registration page on the authentication
website.

2. Read the password composition policy on the page.

3. Input to the password input form an invalid password
that breaches the policy.

• For example, if “only alphanumeric characters can
be used” is the policy, “p@ssword” can be input
as the invalid password.

4. If a PREM is displayed after the input, record the mes-
sage and terminate the procedure.

5. Click the submit button to move to the next page. Note
that all other forms except the password input form are
empty.

6. Record the PREM displayed on the next page.

If the procedure is terminated in 4, we judged that the
authentication webpage satisfied requirement 1 (friendly-
timing). If the recorded message contains the password com-
position policy, we judged that the authentication webpage
satisfied requirement 2 (friendly-explanation).

3 Result

We collected 231 websites with password composition poli-
cies and checked them all. Table 1 summarizes the result of
the survey.

The websites that failed to satisfy requirement 2 (friendly-
explanation) can be classified into the following five types
(Table 2).

No policy
A PREM was displayed, but the message did not con-
tain the password composition policy.

Unreachable
An error that referenced the uncompleted form(s) was
displayed e.g., “please fill out all forms” or “please
fill out ID form”. This had a higher priority than the
PREM. Therefore, the password error message was not
displayed. Note that all other forms except the pass-
word input form were empty.

Check mistake
An invalid password was input into the form yet was
judged as valid. Therefore, the PREM was not dis-
played. For example, the password composition policy
was “only alphanumeric characters can be used”, but
“p@ssword” was accepted.

Message inconsistency
The password error message containing the password
composition policy was displayed but differed from the
one on the registration page. For example, “only al-
phanumeric characters can be used” was used as the
password composition policy, and “p@ssword” was in-
put into the form. The password error message was dis-
played, but read “please input valid password composed
of alphanumeric characters and symbols(_,).”

No error message
The user registration was faulty, but no error message
was displayed.

4 Discussion

4.1 Answer to research question
The survey found that only approximately 35% of websites
satisfy the friendly design requirements. Therefore, we ob-
tained the following answer to the research question: Most
(approximately 65%) of the authentication websites did
not adopt the friendly PREM design.

The websites gave users extra time to complete the reg-
istration form. If a website did not satisfy requirement 1,
an extra user operation was required, e.g., “click the submit
button”, to call the PREM on the website.” If a website did
not satisfy requirement 2, an extra user operation was also
required, e.g. “look for the password composition policy on
the page, to recheck the policy.” We recommend that web-
sites should be corrected to satisfy requirements 1 and/or 2
to reduce the extra time required.
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To correct them, we should solve a new research question:
“Why do developers of authentication systems not follow
the rules in the UX guidelines?”.

The investigation of the new question is a future under-
taking, but is expected to involve the following factors. Re-
garding requirement 1, the password validation check may
be implemented on the authentication server, not in the web
browser [10]. In this implementation, the server acquires the
password from the web browser, validates whether the pass-
word follows the password composition policy, and sends
the validation result to the web browser. Clicking the sub-
mit button may trigger the password to be sent from the web
browser to the server. Regarding requirement 2, the check
mistake or message inconsistency are the implementation
mistakes by the developers. This suggests that more support,
such as more specific test tools for the developers, is needed
to prevent implementation mistakes.

4.2 Limitation

The authentication websites were collected by a Japanese
crowdsourcing service. Almost all websites (228/231) are
Japanese websites. Surveys involving English or other lan-
guage websites might result in different outcomes.

This paper is the first work on the security design survey
of PREMs. We focused only on two design rules that are
regarded as primitive and basic. We found that most authen-
tication systems do not even follow the primitive and basic
rules. An additional survey focusing on the other rules is an
essential future work, which raises the possibility of gaining
more interesting findings.

4.3 Ethics

We carefully considered privacy concerns in the survey.
We requested workers to input the URL only. Most
URLs do not contain information to identify individuals,
but several URLs contain a personal identifier, such as
“https://localhost/login/smith”. Therefore, we advised the
workers to avoid inputting URLs that contained personal
identifiers. Consequently, the workers could not be identi-
fied from their answers. In addition to this instruction, be-
fore checking websites, we reviewed whether each answer
did not contain a personal identifier. In this survey, no URL
contained such identifiers.

5 Related Works

Shay et al. examined how password-registration error feed-
back affects password security and usability [9]. Their feed-
back implementation is similar to that for friendly-timing.
However, they did not survey the number of websites that
implement this feedback and did not discuss the relationship

between the feedback and the design rules in the UX guide-
lines.

Bonneau and Preibusch pointed out that attackers can
identify a target’s account by using the insecure login-related
message that is displayed on the login page [3]. Hasegawa
et al. evaluated the user impact of the attack through a user
study [4]. These works are related to error messages but fo-
cus on the threats posed by login error messages, not on the
UX being decreased by the PREMs. Additionally, they also
did not mention the design rules.

In the field of Human Computer Interaction (HCI), extra
time given by an unfriendly interface is called “penalty time”
[12]. A web page that does not satisfy requirements 1 and/or
2 gives the penalty time to users.

6 Conclusions

In this work, we defined two friendly PREM design require-
ments, friendly-timing and friendly-explanation based on the
design rules in the UX guidelines. Consequent to a fact-
finding survey involving 231 websites, we confirmed that
only approximately 35% of websites satisfy the friendly-
design requirements; most authentication websites do not
follow the design rules in the guidelines. Based on the re-
sult, we offer the following new research question: “Why do
developers of authentication systems not follow the rules in
the UX guidelines?”
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