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Abstract: 

The Web has improved our ways of communicating, collaborating, teaching, and 

entertaining us and our fellow human beings. However, this cornerstone of our modern 

society is also one of the main targets of attacks, most prominently Cross-Site Scripting (XSS). 

A correctly crafted Content Security Policy (CSP) is capable of effectively mitigating the effect 

of those Cross-Site Scripting attacks. However, research has shown that the vast majority of 

all policies in the wild are trivially bypassable. 

To uncover the root causes behind the omnipresent misconfiguration of CSP, we conducted 

a qualitative study involving 12 real-world Web developers. By combining a semi-structured 

interview, a drawing task, and a programming task, we were able to identify the participant’s 

misconceptions regarding the attacker model covered by CSP as well as roadblocks for 

secure deployment or strategies used to create a CSP. 
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