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Abstract

Windows Hello for Business is Microsoft’s latest attempt to
replace passwords in Windows enterprise environments in-
troduced with Windows 10. It addresses some of the com-
mon password problems like password leaks or phishing at-
tacks, comes with built-in support for biometric authenti-
cation methods like fingerprint or facial recognition, and a
new user interface. We conducted a qualitative study with
13 employees accompanying the introduction of Windows
Hello in a small business studying its usability and deploy-
ability. Over five weeks, we measured authentication times,
let participants rate their user experience, and conducted in-
terviews at the end. In general, participants liked Windows
Hello and found it more usable than the traditional Windows
sign-in scheme. Windows Hello was faster and perceived as
more responsive than the traditional Windows login. How-
ever, participants tended to use PINs as a replacement for
their (longer) passwords instead of using biometrics. Lack
of hardware support (no biometric hardware available), the
form factor of device or setup of their workplace (e.g., bio-
metric hardware on the other side of the table) were some
reasons to not use biometrics but stick with a well-known
authentication method like a PIN.

1 Introduction

Replacing the omnipresent username and password scheme
for authentication has become an ongoing quest in the usable
security research community and parts of the software indus-
try. Still, passwords are the most common approach to au-
thenticate humans on digital devices, even though they have
substantial drawbacks in terms of both usability and security:
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Passwords can be phished or leaked, are often reused or hard
to remember, easily guessable for password-crackers, and
hard to use on devices without a physical keyboard [9, 31].

Despite the weaknesses of password-based authentication
only a few of the proposed alternatives found broader adop-
tion: Graphical passwords suffer from similar drawbacks as
text passwords, but are better in terms of memorability and
input behavior on small touchscreens, and are used for smart-
phone unlocking [4,37]. Security tokens, typically in the
form of two-factor authentication (2FA), found some use in
corporate contexts where setup and management of the to-
kens are done by an IT department or for online services with
high security requirements (e.g., online banking). Regular
online services usually did not offer support for these tokens
because they need extra care in case of loss or theft, and in
the past were often incompatible when coming from different
vendors (this problem is probably solved through FIDO2'),
and perhaps not wanted by the users [10]. Also, biometrics
are not well suited for authentication at online services, as
allowing the service provider to store biometric data poses a
privacy and security risk to the user because biometric fac-
tors can not be changed after a data leak or when using an-
other service. Furthermore, the provider requires access to
the biometric hardware to perform the authentication.

In contrast, biometric authentication is well suited for lo-
cal authentication such as smartphone unlock or sign-in on a
desktop computer and can be implemented without the bio-
metric data leaving the device. This local authentication can
then be used to unlock cryptographic secrets stored in a se-
cure enclave.

In recent years, this approach of unlocking stored login
credentials was adopted in several authentication protocols
(e.g., in FIDO2) and products, like for example Microsoft’s
Windows Hello for Business which was first introduced with
Windows 10. Windows Hello for Business replaces the tra-
ditional Windows login (i.e., with username and password)
with certificate-based authentication in which the private key

1https ://fidoalliance.org/fido2/, as of June 9, 2022
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of the user is stored locally and unlocked via facial or finger-

print recognition, security token, or PIN. Since Microsoft

Windows still dominated the desktop operating systems mar-

ket in 2021 (approx. 75% market share? of which roughly

82% was Windows 10%) and Microsoft’s strategy of encour-

aging their customers to use the latest version of their oper-

ating system, we assume that Windows Hello for Business
will replace the traditional Windows login in companies in
the long run.

In this work, we accompanied the introduction of Win-
dows Hello for Business in a small company, investigat-
ing the usability and perceived security of the new sign-in
method. We were particularly interested in which benefits
and challenges participants see when using Windows Hello
and which authentication options (facial recognition, finger-
print, or PIN) they prefer to use and why. For our case study,
we recruited 13 employees to voluntarily participate during
their working hours. Over the course of five weeks, we fol-
lowed the transition from traditional Windows authentication
(with username and password or smart card) to Windows
Hello for Business.

In detail, we explored the following question:

RQ1 What are the usability differences between Windows
Hello for Business and the traditional Windows sign-
in? (Usability Comparison)

RQ2 What is the perceived security of Windows Hello for
Business? (Perceived Security)

RQ3 Which authentication options of Windows Hello for
Business are people willing to adopt and why?

(Use of Biometrics)

Our case study sheds some light on usability aspects that are

important when deploying a new sign-in method and pro-

vides insights into why people adopt (or not adopt) biometric
authentication in the corporate context which may also apply
to contexts other than Windows Hello.

2 Background: Windows Hello for Business

With the release of Windows 10 in 2015, Microsoft intro-
duced Windows Hello and Windows Hello for Business as
new options to authenticate on a Windows computer. Both
variants allow authentication using hardware tokens, biomet-
rics (e.g., facial or fingerprint recognition), or picture pass-
words*. Text-based passwords or six-digit PINs are still
available for cases in which biometric hardware is not avail-
able, is not accessible for certain user groups (e.g., people

’https://gs.statcounter.com/os-market-share/desktop/wor
ldwide/2021, as of June 9, 2022

3https ://gs.statcounter.com/windows-version-market-shar
e/desktop/worldwide/2021, as of June 9, 2022

“https://docs.microsoft.com/en-us/windows/security/iden
tity-protection/hello-for-business/hello-overview, as of June
9,2022

with impairments), or can not be used due to other restric-
tions (e.g., company policy).

As the name suggests, Windows Hello for Business in-
tegrates into Microsoft’s enterprise authentication solutions
while Windows Hello was designed for the consumer ver-
sions of Windows 10. Even though both variants provide
the very same user interface, the inner workings and security
features are quite different to meet the different use cases
(i.e., authenticating via an authentication server in an enter-
prise network versus local authentication on a personal de-
vice). Windows Hello unlocks a password, which is stored
encrypted, that is then used for authentication. In contrast
to that, Windows Hello for Business is built upon public-
key cryptography and uses certificates to authenticate against
a remote authentication server. A Trusted Platform Mod-
ule (TPM), when available, is used to securely store the login
credentials and to perform cryptographic operations.

Since the login credentials are stored locally on the de-
vice and unlocked via Windows Hello, every device must be
registered with a Windows account before Windows Hello
for Business can be used. This binding to a device marks
a paradigm shift from a knowledge-based authentication
scheme (i.e., username and password) to a combination of
several factors such as knowledge/biometrics and possession
(i.e., the device). Such a possession-based authentication
scheme is more secure because potential attackers have to
gain physical control over the device instead of simply steal-
ing the password remotely. However, requiring the use of a
specific device may not be feasible for every use case, espe-
cially, for people who frequently sign in to different devices,
Windows Hello for Business is not a usable solution.

3 Related Work

Windows Hello (for Business) has not been studied exten-
sively, especially there is little research with a focus on us-
ability. For completeness, we report the research on Win-
dows Hello and Windows picture passwords here. However,
the research is not comparable or closely related to our study.
Kim et al. [22] analyzed the security of Windows Hello and
propose a migration attack to compromise Windows Hello’s
authentication data. This attack is only applicable on devices
without hardware protection. In our study, all participants
used devices with TPMs where the attack is not applicable.
Issues with the Windows 8 graphical password scheme
were identified by Gao et al. [17]. They studied user choices
of graphical passwords in the lab and the field finding that
significant hotspots exist which can be exploited in an attack.
Studying the influences of human cognition on password
strength in picture passwords, Katsini et al. [21] conducted
an eye-tracking study using Windows Picture Passwords.
However, their goal was not to study usability or security
aspects of the authentication mechanism but just used it as a
working example of picture passwords for their research.
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Passwordless Authentication Since Windows Hello for
Business is an alternative to passwords and thus a form of
passwordless authentication, in the following, we discuss re-
cent literature in this field. The FIDO2 protocols are the lat-
est proposal for passwordless authentication. Most related in
terms of methodology is a study by Farke et al. [16] in which
they compared the use of security keys and passwords in a
small software company. The participants found the security
key to be slower than using their password manager and due
to further usability issues, several employees stopped using
the key despite its security benefits.

Lyastani et al. [26] compared user perceptions of pass-
wordless FIDO2 security key logins to signing in with a site-
specific password. While participants preferred the security
key over passwords, the hardware-related shortcomings like
account access on devices without USB ports questioned the
keys’ real-world suitability for passwordless authentication.
FIDO2-related issues like key recovery and account revoca-
tion in case the key is lost or stolen were also mentioned.

Passwordless biometric FIDO2 was first studied by
Oogami et al. [29] who documented the WebAuthn regis-
tration process with 10 participants on their existing Yahoo!
Japan accounts. Issues with the user interface design, like
a fingerprint icon being mistaken for the fingerprint reader,
were identified. These results, however, are mainly relevant
for the specific design of the Yahoo! Japan website.

Misconceptions about biometric FIDO2 and how to miti-
gate them was studied by Lassak et al. [24]. First, 42 crowd-
workers used biometric WebAuthn to log in to a website and
answered a questionnaire about misconceptions surrounding
the login. 67% of the participants assumed that the biomet-
ric information would be transmitted to the website. In focus
groups, the researchers then designed several notifications
and with 345 crowdworkers investigated how they could be
used to counteract users’ misconceptions. The researchers
found that some of the notifications partially addressed mis-
conceptions, but misconceptions about where the biometric
is stored partially persisted.

Less related but also focused on FIDO2 passwordless au-
thentication is research by Owens et al. [30]. 97 partici-
pants logged in to a fictitious bank website over the course
of two weeks with either a password or a smartphone as
a FIDO2 roaming authenticator (via a prototype protocol
called Neo). While Neo’s security benefits were recog-
nized by participants, login times with Neo were substan-
tially higher than for passwords. Participants also recognized
availability concerns regarding account recovery and avail-
ability of the phone.

4 Method

We designed our study to observe, in the context of a small
business, the benefits employees see in using Windows Hello
for Business but also what challenges they face. The em-

ployees voluntarily participated in the study using Windows
Hello for Business on their work computers during their reg-
ular work time. For five weeks, we gathered sign-in data
from each participant using a custom survey software appli-
cation installed on the participants’ work devices. Week one
captured their interaction and satisfaction with their previous
login method (password or smartcard). Week 2 to 5 did the
same for Windows Hello. To get in-depth feedback on their
experience with Windows Hello for Business, we conducted
interviews at the end of the study. In the following, we out-
line our study protocol and explain relevant aspects of our
survey application.

4.1 Study Procedure

The study procedure consists of three parts, where the second
part is subdivided into two phases: (i) An initial workshop,
in which we introduced the study, its procedure, and the par-
ticipants’ task; (ii) A five weeks long data collection phase,
in which we measured authentication timings and gathered
quantitative and qualitative feedback about logins consisting
of: (a) One week of using a traditional password or smart-
card-based login and (b) four weeks of using Windows Hello
for Business; (iii) Final interviews to learn about the partici-
pants’ experience using Windows Hello. An overview of the
study procedure can be seen in Figure 1.

Part of the quantitative feedback was a User Experience
Questionnaire (UEQ) [25]. We used the German version
consisting of 26 pairs of contrasting items describing as-
pects of usability and user experience. These items belong
to the six different categories Attractiveness, Perspicuity, Ef-
ficiency, Dependability, Stimulation, and Novelty. The only
modification we performed was replacing the term product
by sign-in method to fit the context of our study.

Initial Workshop To introduce our study, explain Win-
dows Hello, and recruit participants, we invited all eligible
employees to a 15-minute workshop. We began by commu-
nicating our study’s purpose, procedure, and the associated
risks. Since Windows Hello for Business requires to set up a
PIN, we proceeded by briefing the potential participants on
rules for choosing secure and memorable PINs.

By the end of the workshop, we handed out consent forms
for participants to read and sign if they agreed to participate.
Participation was voluntary and the entire time participants
had to invest in the study took place during their working
hours. In-person workshops are a typical format in which
new technology is introduced in this specific company.

Using the Established Mechanism (week one) In the first
week (Phase 1) of our study, we measured our baseline, with
participants continuing to use their established authentica-
tion scheme (passwords or smartcards). We collected data

USENIX Association

Eighteenth Symposium on Usable Privacy and Security 525



P1, P2, P3, P4, P5, P6, P7, P8, P10

P9, P11, P12, P13

P9, P11, P12, P13

Workshop Phase 1 UEQ1 New Method Phase 2 UEQ 2 Interview
Educate participants Collect data on q User Experience Enable Windows Collect data on User Experience Semi-structured
about the study and previous sign- Questionnaire [ﬂ Hello for Business p_. new sign-in Questionnaire [ﬂ interview at the ﬁ]
Windows Hello for in method after Phase 1 for participant “ method after Phase 2 end of the study
Business

([ ~smin ] | 1 week ] [ ~ismin ] | 4 weeks ] [ ~ismin ]

Figure 1: The study was divided into two phases: (1) The participants used the traditional Windows login for one week and
filled out an UEQ afterwards; (2) They used Windows Hello for Business for four weeks and again filled out an UEQ. We
conducted interviews with each participant after they finished Phase 2.

on the usage and experience with participants’ previous sign-
in methods via a self-developed survey pop-up we call Sur-
veyApp. It automates the process of a diary study which
was previously used in a paper-pencil format in similar stud-
ies [16,23]. After every login, the SurveyApp appeared and
asked the participant to rate their satisfaction with the sign-
in on a five-point Likert scale. Additionally, participants had
the option to add a comment. We describe the SurveyApp in
more detail in Section 4.3. At the end of this week, partici-
pants filled in a UEQ as described above.

Using Windows Hello (week two to five) Following
Phase 1, Windows Hello for Business was enabled for the
participants’ user accounts. To keep the changeover time
as short as possible, all participants received individual as-
sistance from the IT department during the setup.  This
approach ensured the best possible onboarding process and
thus the satisfaction in the early study stages might reflect an
upper bound. However, we think that it had little influence
on the longterm usage which was our main study focus.

Once Windows Hello was successfully configured, the IT
department disabled the ability to sign in with a password for
the participants, leaving Windows Hello for Business as the
only sign-in method available. Phase 2 was used to collect
data on the usage and experience with Windows Hello for
Business, in a rather normal usage context. Those partici-
pants whose devices had biometric capabilities could choose
freely between authenticating via PIN or with their biomet-
rics. Again, we collected the participants’ satisfaction with
the logins via our SurveyApp (cf. Section 4.3). This phase
lasted four weeks, subsequently, participants completed a
UEQ. Since users were free to choose between the differ-
ent Windows Hello sign-in options, the UEQ just represents
the overall experience with Windows Hello.

Interviews To gather more fine-grained feedback from
the participants, we followed up with 15-minute, semi-
structured, one-on-one interviews. We aimed to explore par-
ticipants’ impressions, feelings, and attitudes about and to-
wards Windows Hello in more detail. The interviews were
conducted and transcribed in German (see Appendix A).

We started the interviews by discussing the participants’
overall perception of the new sign-in method, as well as
the differences to the old, password or smartcard-based ap-
proach. For those with biometric sign-in options, we asked
the participants how of they have used biometic sign-in in
comparison to other sign-in options. We also asked for
participants’ opinions and potential general reservations to-
wards biometrics and whether any issues occurred during the
four weeks period. To compare participants’ impression of
authentication speed with our time measurements, we asked
the interviewees to gauge how much time they usually spend
per login with Windows Hello and whether this time differs
from the traditional Windows sign-in. This helped us to bet-
ter understand potential reasons for preferences of one or the
other sign-in option. Lastly, we were interested in the partic-
ipants’ security perception of Windows Hello compared to
their previous sign-in method. We concluded the interviews
with questions about the participants’ satisfaction with Win-
dows Hello, letting them specify pros and cons, whether they
would be use Windows Hello on their personal devices and
if they were willing to continue using Windows Hello.

Based on the interview questions, we used an a priori cod-
ing approach to analyze the interviews [12]. The researcher
who conducted the interviews created an initial set of codes
using the sections of the questionnaire (see Appendix A) as
themes under which one or more codes were grouped. We
discussed and refined this codebook as a group to specifically
focus the interview analysis on our Research Questions RQ2
and RQ3. One researcher coded all 11 interviews with the
initial codebook. During this coding sessions a few codes in
the Reservation Against Biometrics Section were added We
discussed the changes in the codebook and removed unused
codes (e.g., the code Password is faster or Prefers Finger-
print). The revised codebook is presented in Appendix B.

Using the revised codebook, another researcher coded all
interviews again. To determine the inter-coder agreement,
we used the coefficient Kappa of Brennan and Prediger [7]
(an improved version of Cohens’ Kappa). The second coder
reached a substantial agreement of k = 0.72.
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4.2 Study Environment, Recruitment, and
Participants

The study was conducted at a small German company spe-
cialized in high-quality furniture, interior design, and store
fitting. This environment was particularly interesting to
study Windows Hello in because the needs in terms of au-
thentication are very diverse. Employees included those in
production where multiple users share a single machine, ex-
ecutives and sales personnel that often authenticate in public
while traveling, and accountants and draftsmen who work in
a regular office environment. Out of the 20 employees who
regularly access computer workplaces we invited 15 to par-
ticipate in our study. The remaining five were working part-
time or leaving the company soon so we excluded them from
our participant pool. Everyone who was invited agreed to
participate. We had technical issues with the Windows Hello
setup for one participant and another left the company during
the study so we excluded their data from our analyses.

Due to vacation or sickness, the study start and end dates
of the participants varied. The total time frame for the en-
tire study ranged from August 2021 when we held our initial
workshop to November 2021 when our last participant was
interviewed. The study was conducted during the Covid-
19 pandemic, however this did not specifically influence the
study environment or work flows in the company at that time.

Before the study, all except four participants had only used
passwords or smartcards to sign in at their workplace. The
four other participants had been part of a pilot test of Win-
dows Hello that had been carried out by the company before
our study. This pilot test solely tested the migration from
passwords to Windows Hello from a technical perspective
and was independent from our study. Since they already had
three to four months of experience with Windows Hello, they
did not participate in Phase 1 of the study as it would have
been confusing to switch them back to passwords just for the
purpose of the study.

Demographics Out of the 15 eligible employees, 13 par-
ticipated. Out of these, five were women and eight were men.
40% were aged between 18 and 29, 20% between 30 and 49,
and 40% were 50+. None of the participants had a back-
ground in IT. Participants’ job positions ranged from Engi-
neering and Design over Production Planning to Administra-
tion and Executive.

Computer Hardware and Password Policy The com-
puter hardware of our participants varied in terms of
model and also authentication capabilities. Most comput-
ers were Lenovo machines including different models of the
ThinkStation, the ThinkCentre, and the ThinkPad. Other par-
ticipants used a Microsoft Surface Pro 7+. All 13 computers
had a built-in TPM and could be unlocked via PIN. Addi-
tionally, four out of the 13 machines had a fingerprint reader,

3 offered fingerprint and face recognition, and one offered
only face recognition. During the study, all computers ran on
Windows 10 Professional with build number 19043 (21H1),
which was the latest release of Windows 10 at that time. The
machines received monthly security updates by Microsoft,
but no feature updates were installed during the time of the
study to obviate issues as much as possible. Per the com-
pany’s policy, all computers are locked automatically after
10 minutes of inactivity.

The company’s password policy only specified a length of
at least 10 characters. Further complexity requirements such
as the use of upper/lower case letters, numbers, or special
characters were not specified. Also, the company did not
enforce regular password changes.

4.3 Implementation

SurveyApp To collect satisfaction ratings from our partic-
ipants continuously during the entire period of the study, we
developed a GUI application (which we call SurveyApp). It
was displayed immediately after every sign-in the partici-
pants performed even before the actual desktop screen was
shown, and participants could rate their experience on a 5-
point emoji scale (cf. Figure 2). We chose emojis for their
intuitive meaning and quick interaction [1]. To unify the in-
terface and prevent misinterpretation due to differing render-
ings on different machines [27], we displayed the emojis as
images. To further prevent misinterpretation, each emoji was
equipped with a tooltip showing the satisfaction level as text,
they were displayed in ascending order, and explained dur-
ing our initial workshop. The SurveyApp also provided the
option to submit voluntary comments which was, however,
barely used by our participants.

Time Measurements To our knowledge, no Windows API
exists that provides data on the authentication of a user,
specifically the exact time frame when the user first starts the
sign-in to when the authentication is finished. The Microsoft
Windows lock screen LogonUI changes memory consump-
tion deterministicly depending on the user interaction. For
example, dismissing the lock screen and the submission of
credentials can be seen as separate events in the memory
traces. An example of such a memory trace can be seen in
Appendix C. We decided to use the memory profile as a side-
channel to measure the authentication timings. To capture all
sign-ins, our background application periodically checks the
process table for a running LogonUI process and when it is
present, records the processes’ memory usage every 250 mil-
liseconds. Since it is unlikely that a sign-in takes longer than
60 seconds and to limit the memory footprint of the back-
ground service itself we only preserved the last 60 seconds
of memory usage data.

We are aware that these timings are not entirely accurate
since users, e.g., might dismiss the lock screen by accident
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Weitere Informationen zur Studie

Figure 2: After each sign-in, the SurveyApp showed a win-
dow in which the participants were asked how satisfied they
were with the login procedure. To answer the question, par-
ticipants had to click one of the five emojis and the submit
button (in German: “Absenden”). Optionally, participants
could give additional feedback via the text field.

when not actually attempting a sign-in. Or its possible that
some time between dismissing the lock screen and sign-in is
not dedicated to authentication but might be spent talking to
a colleague coming by. Since in our study our main inter-
est surrounds the question of which method is faster and the
limitations apply to passwords and Windows Hello authenti-
cation equally, we consider this method valid to answer our
question. In short: it is important to acknowledge that our
time measurements are a valid means of comparing authenti-
cation timings within the scope of our study but they are not
an accurate representation of actual login times. LogonUI
also provides information on the used sign-in method which
allowed us to identify whether PIN or a biometric sign-in
was used during the Windows Hello phase.

Timing Data Analysis A challenge in the analysis of
the timing data we captured via the memory consumption
“sidechannel” is the fact that the individual memory profiles
differ on each machine and depend on the specific environ-
ment. For example, on some machines LogonUI’s memory
usage increases when the screensaver is disabled while on
others the memory usage decreases. These slight differences
make it difficult to automate the evaluation of sign-in timing
data. Additionally, specific memory profiles, like the first
sign-in after the machine has booted do not follow the typi-
cal memory profile pattern. For our timing data analysis we
therefore apply manual post-processing instead of an auto-

mated analysis. From the entire data set, we randomly sam-
pled time measurements and ensured that a similar amount
of timing data was analyzed for each participant. In total,
we selected and analyzed 66 time measurements of the 226
sign-ins from Phase 1 and 244 time measurements of 1,419
sign-ins from Phase 2.

4.4 Ethical Considerations

Our institution does not have an ethics board governing such
types of studies. We made sure to follow ethical principles
laid out in the Belmont report [28] and discussed the study’s
ethical perceptive with peers. We collected our participant’s
informed consent emphasizing that not participating or with-
drawing from the the study later on would not include any
negative consequences for them; neither personally nor for
their work. We made sure to reiterate this information dur-
ing every new phase of the study. We acknowledge that the
involvement of the employer in this study might pose more
pressure on subjects to participate, fearing negative conse-
quences for their regular work. To minimize this effect we
repeatedly emphasized how no negative consequences would
occur even if participants withdrew their consent. Moreover,
we thoroughly ensured that participants were aware that their
sign-ins are monitored during and only during the time frame
of the study. Participants did not receive any explicit com-
pensation because the study took part entirely during their
normal working hours so they did not have any additional
effort or workload. Participants’ data was pseudonymized
before analyzing and publishing the results. Basic data pro-
tection measures such as encrypting the data in transit and
access controls were applied to reduce the risk of a breach.

4.5 Limitations

We did an exploratory study of Windows Hello for Busi-
ness in a small company in Germany and due to the quali-
tative nature of the study, real-world setting, and the size of
the company, we could only recruit 13 participants (which,
nevertheless, is representative for this company). As four of
the participants already used Windows Hello before we con-
ducted the study, we could not collect the same data of their
use of the traditional Windows login as for the other partic-
ipants. Another participant (P5) used a smart card instead
of a password for sign-in, which is a very different authenti-
cation method that does not allow a direct comparison. All
these factors led to a small and heterogeneous sample. Thus,
study results are not generalizable to other authentication set-
tings or companies. Especially, the data on use of biometrics
is very limited and does not allow in-depth comparisons or to
draw conclusions for other environments. The specific work-
place setup also influenced the specific outcomes in prefer-
ences and authentication choices and is not representative for
different types of companies. Nevertheless, we consider the
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setup quite common for office and stationary desk focused
workplace settings. The company culture appeared fairly
trusting which might have had a positive influence on the par-
ticipants’ openness to changes so results are closely related
to trust, especially biometrics usage, should be interpreted
carefully and rather considered as an upper bound.

Moreover, as mentioned above, our time measurements
and analysis methodology do not allow statements about
real-world authentication timings but only comparisons
within the scope of our study.

5 Results

We structured this section along our research questions.
First, we show the results concerning the usability differ-
ences of Windows Hello for Business and the traditional
Windows login. Secondly, we present our findings on the
perceived security of Windows Hello. Finally, we illustrate
why participants used or not used Windows Hello with bio-
metrics. To provide context to the data that we gathered via
our SurveyApp, we present a brief summary of the number
of sign-ins we used in our analysis.

Frequency of Sign-ins Through the SurveyApp, we mea-
sure 226 sign-ins performed by the nine participants of Phase
1 and 1,419 uses of Windows Hello for Business in Phase
2 of the study. On average, each participant performed be-
tween 28 and 29 sign-ins via Windows Hello per week (SD:
10.8). However, due to different work routines, the number
of sign-ins greatly varies among the participants and over the
course of the study since some participants went on vacation
or got sick. Participant PS5 had much fewer sign-ins (30 in
total) than all other participants, because they were a trainee
and attended school two days per week. During the four-
week period, P13 performed the most sign-ins with a total of
203 logins. Figure 7 in Appendix C shows the frequency of
sign-ins of the participants in more detail. A more detailed
description of the usage of different biometric methods can
be found in Section 5.3.

5.1 RQ1: Usability Comparison

To explore our first Research Question RQ1, we used the
results from the UEQs, the time measurements and ratings
from the SurveyApp, and the responses from the interviews.
As participants P9, P11, P12, and P13 already used Windows
Hello before the study, we could not gather bottom-line data
(i.e., login times, satisfaction ratings, and UEQ for the tra-
ditional Windows login) for these participants. We also ex-
cluded results of participant P5 from the UEQ comparison
because they used a smartcard instead of a password. How-
ever, we explicitly asked all participants in the interviews to
compare Windows Hello for Business with the authentica-
tion method they used before.

Attractiveness
Novelty # I:IZ'

Efficiency

Stimulation

Dependability

Perspicuity }_B

3 2 0 1 2 3

E Windows Hello — Password

Figure 3: UEQ results for each of the six categories after
the first phase (Password) and the second phase (Windows
Hello). All boxes for Windows Hello are on the positive side
of the scale, indicating an excellent usability experience. In
contrast, ratings for password are more skewed to the nega-
tive side of the scale.

Usability Experience Questionnaires The evaluation of
the UEQs showed that Windows Hello for Business scored
better than the password-based Windows login across all six
UEQ scales. As mentioned before, we only used the re-
sponses from the participants that originally used passwords
(P1, P2, P3, P4, P6, P7, P8, and P9) for the comparison
shown in Figure 3.

Windows Hello was rated particularly well on the Per-
spicuity, Attractiveness, and Efficiency scales with average
scores higher than two. These high ratings indicate that
Windows Hello is even easier to understand than passwords
(which also receive fairly high ratings on the Perspicuity
scale) while being much more attractive and efficient to use
than passwords. Overall, the UEQ ratings for Windows
Hello were all above average, most of them even excellent,
compared to the UEQ benchmark data set [36]. In contrast,
the ratings for the password-based login are considered as
bad, except from Perspicuity which was rated above aver-
age. Comparing the UEQ results of password-based au-
thentication and Windows Hello via t-tests (as described in
the UEQ handbook [35]) reveals significant differences for
Attractiveness, Efficiency, Stimulation, and Novelty scales
(p < 0.01). The test results for Perspicuity and Depend-
ability (p < 0.02) are almost significant. Table 1 gives an
overview of the UEQ results of the two sign-in methods and
puts them in relation to the benchmark data set.
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Table 1: Comparison of UEQ results for password-based Windows login and Windows Hello for Business with the UEQ
benchmark dataset [36] and paired t-test for each scale [35]. The results were corrected via Bonferroni—Holm method.
Password Windows Hello t-test

Scale Mean Benchmark Mean Benchmark t Pr(>lzl)
Attractiveness -0.56 Bad 2.21 Excellent -8.86 <0.001 ***
Novelty -1.25 Bad 1.06 Good -4.76  0.001 **
Efficiency 0.00 Bad 2.16 Excellent -4.41 0.003 *
Stimulation -0.41 Bad 1.19 Above Avrg. -3.98 0.003 *
Dependability 0.75 Bad 1.66 Excellent -2.89  0.015-
Perspicuity 1.69 Above Avrg. 2.84 Excellent -297 0.019 -

Signif. codes: *** = < 0.001; ** = < 0.01; * = < 0.05; - = < 0.1
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pro T

Time (s)

["] windows Hello [l Smart Card [l Password

Figure 4: Average sign-in duration per participant and sign-
in method. Windows Hello for Business was faster for each
participant.

Authentication Speed Comparing the sign-in timings,
Windows Hello for Business was faster for all participants
in the study. The sign-in times for password ranged from
3.25 (P6) to 8.4s (P7), thatis 5.7 s on average. For Windows
Hello, the sign-in took 2.5s (P5) to 3.3s (P2 and P10), on
average 3.0s. These results indicate that authentication with
Windows Hello was on average 47% faster than password-
based authentication. Figure 4 shows the differences in the
duration of the sign-in process between password authenti-
cation and Windows Hello for each participant.

When we asked the participants in the interviews which
aspect of Windows Hello for Business they liked the most,
all of them mentioned the faster authentication speed.

Definitely, happier than with the password, be-
cause it’s simply faster. (P8)

This finding suggests that the usability of Windows Hello
greatly benefits from the gain in authentication speed. Some
participants attributed the speed gain to the shorter PINs.

Faster, because the PIN is obviously shorter than
my old password. (P11)

Previously, participants used passwords of a length of at
least 10 characters. The new PINs consist of 6 digits for all
participants. Many participants reported that they used long
and complex passwords which were hard to remember while
the PINs are easier to remember.

With the password, well I've used, I think, a
16-character password consisting of upper/lower
case letters, numbers, and special characters.
Once you’ve learned it by heart, than it’s fine but
if you have to learn a new one then it takes some
time to memorize it. A six-digit PIN is easier to
learn. (P7)

Although, we did not measure authentication errors, the
error-rate is another factor influencing the authentication
speed and participants mentioned this aspect during the in-
terviews.

I mistype less, as with upper/lower case letters and
such, because it was just numbers. (P4)

Windows Hello also requires less interaction during the
authentication procedure than the traditional login. Instead
of waiting for confirmation after entering a PIN by clicking
a button on the user interface or pressing Enter, Windows
Hello tries to perform a sign-in after the correct number of
key strokes. Participants noticed this subtle difference be-
tween PIN entry and the traditional password entry and saw
it as a benefit.

I don’t have to press enter, so it’s a bit faster. (P7)

Another improvement of Windows Hello is that it ignores
the state of Num-Lock and always allows to enter numbers
on the number keypad.

I don’t have to check the keyboard, I can type right
away, even if that number light isn’t on, it still
worked, I liked that. (P4)
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Figure 5: Satisfaction ratings submitted via the Survey App
after each sign-in grouped by authentication method and par-
ticipant. Only participants using passwords in Phase 1 are
included in the bar chart. The numbers on the bars are the
absolute number of ratings per level of satisfaction.

This improvement also helps to avoid errors and thus in-
creases the authentication speed. One participant stated that
fingerprint recognition annoys her and that she prefers to
sign-in with her PIN because she feels it is faster and she
already has her hands on the keyboard.

No, fingerprint annoys me. If I don’t put my finger
correctly on the reader, I can sign-in faster with
the PIN, also because I can type quickly. In short,
fingerprint makes me uncomfortable and I already
have my fingers on the keyboard anyway. (P9)

Satisfaction Beside the time data that we gathered, we
asked the participants after each successful sign-in how sat-
isfied they were with it via the SurveyApp (see Section 4.3
and Figure 2). Figure 5 shows the satisfaction rating for the
eight password-using participants.

Overall, most of the ratings were positive or neutral and
participants ratings were mostly consistent over time (Partic-
ipant 6 being an exception). However, the ratings for Win-
dows Hello tend to be higher than for password-based au-
thentication. which is also confirmed by a Wilcoxon signed-
rank test (p < 0.01, V =0). We used a Wilcoxon signed-rank
test since we could not assume equidistance for our satisfac-
tion items. The higher satisfaction with Windows Hello is in
line with our findings from the UEQs and the feedback from
the interviews.

5.2 RQ2: Perceived Security

In general, the participants were not aware of any of the secu-
rity features that Windows Hello for Business offers. How-
ever, the perceived security of the different sign-in options
provided by Windows Hello varied greatly among the partic-
ipants.

Facial Recognition When asked which of the three sign-
in options (i.e., facial recognition, fingerprint, PIN), eight
participants found facial recognition to be the most secure.
Participants trusted facial recognition more than fingerprint
recognition, for example, they argued that the facial recog-
nition software were more sophisticated, that it would in-
volve several features of the face, and were resistant to sim-
ple forgery attacks.

I'm not an expert in this area but I imagine that
facial recognition software can store several fea-
tures, eye distance, face shape, etc., and that this
may be even more secure than a PIN. (P2)

Perhaps facial recognition is even more secure, we
tested it once, with a photo and via FaceTime, nei-
ther was accepted by the system. (P10)

Fingerprint Recognition One participant stated that fin-
gerprint recognition is the most secure sign-in method but
could not explain why.

[ think fingerprint is probably even more secure
than facial recognition. But it’s just a feeling. (P6)

PIN Another participant said PIN is the most secure sign-
in method, explaining that they did not trust the technology
and that one can make up their own PIN which would be
hard to guess.

I don’t know. Sometimes I don’t trust things, you
come up with a PIN yourself, it’s hard to steal but I
don’t know if there isn’t a vulnerability, especially
with the camera and the facial recognition, I'm not
so sure. (P5)

Biometrics in General Participant P9 considered both
biometric sign-in options more secure than PIN, but saw
no difference between facial recognition and fingerprint in
terms of security.

Fingerprints are not used without reason as a
unique identifier in identity documents, so in this
respect I think that such a fingerprint is really se-
cure. But basically, facial recognition and finger-
prints are equally secure. (P9)
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Windows Hello for Business in General Participant P11
stated that all options of Windows Hello were equally secure.
They explained in the interview that facial recognition and
fingerprints are more secure than a password. When asked
whether the PIN was more secure, less secure, or equivalent
to the biometric methods, the participant said the PIN was
equivalent to the biometric methods.

Passwords One participant considered facial recognition
to be less secure than PINs and would prefer to not use it for
more critical services like online banking.

I don’t think I’d do my online banking with facial
recognition now, because I just don’t know enough

about it, and if someone can fool it with photos or
whatnot. (P7)

Instead, the participant considers a long, complex pass-
word with upper/lower case letters, numbers, and special
characters to be the most secure.

A 16 character password with special characters,
upper/lower case letters, and numbers seems more
secure to me. (P7)

The participant has previously read up on secure pass-
words and learned that complex passwords are harder to
guess than less complex ones.

So, I was on a password test site where I can en-
ter a password, and the site tells me how long it
would take a computer to hack it. When I use a
longer, more complex password and more differ-
ent character types, then it displays that it takes a
million years to hack it. (P7)

However, guessing attacks are only one problem and
phishing or password reuse are still problematic even if a
complex password is used. This statement underlines, why
security literacy is an important factor when deploying a new
security feature since it helps people to better understand the
change and may increase acceptance.

5.3 RQ3: Use of Biometrics

As described in Section 4.2, only eight participants had de-
vices with biometric hardware compatible with Windows
Hello (cf. Section 4.5). We encouraged these eight partic-
ipants to try and use the different sign-in method available
on their devices when Windows Hello was enabled in the be-
ginning of Phase 2. Besides a PIN, which every participant
could use, Participants P6, P7, P8, and P9 could use facial
and fingerprint recognition. Participants P10, P11, and P12
had only fingerprint readers on their devices and P13 had a
face recognition camera available.

However, our results show that only two participants fre-
quently used the biometric sign-in option. Participant P13
used facial recognition most of the time (174 out of 203 lo-
gins; 86%), and P11, who used facial recognition sometimes

(21 out of 112; 19%). All other participants (almost) always
used PINs for authentication via Windows Hello. Using
PIN instead of biometric authentication is counter-intuitive
as people usually find biometric authentication more secure
than passwords or PINs [38].

5.3.1 Reasons Not to Use Biometrics

Influence of Workplace Setup While our participants did
use laptops as work stations, these were mostly used with ex-
ternal screens and docking stations. The laptops were often
placed on the far side of the desk with closed lid and hard to
reach. This prevented easy access to the fingerprint scanner
which was mostly located next to the laptop keyboard. Sim-
ilarly, the built-in cameras were located at the top or bottom
of the laptop display. Opening the laptop lid for each sign-in
cancels out the convenience that biometrics may have be-
cause it requires additional steps and thus protracts the sign-
in. We also found that for facial recognition, the angle and
distance at which the laptop was placed to the user highly
influenced the accuracy and success rate of the logins.

Maybe it’s because the computer is too far away.
About a meter on the right side and I have to face
at my laptop, so to speak, and then sometimes it
does not recognize me. (P12)

Participant P13, who used facial recognition most fre-
quently, had a different setup than P12. They used a con-
vertible device where the docking station is connected via
a cable instead of a fixed mount. In order to use the de-
vice it also cannot be closed but must sit in an upright po-
sition. These factors address the exact issues mentioned by
Participant P12; a closed laptop lid, a laptop positioned too
far away, and at the wrong angle. Participant P13 had the
flexibility to place the device closer and change the angle in
which the device is directed towards them which could ex-
plain their more extensive facial recognition usage.

Fear of Being Observed Four participants (P9, P10, P11,
and P12) reported a feeling of being watched by the camera
and preferred, for this reason, the PIN sign-in option.

With facial recognition, you're always a bit more
skeptical, the camera is always on, and you’ve
heard stories that they can be hacked. (P11)

Participants who already used facial recognition sporadi-
cally were asked if they would use facial recognition more
often if they had a camera not only on their laptop, but also
on their main screen, which would be better oriented to-
ward them and could eliminate the workplace setup issues
discussed above. All three of these participants (P10, P11,
and P12) expressed their discomfort with the idea of having
a camera mounted on top of the main display.

But then I might feel like I'm being watched. (P10)
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On the contrary, other participants suggested that mount-
ing an external camera on top of the primary monitors could
be a could solution to workplace setup issues.

Fear of Being Locked Out Three participants (P2, P4,
P11) saw risks regarding availability if there were technical
problems with facial or fingerprint recognition. While those
participants did not consider their fear as a reason not to use
biometric authentication, they did emphasize the importance
of having the PIN at least as a fallback option. Specifically,
they feared that the camera could break or fail to recognize
them if features in their face changed.

Face recognition always requires a working cam-
era. Does it work when I shave off my beard? 1
don’t know if it still works then, no clue. (P11)

5.3.2 Reasons to Use Biometrics

Most participants did express to not have a general aversion
against biometrics. Participant P3, for example, stated that
they also use fingerprint recognition on their personal laptop.
All five participants that used a PC without biometric capa-
bilities mentioned that they would use biometrics if it were
available on their PC, as well. Participant P13, who used
facial recognition regularly, underlines this positive attitude
towards biometrics, describing it as easier to use.

And with facial recognition, it’s just a much easier
recognition. (P13)

A situational preference for biometrics was described by
participant P12. Overall, they preferred the PIN for the
aforementioned reasons but used facial recognition in situ-
ations where other people are present in the same room or
behind them when signing in. The participant deliberately
used facial recognition to avoid other people being able to
see their PIN when they entered it.

I have both options, if I wish that no one can see
my PIN, then I just go to the camera, then I do not
have to enter anything. I can decide freely. (P12)

Arguments for fingerprint and facial recognition, that are
also commonly described in biometric authentication litera-
ture [3,11] were also mentioned by a number of participants,
for example, that facial recognition does not require anything
to be remembered, since it does not require entering a secret.
While this a valid statement, it should be noted that Win-
dows Hello for Business always falls back to the six-digit
PIN when facial or fingerprint recognition does not work
(e.g., when the camera is disconnected or the lighting condi-
tions have changed). Therefore, there is a risk that users will
sign-in exclusively with biometrics over an extended period
of time and then tend to forget their PIN over time, which
would potentially lock them out of their device when the bio-
metric recognition fails.

6 Discussion

Studying usability in the field instead of a lab or online set-
ting helps to better understand what works well of, in our
case, Windows Hello for Business and what obstacles people
encounter when using it on a daily basis. In our study, Win-
dows Hello for Business outperforms the traditional login in
most usability aspects. We found that the Windows Hello lo-
gin is on average 47% faster than the login with passwords.
This is also reflected in the employees’ satisfaction with the
new authentication mechanism.

Knowledge-based Authentication vs. Biometry Usually,
passwords are not very popular among users and suffer from
various well-studied usability and security issues [9,20,31].
In recent years, a multitude of efforts have tried to coun-
teract and overcome the password issues, trying to populate
the use of password managers [15,32], graphical authentica-
tion [4, 37], and Multi-factor authentication [19, 33, 34] are
just a few to mention in this list. Biometric authentication
has been one of the few approaches that have proven to be
a viable, accepted, but still secure alternative to knowledge-
based authentication — at least in certain authentication con-
texts [18]. Our results offer interesting insights into relevant
factors for the real-world adoption of biometric authentica-
tion in the context of a corporate environment. Contrary to
most findings in the literature, where users prefer biometric
authentication over knowledge-based variants [3, 11], in our
study, most participants resorted to using knowledge-based
authentication (PINs) instead of biometrics. While partici-
pants in our company worked mostly stationary, this is dif-
ferent in other work settings especially for those traveling to
customers and working on the go. One of our participants
mentioned resorting to face recognition whenever someone
was present nearby to prevent shoulder surfing. Compared
to passwords, where shoulder surfing in public places in in-
evitable, the biometric option in Windows Hello allows for
shoulder surfing prevention while on the go.

Recommendation: Companies considering a switch to
Windows Hello should take their employees work modali-
ties into account. For example, by only providing biometric
hardware for those in need of shoulder surfing protection.

Next, we discuss factors that played a role in participants’
decision to use PINs instead of available alternatives.

Both hardware availability and hardware placement
played an important role in participants’ decisions against
biometric authentication. As described in Section 5.3, the
participants mostly worked with external displays and dock-
ing stations for laptops. This is typical for office settings,
where laptops are placed outside of direct reach, and lids are
kept close. Consequently, built-in fingerprint readers are not
(easily) accessible, and the built-in cameras are either not
facing the user, or facing users from angles they typically are
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not looking at. Furthermore, lock screens are typically dis-
played on the main display, which often is not the one with
the camera, making face unlock awkward to use. This is
in sharp contrast to authentication on mobile devices, where
biometrics have a significant share (e.g., 80% consumer de-
vices in the USA had biometrics enabled in 2020 [13]). Here,
the sensors for fingerprint and face recognition are placed to
be reachable easily when using the device.

Recommendation: Biometric hardware can offer great
usability benefits but only in the correct usage setting. If it is
not essential for a company to offer biometric logins it can be
sufficient to offer Windows Hello with PINs since high user
satisfaction can be expected.

Privacy Issues While in recent years, most of the lap-
tops and convertibles come with built-in facial or finger-
print recognition capabilities, in office environments station-
ary computers are still broadly used which do not have these
functionalities built-in (five participants had such a device).
The aforementioned workplace setup can render some of
the built-in authentication hardware useless. Consequently,
additional hardware for biometric authentication needs to
be purchased and set up which is an investment that some
employees potentially disprove, either because they do not
want to use their fingerprints for authentication at work or
feel under surveillance when facial recognition cameras are
mounted to their displays. Such privacy-related concerns
with using biometrics are well-known in the literature [8]
but have more severe implications in the corporate context
than for private usage. The company we conducted our
study at was a small, family-owned business with a trust-
ing work climate so our participants did not strongly express
any explicit privacy concerns with regard to their company.
However, this might be different in larger corporations or in
less positive work climates, especially in cases where em-
ployee surveillance has already been an issue [2, 5, 14]. In
those cases, employees might feel like their privacy is in-
vaded when being encouraged or even enforced to use bio-
metrics. Facial recognition can even evoke a feeling of being
monitored. Part of the solution could be the use of cam-
eras with built-in shutters. However, since even PINs were
highly accepted, more usable, and much faster than the tra-
ditional Windows sign-in, it might be sufficient to rely on
non-biometric Windows Hello.

Recommendation: When choosing (biometric) hardware
for Windows Hello take your company culture and trust envi-
ronment into account to obviate employees feeling uneasy or
even monitored. For some companies it might be sufficient to
rely on PINs and not introduce biometric hardware after all.

Deployment of Windows Hello Even though Windows
Hello offers some strong usability benefits (like Quasi-
Memorywise-Effortless, Quasi-Physically-Effortless, Easy-

to-learn, Efficient-to-Use; cf. Bonneau et al. [6]) it intro-
duces extra effort in the deployment phase (Negligible-Cost-
per-User not fulfilled). As the login credentials of Windows
Hello are tied to a specific device, i.e., every device, a person
wants to use, has to be enrolled with the Windows account of
that person (cf. Section 2). In organisations in which people
share their devices, the default setup of Windows Hello for
Business, i.e., using the built-in TPM, is not feasible.

Smartcards or other hardware tokens (e.g., FIDO2 tokens
like YubiKeys”) have the advantage that they support roam-
ing. The same goes for passwords which are stored with the
user account on a server in the enterprise’s network and not
on the individual devices.

However, the authentication secret being bound to and
never leaving the device is an intentional security and
privacy-preserving feature of Windows Hello. This might
not be an issue or even beneficial in work environments
where every user has their own device and only uses that
but in many work settings with several shared computers,
Windows Hello will not provide the necessary flexibility a
password or roaming token does.

Recommendation: Windows Hello using the built-in
TPM is less suited for shared devices, especially with many
users. Relying on roaming authenticators or the traditional
password is a better choice in these cases.

7 Conclusion

We studied Windows Hello for Business, Microsoft’s latest
alternative to traditional password authentication. In a small
business, we measured authentication times of 13 employ-
ees, collected their experience, and conducted interviews to
understand their perceptions of and attitudes towards Win-
dows Hello in the wild. Our five weeks long study revealed
that, in general, participants like Windows Hello, finding it
more usable than the traditional Windows sign-in methods.
Windows Hello was measurably faster, perceived as more
responsive, and convenient to use. Contrary to findings on
biometrics usage in mobile devices, participants in our study
tended to use PINs most of the time. This was partially due
to a lack of availability of biometric hardware, the form fac-
tor of their device, and the setup of their workplace (e.g.,
biometric sensor not reachable).
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Appendix

A Interview Questions

General Perception of Windows Hello
* You’ve been using Windows Hello for the past four weeks, how happy are you with it?
¢ Can you explain the differences between password/smartcard login and Windows Hello?
* Did you encounter any problems logging on to the PC over the past four weeks?

— How have you solved them?

Use of Biometrics
Skip these questions if participant doesn’t have biometric hardware available.
* Your device has a facial recognition cameralfinger print reader, have you used this/these feature(s)?
— How often have you used facial recognition/finger print recognition compared to the PIN?
* What stopped you from using facial recognition/finger print recognition?

* Which login method have you used most and why?

Perceived Authentication Speed

* How much time do you spend per login with Windows Hello compared to password/smartcard?

Perceived Security

* Please rate the security of Windows Hello.

— Do you think there is a difference between facial recognition, finger print recognition, and PIN in terms of security?

— Are there any security issues you see with the use of Windows Hello?

Satisfaction
* Windows Hello is available on many laptops and desktop computer, would you use it on your personal Windows computer?
¢ Is there anything you like in particular about Windows Hello?
¢ Is there anything you dislike about Windows Hello?

* Would you rather continue using Windows Hello or return to the traditional password/smartcard?
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B Codebook

The codebook used to code the interviews.

Description

Example

Table 2:
Code IDs
General Perception of Windows Hello

Hello is fast P1, P2, P3, P4,
P5, P6, P7, P8,
P10, P13

Uses / Considers touse P1, P2, P3, P4,

Hello personal devices  P7, P8, P9, P10,
P13

Continue using Hello <all>

Hello is convenient P2, P6, P7, P11,
P12, P13

Hello is easy P1, P2, P3, PS5,
P10, P13

Windows Hello is seen as a fast
way of authentication.

Participant considers to use, or
already uses, Windows Hello with
his personal devices at home.
Participant wants to continue using
Windows Hello after the study.

Windows Hello is seen as a
convenient way of authentication
(compared to the password).
Windows Hello is easy to learn
and easy to use (compared to the
password).

“The speed, I boot up and can start
working right away, wouldn’t know what
could make it better now.” (P13)

“On my private laptop I'm using the fin-
gerprint, that is also convenient.” (P3)

“No, no, the number combination was
more appealing to me, I wouldn’t want to
go back to the password now.” (P8)

“It was definitely more convenient than
before, I had a longer password before.”
P7)

“It was easier with the PIN. So, I found
the handling better than before.” (P3)

Preferred Sign-in Method

Prefers Face P13
Prefers PIN P7, P8, P9, P10,
P11, P12

Participant prefers facial
recognition over all other methods.

Participant prefers PIN over all
other methods.

“And with facial recognition, it’s just a
much easier recognition, you know, you
are signed-in through then just the facial
recognition.” (P13)

“The number combination. Yes, because
as I said, it was a tad faster.” (P12)

Reservation Against Biometrics

Availability risks P2, P4, P11

Accustomed to PIN P8, P8, P9, P10,
P11

Laptop lid closed P6, P7, P10

Laptop too far away P11, P12

Too secure / P6, P8, P11

unnecessary

Participant describes risks
regarding the availability of the
authentication method (e.g.
camera is not working, fingerprint
is not detected).

Participant is used to use the PIN
and prefers it over other methods.
The laptop is docked and the lid is
usually closed which covers the
biometric sensors of the device
and makes them unavailable until
the lid is opened manually.

The laptop is docked and on the
other side of the desk which brings
the biometric sensors out of reach.

Windows Hello is seen as too
secure and unnecessary for this
type of scenario it is used in.

“The fingerprint recognition, I could
imagine, if you have wet hands, so that’s
not the case with us now, but if your
hands are wet or have a possible in-
jury, then you would have maybe prob-
lems with the sign-in.” (P2)

“Yeah, I'm kind of used to typing.” (P10)

“I tried it once, but yes, by the fact that
I actually always have the laptop closed,
that would have been a circumstance for
me to use it that way.” (P7)

“What is a bit stupid is that the notebook
is not frontal to the monitor, if [ now had
a camera directly on the monitor it would
certainly be a bit better.” (P11)

Personally, I don’t see this as a necessity.

(P11)
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Table 2: Continued from previous page

Code

IDs

Description

Example

Fear of being observed P9, P10, P11,

P12

Participant feels observed through
the web cam pointing at them.

“Then I have the feeling that [ am am be-
ing watched.” (P12)

Perceived Authentication Speed

Hello is faster <all> Authentication can occur faster “Yeah, between half and 3/4 as long as
using Windows Hello compared to  the password, around the twist, I'd say.”
the password. (P6)

Perceived Usability

Hello nothing to carry PS5, P12, P13 Participants do not have to carry “You don’t always have to carry the stick
an additional token/device. with you and you can’t forget it.” (P12)

Hello fewer errors P2, P3, P4, Po, Participant faces fewer “I mistype less, with upper and lower

PS8, P9 authentication failures when case letters or something, because it was
signing-in (e.g. due to mistyped Jjust numbers.” (P4)
password).

Hello memory-wise P4,P7,P8, P11, Participant needs to remember less  “And I can remember it better, because

less effort P13 information to sign-in, a six-digit sometimes, especially after a vacation,
PIN is always shorter than a you kind of forget the password.” (P4)
password with minimal length of
10 characters.

Perceived Security

Biometrics most P9 Participant considers biometrics as  “But basically, the two sign-in options

secure (no difference most secure authentication seem to be equally secure to me.” (P9)

between method, fingerprint and facial

face/fingerprint) recognition are seen as equally
secure sign-in options.

No difference between P11 Participant considers all sign-in “Yes, I would put them in the same cate-

Hello methods options of Windows Hello as gory.” (P11)
equally secure.

Facial recognition P1, P2, P3, P4, Participant considers facial “If you now take facial recognition again

most secure P8, P10, P12, recognition as most secure sign-in  and also the fingerprint, I also have the

P13 option. impression that facial recognition is eas-
ier, better and more secure.” (P13)

Password most secure P4, P7, P11 Participant considers traditional “So I suppose it’s also secure, but yes, in
passwords as most secure sign-in theory it seems more insecure than a long
option. password.” (P7)

Fingerprint most P6 Participant considers fingerprint as  “Yeah, [ think fingerprint is probably

secure most secure sign-in option. even more secure than facial recognition,

so purely emotionally, but yeah.” (P6)

PIN most secure P5 Participant considers PIN as most “No, I think the PIN is even more secure.”

secure sign-in option.

(P5)
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C Additional Plots
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Figure 6: Example of a memory profile of Microsoft’s LogonUI used to determine the sign-in timings.
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Figure 7: Sign-ins of the participants over the course of the study.
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