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What are people’s attitudes and concerns 
about facial recognition?

What are their privacy specific concerns?
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Detect petty crime

Identify known criminals

Security
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A growing number of deployment scenarios

Optimize operations

Targeted ads 

Rate engagement/service

Commerce

Replace ID/loyalty cards
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Health predictions 

Productivity predictions

Advanced
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Experience Sampling Study

7
Image credit: https://www.flaticon.com/free-icon/location_3029820

in-situ notifications

https://www.flaticon.com/free-icon/location_3029820


8

Daily Evening Summary
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Daily Evening Summary
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10 days

Image credit: https://www.flaticon.com/free-icon/video-channel_2598524

https://www.flaticon.com/free-icon/video-channel_2598524


10

● Detailed responses from 123 participants

● 3,792 free-text entries and 10 interview transcripts

● Content analysis of textual responses 

● Two coders, inductive coding

Rich Qualitative Dataset



What did we learn? 
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Participants were concerned about anonymous 
demographics detection for advertising

I understand that some ethnic groups 
might benefit from this (for instance, 
African American women need specific 
hair care products that aren’t always 
easy to find.) But I am concerned about 
the potential for misuse of this 
technology to discriminate. Also, people 
don’t always "look like" the racial or 
ethnic background with which they 
identify.

 ”
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Participants were worried about incorrect 
detection and interpretation

I think a lot of the times like my friend she locked 
herself out of her apartment this past weekend, so 
she tried to jump in through her window. So if a 
recognition program saw that, they might think 
that it is a thief or criminal or whatever. And that 
is not the case. She is not breaking into her own 
house. It needs to be able to interpret scenarios 
correctly. It needs to be able to have a context for 
them. Not just to assume that something looks like 
a criminal act is a criminal act.

 ”
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Participants were concerned about racial and
other biases introduced by facial recognition

I think that is the danger of having that type 
of use for facial recognition. I think it can too 
easily be biased, intentionally or 
unintentionally. The person programming it 
might think that they might have statistics to 
back up the demographics of thieves or 
demographics of criminals, but I don't think 
that is a good way of deciding who is or who 
is not a criminal.

 ”
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● Violation of solitude

● Unwanted exposure and violation of anonymity 

● Non-consensual and insecure disclosure

● Inaccurate dissemination and violation of reserve

Perceived Privacy Risks of Facial Recognition
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Thank you!
● We analyzed textual responses of people’s perceptions of facial recognition deployments 

collected as part of a 10-day experience sampling study with 123 participants

● We observed that participants’ concerns about profiling, accuracy and bias

● We contextualized 4 major themes of privacy risks in light of established privacy frameworks

http://www.privacyassistant.org

