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Abstract
Password managers allow us to generate unique passwords
that protect our online accounts and improve our password
management. Despite being one of the most highly recom-
mended security tool, adoption of password managers remains
low. The low adoption may be attributed to how it is gener-
ally better to learn concepts through a feedback loop. That
is, we are informed, make a decision, and ultimately experi-
ence the consequences of our decisions. This feedback loop
is often absent in how security advice is given. Interactive
stories have the potential to remedy the absence of a feedback
loop by having the reader experience the consequences of
their decisions and learning from the outcome. This study
explores the potential of using interactive stories to simulate
security consequences to convey lessons and risks. Through
participatory design, a survey, and an online cognitive test,
we developed and validated an interactive story focused on
password managers. Our preliminary results show promise for
using interactive stories in the security education ecosystem.

1 Introduction

As online interactions becomes more ubiquitous and com-
plex, users struggle to identify the risks and threats of their
online behaviors. [15, 16]. Generally, people best learn con-
cepts through a feedback loop [15]. That is, we are informed,
make a decision, and experience the consequences of that de-
cision. However, this feedback loop is often absent in security
advice. It is easier for users to reject security advice, such
as using two-factor authentication, if they never experienced
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having their personal accounts compromised [16]. Interactive
stories have the potential to remedy the absence of a feed-
back loop by having the reader experience the consequences
of their decisions and learning from the outcome. Previous
studies have shown the effectiveness of stories in teaching
security lessons and even influencing protective user behav-
iors [3, 11, 12, 15, 16, 20, 26]. We propose using an interactive
story in order to effectively simulate security consequences.
An interactive story, also known as a Choose-Your-Own Ad-
venture story, is a form of genre that positions the reader
to influence a nonlinear narrative. The reader engages with
the actions and dialogues to influence the final outcome of a
story [17]. We imagine interactive stories to be a great addi-
tion in teaching security and privacy, especially in the context
of classrooms and workplace training. We conducted partic-
ipatory design sessions and deployed a baseline knowledge
survey about password managers in order to create an effec-
tive narrative for the story. In addition, we conducted online
cognitive interviews in order to test the comprehensibility
of the interactive story. Our preliminary findings show the
promise of using interactive stories as an educational inter-
vention in security education.

2 Related Work

2.1 Negative Experiences in Security
Negative experiences contribute to how users make decisions
on what security practices they should adhere to. For exam-
ple, Vaniea et al. found that negative experiences regarding
installing updates on Windows computers prevented users to
install new updates, regardless of whether it was an important
update for security [19]. Indeed, we often learn best if we are
able to make a decision and observe or experience the conse-
quences of that decision [15]. Rader demonstrated that users
who learned about threats through past experiences were more
motivated to engage in security protection behaviors such as
creating strong passwords, compared to those who never ex-
perienced a security-related threat [14, 15]. Motivating users
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to follow security advice is difficult if the user faces no threats
in the moment. How do we demonstrate the risks associated
with poor online behavior and management to those who feel
no real threat?

2.2 Interactive Stories
An interactive story or Choose-Your-Own-Adventure story
positions the reader as a director in which they may influence
the ending of a story. Prior work has shown the efficacy of
interactive stories in changing behaviors such as improving
asthma control among children or improving patients’ con-
fidence in managing their hospital stay [22, 24]. Users often
have no control over the decisions of the characters in video
games or comics. While this may be effective in changing
some behaviors, it does not fully capture what it means to
control and experience the decisions you make. Zou et al. in-
vestigated the inaction of users after the Equifax data breach
which reveals that awareness is not enough to trigger action
or modification of security behaviors [26]. Interactive stories
around security contextualizes the learning experience as it
simulates what it may feel like to experience a security threat
based on the users’ decisions. These types of narratives evoke
psychological responses not typically found in traditional
methods of advice dissemination [17]. This puts the reader as
a main character with a responsibility to take action. Dincelli
used a similar approach in order to determine what security
threats one is susceptible to [5]. This works expands on Din-
celli’s work in the context of simulating security experiences
in order to increase adoption of password managers.

3 Interactive Story Generation and Test

We used a mixed-method approach using participatory design
and deploying a baseline knowledge survey in order to inform
the narrative of the story. The participatory design created
character themes, narrative themes, and consequences themes
while the survey revealed the common misconceptions and
perceived factors (security, trust, necessity, risks, cost). Af-
terwards, we conducted an online evaluation study in order
to test the comprehensability of the story. We discuss the
methods in more detail in the following sections.

4 Participatory Design

Participatory design (PD) is a design approach that actively
involves stakeholders in the design process of a particular
product [8]. Prior work has shown the effectiveness of PD in
games when users were involved as informants that influenced
the game levels and challenges [4]. In addition, participatory
design has been used in security and privacy in order to inform
device control and user interfaces [21,23]. Using participatory
design allowed us to facilitate the creation of the interactive

story based on participants’ knowledge and background rather
than the authors’ security background.

Three workshops, each with three participants, were con-
ducted in November 2019. Participants were recruited through
a university email list as well as through social media web-
sites such as Twitter and Facebook. Participants were invited
in groups at a time, and were grouped based on whether or not
they had experience using a password manager. This group
separation allowed different conversations about password
managers to take place based on the groups’ experience. It
also ensured that people created stories from their own expe-
riences and knowledge about password managers, rather than
someone else’s experiences with password managers. Partici-
pants were compensated $15 for an approximately one-hour
workshop session. The study was exempted by the University
of Michigan Institutional Review Board.

Participants were tasked to create their own interactive
stories about convincing others to use password managers.
The activity had them create characters, a setting, character
goal(s), decisions, and different types of endings or conse-
quences. Each participant had an opportunity to present their
work to everyone, which was audio and video recorded for a
qualitative content analysis [9].

4.1 Participatory Design Results

The results of the participatory design shaped the content of
the story. Namely, the character themes, narrative themes, and
the consequences themes.

Participants We recruited 9 participants, with 4 men and
5 women. No participant had experience with a third-party
password manager such as 1Password or LastPass, but rather,
use built-in password managers such as Chrome Password
Storage and Apple Keychain. All of the participants have
some college education, with a Master’s degree being the
highest obtained degree. Participants were relatively young,
with 28 years old being the oldest.

Character Themes All participant-created storyboards in-
cluded two characters in some sort of relationship (i.e., hus-
band and wife, or brother and sister). Often, the extra character
served to be an agent in guiding and convincing the main char-
acter to adopt a password manager. This aligns with Redmiles
et al.’s edutainment study in which they found the theme of
using a "trustworthy, personified security advisor" to deliver
security advice and instructions [6].

Narrative Themes The major narrative focuses on the
goal to conveniently access accounts. This may reveal the
underlying mental model of utilizing password managers for
convenience, which is aligned with previous studies [1, 7, 25],
in which most participants expressed that convenience was
a main contributor of adoption of password managers. This
finding is important because it may be effective to showcase
how password managers can be convenient to use, rather than
solely focusing on the security aspect.
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Consequence Themes In line with the narrative theme,
most consequences focused on inconvenience such as reset-
ting passwords rather than the possibility of a data breach.
However, we decided to still include security consequences
for a compelling ending and implemented the notion of incon-
venience as a main narrative instead.

5 Baseline Knowledge of Password Managers
Survey

The participatory design sessions were helpful in creating
the narrative and content of the story. However, the specific
lessons to convey regarding password managers remained
ambiguous. Thus, we conducted a survey to elicit baseline
knowledge about password managers. This survey helped
further inform the interactive story in identifying the gaps
or misconceptions of people’s knowledge surrounding pass-
word managers. The survey looked at 1) perceived security,
2) perceived trust, 3) perceived necessity and acceptance, 4)
perceived ease of use, 5) perceived cost, 6) perceived risks,
and 7) features of password managers. These factors were
summarized from previous password manager adoption stud-
ies [1, 2, 7, 25]. These factors help us understand where the
knowledge surrounding password manager lies.

Our Qualtrics survey was deployed in March 2020 via
Prolific [13] and received 200 responses. Participants were
compensated $2.00 for a 6 minute survey. The survey queried
participants’ perceptions and experiences of password man-
agers. These perception questions were phrased as true or
false statements and were randomized in the final deployment
of the survey. Additionally, the survey queried demograph-
ics such as age, gender, education, income, and technology
experience. The study was exempted by the University of
Michigan Institutional Review Board.

5.1 Baseline Knowledge of Password Man-
agers Survey Results

Participants Overall, 67% respondents have experience with
password managers, while only 36% have never used a pass-
word manager. In addition, 86.5% do not have an IT back-
ground, while 13% have an IT background. Participants’ age
ranges included 18-24 (30.7%), 25-34 (37.6%), 35-44 (19%),
45-54 (3.4%), and 55+ years (5.4%). 51% were women, 43.5%
were men, and 0.4% identified as non-binary. 1.5% received
an education below a high school diploma, 17% are high
school graduates, 21.5% have some college background but
no degree, 7.5% received an associate’s degree, 35.5% with a
Bachelor’s degree, 15.5% with a Master’s degree, and 2.5%
with a professional degree. The percentages do not add up to
100 because some preferred not to answer the questions.

Significance of Perceived Factors We conducted a chi-
square test to find any relationship between those with or

without password manager experience to the perceived fac-
tors. Overall, we found significant relationship between pass-
word manager experience and perceived trust, necessity and
acceptance, ease of use, cost, and risks. In other words, those
without password manager experience seem to believe that
password managers are unnecessary, difficult to use, expen-
sive, risky, and not trustworthy. Therefore, this survey helped
informed the lessons to be covered in the interactive story,
namely about its convenience, installation, cost, and security.

5.2 Story Details
We used Twine to build out the interactive story, which is an
open-source tool for developing interactive stories [18]. A
professional artist was hired to illustrate the scenes.

Figure 1: Story branch of the interactive story

Synopsis Lesley and Katie are best friends wanting to pur-
chase tickets for their favorite band. Lesley forgets her pass-
word to purchase tickets on the concert website. Katie sug-
gests Lesley to start using a password manager to manage her
passwords. Katie promotes the convenience and usability, but
Lesley remains apathetic. Will Lesley take Katie’s advice?
What risks will she face and will they make it to the concert
before the tickets are sold out?

Decisions The major decision a reader will make is whether
to start using a password manager or not. If the reader chooses
to adopt a password manager. There will be multiple trade-
offs that may encourage the reader to abandon the password
manager setup in preference for discounted concert tickets.
These decisions allow the readers to reflect on the decisions
while facing trade-offs.

Consequences There are two consequences in the story. If
the reader decides to adopt a password manager, they would
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receive the “good” ending in which Lesley is protected by a
hack on the concert website because she used a strong, unique
password on that website. If the reader chose to decline to
use a password manager, they would receive the “bad” ending
where Lesley’s account is compromised because she used
the same password across multiple websites. This ending
showed the risks that can result from reusing passwords across
multiple accounts. These consequences will allow the reader
to reflect on their decisions while understanding why these
events occurred due to their security choices.

Password Manager Installation Guidance Beyond high-
lighting consequences, another benefit of the interactive story
is experiencing the setup process of a password manager. As
seen from previous literature regarding password manager
adoption [1, 2], many people feel as if the setup process of
password managers is intimidating and difficult. Therefore,
a major design decision was to include several scenes and
illustrations regarding the installation process of password
managers. The goal was to help the reader to be less intimi-
dated in approaching the setup process, and therefore, increase
the likelihood of adoption in the future.

Conclusion While the specific ending may be different for
the different branches, the last scene that concludes the story
is shown for both branches. The last scene summarizes the
benefits of using a password manager, further emphasizing
the lessons learned in the interactive story. In addition, the last
scene concludes by showing a list of free and paid password
managers. This reduces the friction in having readers adopt a
password manager. This allows the reader to see the benefits,
learn security lessons, and immediately have the opportunity
to accept this advice.

Figure 2: Example of scenes from the interactive story

6 Evaluation

The goal of the evaluation study was to pre-test the efficacy of
the interactive story in providing awareness and comprehen-
sion about password managers. Participants were invited to an
online cognitive interview where they were free to express any
concerns, improvements, and comments regarding the story’s
content, lessons, illustrations, and ways to improve [10].

A recruitment message was sent through the University of
Michigan School of Information email lists in order to recruit
participants. The online cognitive interview was conducted in
April 2020 with 8 participants. Participants were instructed to
“think aloud” as they went through each page of the interactive
story. The cognitive interviewing technique allowed partic-
ipants to provide insights regarding their interpretation and
comprehension of the interactive story. This was important
to ensure lessons are effectively communicated. Participants
were compensated $10 for being a part of the online evalu-
ation study. The study was exempted by the University of
Michigan Institutional Review Board.

7 Results of the Evaluation Study

This section describes three main points that were commonly
cited during the evaluation study. These findings look specifi-
cally at the effectiveness and comprehensibility of the story.

The Use of Trustworthy Agents The supporting charac-
ters, referred to as security agents, guided the main character
in the process of installing a password manager. Overall, the
security agents were effective in explaining the process of
installing password managers, evidenced by the asking how
participant’s were able to articulate the installation steps. This
is consistent with previous studies showing how secondary
characters can help with explaining security concepts [6].

Describing Password Managers After completing the in-
teractive stort, all participants were able to articulate what
a password manager is, its functionality, and the benefits of
using one. All participants were confident that password man-
agers would protect them and keep their passwords safe. One
participant stated “So, from what I understand, the password
managers will use some type of encryption technology to keep
your passwords safe.” After follow-ups, most participants said
that the interactive story helped improve their knowledge and
trust with password managers.

Improvements There were several suggestions that can be
implemented in the future to improve the interactive story.
Many felt that the use of animations may improve the interac-
tions. Many found the installation guide long, so summarizing
the the guide may be helpful. Implementing animations and
shortening the story will help with attention, thus, amplifying
the effects of the lessons and risks.

8 Conclusion and Future Work

This study was a necessary precursor to conduct further vali-
dation studies to compare the efficacy of the developed inter-
active story against other modes of security advice.

The preliminary results suggest that there is a strong poten-
tial to use interactive stories to simulate security consequences
in order to teach security lessons, and ultimately, to change
and promote safer security behaviors.
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