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Abstract
The Internet of Things (IoT) is becoming increasingly popular
in home environments, in which multiple users with complex
social relationships can interact with the shared devices. As
a result, many types of information associated with shared
devices could be shared among multiple users. In this study,
we seek to understand interactions among multiple people
and devices in a smart home. We conducted an exploratory
study to investigate users’ information-sharing behaviors and
preferences within a multi-user smart home. The findings
can highlight the challenges users experience in multi-user
smart homes and provide more usable, effective, and secure
information-sharing default settings for smart home devices.

1 Introduction

The Internet of Things (IoT) is becoming increasingly pop-
ular in home environments. The number of smart home de-
vices adopted worldwide, is predicted to be nearly 1.3 billion
by 2022, with a five-year compound annual growth rate of
20.8% [3, 16]. With a variety of IoT devices, such as smart
speakers, lighting, smart thermostats, and home security sys-
tems, users can automate their homes and improve their over-
all quality of lives in many ways. For instance, automated
systems like lawn care can be set up, home security systems
can be monitored remotely, and home energy usage can be
optimized by manipulating other smart devices.

IoT devices are commonly adopted at homes, in which
multiple users with complex social relationships can interact
with these shared devices. Thus, many device manufacturers

Copyright is held by the author/owner. Permission to make digital or hard
copies of all or part of this work for personal or classroom use is granted
without fee.
USENIX Symposium on Usable Privacy and Security (SOUPS) 2020.
August 9–11, 2020, Boston, MA, USA.

have now enabled multiple users to set up their own accounts
on single devices. For instance, up to 25 users are able to
share a single Nest Home with different levels of access,
including at the owner-level, fully, and at the home entry
only state [11]. As a result, by sharing devices in a smart
home, multiple users can access many types of information
that are associated with shared devices. For example, after
being granted full access to Nest Home, one user can check
the smart lock status, watch the video clips from the smart
camera, and receive notifications from the smoke and carbon
monoxide detector [10, 12, 29].

Without doubts, smart devices’ sharing access feature can
benefit to users, such as providing greater convenience. How-
ever, previous work suggests that users have privacy and se-
curity concerns toward their housemates in terms of sharing
smart devices. As a strategy to address these concerns, users
sometimes avoid using certain features, which deprives them
from fully benefiting from their devices [15].

Most previous studies focused on investigating users’ com-
fort levels in sharing IoT-related information with external
entities, such as device manufacturers. A number of studies
have revealed that users’ information sharing preferences de-
pend on a variety of factors such as the type of data recorded,
the location where it is recorded, with whom the data is shared,
the perceived value of the data and the benefits provided by
the services using that data [2, 5, 6, 9, 19, 20, 22, 25]. For ex-
ample, Naeini et al. [6] used vignettes to study many of these
factors with over 380 different use cases across 1,000 users.
The results reveal that a minority of participants expressed
mistrust of or discomfort with sharing their data with the
government and law enforcement agencies.

At the same time, users’ desire for access control policies
regarding housemates within a smart home have received lit-
tle attention. Previous studies simply focus on investigating
home users’ controlling access to their digital files [24], so-
cial network accounts [17, 26, 27], digital photos [18], and
electronic devices, such as laptops [23, 24]. The most closely
related study, conducted by He et al. [13], investigated users’
preferences for access control policies for different capabili-



ties within a single IoT device. They examined how capability-
and relationship-centric models influence user expectations
concerning access control of the smart home. They discov-
ered that the desired policies can vary widely within a single
device based on the relationship and the context of access.

However, our previous work [15] indicates that smart de-
vice users have a tendency to share some types of information
with their housemates and intentionally withhold other types
of information due to privacy concerns. Therefore, we in-
tend to conduct an exploratory study to investigate users’
information-sharing behaviours and preferences within a
multi-user smart home. In addition, we aim to explore how
users’ information sharing preferences differ based on device
types and other factors. For example, our previous work [15]
suggests that users of shared smart speakers have concerns
about their housemates accessing their calendars. We, there-
fore, aim to discover whether users would have the same
concerns regarding their calendars being accessed through
shared PCs or other devices.

In summary, we investigate the following research ques-
tions:

• What are users’ perceptions on how their smart device
associated information is being shared?

• What are users’ information-sharing preferences within
a smart home?

• What methods do users employ to restrict others from
accessing their information?

• What challenges do users encounter in terms of sharing
information and devices in smart homes?

2 Related Work

Prior studies focused on understanding users’ percep-
tions [28], privacy and security concerns [7, 30, 31], and mit-
igation strategies [1] in the context of home IoT devices.
Tabassum et al. [28] report that users are highly uncertain
about the data practice of their smart home device manufac-
turers. Zeng et al. [30] suggest that users’ threat models have
gaps that arise from a limited technical understanding of smart
home technologies. Therefore, it is not surprising that partici-
pants in a study by Naeini et al. [6] were significantly more
concerned with their biometric data being collected and used
by companies. These limited concerns might be in part ex-
plained by the findings of Zheng et al. [31] that owners of IoT
devices value the convenience and connectedness over their
privacy. When Aleisa et al. [1] conducted a literature review
of existing IoT privacy-preserving solutions, they concluded
that most solution providers assume that the end users would
be willing to expend effort to preserve their privacy, which
may be unrealistic.

Other scholars have studied users’ privacy preferences
when using IoT devices. Lee et al. [20, 21] discovered that
while participants were comfortable with device manufactur-
ers’ one-time monitoring of their activities, they were con-
cerned about continuous monitoring. Regarding data access,
participants were uncomfortable if their collected data were
being monitored and shared with the government [21,31]. He
et al. studied participants’ preferences for access control poli-
cies for different capabilities within a single IoT device. They
discovered that the desired policies vary widely based on the
relationship between the users and the context of access [14].

Security researchers have been actively investigating the
vulnerabilities and security challenges in the IoT domain.
Geneiatakis et al. [8] discovered vulnerabilities that enable
impersonation, denial of service attacks, and eavesdropping
on commands, while Bugeja et al. [4] identified possible vul-
nerabilities in services and communications of IoT devices.
In addition, Bugeja et al. [4] reported four significant privacy
and security challenges in the smart home domain, including
identity management, risk assessment methods, information
flow control approaches, and security management methods.
All the identified risks emphasize on the situations where
the adversary is an outside entity of the household. In such
cases, the adversary may not be able to get access to the de-
vice directly and has limited information about the actual
user. In contrast, the risks among different users in the same
household could vary from identified risks in the previous
research.

3 Methodology

3.1 Recruitment and Screening

In order to explore smart home users’ information-sharing
behaviours, preferences, and challenges, we conduct semi-
structured interviews with smart home users. Participants are
recruited by advertising on Facebook, Twitter, Instagram, and
UBC’s paid participants studies list. Potential participants are
required to complete a survey to verify their eligibility for
the study. The survey includes questions to identify whether
participants are sharing any smart home device, and the re-
lationship between them and the other users. The screening
survey also ensures that the sample covered a wide range of
relationships within a household, such as roommates, parent-
child, siblings, and romantic relationships. Interviews were
conducted through either Zoom or Skype. The participants
were compensated with either $20 worth of Amazon gift card
or through e-transfer. This study was reviewed and approved
by the UBC Behavioural Research Ethics Board.

3.2 Interview Procedure

The interview questions focus on three segments.



Device-sharing management: Participants are asked to
describe their shared smart devices, with whom they share
the devices, and how and what rules they establish for the use
of their shared devices. For instance, do users mutually agree
that everyone has equal power over shared devices?

Perceptions of information sharing: In order to elicit par-
ticipants’ understanding about the information that is being
shared through shared devices, we use a combination of three
methods: a drawing exercise, a verbal explanation, and a card-
sorting exercise. First, participants are asked to create a draw-
ing to describe how the devices are shared within the house-
hold. After each drawing is completed, participants are asked
to take a picture of their drawings and sent the pictures to us
through email. After we get the email, participants are then
asked to verbally describe their thought processes with refer-
ence to their drawings. Then, in the second step, participants
are asked to conduct a card sorting exercise to describe the
types of information that are being shared. Participants are
asked to conduct the exercise through OptimalWorkshop, an
online card-sorting exercise tool 1. Participants are provided
with a set of cards, with different types of information and the
names of different housemates. They are then asked to move
around the cards to explain what information is being shared
and whom the information is being shared with through the
shared smart device.

In addition, participants will be asked to indicate the types
of information they prefer not to be shared and their reasons
for this. More questions concerning private information being
shared in other ways will be asked. Participants will also be
asked to identify additional types of information they expect
would be shared with other housemates and the reasons behind
this. I will further ask participants to illustrate the factors that
influence their decisions on information sharing.

Strategies to protect privacy: Participants will be asked
about the strategies they use to protect their privacy in terms
of sharing devices and information within their households.
For example, participants will be asked about the methods
they use to restrict others from accessing their information.
They will also be asked about the efficiency of the methods
they employed. Furthermore, participants will be asked about
the challenges they deal with in terms of sharing their smart
devices and information.

3.3 Data Analysis

The interview data are analyzed using Grounded Theory. After
each interview, we transcribe and analyze the collected data.
Based on the findings, the interview guide is modified before
the next interview takes place. A model concerning how users
of smart homes manage their information sharing behaviours
is expected to be developed based on the collected data.

1shorturl.at/hlBS4

4 Current Process

This is an ongoing project. We have conducted two pilots and
one more interview. The interview guide was modified based
on the results of the pilots.

Device Purchase Decisions. Primary users usually con-
ducted research on the smart home devices before pur-
chased them. Some of them explicitly consulted with their
co-occupants over which smart devices to get. One partic-
ipant shared video reviews of certain smart devices to his
housemates to help them learn about the shared devices.

Device-sharing management. Primary users often took
the responsibility of setting up the devices and made the
rules of sharing the devices. Participant one said her farther
purchased the Google Home, created a family Google account,
and asked all family members to use the shared the Google
Home through the family Google account. P1 said: “ We don’t
like putting all our Google accounts in there. We just use one
... So we had like a family account, which was set up by my
dad. So it’s like only for like family issues ... so it’s less of a
privacy breach."

Perceptions of information sharing. Participants have a
limited understanding of how their devices are being shared.
So far, two participants had an incomplete understanding of
which features and data were shared and which were kept pri-
vate through shared devices. For example, when Pilot partici-
pant one explained how the smart speaker was shared between
her and her family members, she only drew and described the
features that were mostly used by each user.

We are currently recruiting more participants. More re-
sults are expected to be provided in the later version of the
manuscript.
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