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Abstract
The text in a typical privacy policy is organized into different topics, either implicitly or explicitly. Few policies with
explicit visual organization split the text into various sections
with titles that briefly describe the paragraphs that follow.
Prior studies prove that the explicit visual organization improves the readability of privacy policies. However, policies
with implicit organization either lack visual cues or do not contain titles for paragraphs, rendering them difficult to read. To
make these policies more readable, we work on the automatic
generation of titles for paragraphs. We exploit the explicit
structure of web privacy policies to generate a title-paragraph
dataset and train supervised generative models that generate a
title for a given chunk of the privacy policy text. We score the
models on both automatic and human evaluation metrics and
observe that the Transformer based approach outperforms sequential models producing relevant and grammatical outputs
for 48% of the test cases.

1

Introduction

Privacy policies are essential documents that contain vital information regarding the collection, sharing, and usage of customer data, but internet users face difficulties in understanding them [18]. Many users do not bother to read them [6, 13].
Reading becomes arduous because of the lengthy nature of
these documents, and the use of legal jargon, which is tough
to comprehend. There is a need to bring privacy policies into
some intermediate representation, which the users can easily
understand. This problem provides an opportunity to use and
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develop natural language processing, machine learning, and
information retrieval methods to lessen the divide between
privacy policies and end-users.
A typical privacy policy contains information related to
various aspects of the company’s privacy terms. These aspects
can relate to different data practices and company-specific
topics. In some privacy policies, topics are manifested as
titles, containing a short text which holds a summary for the
following paragraph of text. Automatic methods exist that
extract titles from these kinds of policies. However, textual
privacy policies do not contain any explicit organization of
title-paragraph structures and require the dynamic generation
of titles. Traditional topic detection is less expressive, requires
labeled data that contains sentence (or paragraphs)-topic pairs.
The labeling of privacy policy data is expensive as reliable
results typically involve the services of legal experts in place
of unspecialized crowd workers. Dynamic title generation, on
the other hand, is specific, helps in the generation of better
titles that reflect the changing privacy landscape and emerging
concerns. For example, Figure 1 contains a general topic and a
generated title for the text1 present in the inner rectangle. The
generated title contains more information, is more intuitive
and semantically closer to the paragraph than the generalized
topic.
Title generation can help in the creation of a navigable
table of contents section for privacy policies, thus improving
its readability. On the computational side, it leads to several
advantages for NLP tasks on privacy policies. It can reduce
the search space in information retrieval tasks, improving the
system’s speed and accuracy. It can also aid question answering on privacy policies by identifying maximally relevant
sections to search for answers. Instead of looking through the
entire document, a high-level search can be performed over
the titles and a deep search over the actual text. The close semantic similarity of titles with underlying paragraphs makes
them better candidates for search and retrieval tasks.
Title generation poses significant challenges that sepa1 Obtained

from https://about.9gag.com/privacy/

Figure 1: Topic and generated title for the text contained in
the inner box.
rate it from a straightforward sequence to sequence learning
task. First, there is no readily available data in the form of
paragraph-title pairs to train a supervised model that learns
to generate titles for a given paragraph. Second, the text in
privacy policies is more cohesive than open-domain text as
it pertains to specificities of privacy in general, resulting in
similar sentences. The presence of similar sentences across
various sections of the document results in minimal computational differences between them, and the generation of diverse
titles for similar but different paragraphs becomes difficult.
We overcome the challenges of title generation and present
a Transformer [26] based model that generates a title for a
given privacy policy text. We make use of ASDUS [11], a
system that separates section titles from prose text in web documents to generate paragraph-title pairs on a corpus of 150
privacy policies. We then use these paragraph-title pairs to
train a Transformer model with domain-specific embeddings
that learns to generate micro summaries of the privacy policy sentences. In automatic evaluation, our method achieves
a ROUGE score of 35.96 and a semantic similarity score
of 47.31. In human evaluation, it scores 63% in fidelity and
90% in fluency. Our system effectively generates titles for
each paragraph (or sentence) of a given privacy policy. The
generated titles provide a chance to quickly glance over the
contents of the policy and act as location markers for specific paragraphs, thus enhancing the reading experience and
usability of privacy policies.

2

Related Work

No prior work was found to exist on section title generation for
privacy policies, although some similar work exists on topic
detection and headline generation, as we describe below.

2.1

Topic Detection in Privacy Policies

Wilson and others created the OPP-115 corpus that contains manual annotations for numerous data practices [27].

They identified the ten most commonly found data practices (loosely, topics) and divided them further into categoryspecific attributes. Expert annotators labeled the text spans
of 115 privacy policies as belonging to different data practices and attributes. Liu and others use the OPP-115 corpus
to build a supervised model that classifies each segment of
a privacy policy into different data practices [16]. They also
build unsupervised topic models using Latent Dirichlet Allocation (LDA) and Non-Negative Matrix Factorization (NMF).
Choi and others perform topic modeling on privacy related
documents along different dimensions [4]. They compare and
contrast the vocabulary usage over different business sectors
at different points of time. Through this study, they identify
47 popular topics in privacy related documents.
Sarne and others perform unsupervised topic extraction
over 4,982 privacy policies downloaded from the Google Play
Store [20]. They treat each paragraph as a separate document
and apply LDA at different thresholds. Then they make use of
an expert annotator to merge the 82 automatically extracted
topics into 36 different topics. They map these 36 topics to the
ten data practices identified by Wilson and others in the creation of OPP-115 corpus. Liu and others create the APPCorp,
an annotated corpus consisting of 167 privacy policies [17].
They manually annotate the paragraphs and sentences of all
privacy policies with one of the 11 labels. They also use neural models to perform automatic topic classification on the
labeled data and achieve greater than 80% accuracy with a
BERT [7] classification model.

2.2

Headline Generation

Headline generation is similar to abstractive text summarization with the difference in the length of the output. In most
cases, headlines are much shorter in length than summaries.
Text generation techniques make use of an encoder-decoder
architecture, wherein the encoder computes a representation
of the input, and the decoder generates the output. Prior work
employs sequence to sequence based Long Short Term Memory (LSTM) celled encoder-decoder architecture to generate
headlines for news articles [12, 23]. Traditional sequence to
sequence models fail to capture long range dependencies resulting in poor headlines for long articles. To remedy this,
attention layers are added to the encoder-decoder networks,
thus resulting in better headlines [28]. Even with the addition
of layers, sequence based models take longer to train due
to the serial nature of execution. The Transformer [26] allows parallel training with self-attention mechanism enabling
faster training and learning of complex dependencies. Transformer based headline generators fare better than sequence to
sequence models [9].
Low resource datasets lack a substantial amount of examples to train large generative networks. Hence, the decoder
suffers from limited vocabulary exposure producing similar
outputs. One solution is to pre-train a decoder on a bigger

generic corpus, thus exposing it to a large vocabulary set [24].
Datasets with large paragraphs are difficult to train, and sentence ranking methods are used to reduce the size, resulting
in shorter yet useful training data [10].
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the encoder and decoder. The encoder converts the input sequence into a context vector, and the decoder uses this context
vector to output the target sequence one word at a time. The
second baseline model is similar to the first, but with an extra
attention layer [1] added to the encoder and decoder parts.

Dataset
4.2

Figure 2: A partial screengrab of a web privacy policy indicating the title followed by a paragraph.
We need sentence-title and paragraph-title pairs to train a
supervised model for title generation. However, there are no
readily available datasets in this form. We make use of the
internal structure of web privacy policies to create a suitable
dataset. The textual content of most online privacy policies
contains a title or heading that is visually different from the
following paragraph text. Figure 2 contains a portion of a
web privacy policy2 depicting the visual separation of headings from paragraphs. Automatic collection of these headings and paragraphs is not straightforward as the HTML
structure of web privacy policies differs from one another.
Therefore, we make use of ASDUS [11] to segregate headings and paragraphs of 152 privacy policies and prepare the
paragraph-title dataset. We perform sentence segmentation on
the individual paragraphs to prepare the sentence-title dataset.
The paragraph-title dataset contains 3,504 instances, and the
sentence-title dataset contains 25,800 instances. We use an
80:20 split for training and evaluation, respectively.

4

Approach

We formulate the task of title generation along the lines of
machine translation. Our goal is to generate a contextually
relevant headline (title) for the given privacy policy text.

4.1

Baseline Models

We define two deep learning based baseline models to compare our results. The first is a neural sequence to sequence
model [22] that utilizes Gated Recurrent Units [3] in both
2 Obtained
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Transformer Model

We employ the Transformer [26] architecture as our main
approach for title generation. We tokenize the input using a
subword encoder to decrease the out of vocabulary (OOV)
instances. The Transformer consists of an encoder, a decoder,
and a final dense layer for making predictions. Both the encoder and decoder utilizes positional encoding to attend to
different positions of words in the sentence. The input for the
encoder is the subword embedding of the paragraph, and it
computes an intermediate representation of the input using N
identical layers stacked over one another. Each layer of the
encoder consists of a multi-head attention layer and a pointwise feed forward network with residual connections around
them to avoid vanishing gradients. Each of the N decoder
layers consists of a multi-head attention layer with a look
ahead mask, multi-head attention, and pointwise feed forward
networks. The input to the decoder is the subword embedding
of the output (topic). The decoder also receives the encoder’s
output and learns to predict the next word from attending to
its input and the encoder’s output.
We use four encoder and decoder layers, each containing
four attention heads. We used 128-dimensional inputs and
512 units in feed forward layers with a dropout of 0.1. We
used a custom learning rate and an Adam [14] optimizer.

5

Results

We present the evaluation criteria, followed by the results.

5.1

Evaluation Metrics

Automatic Evaluation: We use the standard machine translation metrics, the cumulative 4-gram BLEU [19] score, and
the ROUGE [15] score to evaluate the system. BLEU and
ROUGE measure the direct word to word similarity between
the generated title and the reference title. In an ideal setting,
these scores are derived from computing n-gram overlap of
the generated text with several reference candidates to account
for the variation in vocabulary. In our case, the presence of
a single reference title limits the usefulness of these scores
but provides a method to compare different models. Since
these scores rely on word overlap metrics, they cannot accommodate variations in single candidate datasets [8, 21, 25].
A paragraph can have multiple right titles that are closer in
meaning but consisting of different words. To accommodate
this, we use the semantic similarity metric, which calculates

Model

BLEU

ROUGE-1

Semantic Similarity

Baseline 1: Seq2Seq
Baseline 2: Seq2Seq+Attention
Transformer-Sentence
Baseline 2: Seq2Seq+Attention-Paragraph
Transformer-Paragraph

6.78
9.54
13.25
7.27
9.55

34.61
35.60
35.96
26.32
28.01

30.32
35.60
47.31
24.72
36.31

Human
Fidelity Fluency
39.00
61.00
58.00
87.00
63.00
90.00
19.00
67.00
48.00
91.00

Table 1: Results of the automatic and human evaluation of all the models. Higher values indicate better performances.
the semantic distance between the generated title and the
reference title using the universal sentence encoder [2].
Human Evaluation: Automatic evaluation does not entirely
account for the grammar and diversity of the output. We perform a human evaluation of 100 random outputs to understand
the system’s functional performance. Two graduate students
score each output on two criteria: fidelity and fluency. Fidelity
depicts the relevance of the output, and fluency represents
the grammatical correctness. We score both the metrics on a
binary scale with zero being the least, and one being the highest. The Cohen’s kappa score [5] for all the human evaluation
metrics was 0.81, indicating substantial agreement.

5.2

Results

Table 1 contains the results of all the models with the first
three rows belonging to the sentence-title pairs and the final
two rows to the paragraph-title set. The low BLEU scores are
due to the availability of only one reference title for each data
instance. There is a negligible difference in the ROUGE-1
scores between different models for the same dataset. This
might indicate that the models’ output quality is similar, but
that is not the case. In abstractive summarization tasks, there
are multiple correct answers, and comparing each candidate
answer to one reference is shortsighted. Consider the reference title data security and the candidate reference information protection, even though both are closely related to each
other, the BLEU and ROUGE metrics arrive at a zero score
for this pair, whereas the semantic similarity of this pair is
47. The Transformer model achieves greater than 30% higher
semantic similarity scores than the baseline models in both
the dataset variants. This difference is even more prominent
in the paragraph dataset as the large size of the input brings
out the inability of sequence to sequence models to handle
long-range dependencies.
During the manual evaluation, we observed that the selfattention-based models produce fluent outputs for the sentence dataset. The fluency drops for the sequence to sequence
model when trained on the paragraph dataset. However, the
fluency score of the Transformer model increases slightly.
The fidelity scores follow a similar pattern exhibited by the
fluency scores. The Transformer model performs well even
in the paragraph dataset, reconfirming its ability to model
long-range dependencies.

Although the results are usable in many cases, we observe
three types of deviation from the expectations for handwritten
titles:
Lack of company specific wording: Some companies use
their names in the headers (titles), for example, Microsoft
internet explorer, will BBC share your information?, and NSF
subscription management. These titles are hard to train, and
they are harder to generate if they belong to the test set. The
model outputs junk and non-fluent titles for these cases.
Brevity when the reference text is longer: All the models
fail to generate relevant outputs when there are lengthy reference responses. Long titles such as we will share information
with our partners and affiliates, notes regarding the use of
the website by children, and how does this apply to European
Union and Swiss residents? are difficult to reproduce, and the
output quality decreases with an increase in its length.
Problems with extremely short and long inputs: Lengthy
inputs, especially text greater than eight sentences, are challenging to train as they require high GPU memory and larger
models. This partially explains the dip in the performance of
the paragraph dataset when compared to the sentence dataset.
On the other hand, concise sentences contain very little information to generate relevant topics resulting in unigram titles
that defeat the purpose of a generative model.

6

Conclusion

One of the primary concerns of privacy policies is its length,
which leads to readability issues. We created a Transformerbased automatic title generation system that makes clever use
of the document structure of web privacy policies to generate
short but meaningful titles for all paragraphs of a privacy policy. These titles act as micro summaries to various sections of
the policy, opening the doors for better organization of privacy
policies. Further research is required to evaluate the usefulness of titles, such as asking users to answer representative
sets of privacy questions with and without the benefits of the
approach presented in this paper.
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