
Cyber Attack! A Story-driven Educational Hacking Game 

 

Ersin Dincelli 

University of Colorado Denver 

Alper Yayla 

University of Tampa 

Łukasz Kusyk 

LUXO Interactive 

 

 
Abstract 

There is an urgent need for cybersecurity professionals as 

large-scale data breaches and hacks are becoming daily oc-

currences. However, several perceived barriers prevent the 

young generation from pursuing a cybersecurity-related 

career. One of the major barriers is the perception that cy-

bersecurity is a purely technical field that requires expertise 

in computer science. Attracting young people to join the 

cybersecurity workforce requires innovative pedagogical 

methods that go beyond the traditional cybersecurity educa-

tion, especially to make the field more accessible. We postu-

late that game-based learning can motivate young genera-

tions to learn more about cybersecurity and reduce the per-

ceived barriers that prevent them from considering 

cybersecurity-related career paths. To pursue this thesis, we 

developed Cyber Attack, a story-driven cybersecurity video 

game that incorporates various gamification elements that 

focus on fundamental cybersecurity concepts. This paper 

details the design principles we followed for the early ver-

sion of Cyber Attack. 

1. Introduction 

The current cybersecurity workforce consists of 2.8 million 

professionals, a level much lower than the workforce needed 

globally [1]. It is estimated that over 4 million cybersecurity 

professionals are in demand to make up for the labor short-

age in the cybersecurity field. In addition to the limited sup-

ply of professionals, the need for cybersecurity workforce is 

being fueled by the increasing number of data breaches and 

various other cyber crimes [2]. Given this state of the field, 

the demand for a highly skilled cybersecurity workforce will 

continue to grow, possibly faster than the supply of cyberse-

curity professionals for the near future. Therefore, educating 

a new generation of cybersecurity professionals is an imme-

diate need for all nations. 

There are several barriers that hinder the pursuit of cyberse-

curity-related career paths among young people. A major 

barrier is the perception that cybersecurity is a highly tech-

nical field for nerdy males who have expertise in computer 

science [3]. Such individual stereotypes may discourage 

students from starting a cybersecurity-related career. Addi-

tionally, ethnicity, income level, and educational level also 

influence students’ interest in cybersecurity careers [4], lim-

iting the diversity of the field and strengthening the existing 

stereotypes. Another barrier is that traditional teaching 

methods often fail to motivate and engage students, espe-

cially teaching subjects in science, technology, engineering 

and math (STEM) disciplines [5]. STEM learners first need 

to be motivated so that they can see the value of the subject 

matter before they invest their time and effort in learning. 

Prior research suggests the use of gamification techniques to 

increase engagement and awareness of students and improve 

learning outcomes in teaching cybersecurity [6]. Gamified 

systems provide a framework for educational programs for 

enhancing students’ motivation in learning tasks and materi-

als that are perceived as difficult [7]. For instance, using 

game-design elements in non-game system contexts can 

increase users’ motivations, engage them in the learning 

materials, and help process information easier, thus leads to 

achievement of learning goals [8]. The use of gamification 

has been effective in increasing engagement and learning 

new skills not only in non-technical fields but also in tech-

nical fields like cybersecurity training [9]. Video games 

provide an effective platform to introduce gamification ele-

ments for teaching cybersecurity [10]. However, many exit-

ing cybersecurity games are designed for training profes-

sionals and require an understanding of fundamental cyber-

security concepts [6]. Therefore, there is a lack of engaging 

educational video games for young people with little or no 

knowledge in cybersecurity that can spark their interest and 

motivate them to learn more about it [11]. 

Given the state of the cybersecurity workforce and the chal-

lenges of young people to enter the field, we developed a 

cybersecurity video game called Cyber Attack that incorpo-

rates gamification elements. Following a design science 

research approach, we developed Cyber Attack with the goal 

of increasing motivation and engagement to explore and 

learn fundamental concepts of cybersecurity, such as cyber 

threats, malicious actors, social engineering, information 

gathering, ethics, Internet of Things (IoT), computer and 

digital forensics, cryptography, and online safety in a game 

environment. 
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2. Related Work 

The use of games is an effective learning method as games 

can be highly motivational if they are created following 

specific design principles [12]. One of the important design 

principles is reflection. Reflection is built on the argument 

that games should provide opportunities for the users to stop 

and think, or in other words reflect, on the knowledge they 

have acquired [13]. Storytelling is another learning design 

principle that advocates for the use of narratives and real-

life characters in the gamified content to guide users 

throughout the learning process [13]. The use of storylines 

with interpreted or experiential narratives stimulates a 

game-like experience and therefore can be an effective 

method to change the user’s perceptions towards the learn-

ing materials positively [14].  

Game design elements should be chosen carefully consider-

ing the target audience to be able to create the desired user-

system interactions, as well as the desired experiential and 

instrumental outcomes [15]. The taxonomy developed by 

Helms et al. includes seven broad categories for the design 

of educational game elements for gamification: progression, 

rewards, rules, competition, social, communication, and 

general [5]. Careful integration of these game elements into 

the design of educational materials increases motivation and 

engagement of users by making learning more interesting 

and appealing compared to traditional methods [5]. 

For cybersecurity education, the necessary skills are best 

acquired with experiential learning techniques that use real-

life examples [16] and engaging games [17]. One of the 

necessary conditions for cybersecurity education is that stu-

dents should be able to discover and learn a variety of 

threats, vulnerabilities, and exploits in a safe and protected 

environment, without the fear of damaging the actual com-

puter systems. This is particularly important to understand 

ethical issues and consequences in cybersecurity. Therefore, 

beyond increasing engagement and motivation, the use of 

games is beneficial in creating the necessary safe learning 

environment. In the next section, we provide details of 

Cyber Attack and the design of game elements through the 

design science research lens. 

3. Method 

Cyber Attack is a story-driven hacking game in which the 

player controls a team of hackers. The player can intercept 

communications among individuals, hackers, corporations, 

or governments around the world. The player can choose to 

protect people by exposing private messages between mali-

cious actors or exploit highly sensitive information to earn 

fame and money. The player also has the ability to hack 

numerous different devices in over seven thousand cities all 

around the world using an interactive world map. Each dot 

on the map in Figure 2 represents a city and initiates a quest. 

The player can hire hackers to establish a hacker team and 

branch in different cities. 

The game was created using the Unity 2019.3 game engine 

and the C# programming language. The Unity game engine 

allows easy implementation of gameplay solutions. We used 

a Unity asset called World Political Map Globe Edition 2 

for the simulation of the interactive 3D world map. Cyber 

Attack is available on Steam, one of the biggest video game 

digital distribution services. 

We used the principles of design science research as a 

guideline in developing Cyber Attack. The main goal of 

design science research is to build innovative solutions for 

significant problems. The guideline developed by Hevner et 

al. [18], which initiated a strong stream of research that pro-

duced several generally accepted design science models, 

describes the activities required to create and evaluate an IT 

artifact that is intended to solve a problem. The synthesis of 

the existing models revealed a methodology that categorized 

the main activities of the design science research as artifact 

creation and artifact evaluation [19]. 

3.1. Artifact Creation 

In artifact creation, we followed an iterative design process 

based on Helms et al.’s taxonomy of educational game ele-

ments as shown in Table 1 [5]. 

 

Figure 1: Cyber Attack is a story-driven hacking game in 

which the player controls a team of hackers. 

 

Figure 2: Using an interactive world map, the player can 

choose a quest in over seven thousand cities. 



Progression triggers the intrinsic motivation to progress in 

a story, which in turn influences the extrinsic motivation to 

complete the gamified training. With the help of progres-

sion, users can see the impact of their actions (i.e., reflec-

tion), and this, in turn, increases their motivation to focus on 

the training material. We included two aspects of progres-

sion in Cyber Attack: quests and storyline. 

The player follows a non-linear sequence of quests by con-

ducting hacks in different cities around the world and pro-

gress through the game. In each quest, the player is exposed 

to fundamental concepts of cybersecurity chosen based on 

GenCyber cybersecurity first principles and cybersecurity 

concepts - two frameworks suggested for cybersecurity cur-

riculum for students at the K-12 level1. At the end of each 

quest, the player is forced to make a decision, which often 

involves ethical decision-making that teaches about the con-

sequences of certain actions in the context of cybersecurity. 

The decisions affect the player’s ethics level and the number 

of rewards she earns. Ethics level is an indication of being a 

white hat or black hat hacker. The ethics level ranges from -

 
1 GenCyber is a cybersecurity summer camp program funded by 

NSF and NSA. For more information, see www.gen-cyber.com. 

100 to 100. If the value is less than 0, the law enforcement 

begins to pursue the player, resulting in possible loss of re-

sources. The quests are designed to increase the motivation 

of the player by providing her various goals (e.g., being an 

activist, white hat or black hat hacker). Figure 3 presents an 

example of an ethical decision-making process. 

 

Figure 3: The decisions players make at the end of each 

quest affect their ethics level and the rewards she earns. 

Table 1. Educational Game Elements in Cyber Attack (Helms et al., 2015) 
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Quests 
Players follow non-linear sequence of quests to progress through the game. At the end of each 

quest, they are asked to make a decision (see Figure 3). 

Storyline 
The game includes a non-linear storyline that offers various decisions points. The story devel-

ops based on the decisions the player makes at the end of each quest. The decisions affect the 

player’s ethics level, which is an indication of white hat or black hat hacker.  
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Progression 

points 
Each quest rewards the hacker with cumulative progression points, which give the ability to 

unlock new hacking skills. 

Resources 
Each quest also rewards the hacker with cryptocurrency, fame, and followers. Based on her 

performance, the hacker also collects personal data during the quest, which she can sell in 

black market for additional cryptocurrency.  

  

R
u
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General rules 
Cyber Attack includes basic rules to guide players and constrain their behaviors within the 

game. 

Time constraints 
Each quest has a limited time. The more system the player hacks during this time, the more 

progression points and resources she earns. 
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Leaderboards 
The leaderboard compares the achievements and progression points of all the Cyber Attack 

players. 

Challenge 
In addition to the time constraint, each quest includes firewalls that slow down the hacking 

attempts of the player. Player needs to avoid going through areas with firewall (see Figure 5). 

 

  

G
en

er
a

l Control 
Participants have control over how the game develops. The decisions the player makes chang-

es her ethics level, which ranges between -100 and 100. For example, negative values attract 

more attention from the police. 

Fun The game aims to be fun to reduce the effort players put into learning. 

 

http://www.gen-cyber.com/


Cyber Attack also includes a non-linear storyline that offers 

various decision alternatives that the player can learn from. 

The story develops depending on the player’s ethics level 

and her decisions. The storyline adds context and relevance 

to the player’s actions throughout the game, and further in-

crease the motivation to play and learn concepts related to 

cybersecurity and ethical decision making.  

Rewards are implemented to create a sense of continuous 

progress and increase the motivation to complete tasks in 

gamified systems. We included two types of rewards: pro-

gression points and resources. Figure 4 shows the in-game 

icon of each progress indicator. Progression point is the 

main indicator of progress in the game. Each quest rewards 

the player with cumulative progression points, which give 

the player the ability to unlock new hacking skills. With 

new hacking skills, the player can unlock new quests and 

increase the amount of resources that she earns after com-

pleting the quests. 

Resources are the second type of rewards that are earned 

after completing quests. There are three different types of 

resources: cryptocurrency, fame, and the hacker team. Cryp-

tocurrency can be used to hire additional hackers and to 

open new branches in the hacking skill tree. Figure 5 pre-

sents a part of the hacking skill tree. Certain hacking skills 

and quests can be unlocked by increasing the size of the 

hacking team, adding another decision point for the user 

with respect to choosing resources. Fame rises when more 

people, other hackers, or governments start to pay attention 

to the player, which is related to the player’s activities and 

progress. The impact of the player’s decisions increases 

with the amount of the fame she has. Based on her perfor-

mance, the player can also collect personal data during the 

quests. Personal data can be sold in the black market for 

additional cryptocurrency. 

Rules are integrated to control players’ actions. Cyber At-

tack includes basic rules to guide players and constrain their 

behaviors within the game. Quests also include time con-

straints. The player has to complete each quest in a limited 

time. The more system the player hacks during this limited 

time, the more progression points and resources she earns. 

Competition increases the motivation and engagement to 

outperform other players, thus increase the learning out-

comes. We included two competition elements: leaderboard 

and challenges. Players compare their achievements and 

progression points using the leaderboard. Challenges add an 

extra layer of difficulty for the quests. Figure 6 presents a 

quest that includes firewalls that slow down the player. The 

player needs to avoid firewalls and hack as many devices as 

possible with limited time. 

The General category has two game elements: control and 

fun. Players have control over how the story develops. Since 

the player can see the consequences of her actions and how 

they affect the storyline, her motivation to make proper de-

cisions increases. In turn, the focus on learning the cyberse-

curity material also increases as they directly affect the suc-

cess of the player. Fun reduces the effort players put into 

learning and increases the engagement level. Table 1 maps 

the game design elements that we used in Cyber Attack. 

3.2. Artifact Evaluation 

The goal of the artifact evaluation is to show the feasibility 

of the artifact and its success in meeting the design goals 

based on the data collected through proofs, experiments, 

simulations, or observations [19]. Our overall proof-of-

value of Cyber Attack is going to be demonstrated by the 

following performance criteria: the efficacy of the game will 

be assessed by interviewing players. Effectiveness will be 

assessed by conducting a survey that will ask players about 

the fundamental concepts they learned during their time 

spent in Cyber Attack. We will also collect various usability 

metrics, such as satisfaction with the game as an educational 

tool and ease of use and learning [9].  

 

Figure 4: Progress Indicators. From left to right: progression 

point, cryptocurrency, fame, followers, and ethics level 

 

Figure 5: A part of the hacking skill tree. 

 

Figure 6: An example of a quest with time constraint and 

challenges. The player tries to hack as many devices as pos-

sible and avoid firewalls during the quest. 



4. Conclusion 

One of the main challenges of the cybersecurity field is the 

availability of qualified professionals. The increasing num-

ber of security breaches further highlights the need for sys-

tematic changes in cybersecurity education. Based on the 

findings of the literature, we postulate that combining edu-

cational game elements in an engaging video game that is 

designed to educate people about fundamentals of cyberse-

curity can increase the interest of young people in cyberse-

curity-related career paths. Cyber Attack is developed paral-

lel to the principles of the design science research and in-

cludes carefully integrated game elements that correspond 

with generally accepted cybersecurity topics. In the next 

steps of our research, we will evaluate the proof-of-value of 

our artifact based on the interviews of the players. We be-

lieve that Cyber Attack provides a compelling alternative as 

an effective educational platform for cybersecurity.  
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