DeFaking Deepfakes: Understanding Journalists’ Needs for Deepfake Detection
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Variety of distinct detection methods to allow

Providing explainability. journalists make informed judgements.

Time-distributed fakeness scores.

R— % ﬁce Visualization of manipulated areas/faces.
. Technical Requirements

e Accuracy over speed e Open Source

e Less false negatives e Logins and rate limiting

Accuracy is the most important thing in journalism.

Anyone who tells you otherwise is not a good journalist.
- study participant

e Talking head videos. e Varying compressions
e Public addresses
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Media verification triggered by:
bipartisan sources and polarizing content.

e No deepfake detection tools exist.
e | ow awareness.

e Underestimating quality of manipulations. Kt aneanse
e Deepfake example: Bill Hader to Tom Cruise and Seth Rogen
. Match speakers identity @
Local Orgs. National / Int’l Orgs.
c » Low. Medium. penipuiated faces ANl 8 | [Manipulaton Puppetidas ) The tool to be used for supplementary information.
o Q . < L Pl K on. Clic e
= g Smaller operations. ' pedicated teams. ; ,
0 o i
= 8 Bill Hader channels Tom Legend Fakeness ®  Export Results Receive Video Trusted? > Compile Story
qL, () Cruise [DeepFake] - e
ake
> o Total length: 168s @ suspici x *
Processed: 10s-70s (60s) SHISpIEOLUE ,
FPS: 32 i x
Minimal. High. et o | -~ T:;:g,? — Context Analysis
cn A
S © Using self recorded Manual context We think that the video is Fake
= 3 o7 i~ ot
© r pre-verifi verification. o o
2 § gor?t:nte = Gooale R | Fakeness indicators to Descriptions of detected
S0 ) oogle heverse mage get verdict at a glance. methods. . . .
2 Search, TinEye, InVid Beta testing a deployed tool on journalists for
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