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Problem

Privacy Notice

= Must be acknowledged
= Provide no choice
= Difficult to understand

People & Decisions

= Behavioral outcomes influenced by

many factors (e.g., individual
characteristics, privacy concerns, beliefs;
external factors - exposure to stimuli)
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Research questions
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About visual design (framing and control) and its
influence on:

a) Affective state (positive vs negative)

b) Privacy comprehension

c) Intention to disclose information
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About psychological factors:
a) Curiosity and its effect on comprehension
b) Affective state and its role in the attitude-behavior

relationship
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» Online experiment with 620 participants Positive framing. no control

= Between-subject design
5 SHARING YOUR DATA
. I n d e pe n d e nt Va rI a b | es : We may share some of your Personal Data with our company located in

other countries, providing us with hosting services. We use third-party

u M a n i pU | ated : fra m i ng, CO nt rOI ; C U riOS ity. service providers to offer or facilitate services on our behalf and share 7%
. your data with such providers to the extent necessary to perform their
u De pe n d e nt Va rl a b I eS : services on our behalf. They are prohibited from using your Personal
. ) Data or any other purposes than those described in this Privacy Policy.
= Affect (valence), disclosure, comprehension
= Covariates

= Concerns, trust, time spent on the policy page

My information will be
stored abroad.

ther companies will have an accessj§

Negative framing. control = Statistical analySiS

= Univariate analysis of covariance
(comprehension)

= Multivariate analysis of covariance
(disclosure and valence)

» Mediation & moderated mediation (the role
of affect on the relationship between trust,
concerns and disclosure)

SHARING YOUR DATA

My information will be stored
abroad? Where?

ther com:anies will have an access|
to my data. What if they will
re?

use it? How can | be sui

We may share some of your Personal Data with our company located in
other countries, providing us with hosting services. We use third-party
service providers to offer or facilitate services on our behalf and share
your data with such providers to the extent necessary to perform their
services on our behalf. They are prohibited from using your Personal
Data or any other purposes than those described in this Privacy Policy. If
you don't want us to transfer your information to servers located abroad,
you can disable this as per our Policy.




Results: visual design

Control

= Valence significantly differed between control groups,
F(1, 608)=5.8, p=.01, np2<.01

control and scoring higher in curiosity, F(1, 608)=7.2,p<.01, n,?<.01

= Ability to change settings increases.ccomprehension,
F(1,306)=11.1, p<.01, np2=.02

= Ability to change settings influences intention to disclose,
F(1, 306)=12.7, p<.01, np2=.04
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o Framing did not affect participants

« - ® Time is important! (largest effect size)




Results: psychological factors

= Curiosity has a significant influence on privacy
comprehension, F(1, 608)=8.5, p<0.01, n,2=.01

= Significant role of covariates: privacy concerns, trust
implying that stable factors are better predictors of
behavioral outcomes
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Moderated-mediation:

= Privacy concerns mediate the relationship between trust and
iInformation disclosure, b=.97, t(618)=8.06, p<0.01, Cl[.06, .20]

= Valence moderates the relationship between trust and concerns
(scores on valence lower than 2.71 result in more negative relationship
between trust and concerns)
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Summary

We learned that:

= Affording control perceived positively - potential
for usability

= Valence moderates attitudes - affecting disclosure

= Privacy Uls: enhance curiosity and extend
engagement time to improve comprehension

Limitations & Future work
= Effect sizes

= Use methods different than self-reports to
measure affect (e.g., EEG)

= Test different contexts
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