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Background and motivation
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B Widespread adoption of
T real-time Cyber-Physical -

~

Systems. "> m Control-flow hijacking
can trigger unsafe
operation immediately.

CVE-2025-151 éb\\

B Data-only attacks manipulate
critical decisions without
involving illegal control flow.

Autopilot Cyber-Physical System CVE-2025-5640
@ >
Sensors Autopilot Actuators  Radio Link 2

/

B Protection of execution
integrity of CPS
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B Control flow integrity (CFl) B Data flow integrity (DFI)
* Verify indirect targets against the * Checks whether runtime data accesses follow the
control-flow graph at runtime locally. valid def-use relations defined by the data-flow
* Context sensitive CFl introduce high graph.
overhead. * Significant overhead.
e RECFISH(ECRTS'2019) * DFI (OSDI’2006), OAT( S&P’2020), OP-
, DFI(USENIX’2024)
B Control flow attestation (CFA)
* Prover records and sends the control Landscape of SOTA control-flow and data-flow defenses for CPS
flow evidence, remote verifier verifies (@: Strong; ©: Medium; O: Weak)
the evidence post-hoc. Approach CFI | CFA | DF Protection | RT-support | Isolation
* Lack of timely attack prevention. RECFISH[48] | © | X o o ke
SHERLOC[46] | © | X X © TEE-based
* ARI(USENIX'2023), OAT(S&P’2020) InsectACIDE[51] | @ | X X o TEE-based
ARI [49] X 0! O o SFI-based
OAT [45] X | o () X TEE-based
OP-DFI [50] X X 0 ® MTE-based
ARTO () ) ® ) SFI-based?

! Not support exact attacking position diagnose at verifier side.
2 Require a TEE-protected secure timer.
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!' B \Widely deployable
E B Timely protection
E M High precision
i‘\ B Low overhead

N----------‘
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B Attacker Capabilities :
* Knowledge of the memory layout
 Capabilities of arbitrary memory read/write
Capabilities of hijack the control flow
Capabilities of manipulate critical variables

B Assumption:
* DEP (Data Execution Prevention) for preventing code injection
* Secure timer for periodic self-checking.

H Scope:
* Control-flow hijacking and data manipulation attack.
» Denial-of-service attacks, physical tampering, and side-channel attacks are out of scope
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Design of ARTO
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B Managing control-flow protection overhead
B Local context sensitive produce high overhead B Partial context-sensitive verification at runtime and
full context-sensitive at remote verifier

B Recording every indirect transfer incurs storage M Encode the execution path as a hash digest, verify
overhead only at designated verification points (verify points)

B Path explosion B Break loops and recursions

B Managing data-flow protection overhead

B DFG checking incur high overhead B Group may-aliased variables into equivalence sets,
check set-membership at runtime instead of full

DFG traversal

B Self-protection

B Protecting ARTO’s code and data from untrusted B Software fault isolation (SFl)
code
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Control Flow Integrity

B Enforce partial context-sensitivity without shadow stack

« Selection of ‘verify points’

Objectives:

B Preventing path explosion.

B Optimizing verification frequency.

Strategies:

B Entry of each loop’s latch basic block
B Recursive tail function entry/exit

B Selected leaf function entry (via clustering)
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Control Flow Integrity

- _’f entry & exit point of critical operation

=~ ~ o call verify engine

T int main{) { P
v start_measure(); /f Operation Start | =— = ’/
callfune(l, 2); int maiet
rary int a,b; z int callf
: ) / int callfunc
callfunc(a, b); /| | start_measure(); //Vg
tars a=a*2 _ = ==call= === === i
. . , . | callfunc(1, 2);
Vi exit_verify(); /loperation end Y int func
return 0;
} = === == = call = = =»plintc="func(a, b); | = = =cg|l= = = = = = |
fi int ecallfunc(int a, int b) | : Y
int ¢ = func{a, b); — char str[10]; verify_engine();Vy
tars char sLr[101; ":'n a.,b; bY: € = -return— - - gets(str); <~ return = - a+=b;
gels(sLr); Il buggy califunc(a, b); return c: return a;
Fet) return c; 1
1 [
f2 int func{int a, int b) { /f Leaf Function a=a*2 1
V2 verify_engine(); exit_verify(); IV, [€ [ ~retumn == === !
a += b;
reta return a; \
1 \
\ [ ] [ ]
N\
. Original control flow graph
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fo int main() |
vy start_measure(): /{ Operation Start
callfune(l, 2); f; int main
rary int a,b; ° f1 int calif
: nt callfunc
calif_unc (a, b); Vo start_measure(); [V vl m—————
rara a=a 2 . ) callfunc(1, 2); '
Vi exit_verify(); /loperation end Y
return 0; fz L
| ) ! intc = func(a, b); | = = =call= = = = = = |
i int ecallfunec({int a, int b) | Y
int ¢ = func(a, b); int a.b: tars char str{10]; V2 |verify_engine():V,
tars char str[10]; tary int a,b, ets(str); a+=b;
callfunc(a, b); gets(str); !
gets (str); I buggy il rety return c; ret, return a;
Fet) return c;
1
2 int func(int a, int b) { /l Leaf Function |tar a=a*2
2
V2 verify engine(); v, exit_verify(); //V4
a += by
reta return a;
1

Path segment: Vy - V,



Control Flow Integrity

TR EFH#BIE

(‘ S XIDIAN UNIVERSITY
To int main() {
v start_measure(); /f Operation Start
callfunc{l, 2); fo int main
Iar| int a,b;
callfunci{a, b); vo || start_measure(): /1, fi int callfunc
tarz|  a=a*sz _ callfunc(1, 2);
Vi exit_verify(); /loperation end
return 0; fz int func
} j= = === =+ call===»intc=func(a,b); | = = =call= = = = = "
fi int ecallfune{int a, int b) | ! Y
int ¢ = func(a, b); ) 1 : tars char str{10]; U verify_engine();V;
tar; char str[10]; tary ca"}::qlz;tt;, o) |4-. sreturmn= = - gets(str); (- return = a +=b;
et EEILEELE! i /I buggy r O ret, return c; ret, return a;
1
f2 int func(int a, int b) { /I Leaf Function |tar; a=g*?
V2 verify engine(); vy exit_verify(); //V4
a += by
reta return a;
1

Path segment: V, -V,
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To int main{) {
v start_measure(); /f Operation Start
callfunc{l, 2);
rary int a,b; fo |int main
callfunc(a, b); Vo — fi int callfunc
tars a=a*? start_measure(); //Vp
Vi exit_verify(); /loperation end callfunc(1, 2;
return 0; f2 int func
1 int ¢ = func(a, b);
i int callfunc{int a, int b) |
int ¢ = funci{a, b); tar - 2 5 - -
tary char str[l0]; far, int a,b: 3 Ehﬂl;sgfﬂ'{}], . B ‘-"E“fia’aej_glg?(}rvz
ets(str); I bBu . gets(str), = return = =D,
ret, ge,_u rn c; 9 callfunc(a, b); rety return c; ret; return a;
]_ I
f2 int func{int a, int b) | /f Leaf Function far, s :
V2 verify_engine(); B - e
3 4= ﬂ J V1 exit_verify(); //V4 |‘- return !
reta return a;
1

Path segment: V, -V,
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B Generating Valid Path-Seg Hash Table (for local CFl) using simulated execution

- . 1 . |
fo [int main i Valid Path-Seg Hash Table: !
. _ f, int callfunc : :

0 | | start_measure(); Vo | | _ callm = = : . ®m D:VXVeH* |
callfunc(1, 2); v . : Key — path segments :
_ fp tntiune 1 Value — hash digests I
= === == = :call = = =»lintc=func(a, b);, b = = =call= = = = = = | I |
| 1
: : V, : I W Used locally, on the prover, for the partial '
tar int a,b; tars char str{10]; vz - |verfy_engine()V ! context-sensitive CF| check :
1 If " b): € - -return— — - gets(str); <~ return = a+=b; : ' "
callfunc(a, b), rety return c; ret, returma;, | 02090 —o T T T T oo s s Sm s ssS s ssmmmmmmm
: Path Segment Target Sequence Valid Hash
tar, a=a*2 L t : pS(Vg ) VQ) %] %)
vy exit_verify(); //V4 retumn ps(va,v2) (tars,tary) hy
ps(va,v1) (tars,tarp) hy
key value

hy = Hash(Hash(tar3) ©tary),

ho, = Hash(Hash(tar3) ©tarp).

@ denotes the concatenation operation
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Control Flow Integrity

B Generating Valid Path-Seg Hash Table (for local CFIl) using simulated execution

fo int main

Vo ||start_measure(); IV

callfunc(1, 2); |~ eall ===
; targ
tarl int ﬂ,b;
callfunc(a. b); rety

tar, a=a*2
) exit_verify(); //V4

Path segment. V, - V,

f1 int callfunc

int ¢ = func(a, b);

char str[10];
gets(str);
return c;

f> int func
- == =call= === = = .
Y
U2 verify_engine();Va
a+=b;
ret, return a;

Valid Path-Seg Hash Table:

|

|

|

. ®m D:V XVeH*

| Key — path segments
1 Value — hash digests
:

|

|

|

|

B Used locally, on the prover, for the partial
context-sensitive CFI check.

Path Segment Target Sequence Valid Hash
ps(vo,v2) @ 7z
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Control Flow Integrity

B Generating Valid Path-Seg Hash Table (for local CFIl) using simulated execution

int main

start_measure(); Vg
callfunc(1, 2);

int a,b;
callfunc(a, b);

a=a“2
exit_verify(); //\V4

fi int callfunc

= call = = =)

int ¢ = func(a, b);

tars

= sfefurn= = =

re tl

char str[10];
gets(str);
return c;

fo int func
* == =call~ == === |
Y
v, verify_engine();V;
« ~ return = a+=b;
ret, return a;

Path segment. V, - V,

Valid Path-Seg Hash Table:

B D:VXVeHH*
Key — path segments
Value — hash digests

B Used locally, on the prover, for the partial
context-sensitive CFI check.

Path Segment Target Sequence Valid Hash
pS(Vo,Vz) %] %]
ps(va,v) (tars,tary) hy

- N - “ - —_ —_

hy = Hash(Hash(tar3) ©tary)
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B Generating Valid Path-Seg Hash Table (for local CFIl) using simulated execution
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1 . 1
fo |int main . Valid Path-Seg Hash Table: !
Vo — fi int callfunc : :

StanEarﬂfiiz?;EEz}j-wu , W D:VXVeH |
P Eh I Ke ath segments
f2  intfunc I y—=P g. I
, 1 Value — hash digests I
int ¢ = func(a, b); I |
| |
B Used locally, on the prover, for the partial '
taT . vZ | H N ! H ]
tary int a,b: 3 char str{10], Uer'fy—en?m?”’vi : context-sensitive CFI check. !
callfuncia, b): gets(str); = return = a+=b; i I
» Db rety return c: ret, returna: | 2|00 T T T T oo e s s m e —— e ——— -
: Path Segment Target Sequence Valid Hash
t?)rz a=a*2 L : ps(vo,v2) 2 2
1 exit_verify(); //V4 return ps(va,v2) (tars,tary) hi
ps(va;v1) (tars,tar;) h

Path segment: V, - V, hy = Hash(Hash(tar3) @& tary),

ho = Hash(Hash(tar3) @& tar).

@ denotes the concatenation operation
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B Example of attack

I
| tar, |
£ |int main I Legitimate target return address sequence of :
— f, int callfunc : path Segment (vza vz) is ( tars, tarl) I
Vo | | start_measure(); //Vy 1 |
callfunc(1, 2); Lo o :
—mm e = = == = P f, int func
=== = call = = =p|intc=func(a,b); = = =cal= = ===-- | - T T - T =% LT T s s s s =7 "
. I v : The attacker redirect ret, to f,
tar int:a b: |‘ tars char str{10]; U2 verify_engine();Va [
o = ~returm=_= = gets(str); tuen = a+=Db; - -
callfunc(a, b); ror e i‘—"?ret b I The control flow changes to ret, -tar; -ret,
1 - f2
I
tar, a=g*? I
v || exit_verify(); /IVy ; The target return address sequence is ( tars,
I /»), and it is NOT IN Valid Path-Seg Hash

Path segment: V, - 1, : Table
I Path Segment Target Sequence Valid Hash
: ps(vo,v2) 2] Z;
I ps(va,v2) (tars,tary) hy
: ps(va,v1) (tars,tary) hy




B
&2

TEEFH#AE Control Flow Attestation

XIDIAN UNIVERSITY

B Example of attack

I
| tar, |
fo | int main I Legitimate target return address sequence of :
Vo — f1 int callfunc : path segment (v,, v,) is ( tars, tar,) :
start_measure(); //Vg |
califunc(1, 2); L o e e e e e e e e o :
fz imtfupc .
int ¢ = func(a, b; : The attacker redirect ret, to tar;
tar, tab: tars char str[10]; it verify_engine();Vy |
calfuncia. b): | © e | gets(st): [«=retun = a+=b; I The control flow changes to ret, - tar; -
» Db rety return c; ret, return a; I
T 1‘et1 - tar1
I |
tarz a=a*? 1 I .
21 exit_verify(); Vg [€ | = retum = === = a The target return address sequence is ( tars,
tar,), and it is IN Valid Path-Seg Hash Table.

Path Segment Target Sequence Valid Hash

Path segment. V, - 1/} ps(vo,v2) 2] 2
ps(va,v) (tars,tary) hy
ps(va,v1) (tars,tarp) hy

CFl fails to detect the attack.
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B Remote path recovery and global context-sensitive re-execution

Unprotected Memory : Definition Table SFI Protected Memory

: D)
Query : |ECID  Addr. Value Valid Path-Seg

Critical Variable Use <——— g S s Bt @sﬁif‘é'ia?ﬁﬁ‘i’riie B Prover sends HBuf + TBuf
Critical Variable Def m (1) wa.p YR 2l / and Indirect-trace (Signed, with nonce)

: addr_C Value_C l fiivaild
: (C\
Indirect transfer ———> addr1,addr2,..,addrn——> Verify Engine

M \erifier recovers targets from
HBuf via hash-trace map

Valid Validated Path-Seg Hashes

l {\/c\)

> Attestation Thread

Selected Conditional
Branch

————>  11010001000...

" — : B Re-executes OpCFG using
--------------------------------- - branch bits (forks), binary (direct

Vertior At ret ,check wheather addr2 equals L5+4 [€—  11010001000... e =R calls), and resolved OpCFG
(715" icalp{addrt et |'Pa"' Racovery <IN (indirect calls)
Jo—i <«—addr,addr2,..addrn T
A ck [ ion B Shadow stack check on each

return — detects hijacking
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B Control-flow Recording Function Insertion

* Selected Conditional branch , Indirect call, Return

B Conditional Branch Selection

Conditional branch whose target paths contain neither function calls nor function-pointer
assignments are excluded.

"""""" 1
System : Assembly Analysis

¢ LLVM-IR Assembly ! ! F===========- -
», SFI Check-Site ' 10ffline Measurement
Critical Operation _ _ ____Y____._ : : Analysis ® !
CFG Construction 1 e oy PmmEm=ee=ss=== L T s P,
onstruction 1 IR Analysis : 1 IR Instrumentation 1 Code ¢ : Simulated
- 1 . N
| : Critical Variable & _|_>(EC-ID, Variables) ' DeflUse-site ' Generation SFI Check Sites w : Execution
I ! Equwalence Class 7 Corespondence @ Instrument : Instrumented —_ 1
[ pHA —>.\D/ Analysis VY Y LLVM-IR F----- i ------ : !
- . 1 | A S T
.OVerlfy Point& ! . ' ®
Verlfy Pomts Verify Engine SFI Check [
! Instrumentation : o —I} < Instrument ! Instrument 1Assembly
|

, Point Analysis & Linking | |nstrumented

{/"‘\
» CF Events ' CF Events \G/'
» Mapping @ Instrument

Hash-Trac?_M_a_p

Valid Path-Seg

Verifier-Side

Hash Ta_l_)lq_

Database ©
Embedding

Final Binary
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Example of attack

int main

start_measure(); //Vg
callfunc(1, 2);

int a,b;
callfunc(a, b);

a=a*2
exit_verify(); //V;

f

int callfunc

Control Flow Attestation

int ¢ = func(a, b);

f2 intfunc

char str[10];
— gets(str);
return c;

vy

o = return = =
ret,

verify_engine();V,
a+=b;
return a;

Path segment. V, - V;

I
| tarz |
I Legitimate target return address sequence of :
: path segment (v,, v,) is ( tars, tar,) :

I

|
I The control flow changes to ret, - tar; -

: Tetl - tar1

1 The target return address sequence
I recovered by verifieris (tar;, tary).
|
: The verifier's re-execution expects (tars,
| tar,) — mismatch reveals the hijack
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Critical Variable Identification
e Variables annotated by developers or variables in branch conditions

* Expand the set through the data dependencies or points-to relations

N Simplified control loop for robotic arms
void main_looper() |
int st = 0;
emd L cmd;
int (*op_func) (int, char*);
while(1l) |
1f (st = read command(&cmd)) |
get_input () ;
if (st} {
op_func = get_op_func{cmd->op) ;
(*op_func) (cmd->p_size, cmd->param);

Annotated variable: cmd

Conditional variable: st
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B Equivalence-Class Analysis

* Groups may-aliased critical variables into the same equivalence class

e Assign a unique ID to each equivalence class.

/' Simplified control loop for robotic arms
void main_ looper() {
int st = 0; cmd
cmd € cmd;
int (*op_func) (int, char¥*);
while (1) |
1f (st = read command(&cmd) ) |
gel_input () ;
if (st) {
op_func = get_op_func{cmd->op);
(*op_func) (cmd->p_size, cmd->param);

Critical Variable

st

Equivalence class ID
0
1
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// Simplified control loop for robotic arms
void main_looper()

TEEFH#AE Critical Variable Protection
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def_record (addry,value=0,EC-ID=1); Insert Recording Operation before def-site
égz_itczd?; Ist's detsite Recgrd and update address, yalue and
int (*op_func) (int, char¥); Equivalence Class ID (EC-ID) into the
while (1) { » definition table (DT) within the protected
def_record (addrg,value=1,EC-1ID=1); memorv region
1f (st = read_command (&cmd)) /l assume return 1 ry region.

{
get_input () ;

if (st) //st’s use site
use_check (addrg , valuey , EC-ID=1) ;

Insert Checking Operation after use-site
{

op_func = get_op_func (cmd->op) ; Check if the address belongs to EC-ID’s
valid set and if the loaded value match

the recorded value in the definition table
(DT) .

use_check (addr mg—>op, value mg—~op, EC-1D=0) ;
(*op_func) (cmd->p_size, cmd->param);

use_check (addromg—>p sizer Valuecma—~p sizes EC-ID=0) ;

}
|



TEEFH#AE Critical Variable Protection

XIDIAN UNIVERSITY

// Simplified control loop for robotic arms
void main_looper()

def_record (addrg,value=0,EC-ID=1);

int st = 0; //st’s def site EC-ID Address Value
cmd_t cmd;

int (*op_func) (int, char*);

while (1) { st 1 addrg, 0
def_record (addrg,value=1,EC-ID=1);
1f (st = read_command (&cmd)) /l assume return 1
{

Definition Table

get_input () ;

if (st) //st’s use site
use_check (addrg , valuey , EC-ID=1) ;

{
op_func = get_op_func (cmd->op) ;

use_check (addr mg—>op, value mg—~op, EC-1D=0) ;
(*op_func) (cmd->p_size, cmd->param);

use_check (addromg—>p sizer Valuecma—~p sizes EC-ID=0) ;

USE_ChECk (addrcmd_::,param ) Valuecmd_:;.parum, EC_ID=O) M

}
|
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// Simplified control loop for robotic arms
void main_looper()
def_record (addrg,value=0,EC-ID=1);
int st = 0; //st’s def site
cmd_t cmd;
int (*op_func) (int, char*);
while (1) { Definition Table
def_record (addrg,value=1,EC-ID=1);

1f (st = read_command (&cmd)) /l assume return 1 EC-ID Address
{

Value

get_input () ;
if (st) //st’s use site st 1 addrs; 1
use_check (addrg , valuey , EC-ID=1) ;

{
op_func = get_op_func (cmd->op) ;

use_check (addr mg—>op, value mg—~op, EC-1D=0) ;
(*op_func) (cmd->p_size, cmd->param);

use_check (addromg—>p sizer Valuecma—~p sizes EC-ID=0) ;

USE_ChECk (addrcmd_::,param ) Valuecmd_:;.parum, EC_ID=O) M

}
|
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// Simplified control loop for robotic arms
void main_looper()

def_record (addrg,value=0,EC-ID=1); If addrs; in EC 1
int st = 0; /Ist’s def site =—=Yes :
cmd_t cmd; ——1f Valueg; =1
int (*op_func) (int, char*); —— Yes: continue execution
while (1) { . .
def_record (addry, value=1,EC-1D=1) ; — No : data corruption
i1f (st = read_command(&cmd)) /[ assume return 1 — No: data corruption
{
get_input () ;
if (st) //st’s use site Definition Table
use_check (addrg ,valuegy ,EC-ID=1); = < d o ——
{ EC-ID Address Value

op_func = get_op_func (cmd->op) ;

use_check (addr ma—>op value pg—~op, EC-ID=0) ; st 1 addr, 1
(*op_func) (cmd->p_size, cmd->param);

use_check (addromg—>p sizer Valuecma—~p sizes EC-ID=0) ;

}
|
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// Simplified control loop for robotic arms If attacker modifies valueg; from 1to 0
void main_looper() i
def record(addry,value=0,EC-ID=1); If addrg in EC 1:
int st = 0; //st’s def site —Yes :
cmd_t cmd; | L——1f Valueg, =1
int (*op_func) (int, char®); —— Yes: continue execution
while (1) { ) i
def_record(addrg,value=1,EC-ID=1); ——= No : data corruption
if (st = read_command(&cmd)) /l assume return 1 — No: data corruption
{
get_input ();
if (st) /Ist’s use site Definition Table
use_check (addry ,valueg , EC-1D=1) ;
{ EC-ID Address Value

op_func = get_op_func (cmd->op) ;

use_check (addr mg—>op, value mg—~op, EC-1D=0) ; st 1 addrg, 1
(*op_func) (cmd->p_size, cmd->param);

use_check (addr ma—~p sizer Value mg_~p size EC-1D=0) ;

USG_ChEC]‘( (addrcmd—::;param I valuetmd—:;param I EC_ID=O) ;
}

] - n



TR EFH#BIE

XIDIAN UNIVERSITY

)
.“%" |

// Simplified control loop for robotic arms
void main_looper()

def _record (addry,value=0,EC-ID=1);

int st = 0; /[st’s def site
cmd_t cmd; 3
int (*op_func) (int, char¥*);
while (1) {
def_record (addrg,value=1,EC-ID=1);
if (st = read_command(&cmd)) /l assume return 1
{
get_input () ;
if (st) //st’s use site

use_check/(addrg , valuey, , EC-1D=1) ;
{
op_func = get_op_func (cmd->op) ;

use_check (addr mg—>op, value mg—~op, EC-ID=0) ;
(*op_func) (cmd->p_size, cmd->param);

use_check (addromg—>p sizer valuecmg—~p sizes EC-ID=0) ;

}
|

Critical Variable Protection

If attacker modifies addrto addr,, 4
If addrg in EC 1:

st

cmd

—Yes :

L— If Valueg, =1

No: data corruption

EC-ID

Definition Table

Address

addrg;

ad drcmd

—— Yes: continue execution
—— No : data corruption

Value
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H Insertion of calls to SFI checking function

Insert BFI instruction at indirect transfer instruction of whole program (code)
Insert calls to the address-range check at the remaining sites. (data)

d0: ldr r0, [sp+8]
dd: str rd, [r0, #12]
d8: str r3, [r0, #8]
dc: str r2, [r0, #4]

@: str 1, [z0] I/'SFIchecksite
e

: pusn {lr}
e8: mov r8. r0 Insert agldress-range check after
ec: bl str_check check site
f0: pop  {lr)
Ld: MmOV r8, 0 Insert BFI before indirect Transfer

f8: bfi r8,1r, #0, 24
| fc_rh X r __— |Indirect transfer
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Evaluation setup

B Platform: Raspberry Pi 3B prover; x86 workstation compiler/verifier
B Targets: ArduCopter, ArduRover, PX4, and four embedded apps

Target Operation

ArduCopter Update_xy controller
ST EE ArduRover AC_P 2D::update_all
PX4 _velocityControl

Syringe Pump (SP)

House Alarm (HA)
4 Embedded apps

(from OAT) Light Controller (LC)

Remote
Movement Controller (RM)

Function count

179

30

69
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® Average runtime overhead: 24.3% with BLAKE2s

e On all autopilot systems, ARTO satisfy the real-time constraints
e On autopilots, ARTO reduces execution time by 17.6%-94.2% vs. OAT/ARI
e ARTO reduces runtime overhead by 35.3%-86.1% vs. OP-DFI on Embench test suite

T ¢ Prover-Side Execution Time
Pn:r%;n xxHash BLAKE2s

g Orig.(us) | +ARTO(us) Overhead | +ARTO(us) Overhead Table 4: Overhead Comparison with OAT and ARI

ArduCopter 522 T41 42 .0% 815 56.1% Program OAT Time(us) | OAT/ARTO | ARITime(us) | ARI/ARTO
ArduC N/A N/A 1,450 1.78
ArduRover 1,106 1,239 12.0% 1,276 15.4% Ar d‘;R‘(’)‘:f:: 22,126 17 34x 1548 1_2_&
PX4 340 428 25.9% 506 48.8% PX4 N/A N/A N/A N/A
SP 875,434 5.00x 177,289 1.01x
SP 173,305 174,821 0.9% 174,997 1.0% HA 354524 512 04x 19.102 11495
HA 1,394 1.659 19.0% 1,672 19.9% LC 832,859 120.23x 156,132 22.54x
LC 5379 6.841 27 2% 6.927 78 R% RM 11,332,204 1.13x 10,024,329 1.00x
RM 10,019.911 | 10,022,248 0.02% § 10,026,700 0.1%
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® Average runtime overhead: 24.3% with BLAKE2s

e On all autopilot systems, ARTO satisfy the real-time constraints

e On autopilots, ARTO reduces execution time by 17.6%-94.2% vs. OAT/ARI

e ARTO reduces runtime overhead by 35.3%-86.1% vs. OP-DFI on Embench test suite

T ¢ Prover-Side Execution Time
Pn:r%;n xxHash BLAKE2s

g Orig.(us) | +ARTO(us) Overhead | +ARTO(us) Overhead Table 4: Overhead Comparison with OAT and ARI

ArduCopter 522 T41 42 .0% 815 56.1% Program OAT Time(us) | OAT/ARTO | ARITime(us) | ARI/ARTO
ArduC N/A N/A 1,450 1.78
ArduRover 1,106 1,239 12.0% 1,276 15.4% Ar d‘;R‘(’)‘:f:: 22,126 17 34x 1548 1_2_&
PX4 340 428 25.9% 506 PX4 N/A N/A N/A N/A
s SP 875,434 5.00x 177,289 1.01x
SP 173,305 174,821 0.9% ’ i HA 354,524 212.04x 19,102 11.42x
HA 1,394 1.659 19.0% 1,672 19.9% LC 832,859 120.23x 156,132 22.54x
LC 5379 6.841 27 2% 6.927 78 R% RM 11,332,204 1.13x 10,024,329 1.00x
RM 10,019.911 | 10,022,248 0.02% | 10,026,700 0.1%
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® Average runtime overhead: 24.3% with BLAKE2s

e On all autopilot systems, ARTO satisfy the real-time constraints
e On autopilots, ARTO reduces execution time by 17.6%-94.2% vs. OAT/ARI
e ARTO reduces runtime overhead by 35.3%-86.1% vs. OP-DFI on Embench test suite

Target Prover-Side Execution Time
Program xxHash BLAKE2s _ '
Orig.(us) | +ARTO(us) Overhead | +ARTO(us) Overhead Table 4: Overhead Comparison with OAT and ARI
ArduCopter 522 741 42.0% 815 56.1% Program OAT Time(us) | OAT/ARTO |} ARI Time(us)
ArduRover 1,106 1239 12.0% 1,276  154% ArduCopter e s s
PX4 340 428 25.9% 506 48.8% PX4 N/A N/A N/A
SP 173,305 174,821 0.9% 174,997 1.0% o s | 2000 oo
HA 1,394 1,659 19.0% 1,672 19.9% LC 832,859 120.23x 156,132
LC 5,379 6,841 27.2% 6,927 28.8% RM 11,332,204 L13x |} 10024,329
RM 10,019,911 | 10,022,248 0.02% | 10,026,700 0.1%
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e Average runtime overhead: 24.3% with BLAKE2s

e On all autopilot systems, ARTO satisfy the real-time constraints

e On autopilots, ARTO reduces execution time by 17.6%-94.2% vs. OAT/ARI

e ARTO reduces runtime overhead by 35.3%-86.1% vs. OP-DFI on Embench test suite

mOP-DFImCFA-disabled ARTO  %: (OP-DFI - ARTO)/OP-DFI

c 82.6% 77.9% . , ]
68.8% ., 0o 82.0% 83.8% 86.1% 57.2% 35.3% 70.0%-
E 0% 3
; 78.0%

o
N
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PoC attacks on 4 targets

Attack ArduCopter aha-mont64 Robotic Arm’s PX4
control loop
Control-flow hijacking (CFI/CFA)
(1) CFG-invalid path
(2) Escape Critical Operation

(3) CFG-valid path
(wrong context)

(4) CFG-invalid path

(5) CFG-invalid path
using CVE-2025-15150

Data-only attacks (DFI)

(6) Read-target address manipulation

(7) Direct value corruption

Out-of-bounds data corruption using CVE-
2025-5640
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Attack R N PX4 ARTO Successfully detects all attacks

Arm’s control
loop

L Table 5: Comparison of Control-flow Hijacking Detection
Control-flow hijacking (CFI/CFA)

Target Program Method Loeal Verifier

(Attack ITy) Detected? Time Detected? Time |
(1) CFG-invalid path ARI No N/A No N/A
ArduCopter OAT Mo MNfA MNo MNiA
(2) Escape Critical Operation (Attacks @-@) | RO (attack @) jXes <ls Xes 1.07 5
ARTO (attack @) Yes 314 ms Yes 3 E9 s
ARTO (attack &) No NiA Yes 9625

(3) CFG-valid path I [ ARI No N/A Yes 76.665 |
(wrong context) (Attack @) OAT No MNiA No MiA
ARTOD Yes < 1 s Yes 091 s

(4) CFG-invalid path
Table 6: Comparison of Data-Only Attack Detection

(5) CFG-invalid path

. Target Program Method Local
using CVE-2025-15150 (Attack ID) Detected? Time
OP-DFI No N/A

Data-only attacks (DFI) Aha-montod OAT Yes < lus
{Attack @) o

ARTO Yes < 1 us

(6) Read-target address manipulation ArduCopter OAT Yes <l

{Attack @) ARTO Yes < 1 s

Robotic Arm’s Control Loop {}S-E[,FI ‘;;t: :J:‘:L“

(7) Direct value corruption (Altack ®) ARTO Yes < 1ps

. Robotic Arm’s Control Loop OP-DFI Nf‘. N/A i

Out-of-bounds data corruption (Attack @) OAT Yes < lps

using CVE-2025-5640 ARTO Yes = Lo

Px4 OP-DFI Yes < 1 ps

{Attack &) ARTO Yes < 1 us
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Local detection is immediate for undefined-
path attacks and fast for fail-safe triggering

Robotic PX4
Arm’s control
loop

Attack ArduCopter aha-mont64

Table 5: Comparison of Control-flow Hijacking Detection

Control-flow hijacking (CFI/CFA)

Target Program Method Loeal Verifier

(Attack ITy) Detected? Time Detected? Time |
(1) CFG-invalid path ARI No NiA No N/A
ArduCopter OAT MNo MNIA No MNiA
(2) Escape Critical Operation (Attacks @-@) | RO (attack @) Yes <l Yes 1.07 5
ARTO (attack @) Yes 3.14 ms Yes 3 E9 s
ARTO (attack &) No NiA Yes 9625

(3) CFG-valid path I [ ARI No N/A Yes 76.665 |
(wrong context) =[ .-:tt:i.ck-@] OAT Mo MNfA Mo MiA
ARTOD Yes < 1 s Yes 091 s

(4) CFG-invalid path

(5) CFG-invalid path
using CVE-2025-15150

Data-only attacks (DFI)

(6) Read-target address manipulation

(7) Direct value corruption

Out-of-bounds data corruption
using CVE-2025-5640

Table 6: Comparison of Data-Only Attack Detection

Target Program Method Local
(Attack ID) Detected? Time
ha-mont 64 OF-DFI Mo MN/A
aha-ment | DAT Yes < 1ps
{Attack @) o
ARTO Yes < 1 us
ArduCopter OAT Yes < 1 ps
{Attack @) ARTO Yes < 1 s
Robotic Arm’s Control Loop UP-DFI Xes <l
(Attack @) OAT Mo MN/A
i ARTO Yes < 1 us
Robotic Arm’s Control Loop OP-DFI No N/A
(Attack @) OAT Yes < 1 ps
ack ARTO Yes < 1us
PX4 OF-DFI Yes =< 1 s
{Attack &) ARTO Yes < 1 us




TR EF AL Attack Mitigation Effectiveness

XIDIAN UNIVERSITY

<%

)
“%" |

ARTO detects both direct value corruption

Ahac AR | GRS 2::1?:fontrol itk and read-target manipulation; data-only
loop detections take less than 1 us.
o Table 5: Comparison of Control-flow Hijacking Detection
Control-flow hijacking (CFI/CFA) __
Target Program Method Loeal Verifier
(Attack ITy) Detected? Time Detected? Time |
(1) CFG-invalid path ARI No NiA No N/A
ArduCopter OAT No NfA No MNiA
ang . - : ARTO (attack @) Yes < 1 s Yes 1.07 s
(2) Escape Critical Operation { Attacks (D-3@) ARTO (attack @) Yes 3.14 ms Yo 180
| ARTO (attack &) No NiA Yes 9625 |
(3) CFG-valid path I ARI No N/A Yes 76.66 5
(wrong context) L[ -"'ktm.ck-@l] OAT Mo NfA Mo MiA
) ARTO Yes < 1 ys Yes 0.91 s

(4) CFG-invalid path
Table 6: Comparison of Data-Only Attack Detection

(5) CFG-invalid path

. Target Program Method Local

using CVE-2025-15150 {Attack 1D) Detected?  Time

OP-DFI No N/A
Data-only attacks (DFI) Aha-montod OAT Yes < 1ps

(Attack @) -~

ARTO Yes < 1 us
(6) Read-target address manipulation ArduCopter OAT Yes < lps
{Attack @) ARTO Yes = 1 s
Robotic Arm’s Control Loop OF-DFI L <l

(7) Direct value corruption (Attack @) OAT No N/A
rectv P : ARTO Yes = 1 s
. Robotic Arm’s Control Loop OP-DFI N“. LI _
Out-of-bounds data corruption (Attack @) QAT Yes < 1ps
using CVE-2025-5640 ARTO Yes < lps
PX4 OP-DFI Yes < 1 ps
{Attack &) ARTO Yes < 1 us
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Real-Time Impact

® \WCET analysis uses EVT (Extreme Value Theory) and MAST schedulability analysis
e Both xxHash- and BLAKE2s-based ARTO remain schedulable

.

MAST Results
slack CPU Total Utilization | Schedulability
ArduCopterorig. 37.38% 48.93% v
ArduCoptera gro-xxHash 24.12% 54.00% v
ArducopterARTD-BLAKEZS 21.20% 56.19% v




Available:
https://github.com/zz-fz-john/ARTO-Project
https://doi.org/10.5281/zen0do0.20355901

Thanks for listening


https://github.com/zz-fz-john/ARTO-Project
https://github.com/zz-fz-john/ARTO-Project
https://github.com/zz-fz-john/ARTO-Project
https://github.com/zz-fz-john/ARTO-Project
https://github.com/zz-fz-john/ARTO-Project
https://github.com/zz-fz-john/ARTO-Project
https://github.com/zz-fz-john/ARTO-Project
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