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GC-Unmanaged Resources

• Definition

GC (garbage collection)-unmanaged resources are system resources that Java's garbage 
collection does not automatically reclaim.
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Why GC-Unmanaged Resource Leaks Matter

• Consequences of unreleased GC-unmanaged resources
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Common Resource Leak Types

• Two main types of real-world resource leaks

Type1: always-unreleased Leaks

Type2: Path-Dependent Leaks

(1) no-close branch cases (2) exception-induced cases
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Limitations of Existing Approaches
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Reason Behind our Insights
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Motivating Example

(a) the code snippet; (b) its original CFG; (c) its refined CFG; and (d) its LMPC. Node 0 denotes 
the assignment statements before node 1.
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Workflow of LeakHunter

Addressing two bottlenecks：

(1) Incomplete coverage of leak-relevant exceptions (in phase 1).

(2) Prohibitive cost of path enumeration (in phase 2).
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Critical Intention Inference

LLM to help infer：

(1) Resource-management APIs: resource 
acquire and release operations.

Prompt ：

Answer ：

(2) Leak-relevant exceptions
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Minimum Path Cover Generation

• Generate refined iCFG

• Validate leak-relevant exception

(1) Dependence-based slice：prune resource-irrelevant code.

(2) Lightweight constant folding：resolve constant branch conditions.

(3) Reachability checking: remove unreachable branches.

(C1) Caught locally：the exceptional edge for t from cs reaches a compatible catch handler.

(C2) Caught by a caller：along inter-procedural exception propagation on the call graph, t
can be caught by some caller of the enclosing method of cs.
(C3) Explicitly declared：t is compatible with an exception type declared in the throws clause 
of the method containing cs.

An LLM-identified candidate exception ⟨cs (Call-site), t (exception type)⟩

C1 ∨ C2 ∨ C3 ? 👉👉 Keep the exception; otherwise, prune it as noise.
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Minimum Path Cover Generation

• Transform iCFG into DAGs 

Computing MPCs directly on a cyclic graph is NP-hard, so LeakHunter eliminates two types of 
cycles—loop cycles and caller-callee cycles—to transform the cyclic iCFG into DAGs.

For loop cycles
Unrolling each loop once to break the cycle.

For caller-callee cycles
(1) Remove call-to-callee edges while 
retaining call-site vertices. 
(2) Redirect all callee returns to a virtual 
return node (VRet).

(2) (1) 

(1) 

Then, we compute MPCs separately on 
each DAG.

• Compute MPC from DAG

caller-callee cycle :①②③④⑤⑥ re-enters M's entry twice
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Leak-Oriented MPC Construction

Generate MPCs on each DAGs Score each witness paths Select top-score paths
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Leak Path Determination
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Evaluation

• Testing results on benchmarks

10 percentage-point F1-score improvement over the SOTA  (InferROI).

        

Best F1-score achieved with GPT-5.
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Benchmark

• Testing overhead on benchmarks

 Average path analysis overhead: LeakHunter
= 2.3s (1.3s +1.0s), SOTA = 26.2s (16.4 + 
9.8s). LeakHunter achieves 11.4× speedup. 

 Only 17.4% of LeakHunter’s cases require 
analyzing 90–100% of the paths, compared 
with 76.3% for InferROI.

The average path generation time (before “/”) and the 
leak path determination time (after “/”) of peer tools.
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Real-World Experiment

• Testing results on 100 real-world applications

PAT Per App = average path analysis time per app.

 LeakHunter reports 111 potential leaks, and our manual validation confirms 90 of them 
as true leaks.

 To date, developers have formally confirmed 15 leak defects reported by LeakHunter.
 LeakHunter achieves 11.6× speedup in path analysis over SOTA.
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Real-World Experiment

• Case Study

 An attacker can repeatedly trigger resource leaks through the application's externally accessible 
interfaces, causing the number of open file descriptors to continuously increase.

 The application process crashes when it reaches the device’s (Xiaomi Mi 6) limit of 32,768 file descriptors.
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Conclusion

 This paper reframes GC-unmanaged resource leaks as an availability risk and 
shows how repeatedly triggering leak-inducing paths can escalate into resource-
exhaustion DoS conditions.

 We introduce an LLM-assisted inference mechanism for leak-relevant exceptional 
transfers, augmenting static rules to better expose exception-induced leak paths.

 We propose an LMPC algorithm that generates a compact, prioritized set of 
representative leak-prone paths, mitigating path explosion.

 Comprehensive experiments demonstrate that LeakHunter achieves both 
effectiveness and efficiency.
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