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GC-Unmanaged Resources

« Definition

GC (garbage collection)-unmanaged resources are system resources that Java's garbage
collection does not automatically reclaim.
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Why GC-Unmanaged Resource Leaks Matter

« Consequences of unreleased GC-unmanaged resources
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Why this matters
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eventually exhaust system resources. to cause resource-exhaustion DoS.




Common Resource Leak Types

« Two main types of real-world resource leaks

e —
public String loadT(Resource resource) Cursor cursor = I try { I
throws Exception { acquire —» sqliteDb.rawQuery(...) ' DataOutputStream out =
InputStream in = if (cursor.moveToFirst()) { I acquire —» new DataOutputStream(...); I
resource. do { . out.write(...); €= may throw an .
acquire —» getlnputStream(); I exception |
-+ 4= no close } while(cursor.moveToNext()); . out.close(); «— release I
// no resource release in scope || }catch (Exception e) {
. cursor.close(); «— release - I
return StreamUtils. yelse { I Hfinally {
copyToString(...); y
} =} <—no close | --} <4—no close I
return; return;
Case (a): Project "Appsmith” Case (b): Project "OsmAnd" \ Case (c): Project "XXL-Job" |

T

Type1: always-unreleased Leaks

T

(1) no-close branch cases

N

(2) exception-induced cases

TypeZ2: Path-Dependent Leaks




Limitations of Existing Approaches

o Incomplete Leak-Relevant Exceptions Handling e Path Explosion
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Reason Behind our Insights

"
o Why use LLMs for exception inference?

i ™
Advantages of LLMs

S

Strong code Context-aware
understanding reasoning

Leak-relevant
exceptions

]

Statically validate

0 LLMs help infer plausible exception behaviors, while static validation improves reliability.

-
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| Validated
Leak-relevant
L exceptions

>
9 Why analyze representative paths instead of all paths?

Leak detection Enumerating all paths

00 ne | 0 | [0 47

is expensive

A minimum path cover
can cover all code regions

|

We can generate a compact set of representative leak-prone paths
Leak-Oriented Minimum Path Cover (LMPC)




Motivating Example

public void Method(int x) throws IOException {
inta=0,b=0,c=0;
@© Stringd="";
boolean condX = predicate(x);
@ InputStream in = new FilelnputStream("1.xt");
(@ OutputStream out = new FileOutputStream("2.txt");
try { @' exception_exit
3 if (notEmpty(in)) {
@ if (condX)
® a=1;
® else b=1;
}else {
@ if (condX)
state(d = "check");
© else  state(d = "uncheck"); } RICR
}
if (x > 0)
) c=1;
@ else c=2;
@ if(a+b+c>2)
out.write(a + b + c);
@® else out.write(3* (a + b + ¢));
} finally {
in.close();
@ out.close(); RICR = Resource-rrelevant
} Code Region
return;
}

(a (c)

(a) the code snippet; (b) its original CFG; (c) its refined CFG; and (d) its LMPC. Node 0 denotes
the assignment statements before node 1.




Workflow of LeakHunter

1.Critical Intention Inference

2.Leak-Oriented MPC Generation

Predefined
Prompt Acquire
Operation
-«i ) ) Release ,+,
@ Operation
( _ \
Java Code L

EXPN
Leak-Relevant Exception 0

Resource-lrrelevant
Code Region

Near-Complete

Pruning Coverage
—_
Leak-Likely
Path
iCFG Refined-iCFG LMPC

Addressing two bottlenecks:

(1) Incomplete coverage of leak-relevant exceptions (in phase 1).

(2) Prohibitive cost of path enumeration (in phase 2).

3.Leak Path Determination

No Witness

N T
Resource Usage
Policy

LMPC Paths Leak Exists




Critical Intention Inference

Prompt :

Problem Description:

Do you know non-memory Java resource leaks? A non-memory resource leak
occurs when a program fails to properly release an acquired resource that is not
automatically or reliably reclaimed by Java's garbage collector. If you understand
this problem, please perform the following tasks.

Task Requirements:

(1) Resolve the types of the involved objects, then identify which types represent
leakable resources.

(2) Identify the API/method calls that acquire these resources. After that, identify
the API/method calls that release the acquired resources.

(3) Identify the throwing points of leak-relevant exceptions that redirect control flow
and will definitely bypass the code that releases acquired resources (excluding
leaks caused by exceptions thrown during resource release).

Desired Format:

Leakable Resources:
<resource type>: <resource variable>

API/Method Calls for Acquiring Resources:
line <line number>: "<API call>" acquires "<resource variable>" resource

APl/Method Calls for Releasing Resources:
line <line number>: "<API call>" releases “<resource variable>" resource

Leak-Relevant Exceptions:

line <line number>: "< throwing points of leak-relevant exception>" will definitely
cause the resource-release code to be skipped

Input Code:

Java Source Code "*{ Code }'™*

LLM to help infer:

(1) Resource-management APIs: resource

acquire and release operations.

(2) Leak-relevant exceptions

Answer :

Leakable Resources:

java.io.InputStream: in
java.io.OutputStream: out

API/Method Calls for Acquiring Resources:

line 1: new "FilelnputStream("1.txt")" acquires 'in’ resource
line 2: new "FileOutputStream("2.txt")" acquires "out’ resource

APIl/IMethod Calls for Releasing Resources:

line 16: “in.close()’ releases 'in’ resource
line 17: "out.close() releases ‘out’ resource

Leak-Relevant Exceptions:

line 2: "new FileQutputStream("2.txt")" will definitely cause the resource-release
code to be skipped




Minimum Path Cover Generation

- Generate refined iCFG
(1) Dependence-based slice: prune resource-irrelevant code.
(2) Lightweight constant folding: resolve constant branch conditions.

(3) Reachability checking: remove unreachable branches.

- Validate leak-relevant exception

An LLM-identified candidate exception (cs (Call-site), t (exception type))

(C1) Caught locally: the exceptional edge for t from cs reaches a compatible catch handler.

(C2) Caught by a caller: along inter-procedural exception propagation on the call graph, t
can be caught by some caller of the enclosing method of cs.

(C3) Explicitly declared: tis compatible with an exception type declared in the throws clause
of the method containing cs.

C1 v C2 v C3? (3 Keep the exception; otherwise, prune it as noise.




Minimum Path Cover Generation

« Transform iCFG into DAGs

Computing MPCs directly on a cyclic graph is NP-hard, so LeakHunter eliminates two types of
cycles—loop cycles and caller-callee cycles—to transform the cyclic iCFG into DAGs.

For loop cycles
Unrolling each loop once to break the cycle. caller-callee cycle : D@3 @G ®) re-enters M's entry twice

For caller-callee cycles 1’X1 5

. 7’4 -
(1) Remove call-to-callee edges while Q @ 3
retaining call-site vertices. (_13 r

(2) Redirect all callee returns to a virtual i Method< @
M

return node (VRet).
® | ® v°
v L[

[ Ret1 |( Ret2 |

/ \ [N |Redirect |

- Compute MPC from DAG ﬁ(z GG fXQ ‘\)i((nL o y@
Q< 5[ D, SE VRet |

Then, we compute MPCs separately on | - x

each DAG. (a): Refined iCFG ‘ (b): Splilt iCFG




Leak-Oriented MPC Construction

(@"’ Goal: Select a representative path set that (1) covers all resource-relevant code regions (via MPC),
and (2) is biased toward leak-prone behaviors (more acquisitions, fewer releases).

o Generate MPCs on each DAG 9 Splice DAG MPCs on CF order 9 Score each witness path o Select top-score paths

DAG; ... (middle DAGs) ... DAG, Path 1 (blue) Ranked Top Paths (by score)
MPC, ,
s s o-0->->0--0>>0-0 O0O-0-Q0-M»W—-0 0 0-0-0-®-® scre=:
a—c—>d—f -0 >0--0- 00 #A = 2 #R =2 Score = 0 9 O-0-N->N>@ score=1
MP:1'kd °—> .—}----} ‘—)—+ .—b----b .—DQ Path 2 (greeﬂ) e o—bo—bo—b@)—bo Score=0
a—-b—-ad—e
*
a—c—d—fog b e-0-0-®-0 $
e )
\‘(H—/\ / LMPC output (Top M paths)
""""""""""""""""""""""" * Candidate Queue ! » #A =2 #R =1 Score = 1
(Priority Queue) _fr 0 = 0 —> 9 = ® s @
MPC,, 1 Expand next ® e Path 3 (orange) 00— ®— @ -0
12224557 i
best candidate o o I o o o % ® - ®
1+3-+4-6 ® 0-0-0-OH—-0Q
L 5 - 0 #A =3 #R =0 Score = 3 L
MPC,, «
jl o, ; _': _'2 e Construct witness paths lazily by splicing ‘ Score = #Acquisitions — #Releases ’ Stop when [LMPC| = M
DAG MPCs in control-flow order. (Early stop at M paths)
Higher score = more leak-prone.

‘ O = CFG node — = Control flow edge o = Acquire e = Release ® = Other statement




Leak Path Determination

o Witness paths e Count leak score on each P, e Apply two conditions o Final decision

o Pw1 =AM P HIIeS R 2 Condition 1 r Exist
o Pw2  high 0-0-0-0-0-0-0 Jo: ACQ(py,0) > REL(p,,0) if Ap,, € LMPC,
¥ 1 2 3 4 5 6 7 Cond 1 holds
Skip further witness paths for
Leak * ———————————————————————————————

o Pws l » the same object o. ‘[eak =<

. score \

* low [SCOTB(PW. 0) = ACQ(py,0) — REL(py, 0)] . No Witness,
@ Pwm Condition 2 itV p, € LMPC,

o ACQ(p,,,0) : # acquisitions of object o on p,, Vo: ACQ(p,,0) < REL(p,,,0) _ Cond 2 holds
Testing in leak-score order REL(p,,,0) : # releases of object 0 on p,,,
\ S J \ J \ J

[ o = Acquire e = Release m = QOther statement ]




« Testing results on benchmarks

DroidLeaks | JLeaks All

Tool

TP TN FP FN Pre. Rec. F1 ‘ TP TN FP EN Pre. Rec. F1 Pre. Rec. Fl1
LeakHunter 66 70 8 12 89.2% 84.6% 86.8% | 710 633 199 122 781% 853% 81.6% | 789% 85.3% 82.0%
LeakHunter! 57 71 7 21 89.1% 73.1% 803% | 436 705 127 396 774% 524% 62.5% | 78.6% 542% 64.2%
LeakHunter! 66 67 11 12 85.7% 84.6% 85.2% | 710 596 236 122 75.1% 85.3% 799% | 759% 85.3% 80.3%
InferROI 41 69 9 37 82.0% 52.6% 64.1% | 581 645 187 251 75.7% 698% 72.6% | 76.0% 68.4% 72.0%
PMD 23 59 19 55 54.8% 295%  38.3% 72 780 52 760 58.1% 8.7% 15.1% | 57.2% 10.4% 17.7%
SonarQube 6 76 2 72 75.0% 7.7% 14.0% 113 724 108 719 51.1% 13.6% 21.5% | 52.0% 13.1% 20.9%
10 percentage-point F1-score improvement over the SOTA (/InferROl).

LeakHunter ‘ InferROI LeakHunter ‘ InferROI

Tool Tool

Pre. Rec. F1 ‘ Pre. Rec. F1 Pre. Rec. ‘ Pre. Rec. F1
Llama4-Scout 86.4% 73.1% 792% | 762% 41.0% 53.3% Llama4-Scout 77.2% 82.7% 79.8% | 74.6% 67.4% 70.8%
Gemma3-12B  85.7% 769% 81.1% | 76.6% 462% 57.6% Gemma3-12B  77.0% 83.7% 802% | 74.4% 68.1% 71.1%
GPT-5 89.2% 84.6% 868% | 82.0% 52.6% 64.1% GPT-5 781% 85.3% 81.6% | 75.7% 69.8% 72.6%

Best F1-score achieved with GPT-5.




Benchmark

- Testing overhead on benchmarks

The average path generation time (before “/”) and the
leak path determination time (after “/”) of peer tools.

Tool DroidLeaks JLeaks All

LeakHunter 0.2s/0.1s 1.4s/1.1s 1.3s/ 1.0s
LeakHunter! 0.2s/0.1s 1.2s /0.9s 1.1s/0.8s
LeakHunter! 23.5s/13.8s 16.35/9.6s 16.9s/10.0s
InferROI 23.7s/13.6s 15.7s/94s 16.4s/9.8s

v Average path analysis overhead: LeakHunter
=2.3s (1.3s +1.0s), SOTA=26.2s (16.4 +
9.8s). LeakHunter achieves 11.4 X speedup.

v' Only 17.4% of LeakHunter’s cases require
analyzing 90-100% of the paths, compared
with 76.3% for InferROlI.
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92.6% 53 o0, :
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Real-World Experiment

« Testing results on 100 real-world applications

PAT Per App = average path analysis time per app.

Tool Total Correct PAT Per App
LeakHunter 111 90 89.4s
LeakHunter! 104 84 86.7s
LeakHunter! 111 90 1050.5s
InferROI 100 80 1038.3s

v' LeakHunter reports 111 potential leaks, and our manual validation confirms 90 of them
as true leaks.

v To date, developers have formally confirmed 15 leak defects reported by LeakHunter.

v' LeakHunter achieves 11.6 X speedup in path analysis over SOTA.




Real-World Experiment

« Case Study
FD Count
ublic void M (String file 35000 - :
g String Iine;( gt —— FD Count (391.4,32768) ———
StringBuilder license= new StringBuilder(); % Crash Point
try {
InputStream is = getContext(). 25000+

getAssets().open(file); @

BufferedReader r = new BufferedReader(new

InputStreamReader(is, "UTF-8")); ‘

while ((line = r.readLine()) != null) {

& b s - - -

license.append(line).append("\n"); 150007
}
} catch (IOException e) {
e.printStackTrace();
} 5000¢
--- 4==no close
) 0 100 200 300 00

Time (s)

» An attacker can repeatedly trigger resource leaks through the application's externally accessible
interfaces, causing the number of open file descriptors to continuously increase.

» The application process crashes when it reaches the device’s (Xiaomi Mi 6) limit of 32,768 file descriptors. .
17



Conclusion

® This paper reframes GC-unmanaged resource leaks as an availability risk and
shows how repeatedly triggering leak-inducing paths can escalate into resource-
exhaustion DoS conditions.

® We introduce an LLM-assisted inference mechanism for leak-relevant exceptional
transfers, augmenting static rules to better expose exception-induced leak paths.

® We propose an LMPC algorithm that generates a compact, prioritized set of
representative leak-prone paths, mitigating path explosion.

® Comprehensive experiments demonstrate that LeakHunter achieves both
effectiveness and efficiency.
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