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Background
Threat Model: Hard-label black-box attack setting: 

Adversary

Architecture, Gradient, Weights

Training datset

Classification: Top-1 label without score

Query image

Victim model



Motivation
Traditional hard-label attack workflow:
Stage 1: Perturbation direction initialization. 
Stage 2: Direction refinement and perturbation reduction.

Our motivation:
Stage 1: Better initialization (w/o surrogate model).
Stage 2: More efficient gradient sign estimation. 

Note: We theoretically model the state-of-the-
art L∞ sign-flip direction search as estimating 
the gradient sign
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➢ Problem formulation:
Find a perturbation direction d that can minimize  the adversarial perturbation g(d). 

➢ Our Observation: Block-DCT model sensitivity curve is positively corelated with the 
frequency variance curve of clean images. 

Motivation
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Method: Stage 1. A Better Initial Direction

Traditional Initilizations:

Gaussian noise

Uniform noise

All white /black

Ours frequency-
based initialization

Binary search Stage 2: Perturbation 
Direction Search

Image from
other classes

Start point

Our start point: 
• Smaller decision 

boundary distance
• Higher curvature



Method: Stage 2. More efficient gradient sign estimation
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Mutation …

• Perturbation direction mutation of current L∞untargeted attack SOTA ADBA[1]:

[1] F. Wang, et al. ADBA: Approximation Decision Boundary Approach for Black-Box Adversarial Attacks. AAAI 2025.

Perturbation
initialization

Sign flip

A flattened 8-d example:

All 1 initialization + Dyadic split



Method: Stage 2. More efficient gradient sign estimation
Our initialization + ADBA dyadic split
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[1] F. Wang, et al. ADBA:Approximation Decision Boundary Approach for Black-Box Adversarial Attacks. AAAI 25

Our initialization:
Consecutive runs

Sign flip

Weakness:
• Fragments the initial consecutive runs 

• conflicting gradient signals within a 
partition offset each other,
resulting in query inefficiency



Method: Stage 2. More efficient gradient sign estimation
Our Pattern-driven Direction Optimization (PDO) 
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0 1  2  3  4  5  6  7
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…

Ascending sorted indices

Sign flip

✓ PDO treats each sign-consistent run as an atomic search unit.
✓ Keep the superior alignment with the gradient sign of the initial runs.

Our initialization + Our PDO 



Method: Stage 2. More efficient gradient sign estimation
PDO vs Dyadic split of ADBA

• The “Ours” curve consistently upper-bounds the baseline “Ours w/o PDO” across architectures, 
demonstrating that our PDO generally yields a better gradient descent direction than dyadic split of ADBA. 

(a) ViT-B-32 (b) Robust WideResNet-50 (c) ResNet-50



Experimental results: Ablation 

1. Our initialization significantly outperforms traditional initializations.
2. PDO consistently enhances ASR across virtually all initialization methods. 
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✓ Stronger attack capability

(ASR) 

✓Higher attack efficiency

(Avg.Q & Med.Q)  

Compared methods:

ADBA: AAAI 2025

BouR&BouT: IEEE S&P 2024

HSJA: IEEE S&P 2020

RayS: SIGKDD 2020

Experimental results on Cifar-10 and ImageNet
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➢Real-world APIs

➢CLIP model

Experimental results on APIs and CLIP
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1、Performance on adversarially trained models
➢ The highest ASR and comparable 

query efficiency.

2、Performance on stateful defensive model, called Blacklight[2].

➢ For real-time defense: 
• Ours variant: a detection rate of 01.
• Variant: adding random Gaussian 

noise to the perturbation direction.

➢Other methods are mostly detected.

[2] Li H, et al. Blacklight: Scalable defense for neural networks against query-based black-box attacks. USENIX Security. 2022: 2117-2134.

Experimental Results on Defensive Methods

1. For Oursopt, DetR may occasionally be 1% due to the 
randomness of Gaussian noise during reproduction.



1. Hard-label attacks are still dangerously effective under strict query budgets.

2. Initialization matters as much as search.

3. Our DPAttack brings theoretical grounding and practical effectiveness.

4. DPAttack also performs well on dense prediction task and in the L2 setting.

Takeaway

Contact me

Thank you very much for your attention!

Jun Liu
Postdoc researcher
Echizen Lab, National Institute of Informatics (Japan)
csjunliu@nii.ac.jp
https://csjunjun.github.io/

mailto:csjunliu@nii.ac.jp
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