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Power Side Channel Analysis
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Power Analysis — The Hidden Threat
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Sleepwalk: a sophisticated way to
steal encryption keys

Researchers have devised a theoretical attack to steal private encryption keys through
monitoring standard CPU and OS behavior.
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New ‘Inception’ Side-Channel Attack Targets AMD
Processors

Researchers have disclosed the details of a new side-channel attack targeting AMD CPUs named Inception
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Frequency Scaling Can Lead
to Side-Channel Attacks
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Counter Measure at Program Level
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Masking — A Popular Countermeasure
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Masking — A Popular Countermeasure

Step 1: Split the secret into two shares
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Share 1

Share 2
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Masking — A Popular Countermeasure

Step 2: Process Share 1 to get Partial Output 1

Share 1

Share 2

microSCALE
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Processor

Partial Output 1
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Masking — A Popular Countermeasure

Step 3: Process Share 2 to get Partial Output 2

f N
Share 1 -
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Masking — A Popular Countermeasure

Step 4: Construction of the final output
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Protected Implementation — Still Leaks!

Secret leaks in practice

G

L 4

v

Protected Crypto

Power Trace Secret
Program Processor

11



Microarchitecture : The Hidden Culprit

microarchitectural interactions can leak the secret
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Microarchitecture : The Hidden Culprit

microarchitectural interactions can leak the secret
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Microarchitecture : The Hidden Culprit

microarchitectural interactions can leak the secret
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Locating the Source of Leakage

@

To fix a leakage in the microarchitecture,
we must first see where it leaks and why it leaks.
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How Do We Locate the Leak?
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Existing Approaches

microSCALE

_/V;

Simulation-Based

-

@ Slow
Q Limited coverage

ELMO [1], ROSITA [2]
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Formal Methods

A
®

State explosion

Requires High level of
expertise

Power Contract [3],
COCO [4]
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Our Contributions
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Modeling Detection Localization
CHALLENGE CHALLENGE CHALLENGE
How to model complex, Which interactions How to pinpoint It to
tightly-coupled RTL actually leak? hardware and software?
structures?
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Our Contributions

4 N N N

Modeling Detection Localization
CHALLENGE CHALLENGE CHALLENGE
How to model complex, Which interactions How to pinpoint It to
tightly-coupled RTL actually leak? hardware and software?
structures?

Microarchitectural Graph Leakage aware rules Every leakage is mapped to
\ captures every path J \ flag recombination J \ hardware and software /
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microSCALE — High Level Idea

Processor
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microSCALE — High Level Idea

@ Microarchitectural Graph Generation

Processor
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microSCALE — High Level Idea
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microSCALE — High Level Idea

© Operand Propagation
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microSCALE — High Level Idea
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microSCALE — High Level Idea
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microSCALE Framework
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Putting microSCALE to the Test

RocketChip RISC-V Processor
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Putting microSCALE to the Test

RocketChip RISC-V Processor
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Leakage Localization in Rocket Microarchitecture

microSCALE

xor s3, s3, a7

la s10, tempOut21
sh s2, 0(s10)
la s10, tempOut22
sh s3, 0(s10)

and sl11, a0, a3

29
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Analysis of GIFT S-box
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Bit-level leakage
Leakage from individual secret-share bit positions.

Pipeline-stage leakage

Leakage across the processor's pipeline stages.

Instruction-pair separation

Source—destination separation in leaking instruction
pairs.



Protecting GIFT implementation using microSCALE
GIFT one-round - TVLA on 1M traces
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What microSCALE Delivers?

Q Automated static RTL analysis

°<:>I'-° Graph-based representation of RTL

e=== | eakage aware rules to track propagation

.II Validated on various ciphers (RISC-V Rocket), TVLA results prove the efficacy

32
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