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Motivation

Foreign influence trolls are a growing threat to democracy

Reuters, February 2026 OpenAl report, June 2026
Foreign influence operation targets State-linked influence
Japan elections, Trump, other operations are targeting

countries, US foundation says Al debates in the US

Source: Reuters (Feb 2026); OpenAl (Jun 2026). Country names replaced with [Foreign]/[State] for neutrality.



Motivation

Detecting state-linked trolls is important.
But detection alone is not enough for stakeholders.

4M+ suspected comments
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You are pig dogs feeding on trash news.

America is the truly violent country. You are pig dogs feeding on trash news.
America is the truly violent country.
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Platform moderators ask: Influence operation analysts ask:
“Why is it flagged?” “Which messages are critical?”



Motivation

From explainable detection to strategy analysis

(D Explainable content detection

Foreign Moral Target
suspected Emotion Country

AFIagged

Writing region: [KR, MNS]

Pig dogs feeding on trash news. (Condemning — Korea)

(Foreign-suspected)

America is the violent country.  (Condemning — Rival)
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2 User Extraction

20 Years
112M Comments
4 .3M Users
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Suspected 24K Users
4M Comments

(3 Strategy Analysis
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Longitudinal Trend Analysis

=ee—

t: —
s -\J’"
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Motivation

From explainable detection to strategy analysis

@ Explainable content detection ) User Extraction (3 Strategy Analysis

Foreign Moral Target //'VAV
suspected Emotion Country _
20 Years Longitudinal Trend Analysis
112M Comments
Flagged

4.3M Users —_—
Writing region: [KR, MNS] (Foreign-suspected)

— y — _E~F
Engagements and Visibility

Pig dogs feeding on trash news. (Condemning — Korea)

America is the violent country.  (Condemning — Rival)

- L Suspected 24K Users

4M Comments Targeted Entities @




Content-level Detection

Data Scope: Naver News Platform

* INSS(Institute for National Security Strategy) identified 70 troll accounts linked to a Major
Neighboring State (MNS, anonymized): our Known Trolls
» Target for Naver News where Korea's main news platform, used by 63% of adults
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Content-level Detection

Data Collection: 112M Troll-Linked Comments over 20 Years

Follow Network
3.7K Users
16M Comments

\ 4

Known
NEWS
Trolls 20 Years
—_— 112M Comments
®§| 4.3M Users
(=] _
QU
Comments on the Same Articles

4M Users

97M Comments



Content-level Detection

Explainable content detection: annotation structure

Three-level hierarchy, each level backed by a rationale span

Foreign State-Suspected?
Rationale Span

Context

Level 1 Yes User Name: K3 * *
l Writing Region List: [KR, ‘MNS
Article Title:

Says he will plan economic policy for 10 years instead of 5.

Moral Emotion?
Comment
Pig dogsjfeeding on trash news.
is the truly violent country.

Level 2
\
Praising Condemning |
Target?
Level 3

Troll Comment




Content-level Detection

Explainable content detection: annotation structure

Three-level hierarchy, each level backed by a rationale span

Foreign State-Suspected?

Yes

Rationale Span

Context
User Name: KZ * *
Writing Region List: [KR', ‘MNS’]
Article Title:

Says he will plan economic policy for 10 years instead of 5.

Comment
Pig dogsjfeeding on trash news.
is the truly violent country.

]

Foreign State-Suspected
» Posted from abroad
+ Foreign-derived slurs

y

MNS-linked terms in usernames/comments



Content-level Detection

Explainable content detection: annotation structure

Three-level hierarchy, each level backed by a rationale span

- Foreign State-Suspected? ) Foreign State-Suspected
Rationale Span
* Posted from abroad

Context

Level 1 Yes > : :
User Name: K3 * * » Foreign-derived slurs
Writing Region List: [KR’, ‘IMINIS" : :
l Amdegmi * MNS-linked terms in usernames/comments

Moral Emotion: fuels polarization

- . Says he will plan economic policy for 10 years instead of 5.
- Moral Emotion?
Comment
Pig dogsjfeeding on trash news.
Level 2 [ Condemning }—> 4 .
s the truly violent country. _
J ¥ ) » Other-condemning
- » Other-praising




Content-level Detection

Explainable content detection: annotation structure

Three-level hierarchy, each level backed by a rationale span

— Foreign State-Suspected?

Level 1 Yes

}

Moral Emotion?

Level 2

\

Praising Condemning

Level 3

Rationale Span

Context
User Name: K7 * *

Article Title:

[ Condemning }—>
v

Writing Region List: [KR', ‘MNS’]

Says he will plan economic policy for 10 years instead of 5.

Comment
Pig dogsjfeeding on trash news.
is the truly violent country.

y

A
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Troll Comment

Foreign State-Suspected

» Posted from abroad

» Foreign-derived slurs

MNS-linked terms in usernames/comments

Moral Emotion: fuels polarization

* Other-condemning
* Other-praising

Target Country of the Emotion

+ Condemning or praising a country's people,
leaders, or issues

1



Content-level Detection

Explainable content detection: annotation structure

Three-level hierarchy, each level backed by a rationale span

Level 1

Level 2

Level 3

Foreign State-Suspected?

Yes >

}

Moral Emotion?

[ Condemning }—>
v

Condemning

\

Praising

Context
User Name: K7 * *
Writing Region List: [KR', ‘MNS’]
Article Title:

Says he will plan economic policy for 10 years instead of 5.

Rationale Span

Comment
Pig dogsjfeeding on trash news.
is the truly violent country.

]

y

A

Troll Comment

Foreign State-Suspected

» Posted from abroad

» Foreign-derived slurs

MNS-linked terms in usernames/comments

Moral Emotion: fuels polarization

» Other-condemning
» Other-praising

Target Country of the Emotion

+ Condemning or praising a country's people,

leaders, or issues

Troll label requires all three levels to align:
* Foreign — Praising — MNS(Major neighboring state of Korea) or MNS’s Partners
» Foreign — Condemning — Korea or MNS’s Rivals
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Content-level Detection

Explainable content detection: implementation

J) '

Human Annotation Finetuning GPT

N =1,500
3 Researcher

Gold Label

P @ =

Train Dataset
Labeled by GPT

N = 50,000

English translation

s s L 112Me
Distilling Knowledge into Large-scale
Lightweight Model Prediction

~ 0.1B Parameters

« C(Class F1 =0.84
« Text Span F1 = 0.58

Model Prediction

English translation

User Name: ZRanlig****

Writing Region List: ['KR' 'MNS']

Article Title: Explanation from former Girls’ Generation member Jessica's side regarding
the rumor about her appearance in an MNS entertainment program as an ‘'MNS minority
group’.

Cammant | am an MNS mingrity group living in Japan, and an MNS minority group have
Praising lation rate and personal income among the 56 ethnic

MNS is a powerful country, the second largest in the world. From Jessica's perspective,
there’s no need to be an MNS minority group, but it's still a hundred times better than
ho only listens to Americans and has no future. Haha.

Condemning Korean

User Name: zhanlig****

Writing Region List: ['KR' 'MNS']

Article Title: Explanation from former Girls' Generation member Jessica’s side regarding
the rumor about her appearance in an MNS entertainment program as an ‘'MNS minority
group’.

Comment: | am an MNS minority group living in Japan, and an MNS minority group have
the highest university graduation rate and personal income among the 56 ethnic
minorities in MNS.

MNS is a powerful country, the second largest in the world. From Jessica's perspective,
there's no need to be an MNS minority group, but it's still @ hundred times better

(@Korean)who only listens to Americans and has no future. Haha.
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User-level detection: behaving like a known troll

One troll-like comment is not enough: it produces too many false positives.

Task: classify 70 known trolls vs. 81 verified non-trolls with 24 features

Content Metadata Network

 Content-level model’s * Likes and dislikes * |nteracts with known troll
output o Activity time accounts

* Reposts identical text - Span between first and * Praises MNS in the same

last comment pattern

« Share of repeated posts

Result: XGBoost (F1 = 0.94) on all 4.3M users — 24K suspected trolls (0.59%)

Flagged users match known trolls in activity timing
These users wrote ~4M troll comments, the basis for all following analyses
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Strategy analysis: 24K suspected trolls over 20 years

Three analyses on 4M comments from the suspected accounts

[—_— »\é '\'f:;
L / ; \

Strategy Analysis

Longitudinal Trend Analysis Engagements and Visibility Targeted Entities®"
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Motivation Content-level Detection User-level Detection Strategy Analysis

A 20-year longitudinal view: condemning rhetoric dominates

Monthly Comment Count

« Condemning the target country dominates, not promoting their own state.
« Holds under every administration, and the gap widens in recent years.
« Entry of suspected troll accounts rises 51% around major elections.

Roh Lee Park Moon Yoon
(Left-leaning) (Right-leaning) (Right-leaning) (Left-leaning) (Right-leaning)

—e— Condemning Korea
—e— Condemning Rival

Praising MNS
—e— Praising Partner
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Motivation

Content-level Detection

Exploiting outrage: condemnation gains visibility

User-level Detection

« Only Condemning Korea receives more likes than dislikes
» Praising narratives receive lower visibility.
« Stronger condemnation predicts greater visibility.

Like Ratio

*k%

*k*%

*k%

1.00 -
0.75 -
0.50 =
0.25 1
0.00
I | | |
Condemning Condemning  Praising Praising
Korea Rival MNS Partner

High
Exposure

Like = Dislike

\4

Low
Exposure

Strategy Analysis
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Motivation Content-level Detection User-level Detection Strategy Analysis

They condemn both sides: a pattern consistent with polarization

« Seven of the top ten targets are political figures from across the political spectrum.

« The sitting president ranks among the top targets under all five administrations.
— The pattern points to amplifying division, not backing one side.

Moon Jae-in
Lee Jae-myung

Democratic Party

Moon Jae-ang
(Derogatory)

Yoon Suk-yeol

Roh Lee

Yoon

Park Moon

Moo-hyun Myung-bak
2006 — 2008 2008 — 2013

Geun-hye Jae-in
2013 - 2017 2017 — 2022

Suk-yeol
2022 - 2025

Republic of Korea

South Korea 1 =

Yoon

President Moon

Il Politician (Left)

Cho Kuk I Politician (Right)

0 5000 10000 15000

Top targets over 20 years Top targets by administration
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From explainable detection to actionable insight

0 Explainable detection supports evidence-based moderation.

e Defensive prioritization: when and what to watch.

Two-Decade Dataset
112M comments and models

luke.4.18@kaist.ac.kr

e Suspected accounts shared with stakeholders for verification.
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