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Motivation: the policy changes the verdict
 Mobile agents execute multi-step workflows on real devices, where 

insecure actions may cause substantial harm and be difficult to reverse

Security auditing must be policy-conditioned, rather than context-free

Same trajectory, different policies, 
different verdicts
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MATE: a lightweight, policy-aware auditor

Instruction I
User task request

Trajectory τ
Thought + Action + 

Observation

Policy r
Natural-language 

policy

Jointly encodes
trajectory + policy

Audit result

v violation: yes/no

c risk category

e natural-language 
rationale

0.5B / 1.5B / 3B 14 risk categorieseditable policieslocal, low-latency

 Input: instruction + trajectory + editable policy
 Output: violation verdict, risk category, and rationale

MATE(I, τ, r) → (v, c, e) Risk taxonomy

Personal Harm
account compromise • financial loss • privacy 
leakage • device security • psychological harm

Interpersonal Harm
fraud relay • others’ privacy leakage • 
impersonation • shared-account liability

Societal Harm
disinformation • platform-trust abuse • 
black/gray industries • public-resource waste • 
digital-identity harm
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Method: synthesis-driven trajectory learning

 Knowledge-grounded synthesis transforms public app tutorials and 
workflows descriptions into policy-conditioned trajectory data
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MATEBENCH and synthetic-to-real transfer 

Lightweight models beat much larger 
LLM-as-a-judge baselines in accuracy 

and deployment cost.

 Three sub-benchmarks evaluate in-domain, unseen-app, and real-
device trajectories

MATEBENCH-IN，2775
Synthetic trajectories 
from 124 training 
apps

MATEBENCH-OUT，1150 Synthetic trajectories 
from 24 held-out 
apps

MATEBENCH-REAL，162 Real-device trajectories 
from Zhipu’s AutoGLM, 
Alibaba’s Mobile-Agent, 
and our emulator agent

out-of-domain
real devices

Synthetic trajectories mirror real 
agents in length and action patterns

out-of-domain
unseen apps, sythetic

in-domain
sythetic

MATEBENCH
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Deployment: Adapter + policy retriever

Raw logs
screenshots

HTML / XML / A11Y

Trajectory adapter
compresses UI state
into ReAct trajectory

Policy retriever
selects relevant rules

from policy pool

MATE
verdict + category

+ rationale

 Auditing fulltrajectories produced by diverse mobile agent
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Evaluation results
 MATE outperforms static rules and prompt-based LLM judges across 

external, synthetic, and real-world mobile agent trajectories

>95%
accuracy on MATEBENCH 

and real mobile-agent 
trajectories

+20%
absolute improvement 

over prior evaluators on 
average

0.09–0.21s
per-trajectory 
latency on a 

single H100 GPU
MATE demonstrates the feasibility of customizable, interpretable, and 
low-latency security auditing across heterogeneous mobile agents
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