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Passkeys replace passwords with strong, 
phishing-resistant public-key cryptography, 

closing o5 all three risks at once.
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How secure is this flow in the wild?

How can we manipulate this flow?

How can we find websites that use this flow?



8kwebsites before merging

872websites after merging

664 unconfirmed passkey support

208 confirmed passkey support

105websites with analysis hurdles

103websites fully analyzable

PASSKEYS-RADAR

The State of Passkeys: Studying the Adoption and Security of Passkeys on the Web 4

CrUX 18MTranco 1M Community Directories

Login Page
API Call

/.well-known
!= 404

Merging

unconfirmed analysis 
hurdles

fully 
analyzable

radar.passkeys.tools

1 https://web.dev/articles/passkey-management

Confirmations via SMS

2FA-only passkey

No management UI

No deletion possible

Single passkey only

Hardware passkey only

1

archived data our scans

8k

872

664 105

208 103



PASSKEYS-ATTACKER

Focus: Websites (Front + Backend)

Tool: Architecture
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User Frontend BackendBrowser API Authenticator

PASSKEYS-ATTACKER simulates
Browser API and Authenticator

Register
passkey

Login with
passkey

Register
passkey

Login with
passkey

Virtual 
Authenticator DatabaseAttack Engine

SpecificationAnalyst

drives

ctrl ctrl

simulates



Compliance1 of Passkey 
Implementations on Websites

15 Attack Types

4 CVSS Scores
Critical, High, Medium, None

8 Attack Requirements

15 Validations from Spec.

28 Detection Methods

103 of 103 not compl.

18 Critical, 53 High
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The paper, tools, and all 
artifacts are available on 

https://passkeys.tools

Thanks! Meet me for a live demo.
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https://passkeys.tools/

