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"Hackers don't break in — they sign-in""

@® ® v Have | Been Pwned: Checkif X  +

BLEEPINGCOMPUTER

Home News Security Fake LastPass support email threads try to steal vault passwords

& % 23 https://haveibeenpwned.com w

Havel
susscaee @ (@) '....PWF'

Check if your password is in a data breach

G . . louis.jannett@rub.de
Billions of Passwords Have Been Leaked in Massive

L} h e |

Fake LastPass support email threads try to steal

Q CLOUDFLARE =

Password reuse is rampant: nearly half of

Oh no — pwned! This email address has been found in multiple password breaches.

o bse rved u se r Iog i n S a re co m p ro m ised Review the details below to see where your password was exposed.
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Passkeys replace passwords with strong,

closing off all three risks at once.

~

phishing-resistant public-key cryptography,
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Ceremonies: Registration and Authentication
i E @ A2

®  ® v A sign-inand security x [+ User Frontend Browser APl Authenticator Backend
& © 25 https://account.adobe.com/security QW %
Add
= '\‘ o b """""",‘d"""""; """""" >
’ rp'Y=adobe.com, u'®=1a2b
r - >

Sign-in and security

Passkeys

Sign in with the same biometric or PIN you use to unlock your device. Passkeys are
easier and more secure than passwords, and can be removed if your device is lost
or stolen. Learn more about passkeys

Add

Not set up
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Ceremonies: Registration and Authentication
E e 2 B

Frontend Browser APl Authenticator Backend

[ ) @® v A sign-inand security X+ User

€« > C 25 https://account.adobe.com/security

rp'Y=adobe.com, u¥=1a2b
L > >
User Verification

<

O Google Password Manager

Create a passkey to sign in to adobe.com?

You can use this passkey to sign in faster across your devices. It
will be saved to Google Password Manager for
alice.allison101@gmail.com.

v

alice.allison101@gmail.com
Passkey

a2

Touch ID to contint.

Save another way Cancel
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Ceremonies: Registration and Authentication
P E @ P

®O®® v A signinandsecurity * - User Frontend Browser APl Authenticator Backend
& © 25 https://account.adobe.com/security Q & W g
Add
_ ' ‘ On Passkey saved X . 9 ——— > =
- k You can view and manage your passkeys saved g : rp|d=adobe-com’ uid=1 azb
in Google Password Manager o :
"'c_%' L > >
° ° ° fo 17 H
Sign-in and security & UserVerification ‘ | |
.2 < kid kpub > gen(k'd, kpub’ ka’IV)
acckeve '%D e — store(rp'd, uid, kid, kpub, kpriv)
Y oc > store(kid, kpub)
Sign in with the same biometric or PIN you use to unlock your device. Passkeys are ffis_kf{ Qis_ﬁe_e_n_a_dgfc_j e e e Map(ui€, kid)

easier and more secure than passwords, and can be removed if your device is lost
or stolen. Learn more about passkeys

Add

® A passkey has been added to your account and can

now be used to sign in.

4

The State of Passkeys: Studying the Adoption and Security of Passkeys on the Web 3



Ceremonies: Registration and Authentication

: E © 2 E

®@ ® v A sionin X o+ User Frontend Browser APl Authenticator Backend
< Cc %5 https://auth.services.adobe.com/en_US/index.html?callback=https%3A%2F%2Fi.. & ¥
Add
-------- -P——f——————————f————————————-b
c rpiY=adobe.com, uid=1a2b
Adobe = «
"C-U' L > >
S o o = User Verification
Ign In %lo « id pub > gen(kid, .kpub.’ kpr.iv) |
) r: < ’ Store(rp'd, uld’ kld’ kpub’ kprlv)
New user? Create an account oc > store(ki9, kpub)
Passkey has been added 4L
_________________________________ map(u'd, kid)
Email address .
Sign in unrame=glice.allison101@gmail.com
alice.allisoni01@gmailtcom | F  TTTTTETS R e B I > uid = get(uname
©g rp'd=adobe.com, ki4, ¢ = random() y get( . )
- k'd = get(u')

Or
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Ceremonies: Registration and Authentication

P EC 2B

® 0 ® - Asinin x W User Frontend Browser APl Authenticator Backend

& > C 2% https://auth.services.adobe.com/en_US/index.html?callback=https%3A%2F%2Fi.. & %

R

Add
O= Google Password Manager e s e e e e e s s s s e s e >
Use a saved passkey for adobe.com g rp'd=adobe.com, uid=1a2b
adobe.com wants to verify it's you '.|= r - _ R
.? alice.allison101@gmail.com E User Vel’iflcatlon - -
C Passkey wfd P o
N ~ » id b i
) kid o BN(KE, KPED, ko) |
) r: < Store(rp'd, uld’ kld’ kpub’ kprlv)
oc > store(kid, krub)
Touch ID to contiy Passkey has been added ’

€ = o e e e o e e e e e . [T1AP(UTY, KIE)

Use a different passkey Cancel

Sign in unrame=glice.allison101@gmail.com

e e ud= get(uname)

rpd=adobe.com, ki, ¢ = random() kid = get(uid)

r <
User Verification
> >

o o
L »
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Ceremonies: Registration and Authentication

o O & A\ Adobe Account X eE

[ 1 25 https://account.adobe.com/?lang=en

A

Welcome to your account, Alice

|[_Ei Explore plans for you

/ Edit profile

Alice Allison

Edit profile
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P E 0 A B

User Frontend Browser APl Authenticator Backend
Add

-------- -P——f——————————f————————————-b
g rpiY=adobe.com, uid=1a2b
‘g L > >
= User Verification
.uﬂo . kld’ kpub » gen(kld’ kPUb’ kprIV) .
i) r: < StOfE(I’p'd, uld, kld’ kpub’ kprlv)
o > store(kid, kpub

Passkey has been added ( i )

———————— el e e e e e s e e e b e e e map(u'd, kid)
c Sign in unrame=glice.allison101@gmail.com
o ~~TT-—-- o i S W > yid = get(uname)
o— rpid=adobe.com, k4, ¢ = random() . .
I'CE < kid = get(uld)
O L > >
E User Verification
0 uid kid. s > uid, kid, kpm’. = get(k'9)
§ - — S = sign(kpf'i; c) b d

. > kpub = get(kid)

<

JYelcome toyouraccount Alice | ___ vrfy(kPu®; s; c)



[ How can we find websites that use this flow? ]

[ How can we manipulate this flow? ]

[ How secure is this flow in the wild? ]




PASSKEYS RADAR 8K websites before merging

e “ 872 WebS|tes after merging

%{]/ ? radar passkeys.tools |

|

r

Tranco 1M CrUX18M Community Directories 1

Passkey Directory .-

*—- ‘. ’ ’ Passkeys.directory

, — )
archlved data our scans

Login Page /.well-known
API Call =404

Sk 208 confirmed passkey support
872 Merging 105 websites with analysis hurdles

664 unconfirmed passkey support

lQ.. .j °"*, Confirmations via SMS @ No deletion possible
L/
A

fully @ 2FA-only passkey o Single passkey only

7051 analyzable ”AI, No management Ul g Hardware passkey only
nconfirmed - analysis 103 websites fully analyzable
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PASSKEYS'ATTAC KER Tool: Architecture

Analyst Specification 5

A N
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: drives Qj

v Virtual
Attack Engine Authenticator Database

simulates
— — -

Focus: Websites (Front + Backend)

s ¥ AP Ay

User Frontend Browser APl Authenticator Backend

9.
¥

H
fo

Register ] A Register
_______________________ ctrl ctrl
passkey I passkey I
Login with Login Wlth
passkey passkey !
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PASSKEYS-ATTACKER simulates
Browser APl and Authenticator




Compliance’ of Passkey

Implementations on Websites
- 15

Attack Type (AT) CVSS CVE CWE Requirement Validation [89] RW Detection Method (DM) Reg. Auth. U
) Improper Ve\l'lﬁc.:mon of Use cred™e¥ (0 verify signature over authData Bit Flip: Flip the last bit of the signature - 5 ;
Signature 98 - Cryptographic Signature - and clientData (§7.2.21) 5
(CWE-347) o
Authorization Bypass Leaked credi® and/or Swap cred'd+credP?keY: Register passkey with vietim’s cred and credPUPkey 13 -
Credential Overwrite 9.1  [23] Through User-Controlled crepubkey cred' is not yet registered for any user (§7.1.26) Swap cred®: Register passkey with victim’s cred' and attacker’s cred?"®key 12 - 14

Key (CWE-639)

Externally Controlled Tnclude only active and trusted related origins Dangling Domains: Check if related origins contain registrable domain - 1

Y v oty * Critical, High None

Swap credPuPkey: Register passkey with attacker’s cred'd and victim’s credP?bkey 2 -

. . . . [44] Bit Flip: Flip last bit of challenge 1 1
Challenge 82 [27] Session Fixation (CWE-384) zf"ki‘:a")'(‘s“ée;‘eg;};‘f})lmge g?‘;‘?ag;'czl‘?lll;’“ge is options.challenge Reuse: Use challenge that has already been used 8 52
& A Session Binding: Use valid challenge from another session 9 14
Origin Validation Error [44] Cross-Site: Set clientData.origin to a different site 7 5
Origin 8.1 [26] R CV%'E-3 46) Subdomain Takeover [84]  clientData.origin is trusted (§7.1.9, §7.2.12) [44] Subdomain: Set clientData.origin to a subdomain 23 23 40
Parent Domain: Set clientData.origin to a parent domain 31 23
. - idy - . id [44] Cross-Site: Set authDatahash(rp‘d») to the hash of a different site 8 4
RP ID 8.1 [26] %;%1];;/:\2)‘1 ation Error Subdomain Takeover [84] ?;;thfrg;S; (lrg) ) is hash(options.rp'®) Subdomain: Set authData hash(rp') to the hash of a subdomain 7 4 9
e Parent Domain: Set authData.hash(rp'®) to the hash of a parent domain 5 3
User Verified 1] Improper Authentication Physical access to authData.flags.UV is true if options. [44] Unset: Set authData.flags.UV to false 8 6 10
(CWE-287) authenticator userVerification is required (§7.1.16, §7.2.17)
Context _ ICmpriJge:aVleﬁrlﬁ;:iat:::u(:i Access to valid attestation  clientData.type is “webauthn.create” / g‘(:,:se:nss;:aSe‘::‘zz;e[x;:waljjdz:’ l? : 2
ryptograp g signature (e.g. via XSS) “webauthn.get” (§7.1.7, §7.2.10) P P & -
(CWE-347)
User Present [22] ig]gg;;%uthemlcanon Malware authData.flags.UP is true (§7.1.15, §7.2.16) Unset: Set authData.flags. UP to false 2l e 27
imagi ids ;i . ; i s 9 B
) Observable Response Return imaginary cred'® in FeguestOptlon& Random: Identify as random user. requestOptions.allowCredentials empty? 68
Allow Credentials [25] Discrepancy (CWE-204) - allowCredentials for non-existing accounts 68
pancy (§14.6.2, §14.6.3)
Improper Restriction of If clientData.crossOrigin is true, check if framing Cross-Origin: Set clientData.crossOrigin to true 9 87
. prop No generic clickjacking by other origins is allowed and if Cross-Site: Set clientData.topOrigin to a different site 93 92
Framing - Rendered UI Layers or L g s N . T . . 102
Frames (CWE-1021) protections in place [17] clientData.topOrigin is trusted Subdomain: Set clientData.topOrigin to a subdomain 94 92
(§7.1.10+11, §7.2.13+14) Parent Domain: Set clientData.topOrigin to a parent domain 84 84
. Improper Authentication ~ Physical access to cloned  authData.sig®™ is greater than previously stored  [44] Reduce: Set authData.sig™ to 2. Login. Set authData.sig™ to 1. Login. - 57
Signature Counter 24 cwE-287) authenticator sige™ (§7.2.22) &
Backup State 00 - - Authenticator is lost authData.flags.BS is false if authData.flags BE is Mutual Exclusion: Set authData.flags.BE to false and authData.flags.BS to true 58 57 65
false (§7.1.17, §7.2.18)
. . . authData.flags.BE is equal in registration and Swap On: Register authData.flags. BE=false. Login authData.flags.BE=on. - 55
Backup Eligible 00 = - Authenticator is lost authentication (§7.2.19) Swap Off: Register authData.flags. BE=true. Login authData.flags. BE=false. - 55 50 e e °
Length of cred 00 - - - credid length < 1023 bytes (§7.1.25) Length 1024: Set cred® to 1024 random bytes 48 — 48 r I t I ' a I g
Vulnerable websites with CVSS severity: ~ Critical (18), High (53), ,  None (81), All combined: 103 (of 103 analyzed RPs)
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Passkey Management — TECEICTEELTTIE]
Failures (1/2)
: = @ B

Attacker Victim Frontend Browser APl Authenticator Backend
Sign in as victim yname
________________ P e e -
kid
Add
-------------- -»——————————————————————————*
k|d, kpub

v
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Passkey Management — TCEICTEELTTE]
Failures (1/2)

- T —
| E € A B
Attacker

Victim

kpub

uid kid kpub

Frontend Browser APl Authenticator Backend
Sign in as victim yname
________________ P e e -
kid
Add
---------------- »——————————————————————————*
kid, kpub . '
» store_append(u'd, k
Signin yname
———————— *—

kid, signature

> kpub = get_last(k)
vrfy(kPuP; signature)
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Passkey Management
Failures (1/2)

A? E O 2B

Attacker Victim

UserID | KeyID Public Key
uid kid

kpub

uid kid kpub

Frontend Browser APl Authenticator Backend
Sign in as victim yname
---------------- D e
kid
- = Account Lockout
---------------- P e e e e
kid, kpub
» store_append(u'd, kid, krub)
Signin yname
-------- P e

kid, signature

Error: Signature verification failed!
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> kpub = get_last(k)
vrfy(kPuP; signature)



Passkey Management — TCEICTEELTTE]
Failures (2/2)
< = @ B

Attacker Victim Frontend Browser APl Authenticator Backend
Sign in as victim yname
________________ P e e -
kid
Add
---------------- »——————————————————————————*
kid, kpub

v
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Passkey Management — TEICTEELTTIE]
Failures (2/2)
< = @ B

Attacker Victim Frontend Browser APl Authenticator Backend
Sign in as victim yname
________________ P e e -
kid
Add
---------------- »——————————————————————————*
kid, kpub

» store_update(kid, kPub)
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Passkey Management — TCEICTEELTTIE]
Failures (2/2)

- T —
| E € A B
Attacker

Victim

Frontend Browser APl Authenticator Backend
Sign in as victim yname
________________ P e e -
kid
Add
---------------- »——————————————————————————*
kid,kpub '
» store_update(k'® /krub)
Sign in as victim yname
——————————————— e

kid, signature

> keub = get (ki)
vrfy(kPuP; signature)
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Passkey Management — CEICTEELTTIE]
Failures (2/2)
< = @ B

Attacker Victim Frontend Browser APl Authenticator BackeMAd

Sign in as victim

store_update(kd, krub)

> keub = get (ki)
e e e o o e e o o o o e o o e vrfy(kPuP; signature)
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Passkey Management
Failures (2/2)

= — —:
| E € A B
Attacker

Victim

(UserID | Key|ID Public Key

u'd

kid

kpub

Account Takeover

Frontend Browser APl Authenticator Backend
Sign in as victim yname
________________ P e e -
kid
Add
---------------- »——————————————————————————*
kid, kpub '
» store_update(k'd, krub)
Sign in as victim yname
——————————————— e

kid, signature

Welcome to your account, victim

The State of Passkeys: Studying the Adoption and Security of Passkeys on the Web

> keub = get (ki)
vrfy(kPuP; signature)



Thanks! Meet me for a live demo.

The paper, tools, and all
artifacts are available on

https://passkeys.tools
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Abstract

Passkeys provide a secure and phishing-resistant authenti-
cation method based on FIDO2 and WebAuthn. They have
recently gained popularity, with an increasing number of web-
sites adopting them. Nevertheless, a comprehensive security
analysis that evaluates such websites at scale has not been
fully addressed. We present PASSKEYS-RADAR, a continu-
ously updated dataset that tracks the deployment of passkeys
on the Internet since 2021. To build this dataset, we ag-
gregated diverse sources, including community directories,
Tranco 1M, CrUX 18M, and historic Internet archive data. We
analyzed the collected data of 872 passkey-enabled websites
and shed light on how passkeys are implemented and man-
aged. We identify major differences in how websites allow
users to add or delete passkeys and find that websites request
i to use dep cryp hic algorithms.
To perform a comprehensive security evaluation of passkey-
enabled websites, we developed PASSKEYS-ATTACKER. The
tool allows for precise ip of WebAuthn
at every step of the protocol and integrates 15 attack types of
which 10 were not covered in previous work. Among them, 2
attack types have critical CVSS scores. We discovered them
on 18 out of 103 evaluated websites. These attacks take over
user accounts, delete their passkeys, or lock them out of their
accounts. Nearly half of the tested sites (53) were vulnerable
to at least one attack with a high CVSS score, exposing users
to threats such as phishing and session fixation.

1 Introduction

“Hackers don’t break in — they sign in” [66]. In May 2025,
security researchers found 184 million leaked passwords [96].
‘Within a few weeks, this estimate was revised to 16 billion
passwords, making it the largest known password compromise
to date [95]. Such incidents highlight the urgent need to move
beyond passwords towards passwordless authentication.
Passkeys. Passkeys are the modern, phishing-resistant, and
user-friendly authentication method that replaces passwords

Passkey Authentication

epntn o, PS
(@ chatlengs> @ contrmy & d

Relying Party client Authenticator User

This Paper: Adoption and Security of Passkeys

3y

Passkevs-RADAR % O mssevsamoan Q3%

VB rodar posskeys.tools v attacker.passkeys.tools "
15 Atack Types, 28 Dtecton ethos

103 v e

38704 vanareblo o cricl-severy treats

153 R varapl o Wi soverty e

«Internet-Wide Scanning

« Historic Data Analysis
« 872 Passkey-Enabled RPs.

Figure 1: Scope of this Paper. First, we quantify the adoption
of passkeys on real-world websites using PASSKEYS-RADAR
(§3) and we study how they are used and managed by these
sites (§4). Second, we implement all security tests from the
WebAuthn specification into PASSKEYS-ATTACKER (§5),
and evaluate how secure websites implement passkeys (§6).

with strong public-key cryptography for improved security.
They are based on standards developed by the Fast IDentity
Online (FIDO) Alliance [36] and W3C [89]. Today, passkeys
are supported across all major browsers, including Chrome,
Firefox, and Safari, as well as on platforms such as Windows,
macOS, iOS, and Android [77]. Large corporations such as
Apple, Google, and Microsoft drive the adoption of passkeys.
These companies are members of the FIDO Alliance and
actively integrate and promote passkeys in their ecosystems.
Passkey Authentication Scheme. Passkeys are built on
two core protocols, jointly referred to as FIDO2: (1) Web Au-
thentication API (WebAuthn), which defines how the Relying
Party (RP) communicates with the client, and (2) Client-to-
Authenticator Protocol (CTAP), which specifies how the client
with the autt This paper
‘WebAuthn and evaluates the security of RPs, see Figure 1.

(a) First, the RP initiates the authentication process by pro-
viding a randomly generated challenge to the client.

(b) The client then asks the authenticator to sign this chal-
lenge with the private key that it has stored for that RP.
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