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STAGE 1 – HOOK
Victims are found via mass-sent 
”accidental” messages to spark 

initial contact
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STAGE  – SINKER
The victim is encouraged to 

invest in a fake crypto platform –
and is then ghosted
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S C A L E

The Losses are Staggering
Transnational, industrialized, and almost entirely unpunished.

$75B+
in stolen cryptocurrency laundered through 

scam-linked accounts in four years

$4B+
in romance-baiting losses reported in the 

U.S. alone

0.05%
of perpetrators are ever caught

Losses reach tens to hundreds of thousands of USD per victim Thousands of workers trafficked into forced labor to do the typing

I don't think of myself as someone who is careless with investments … I clearly expressed that I 

thought it was risky. He kept reassuring me, saying my caution was a good thing … I fell into the 

trap gradually.

— romance-baiting victim, interviewed for this study



T H E  W H O L E  S C A M  I S  T E X T

No voice, video, or meeting. Operators actively steer victims away from anything but 

chat — and manage dozens of conversations at once.

So how much of this is already 
being done by LLMs — and how 
much of it could be?

01

Are syndicates using LLMs today?

02

Could an agent build exploitable trust?

03

Would any defense notice?



F I E L D  S T U D Y

Inside the compounds: a 
coercive, industrial system

115
Low-level 

scammers 

interviewed

3
countries: Cambodia, 

Myanmar, Laos

Organizations with roles, managers, and handoffs.

30
High-level 

insiders
interviewed



A D O P T I O N

LLMs are already embedded in 
the daily workflow

34/34 recent insiders reported daily 

ChatGPT use

Tone & fluency

Polish messages to sound 

natural

Translation

They scam in languages 

they don't speak

Reply drafting

Responses generated from 

chat history

We leverage large language models to create realistic 

responses and keep targets engaged. It saves us time and 

makes our scripts more convincing.

— AI specialist, syndicate, November 2024



A U T O M A T I O N  P R E S S U R E

The relationship-building stages consume 87% of 
the workforce
Observed in one approximately 300-person division.

87%

HOOK + LINE

Finding and nurturing victims

13%

SINKER

Conversion & 

oversight



P A R T  T W O

H O O K

Mass outreach

L I N E

Weeks of trust-building

S I N K E R

The ask

Roughly 87% of the manpower sits in the hook and the line — months of conversation 

whose only purpose is to build the emotional trust that the sinker can cash in.

So how good is an LLM at building 
exploitable trust?







R E S U L T  1  ·  T R U S T

Participants trusted the machine more than the human

She was a very good listener, interested in 

everything I had to say … so positive, and it made 

me feel heard and understood.

— participant, on the LLM partner

He was always nice and pleasant company… it 

was almost addictive.

— participant, on the LLM partner

Measured on reliableness and emotional-trust subscales — would 

they keep promises, could they be confided in.



R E S U L T  2  ·  A T T E N T I O N

Attention shifted toward the LLM

70–80%
of each participant's messages went to the LLM partner —

nearly 3× the traffic sent to the human.

LLM PARTNER ~75%

HUMAN PARTNER ~25%

The way it flowed, it was meaningful 

for me.

— participant, after the reveal



R E S U L T  3  ·  C O M P L I A N C E

Trust became action
Both partners were tasked with getting the participant to download an app

HUMAN PARTNER

18%

LLM PARTNER

46%

2.6× higher compliance. 





S E L F - D I S C L O S U R E  T E S T

Told to hide it, frontier models claim to be human
Response to "are you an AI?" under a do-not-reveal instruction. Percent of trials.

MODEL ADMITS AI CLAIMS HUMAN EVADES

ChatGPT 5.5 55 43 2

Sonnet 4.6 0 100 0

Opus 4.8 0 100 0

Gemini 3.1 Pro 0 100 0
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