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Q1: How small can the proof 7 be?

For blockchains, smaller is better!

Polymath [Lip24] Groth16
Uses AGM-0OS + ROM Uses GGM
3G1+ 1F 2G1+ 1Go2
176 bytes 192 bytes | 7 |

(on BLS12-381)

o Can we go lower than 176 bytes?

USENIX



Q2: How fast can we prove?

UUUUUU



Q2: How fast can we prove?

Proving has a large overhead (~1000x) over native computation
How to reduce this cost?

O

USENIX



Q2: How fast can we prove?

Proving has a large overhead (~1000x) over native computation
How to reduce this cost?

O

USENIX



Q2: How fast can we prove?

Proving has a large overhead (~1000x) over native computation
How to reduce this cost?

Approach 1: Free addition gates

O

USENIX



Q2: How fast can we prove?

Proving has a large overhead (~1000x) over native computation
How to reduce this cost?

Approach 1: Free addition gates

e Only pay cryptographic (e.g., MSM)
costs for multiplication gates

® Achieved by circuit-specific SNARKS
GGPR13, BCTV14, Groth106]

O

USENIX



Q2: How fast can we prove?

Proving has a large overhead (~1000x) over native computation
How to reduce this cost?

Approach 1: Free addition gates Approach 2: Custom gates

e Only pay cryptographic (e.g., MSM)
costs for multiplication gates

® Achieved by circuit-specific SNARKS
GGPR13, BCTV14, Groth106]

O

USENIX



Q2: How fast can we prove?

Proving has a large overhead (~1000x) over native computation
How to reduce this cost?

Approach 1: Free addition gates Approach 2: Custom gates
e Only pay cryptographic (e.g., MSM) ® Specialized gates for particular
costs for multiplication gates computations (e.g., EC addition,
Poseidon S-box)
® Achieved by circuit-specific SNARKS ® Proposed recently for TurboPlonk
(GGPR13, BCTV14, Groth106] (GW19], used widely

RISCO,Plonky3,CBBZ23,5TWZ23]

O

USENIX



Q2: How fast can we prove?

Proving has a large overhead (~1000x) over native computation

Approach 1: Free addition gates

e Only pay cryptographic (e.g., MSM)

costs for multiplication gates

® Achieved by circuit-specific SNARKS

GGPR13, BCTV14, Gro

'N10]

How 1o reduce this cost?

Approach 2: Custom gates

® Specialized gates for particular
computations (e.qg., EC addition,
Poseidon S-box)

® Proposed recently for TurboPlonk
|[GW19], used widely
RISCO,Plonky3,CBBZ23,S5TW23]

Unfortunately, no existing SNARK supports both!
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New Methodology

We extend existing SNARK methodologies [CHMMVW?20, BFS20]
to construct our SNARKS

Oracle Proofs (

PO
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Polynomial Interactive

. Equifficient Polynomial
:Commitment Scheme (
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Our Compiler

. Preprocessing :
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Background: Polynomial IOPs

Prover messages are (supposed to be) Verifier queries are
polynomial encodings evaluation points

Prover
(x, w)

e Completeness: If F(x,w) = 1, then 7" accepts
e Soundness: If F(x,w) # 1, then 7 rejects
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Background: PC schemes

Commit to a polynomial, and later on prove its correct evaluation

itter k k
Maximum degreen —— | SETUP | — Corlr?ml erxey c
Verifier key vk

SENDER RECEIVER
1.cm <« Commit(ck, p)

2.v « p(2)
3.m < Open(ck,cm,p, z) Check(vk,cm, z, v, )

e Completeness: \Whenever p(z) = v, the Receiver accepts.

e Extractability: \Whenever the Recelver accepts, the Sender’s commitment cm
“contains” a polynomial p satisfying p(z) = v.
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Prior PIOP-based SNARKSs for R1CS

[CHMMVW20, S21]

R1CS consists of triples ((A, B, C), x, w) such that the following holds for z = (x, w):

Az o Bz = Cz, or equivalently the following checks are satisfied:

Linear checks: Nonlinear “row” checks:
iy =Az, 23 =Bz,72. = (7 24 °2 = ¢
Lincheck subPIOP Rowcheck subPIOP
Usually most expensive part! Usually quite cheap!

Requires numerous commitments,
openings, and evaluation proofs

Compiles to only 4 group elements!

In contrast, circuit-specific SNARKS like
Groth16 require no extra group elements

14



R1CS SNARKSs from PIOPs + EPC Schemes

Compiler

Preprocessing
zkSNARK

15



R1CS SNARKSs from PIOPs + EPC Schemes

2|OP for rowcheck

PIOP %Che(}k \

Compiler

Preprocessing
zkSNARK

15



R1CS SNARKSs from PIOPs + EPC Schemes

2|OP for rowcheck

PIOP %Che(}k \

PC Scheme

: + :
: Coeff-Equality check:

Compiler

Preprocessing
zkSNARK

15



R1CS SNARKSs from PIOPs + EPC Schemes

PC Scheme

+
Coeff-Equality check

2|OP for rowcheck

PIOP %Check \

Compiler

Equifficient Polynomial Commitment

(EPC) Scheme

Preprocessing
zkSNARK

15



New Approach for Lincheck

R1CS consists of triples ((A, B, C), x, w) such that the following holds for z = (x, w):
Az o Bz = Cz, or equivalently the following checks are satisfied:

Linear checks: Nonlinear “row” checks:
iy =Az, 23 =Bz,72. = (7 24 °2 = ¢

Rowcheck subPIOP
Usually quite cheap!
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New Approach for Lincheck

R1CS consists of triples ((A, B, C), x, w) such that the following holds for z = (x, w):
Az o Bz = Cz, or equivalently the following checks are satisfied:

Linear checks: Nonlinear “row” checks:
iy =Az, 23 =Bz,72. = (7 24 °2 = ¢

Rowcheck subPIOP

_ _ o _ Usually quite cheap!
Lincheck via coefficient-equality

How to enforce?”?

Pl 2 i p|7

10
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Equifficient PC (EPC) schemes

SENDER RECEIVER

1.cm « CommIT(ck, p;, ...,p)

2'Vl <—p1(r) y eees Vi (_pt(r)

8-7[ A OPEN(OK’ Cm’ pl’ ""pt’ r) CHECK(VK, Cm, <o V]a °'°9vt 3 TC)

Extractability

f the adversary outputs a commitment & proof that convinces the recelver,

then it must know py, ..., p,, that the following holds:
e PC Extractability: p,(z) = v, ...,p,(2) =V,

e Equifficient constraint satisfaction: p,, ..., p, can be represented with
equal coefficients

18
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KZG-based EPC Construction

Step 1: Using regular KZG, commit to the polynomials Z4, Zg, and Z-
ck=(1-G,7-G,7*-G,..., 7" - G)

KZG . Commit(ck,Z,) — ¢,
KZG . Commit(ck, Zp) = cp
KZG . Commit(ck, Z-) = ¢,

where ¢, 1= ZZM[i] 7' G forM € {A,B, C)
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KZG-based EPC Construction

Step 2: Enforce the coefficient-equality constraint.
To do this, first we construct committer keys that encode each basis...

E:={d, B,C)
d=1{4,...4,) <& cka=1[a,(0G, 4,(0)G, a;()G, ..., 4,(v)G
B=1{b,..h) & cky= [ISI(T)G, b (0)G, by(0)G, ..., En(T)G]
€ = {¢p,....0,) & cke=[6,(0G, &0)G, &G, ..., &,(0)G]
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KZG-based EPC Construction

Step 3: Next, we take a random linear combination of these committer keys to get the
‘consistency” committer key!

a-[a,(0) G, @G, ... 4,0 G|+

a - CkA +
ck* =  feckg+ = P|bG, b()G, .. b G|+
- cke [ ci(t) G, ()G, ... ¢ (1) G]

Now, commit to z, which recall is the equal-coefficient representation of Z,, Zg, and Z~

o - (zl-ézl(f)+zz-€zz(f)+...+zn-€ln(f))-G+
c* ={zck®y = P (z1-0)(D)+2 -by(D)+...+2,-b,(7) -G+
(z1ci(D)+2 (D) +...+7,-C (1) -G



KZG-based EPC Construction

Step 3: Next, we take a random linear combination of these committer keys to get the
‘consistency” committer key!

ck™

CZ'CkA +
ﬂ'CkB +

y CkC

o - [ a(7) G,

p - [ 191(7) G,

[ ¢1(7)

G,

a»(7) G, ...
132(7) G, ...

CH(7) G, .

a,(r) G | +
b (1) G|+
c.(1) G ]

Now, commit to z, which recall is the equal-coefficient representation of Z,, Zg, and Z~

C

K

= (z,ck™)

a - (
P (
(

)

{1
{1

{1
\_____/

- EIAI(T) +
- b(7) +

- C(7) +

)

%)
%)

%)
\_____/

‘&2(7)+ eeo T
‘bz(T)+ eoo T
‘62(T)+ eoo T

)

<p
<

<n

—

.4.(7)) - G +
b (7)) -G +
- C,(7) - G
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KZG-based EPC Construction

Commit(ck, (z4(X), 25(X), 2o(X))) = ¢4, cp, . €™
Ca =24(7) G, cg=25(t) - G,cr=2-7)- G

Consistency

Commitment ¢ =(a 40+ p - Zg(0) +7-2(0)) - G




KZG-based EPC Construction
Equifficient

ZE AN

Commit(ck, (z4(X), 2g(X), 2c(X))) = ¢4, ¢, > €
Ca =24(7) G, cg=25(t) - G,cr=2-7)- G

Consistency

Commitment ¢ =(a 40+ p - Zg(0) +7-2(0)) - G
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KZG-based EPC Construction

Step 4: Now, in the EPC check, do regular KZG verifications for each of
C4, Cg @Nd C plus a consistency check using our new commitment ¢

PC Check <}::> KZG Check —|— Consistency check

KZG Check Consistency check
Pass/fail+— KZG.CHECK(VK, c4,V4, 74 ) )
Pass/fail— KZG.CHECK(vk, ¢, Vg, 75) e(c*, H) = H e(cas, VKay)
Pass/fail « KZG.CHECK(Vk, cq, v, p) Me{A,B,C}

These proofs are computed by
KZG.Open, which we omit for simplicity!
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PIOPs + EPC Schemes @ SNARK
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AN E A H IR\
HlHIE
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P(pk X, W) V(VK, x)

SETUP(I’I,A, B, C)
—
—PC. SPECIALIZE(pp E= (A, AB,6))

2D N> N>
S| [£4]3

EPC.COMMIT II|

PIOP.PROVER

@ll

0
L]
L
0
L]
e
al
O
al

QUERY

(ck, vk)

prover key ck
verifier key vk

output
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PIOPs + EPC Schemes @ SNARK
P(pok, x, w) V(VK, x)

. r

L LL]

Setur(14, A, B, C) s - :
D | A = -
O O

op — —PC.SETUP(n) B

=PC.SPECIALIZE(pp, £ = (4, £, 6))
k+ k -
(K, VK)

prover key ck
verifier key vk

output
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PIOPs + EPC Schemes @ SNARK

P(pk, X, W) V(VK, x)

EPC.COMMIT II|
N = =

SETUP(I’I,A, B, C)

—

—PC. SPECIALIZE(pp E= (A, AB,6)) —
7, (Vas Vs Ver V)

N
H IIE

PIOP.PROVER

0
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L
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e
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O
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(ck, vk)

prover key ck
verifier key vk

output

25



PIOPs + EPC Schemes @ SNARK

P(pk, X, W) V(VK, x)

Zp -] EPC.ComMmIT
-

p N i
Setur(1”, A, B, C) e I
A >
o ST [T
= O
—PC. SETUP(n) = al

UERY

—PC. SPECIALIZE(pp E= (A, AB,6))

(ck, vk)

EPC.OPEN 7, (Va Vi Voo Vo) EPC.CHECK

prover key ck
verifier key vk

output




PIOPs + EPC Schemes @ SNARK

P(pok, x, w) V(VK, x)

EPC.COMMIT

Setur(14, A, B, C)
-
op

—
—PC.SPECIALIZE(pp, E = (I, 3B, 6)) ;

PIOP.PROVER

PIOP.VERIFIER

n o
(ck, vk)

EPC.OPEN T, (Va, VR,V V
(Vs ¢ ‘1) EPC.CHECK

prover key ck

output . , , . .
verifier key vk + Flat—Shamir to get non-interactivity
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Diff of Pari and Garuda

Garuda

Support for any custom
gates, e.g. Lookups

Generalized R1CS

Square R1CS
(SR1CS)

(GR1CS)

-ree addition gates

............................................................................................................................................................................................................................................................................................................................................................

Univariate EPC
(Batched)

Multivariate EPC
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Linear-time prover
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Using sumcheck protocol

Univariate Rowcheck PIOP
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