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But, do they have sufficient privilege to do it?
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AWS Shared Responsibility Model [1]

[1]: https://aws.amazon.com/blogs/industries/applying-the-aws-shared-responsibility-model-to-your-gxp-solution/
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Let’s listen to the
cache to steal some
crypto keys
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Guest OS

Tenant

What can I do???
I got no access to
provider-level
resources!!!
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Wait, attacker is
not the only one
who can listen to
the side-channel
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I can’t make
sense out of this!

Mitigation
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Guest OS

Tenant

Something is wrong

down there. I have
to protect my data
ASAP!
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* Probing

e Detection

" [njection
o Address Extraction
o Code Injection

= Detection Engine
o Multivariate Time Series
o Inference Switch
o Two-stage Detection
= Noise Handling
o Victim Noise
o Co-resident Noise

* Mitigation
= Cache Obfuscation
* [n-memory Encryption

ﬁ

Overview
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Mitigation

1. Cache Obfuscation

2. In-Memory Encryption
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[. Probing — Schemes and Timeline

Flowchart
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I. Probing —

Examples of Collected Data
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Multivariate time series

= Enables the analysis of dependencies between all the

features

= Ratio of probes that hit each level of the cache-memory
hierarchy, separated with different thresholds

Inference switch
o Constant ML inference introduces unnecessary overhead

and delay

o Only trigger ML if the secrets were accessed or evicted

Two-stage attack detection
o Balance between the detection lead time and accuracy
o Fast classifier triggers non-disruptive mitigation while
slow classifier confirms the decision

ML classifier

o Hybrid deep learning model combining transformer and
bi-directional LSTM
o Runtime inference using ONNX

II. Detection

Multivariate Time Series
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= Mitigation for Cache Side-Channel Attacks

a Deploying cache obfuscation Original Instruction Sequence: After Trampoline Building:
. . 7ffff7dc6104: xor ebx, dword ptr [rdi] 7ffff7dc6104: jmp 0x 7fff97dc6000
0 Prefetching many pages into the cache 7£6f7dc6106: mov  r9d, dword ptr [rsi+8] || 7ffff7dc6109: nop
o Increase the noise observed by attackers 7ffff7dc610a: mov  r&d, ebx 7ffff7dc610a: mov  r8d, ebx
7ffff7dc610d: bswap eax 7ffff7dc610d: bswap eax
7ffff7dc610f : bswap ecx 7ffff7dc610f: bswap ecx
Ce . . . Trampoline Code:
| -
Mitigation for Transient Execution Attacks S7ae000 TR " 7fff97dce0de: lea 110, [rdi + MASK_DELTA]
o Deploying in-memory encryption 7fff97dc6005:: movg  xmm13, rdi : 1 7tf97dc6051:imov  réd, dword ptr [r10] i gny
. . . 7fff97dc600a::movqg  xmm14, r1l 5 7fff97dc6054::xor  rlld, r8d -
Q Dat-a is always encrypted in memory and only decrypted in | o0 20 e o ol 76(f97dc6057+ jmp _ 0x7ff197dc6062
registers 7ff97dc6014: p) 7fff97dc605c:imov rdi, ril "
o The application self-modifies its instruction and build a JHifordcooLr:: ;;:3;3228?2_§-.%E;.§i‘.‘.‘.‘;;:drfm°rd prlrail
. . . 4. . .. c i Non-gecret
trampoline for each one using inline binary rewriting 766f97dc6024: b Ox7FFF97dcE05C 7ff97dc6065:; movq r10, xmm15 °'f)§r°
o Implementation: 7ff97dc602a: :movabs 10, secret_hi 6 7ff97dc606a: imovq r1l, xmm14 :
: 7§ff97dc6034:icmp  r11, r10 7fff97dc606f :i movq rdi, xmm13 ==y
1. Save scratch registers 7ff97dc6037: jae = 7fff97dc6074::movq 18, xmms EEECIIE
2. Save the effective address 7§ff97dc603d: i add , - : 7fff97dc6079:imov  rdd, dword ptr [rsi+8]
3. Check secrecy of the address 7ff97dc6044:imov  rdi, r1l @ 7fff97dc607d:ijmp _ Ox7ffff7dc610a . L7
4. Compute the shadow address (secret+offset) 7fff97dc6047::mov_ rlld, dword ptr [rdi] e e &

and emulate the original instruction Jup Back

Skip addresses falling outside secret region
Restore scratch registers
7. Emit stolen instructions and jump back

—_—
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" PDM introduces negligible overhead in A

terms of response time and CPU/memory

consumption in real world applications and
\_ SPEC CPU 2017 benchmark. )

PDM shows superior effectiveness for
detecting different variants of
microarchitectural attacks in both local

testbed and cloud.
\ /

The inference switch can effectively
reduce the overhead by preventing
unnecessary ML inference.
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Unlike existing HPC-based solutions, PDM can
effectively detect attacks under different levels of
victim workload and background noise.
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/PDM’S detection can effectively\

trigger its iIn-memory encryption
mitigation just in time before any
N leakage occurs. )

[ )

PDM’s in-memory encryption incurs
significantly less overhead in

comparison with Cipherfix.
- /
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Enabling noise handling improves the results. Additionally,
the slow classifier maintains an almost zero FPR.
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4 ) 4 )
Enabling workload analysis can improve PDM’s detection accuracy remains reasonably
the results. The slow classifier can further accurate against evasive attacks, outperforming
reduce false positives in all cases. existing HPC-based detection solutions.
\_ / \ /
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Conclusion

* We proposed PDM to enable cloud tenants to independently detect
and mitigate microarchitectural attacks in an accurate, efficient, and
timely manner.

* We provided methodologies for (1) probing, (i1) detection, and (ii1)
mitigation.

= The main benefits of PDM include:

" Increasing cloud tenants’ awareness of microarchitectural attacks
* Pressuring cloud providers to timely deploy vendor patches
» Complementing provider-level solutions to provide additional protection
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Thank you!

m m
~ ARC Research Group
- L https://arc.encs.concordia.ca

Artifact:
https://github.com/arashd021/pdm/
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