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The Privacy Risk in Fine-Tuned LLMs
Was my data point used to train a model?

• The Problem

• LLMs are fine-tuned on private datasets

• Medical records, legal documents, proprietary 

code…

• Fine-tuning causes the model to memorize training data

• Membership Inference Attacks (MIA)

• Goal: Given text 𝑥 and model, determine if 𝑥 was in 

training data

• Threat model of this work

• Grey-box access: query models, get per-token losses

• Target model: fine-tuned model

• Reference model: pre-trained base model

• No access to parameters, gradients, or activations

The high-level pipeline of LLM MIA @ fine-tune scenario
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Background: How Do Current LLM MIAs Work?
And are they correct?

• The (High-level) Standard Approach

• Compute per-token loss for each model:

• Aggregate over the ENTIRE* document 

• Calibration – cancel out factors like sample difficulty

• Check how likely 𝑆𝑐𝑜𝑟𝑒𝑥 is located at member or non-

member distribution and make a decision

• Underlying Assumption

• If model is on average more confident about this 

document, then it is more likely in the training data

• But is this assumption actually correct?
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What Do Membership Signals Actually Look Like?
10M+ token-level loss differences  @  Pythia-2.8B fine-tuned on Khan Academy

• Panel (a): Extremely Long Tails

• Kurtosis > 18  (Gaussian = 0)

• 1.8% of tokens exceed 3𝜎 (Gaussian: 0.3%)

• Individual extremes can be 10–100× larger than typical 

values

• Panel (b): Two Tails, One Mechanism

• Right tail

• Domain tokens receive enormous loss 

reductions

• These events are rare and loud

• but not membership-specific

• Left tail

• The displaced probability increases loss on 

many other tokens

• Memorization partially protects member contexts 

from this increase

• These effects are smaller, but more frequent 

than the rare right-tail spikes

• The right tail is loud domain adaptation; the left-

tail shift is subtle but repeated membership 

evidence.

• Domain adaptation is loud and helpless; membership 

appears as a smaller but more frequent left-tail shift.

(a) (b)

• Averaging is unreliable when a single extreme domain 

token can dominate the entire sequence



• Why Global Averaging Fails (Formally)

• Global average decomposes as:

• Signal: 𝑂(𝜌𝛿 · ҧ𝛾) — small, fixed

• Noise variance ∝  𝜌𝜉 · Ε[𝑌²] — can be infinite!

• A single extreme 𝜉ⱼ can completely dominate 

the entire membership score

Modeling Membership Signals as Extremal Events
Formalizing with mixture of point processes

• Per-token loss difference decomposition

• Three Components

• 𝜖ⱼ : baseline noise

• Small mean, finite variance, generic prediction 

fluctuations

• 𝜉ⱼ : domain-specific tokens (the INTERFERENCE)

• Rare (𝜌 ≈  0.02) but EXTREME magnitude

• Long-tailed: can be 10-100× typical values

• Appears equally in members & non-members

• These dominate global averages

• 𝛿ⱼ : membership signal (the TARGET)

• Also sparse, moderate magnitude

• Only present for training members

• Smaller than ξ but more discriminative

The Key Insight

• Don’t average globally.

• Localize the impact of extremal events.



WBC: Window-Based Detection with Sign Aggregation
Replacing global averaging with local binary voting

• Step 1: Sliding Window Comparison

• Reframe MIA: localize the impact of extremal events

• Slide across full sequence → (n−w+1) local tests

• Step 2: Sign-Based (Binary) Aggregation

• Why Sign? (Pitman ARE Theory)

• 𝐴𝑅𝐸(𝑠𝑖𝑔𝑛, 𝑚𝑒𝑎𝑛)  =  4𝑓²(0) ·  𝑉𝑎𝑟[𝑆ᵢ]

• Long-tailed → Var is huge, f(0) bounded → ARE > 1

• ARE = 2–5 at observed contamination levels

• Under Cauchy contamination: ARE → ∞

• Breakdown point = 0.5 (maximum possible)

• 50% contaminated windows can't break it

• "How OFTEN is loss lower" beats "How MUCH lower"

𝑆𝑖 𝑤 =  ෍

𝑗=𝑖

𝑖+𝑤−1

Δ𝑗



WBC: Multi-Scale Geometric Ensemble
Eliminating the window size parameter entirely

• The Window Size Dilemma

• Too small (𝑤 = 1,2):

• High variance per test, poor signal-to-noise 

ratio

• Too large (𝑤 ≫ 10):

• Signal dilution, outlier contamination

• Fewer independent tests (𝑛𝑒𝑓𝑓  ≈  𝑛/𝑤)

• Optimal 𝑤 depends on unknown, varying 

parameters

• Solution: Geometric Window Progression

• Dense at small 𝑤 (where signals concentrate)

• Sparse at large 𝑤 (coverage without redundancy)

Reminder -  Per-token loss difference decomposition

𝑤ₖ =  𝑟𝑜𝑢𝑛𝑑 𝑤𝑚𝑖𝑛 ·
𝑤𝑚𝑎𝑥

𝑤𝑚𝑖𝑛

𝑘−1
𝑊 −1



Evaluation: WBC vs. 13 Baselines on 11 Datasets
Pythia-2.8B @ 6 Cosmopedia + 5 real-world datasets

• TL;DR

• WBC works!



Take-away

• Core Insight

• The largest confidence gain is usually domain adaptation, not memorization.

• Membership appears as a repeated local advantage: small, scattered effects that consistently favor 

members across short regions.

• WBC turns local consistency into a robust membership score:

• Slide windows over target–reference token losses

• Convert each local comparison into a binary vote

• Aggregate votes across multiple window sizes

• Result: 2–3× higher detection across 11 datasets and 13 baselines, with no additional model forward passes.



Window-based Membership Inference 
Attacks Against Fine-tuned Large 
Language Models

Patient Record Data ML model for a particular disease 

Black-box Training Model

Prediction

API

Victim Alice

Attacker

Is Alice’s record in 

model’s training data?

If so, Alice has this 

disease!

Yuetian Chen, Yuntao Du, Kaiyuan Zhang, Ashish Kundu, Charles Fleming, Bruno Ribeiro, Ninghui Li

Thank you!

Paper Code Blog


	Slide 1: Window-based Membership Inference Attacks Against Fine-tuned Large Language Models
	Slide 2: The Privacy Risk in Fine-Tuned LLMs
	Slide 3: Background: How Do Current LLM MIAs Work?
	Slide 4: Background: How Do Current LLM MIAs Work?
	Slide 5: What Do Membership Signals Actually Look Like?
	Slide 6: Modeling Membership Signals as Extremal Events
	Slide 7: WBC: Window-Based Detection with Sign Aggregation
	Slide 8: WBC: Multi-Scale Geometric Ensemble
	Slide 9: Evaluation: WBC vs. 13 Baselines on 11 Datasets
	Slide 10: Take-away
	Slide 11: Window-based Membership Inference Attacks Against Fine-tuned Large Language Models


  x


  x


  S c o r  e x


   ℓ T i = −   log ⁡  p  (   x i   |    x 1 ,   … ,    x  i − 1 )


   ℓ R i = −   log ⁡  p  (   x i   |    x 1 ,   … ,    x  i − 1 )


  S c o r  e  { T ,   R } x =  1 n  ∑  i = 1 n   ℓ  { T ,   R } i


  S c o r  e x =   S c o r  e T x  S c o r  e R x


  S c o r  e x


   ℓ T i = −   log ⁡  p  (   x i   |    x 1 ,   … ,    x  i − 1 )


   ℓ R i = −   log ⁡  p  (   x i   |    x 1 ,   … ,    x  i − 1 )


  S c o r  e  { T ,   R } x =  1 n  ∑  i = 1 n   ℓ  { T ,   R } i


  S c o r  e x =   S c o r  e T x  S c o r  e R x


  3 𝜎  


  O ( 𝜌 𝛿   ·  𝛾 - )    


  ∝   𝜌 𝜉   ·   Ε [ Y ² ]    


  𝜉 ⱼ


  𝜖 ⱼ


  𝜉 ⱼ


  𝜌   ≈   0 . 02


  𝛿 ⱼ


  A R E ( s i g n ,   m e a n )   =   4 f ² ( 0 )   ·   V a r [ S ᵢ ]


   S i  ( w ) =    ∑  j = i  i + w − 1   Δ j


  w = 1 , 2


  w ≫ 10


   n  e f f   ≈   n / w


  w


  w


  w


  w ₖ   =   r o u n d  (   w  m i n ·      (     w  m a x   w  m i n )    k − 1   | W | − 1 )

